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Abstract

As part of an initiative on Strategic Trade Management (STM) for Southeast Asia, 
two research projects were developed by Malaysian experts to understand the state of 
compliance with Malaysia’s Strategic Trade Act (STA) 2010 in Malaysian universities. This 
article presents the outcomes, findings, and recommendations from these two projects. The 
first project evaluates the impact of an outreach program for universities on intangible 
technology transfer (ITT) compliance, held on July 9, 2024, in Kuala Lumpur, Malaysia. 
It provides a snapshot of how outreach influences adherence to STA requirements. Project 
2 focuses on building long-term compliance capacity by assessing top management’s 
commitment to Internal Compliance Programs (ICPs) and identifying the gaps in
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contributions to the field of technology transfer in academia. Assoc. Prof. Dr. Nor Ashikin Mohamed Yusof 
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and evolving technologies like IT and biotechnology laws. Her current focus is the legal and regulatory 
landscape of strategic trade, AI, and blockchain. As a member of national committees, she applies this 
experience to ensure progress within a safe ecosystem for these innovations. Muslihana Mustafa from 
STRIDE was the first technical assessor for MITI Malaysia’s Strategic Trade Secretariat until she retired 
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essential due diligence-related knowledge, experience, and skills among compliance staff.
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Introduction

Malaysian universities are increasingly engaged in technology collaboration and are keenly 
aware of the possibility of situation-specific transfers of tangible assets, such as sharing of 
patents and prototypes at presentations, conferences, workshops or research forums, and 
usually protect themselves against IP infringement. However, they often remain unaware of 
less common pathways for technology transfers, such as information and data sharing in the 
prepatent or pre-prototype stage. They are especially unaware of international technology 
collaborations that might lead to weapons of mass destruction (WMD) proliferation.

This raises concerns about inadvertent contributions by university researchers and research 
projects to WMD proliferation activities or unauthorized military uses of commercial and 
civilian technologies. Without a clear understanding of export control regulations, such as 
those outlined in Malaysia’s national regulations governing exports and transfers of dual-use 
technology – STA 2010 - researchers may unknowingly engage in activities that could have 
serious security implications.

The uncertainty regarding the effectiveness of existing compliance programs related to STA 
2010 and low compliance rates among academia and researchers motivated two research 
projects that are the primary focus of this article (referred to here as Project 1 and Project 2, 
respectively).1 Briefly, Project 1 recognizes the critical role of outreach as the foundational step in 
ensuring regulatory adherence to STA 2010 by Malaysian universities and examines the impact 
of the Malaysia Ministry of Investment, Trade, and Industry’s (MITI) awareness programs for 
universities. The persistently low compliance rates among academia and researchers was the 
driving force behind Project 2, which examines the role of management commitment and of 
the skills and experience of compliance officers. Both projects underscore the urgent need for 
targeted interventions to strengthen institutional commitment to regulatory compliance and to 
sustained efforts to improve the knowledge, skills, and experience of designated compliance 
officers to implement better compliance.

The first section of this article summarizes the global and national context of STM management 
in Malaysia, covering the main law (STA 2010) and the development of an industry body 
(MYSTCC) to promote compliance by Malaysian industry. Next, the article discusses 
challenges of regulating intangible technology transfers (ITT) in Malaysia. This provides the 

1	 These projects were managed by Coalescion - a Washington, D.C.-based think tank - under the sponsorship 
of the U.S. Department of State’s Export Control and related Border Security (EXBS) program. Both 
projects developed a capstone paper that examined strategic trade compliance gaps within academia and 
the researchers  tailored their focus based on their individual interest.
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context within which the two research projects on ITT compliance were developed. Details 
of the assumptions, methodology, findings, and recommendations of Project 1 regarding the 
impact of outreach with reference to STA 2010 on Malaysian universities is then presented, 
followed by the same for Project 2 in the subsequent section, on the role of management 
commitment in the implementation of ITT in Malaysian universities. The article then details 
some common findings from the two research projects, followed by a section that provides 
the implications of the findings from research projects and discusses some of the strategies to 
enhance awareness, risk mitigation, and compliance with STA within Malaysian universities. 
The final section explores some preliminary steps that universities in Malaysia, and elsewhere, 
can take to strengthen their ITT management procedures.

Malaysian Strategic Trade Management Regulations: Global Context and 
the Development of MYSTCC

In an increasingly interconnected world, technological advancements have the potential to 
drive economic growth, enhance national security, and foster scientific progress.2 However, 
this rapid development also presents risks, particularly in the tangible and intangible transfers 
of technology (ITT), dual-use technologies (DUT) or strategic items. They could be misused 
for the proliferation of weapons of mass destruction (WMDs).3 Unlike tangible transfers, which 
involve physical products, ITT involves sharing intellectual property, expertise, and innovative 
practices, and is thus more difficult to control.4 

Recognizing this global challenge, the United Nations Security Council adopted resolution 
1540 (UNSCR 1540) in 2004, mandating, among other commitments, all UN Member States to 
establish and enforce effective export controls. The resolution obligates states to prevent non-
state actors, including terrorist organizations, from acquiring nuclear, chemical, biological, 
and radiological (CBRN) weapons and their related materials. This includes enacting laws 
that restrict the unauthorized transfer of CBRN materials and technologies. Additionally, 
to deter illicit activities, states must implement enforcement mechanisms such as stringent 
penalties and legal repercussions for violations. Strengthening national institutions, such as 
licensing and enforcement agencies, therefore, is essential to effectively monitor and prevent 
the unauthorized transfer of sensitive technologies. Furthermore, it is critical that businesses, 
industries, and academic institutions adhere to national and international security regulations, 
thereby mitigating  the risks of the proliferation of dual-use technologies and contributing to 

2	 A.M. Younus, “Technological Advancement and Economic Growth for the Business Sector,” Academic 
Journal of Digital Economics and Stability, Vol. 10 (2021), ISSN 2697-2212, <https://academicjournal.
io/>.

3	 O. Sydorchuk, V. Bashtannyk, F. Terkhanov, O. Kravtsov, LAkimova, and O. Akimov, “Integrating 
Digitization into Public Administration: Impact on National Security and the Economy Through Spatial 
Planning,” Edelweiss Applied Science and Technology, Vol. 8, No. 5 (2024), DOI: 10.55214/25768484.
v8i5.1740, pp. 747-759.

4	 “Intellectual Property and Technology Transfer,” World Intellectual Property Organization (WIPO), 
<https://www.wipo.int/web/technology-transfer>; See also O. Pyataeva, E. Chibisova, O. Chibisov, A. 
Zueva, and O. Skryabin, “Trends in the Global Market for the Transfer of Intellectual Property,” E3S Web 
of Conferences 381, 02038 (2023), <https://doi.org/10.1051/e3sconf/202338102038>. 

https://www.wipo.int/web/technology-transfer
https://doi.org/10.1051/e3sconf/202338102038


global security.

Malaysia’s Regulatory Framework under STA 2010

Aligned with its international obligations, Malaysia enacted the Strategic Trade Act 2010, 
which regulates the transfer of strategic items, including dual-use goods and technologies, 
to prevent the proliferation of WMDs.5 It encompasses items with both civilian and potential 
military applications, such as nuclear, chemical, biological, and radiological technologies.

STA 2010 applies to all Malaysian entities, including academic institutions, highlighting their 
critical role in compliance. Non-compliance carries severe penalties, including the death 
penalty, life imprisonment, or substantial fines under Sections 9, 10, 11, and 12 of STA 2010. 
These deterrents emphasize the consequences for both deliberate or inadvertent violations of 
the main goals of STA 2010, viz., national security and WMD nonproliferation. Accordingly, 
the main licensing agency, Ministry of Investment, International Trade and Industry (MITI) has 
expanded its engagement with all domestic stakeholders whose compliance is critical to the 
implementation of STA 2010.
     
Establishment of MYSTCC6     

Recognizing the critical role of industry in upholding national and global security, MITI initiated 
efforts to establish an export control society in 2019. In 2021, MITI’s Deputy Minister, Mr. 
Lim Ban Hong, launched Malaysia Strategic Trade Control Community (MYSTCC) to ensure 
effective cooperation between the government and the business sector in matters related to 
strategic trade compliance. With the mission of advancing trade compliance culture for “Secure 
Trade, Secure World,” MYSTCC is committed to being a pioneer in developing innovative 
solutions in global trade compliance and to making Malaysia a leader in STM.

After years of dedicated efforts, MITI officially transitioned leadership of STM outreach to 
industry, and in September 2023, MYSTCC was formally registered as an association with the 
Malaysian Registrar of Societies. The initiative gained international recognition when MITI 
Minister Tengku Datuk Seri Zafrul Abdul Aziz announced the establishment of MYSTCC at 
the Malaysia Strategic Trade Summit (MySTS) in October 2023.

The Malaysia Strategic Trade Control Community (MYSTCC) plays a vital role in supporting 
stakeholders under the Strategic Trade Act (STA) 2010, offering a platform for industry leaders, 
professionals, and subject matter experts to connect and collaborate on strategic trade control 
initiatives. It is committed to enhancing professional development by providing specialized 
training programs, certified courses, workshops, and webinars, equipping members with 
knowledge on export regulations, compliance practices, risk management, and strategic trade 
control policies. Additionally, MYSTCC serves as a collective voice for industry advocacy, 
working to propose policy improvements and address common regulatory challenges, ensuring 

5	 Strategic Trade Act 2010, <https://www.mcmc.gov.my/en/legal/acts/strategic-trade-act-sta-act-708>.

6	 This section is a contribution by Ms. Muslihana Mustafa, a member for MYSTCC and retired Technical 
Expert from STS, Malaysia.
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a more robust and efficient strategic trade control framework that benefits  industry as a whole. 
For example, it actively supports the government in the ongoing phased reform and update of 
STA 2010 and related regulations.

As a representative of various industry sectors, MYSTCC is entrusted with the responsibility of 
safeguarding Malaysia’s interests, promoting economic growth, and preventing the proliferation 
of sensitive technologies. The leadership and members of MYSTCC are acutely aware that 
their work has far-reaching implications for global stability and prosperity. 

While the establishment of MYSTCC has significantly strengthened Malaysia’s industry-
focused compliance measures, it is equally important to extend these efforts to the academic 
and research sectors. Universities play a crucial role in intangible technology transfers (ITT) 
and must adopt internal compliance programs (ICPs), enhance awareness of export control 
obligations, and collaborate with regulatory bodies to ensure their research aligns with national 
security mandates. 

Since its establishment, MYSTCC has facilitated dialogue, identified experts, and worked to 
highlighting best practices on specific issues. It has co-sponsored workshops for Malaysian 
industry  as well as academia on compliance best practices related to STA 2010.7 It is committed 
to supporting efforts by Malaysian universities to understand and implement STA 2010, and 
in January 2025, signed a Memorandum of Understanding with Multi Media University 
(MMU).8 This public-private partnership aims to develop a specialized diploma program that 
will eventually lead to a degree program focused on producing Chartered Trade Experts. This 
initiative not only seeks to enhance academic offerings but to also provide students with valuable 
internship opportunities, thus bridging theoretical knowledge with practical experience in the 
field of strategic trade. Moreover, the MoU proposes the establishment of effective engagement 
mechanisms, including forums, seminars, workshops, mentorship programs, and research 
initiatives centered on export control. This collaboration is expected to foster academic 
synergies, promote knowledge exchange, and facilitate collaborative growth in the realms of 
strategic trade and export control.

Expanding strategic trade compliance efforts beyond businesses to include academic 
institutions will reinforce Malaysia’s commitment to international security frameworks, 
ensuring responsible knowledge-sharing, and safeguarding sensitive technologies.

     

7	 MYSTCC co-sponsored the outreach event examined in Project 1. Other than that, MYSTCC has 
organized regional industry outreach events across Malaysia (North, Central, South) between September 
and December  2023. Source: Ms. Muslihana Mustafa, MYSTCC subject matter expert.

8	 MMU and MYSTCC Establish Partnership to Create Academic Pathways and Professional Opportunities, 
Multimedia University, January 10, 2025, <https://www.mmu.edu.my/2025/01/mmu-and-mystcc-
establish-partnership-to-create-academic-pathways-and-professional-opportunities/>.
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The Challenges of Regulating Intangible Technology Transfer (ITT) in 
Universities 

In the rapidly evolving landscape of technology and innovation, universities serve as critical 
hubs for ITT, facilitating the movement of knowledge, expertise, and proprietary innovations 
between academia, industry, and society.9 Their fundamental role extends beyond knowledge 
generation and innovation to ensuring ethical and secure research practices while aligning 
with national and international security frameworks, particularly the STA 2010 and UNSCR 
1540.10 These regulations are designed to prevent unauthorized technology transfers that could 
contribute to weapons proliferation or unauthorized military applications, including universities. 

Role of Universities in National Security     

Given their role as knowledge hubs, universities must protect intangible technology while 
continuing to foster academia-industry partnerships.11 Academic institutions must ensure that 
sensitive research and expertise is not unintentionally transferred to unauthorized entities, 
prevent inadvertent contributions to proliferation activities, and ensure institutional compliance 
with security regulations.12 In other words, universities have to balance intellectual freedom 
with regulatory compliance, ensuring that advancements in research do not compromise 
safety, national security, or ethical standards.13 This requires universities to implement robust 
governance frameworks, adhere to export control regulations, and proactively manage risks 
associated with emerging technologies.14

Research collaborations, cross-border partnerships, and industry engagements expose 

9	 Mohd Zulkifli Muhammad ,Tamrin Amboala, Dzulkifli Mukhtar, Mahathir Muhamad, Muhammad 
Naqib Mat Yunoh, Mohd Fahmi Ghazali, and Abd Aziz Mat Hassan, “Technological Entrepreneurship 
for University Research Outcomes: The Case of Universiti Teknologi Malaysia (UTM) in Innovation of 
Businesses, and Digitalization during Covid-19 Pandemic,” Lecture Notes in B. Alareeni and A. Hamdan 
(eds.) Networks and Systems 488, <https://doi.org/10.1007/978-3-031-08090-6_45>.

10	 E. Scott, E, R. Peel., F. Ruechardt, and N. Mitchell, N., “Catalogue of Case Studies on Intangible Technology 
Transfers from Universities and Research Institutes,” (revised edition), King’s College London., <https://
kclpure.kcl.ac.uk/ws/portalfiles/portal/135803068/itt_case_studies.pdf>.

11	 J. Krige, “Regulating the Academic ‘Marketplace of Ideas’: Commercialization, Export Controls, and 
Counterintelligence,” Engaging Science, Technology, and Society Vol. 1 (2015), DOI: <http://dx.doi.
org/10.17351/ests2015.001>, pp. 1-24.

12	 “Responsible Collaboration Through Appropriate Research Security A Workshop To Discuss and Study 
the Emergent Discipline of Research on Research Security,” Baker Institute, <https://www.bakerinstitute.
org/sites/default/files/2024>.

13	 J. Krige,“Regulating the Academic ‘Marketplace of Ideas’: Commercialization, Export Controls, and 
Counterintelligence,” Engaging Science, Technology, and Society Vol. 1 (2015), DOI: <http://dx.doi.
org/10.17351/ests2015.001>, pp. 1-24 and R. Abidin, “The Impact of Absorptive Capacity and Technology 
Park Services on the Relationship Between Social Capital and Technology Transfer in Malaysian 
Universities,” PhD Thesis, Multimedia University, November 2014, <https://etd.uum.edu.my/4897/1/
s93407.pdf>.

14	 L. Craiut, C. Bungau, T. Bungau, C. Grava, P. Otrisal, and A.F. Radu, “Technology Transfer, Sustainability, 
and Development, Worldwide and in Romania,” Sustainability Vol. 14, Issue 23 (2022), <https://doi.
org/10.3390/su142315728>.
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universities to potential ITT risks, making compliance with STA 2010 essential.15 Compliance 
not only protects national security but also preserves institutional integrity, allowing universities 
to secure research funding, maintain international partnerships, and contribute to Malaysia’s 
technological and economic development.16

In the context of universities, effective oversight on ITT can lead to improved academic-
industry partnerships, increased commercialization of research, and ultimately, enhanced 
economic growth.17 It fosters a culture of responsible research as well as helps to avoid legal 
penalties and reputational damage, which can severely impact an institution’s standing and 
credibility.18 By adhering to legal provisions and guidelines, institutions can ensure that their 
research activities are conducted ethically and responsibly, minimizing the risk of contributing 
to WMD proliferation.  

Furthermore, export control and ITT compliance contribute to the long-term sustainability of 
research activities within the institution.19 By maintaining a strong compliance framework, 
institutions can build trust with the public, attract reputable collaborators, and secure funding 
for future research endeavors. 

Finally, compliance directly protects the careers of faculty, staff, and students. By adhering to 
the Act’s (STA 2010) regulations, institutions safeguard their researchers from potential legal 
repercussions and ensure that their academic pursuits are conducted ethically and responsibly.20

In sum, compliance with STA enables universities to balance intellectual freedom with 
regulatory responsibilities, ensuring that advancements in research do not compromise safety, 
national security, or ethical standards.21 Ultimately, embedding STA 2010 compliance within 
academic practices strengthens Malaysia’s position in global research and innovation while 
safeguarding national interests.

15	 S.A.W Evans and W.D Valdivia, “Export Controls and the Tensions Between Academic Freedom and 
National Security,” Special Issue: An Agenda for Science and Technology Policy Studies? Emerging 
Themes from the Work of Young Scholars, Minerva-Springer, Vol. 50, No. 2 (June 2012), pp. 169-190.

16	 Ibid.

17	 R. Ismail, & N. Zainuddin, “The Role of University Technology Transfer Offices in the Commercialization 
of Research: A Malaysian Perspective,” Journal of Technology Transfer, Vol. 42, Issue 3, pp. 345–367.

18	 A. Reisman, “A Taxonomic View of Illegal Transfer of Technologies: A Case Study,”  Journal of 
Engineering and Technology Management, Volume 23, Issue 4 (2006), pp. 292-312. See also

19	 V.J. Sadegh, B.S. Derakh, P.P Biancone, “Internationalization and Export Compliance: Institutional 
Consequences of Failure to Comply with International Regulations,” Conference Paper, Second 
International Conference of Risk Management, 2018, Turin, Italy.

20	 J. Rath, M. Ischi, and D. Perkins, “Evolution of Different Dual-Use Concepts in International and National 
Law and its Implications on Research Ethics and Governance,” Science and Engineering Ethics, Vol. 20 
(2014), <https://link.springer.com/article/10.1007/s11948-014-9519-y>, pp. 769-790.

21	 P. Brady, and T. Rowold, T, “Export Compliance and Secure Research,” in A. Dade, L. Olafson, and S. M 
DiBella, eds, Implementing a Comprehensive Compliance Program (New York: Springer, 2015), pp. 249-
303.
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Challenges for Universities in Managing ITT

While universities strive to balance research collaboration and knowledge dissemination, four 
key challenges hinder effective ITT management.22 These include a complex and burdensome 
regulatory process, clashes of culture, sharing vs. export restrictions, misconceptions about 
ICP application, and lack of awareness in the midst of balancing the myriad of other university 
responsibilities. Another scholar mentions factors such as ignorance, lack of structured 
compliance programs, and complex legal process.23

One of the primary challenges in managing ITT within academic institutions is the complexity 
of regulatory compliance.24 Understanding and implementing the strategic trade laws and 
regulations within universities can be resource-intensive and time-consuming, as compliance 
requires institutions to establish internal policies, monitoring mechanisms, and staff training 
programs.25 Many universities, particularly those with limited administrative capacity or 
awareness of regulatory obligations, struggle to align their research activities with export 
control and national security requirements.26 Ensuring that faculty members, researchers, and 
students adhere to these regulations requires continuous education, investment in compliance 
infrastructure, and collaboration with regulatory bodies.

Another significant challenge is the issue of intellectual property (IP) ownership disputes.27 
Universities frequently engage in collaborative research with industry partners where the 
division of ownership over patents, proprietary knowledge, and research findings can become 
contentious. These conflicts often arise due to unclear agreements, differing expectations, 
and competing interests between academia and industry. Without well-defined contractual 
frameworks and institutional policies, universities risk delays in commercialization, legal 

22	 Brian Starks and Christopher Tucker, “Export Control Compliance and American Academia,” 
Strategic Trade Review, Vol. 3, Issue 4 (Spring 2017), <https://strategictraderesearch.org/wp-content/
uploads/2017/09/Export-Control-Compiance-and-American-Academia.pdf>.

23	 R. Rege, “Universities Should Implement Internal Control Programs to Monitor Compliance with Export 
Control Laws,” Journal of Law & Education, Vol. 35 (2006), p. 199.

24	 E. Scott, E, R. Peel., F. Ruechardt, and N. Mitchell, N., “Catalogue of Case Studies on Intangible Technology 
Transfers from Universities and Research Institutes,” (revised edition), King’s College London., <https://
kclpure.kcl.ac.uk/ws/portalfiles/portal/135803068/itt_case_studies.pdf> and A. Reisman, “A Taxonomic 
View of Illegal Transfer of Technologies: A Case Study,”  Journal of Engineering and Technology 
Management, Volume 23, Issue 4 (2006).

25	 R. Burrell., S.J Jee, K. Hötte., and C. Ring, Intellectual Property Rights, Climate Technology Transfer and 
Innovation in Developing Countries, Institute for New Economic Thinking, Oxford University, August 
2023, <https://oms-inet.files.svdcdn.com/staging/files/intellectual-property-rights-2023-14.pdf>.

26	 N. Yudianti and I.H Suryandari, “Internal Control and Risk Management in Ensuring Good University 
Governance,” Journal of Education and Vocational Research. Vol. 6, No. 2, (June 2015), ISSN 2221-
2590, pp. 6-12 and S. Fuentes, S., “Universities’ Vulnerabilities to Export Control Laws,” Singapore 
Management University, 2018, <https://search.library.smu.edu.sg/discovery/fulldisplay?docid=cdi_
proquest_journals_2185755077>.

27	 R. Burrell., S.J Jee, K. Hötte., and C. Ring, Intellectual Property Rights, Climate Technology Transfer and 
Innovation in Developing Countries, Institute for New Economic Thinking, Oxford University, August 
2023, <https://oms-inet.files.svdcdn.com/staging/files/intellectual-property-rights-2023-14.pdf>.
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conflicts, and barriers to effective technology transfer.28 Establishing transparent IP-sharing 
agreements and structured governance frameworks is essential for mitigating these disputes 
and fostering smoother collaboration between universities and industry stakeholders.

Cultural resistance to restrictions on knowledge-sharing presents a fundamental challenge in 
academic environments. Universities emphasize open access to knowledge, free exchange of 
ideas, and international collaboration, which can sometimes conflict with security regulations 
and export controls.29 Researchers may perceive compliance requirements as bureaucratic 
obstacles that hinder innovation and academic freedom.30 This resistance is particularly 
pronounced in fields involving dual-use technologies where researchers may not fully grasp the 
security implications of their work.31 In addressing this challenge, universities need to balance 
their commitment to academic openness with responsible research practices, ensuring that 
knowledge-sharing does not inadvertently contribute to national security risks.32 By fostering 
a culture of compliance and ethical research, institutions can enhance both innovation and 
security in ITT management.

Another key challenge in technology transfer is the limited understanding among faculty 
members and students regarding the concepts and processes behind intangible asset transfers. A 
study by Sun and Hisham et al. found that this lack of awareness significantly hampers effective 
engagement in technology transfer initiatives.33,34 Without a clear grasp of ITT, universities 
struggle to maximize the impact of their research on industry and society, further complicating 
efforts to strengthen academia-industry collaboration.

     

28	 P. Kowalski, D. Rabaioli, and S. Vallejo, “International Technology Transfer Measures in an Interconnected 
World: Lessons and Policy Implications,” OECD Trade Policy Papers, No. 206, OECD Publishing, 
November 2017, <http://dx.doi.org/10.1787/ada51ec0-en>.

29	 D. Hindin, D, K. Strosnider, K, et. al., “The Role of Export Controls in Regulating Dual Use Research 
of Concern: Striking a Balance Between Freedom of Fundamental Research and National Security,” 
Research Paper, January 2017, < https://nap.nationalacademies.org/resource/24761/Strosnider-Hindin-
Trooboff_Paper_012017.pdf>.

30	 N. Yudianti and I.H Suryandari, “Internal Control and Risk Management in Ensuring Good University 
Governance,” Journal of Education and Vocational Research. Vol. 6, No. 2, (June 2015), ISSN 2221-
2590, pp. 6-12 and S. Fuentes, S., “Universities’ Vulnerabilities to Export Control Laws,” Singapore 
Management University, 2018, <https://search.library.smu.edu.sg/discovery/fulldisplay?docid=cdi_
proquest_journals_2185755077>.

31	 B. Williams-Jones, C. Olivier, and E Smith, “Governing ‘Dual-Use’ Research in Canada: A Policy Review,” 
Science and Public Policy, Vol. 41 (2014) pp. 76–93.

32	 Miler, op. cit. 

33	 C. Sun, “Evaluating the Intertwined Relationships of the Drivers for University Technology 
Transfer,” Applied Sciences, Vol. 11, Issue 20 (2021), <https://doi.org/10.3390/app11209668>.

34	 A. A. B. Hisham and N. A. M. Yusof, “Knowledge of Strategic Trade Act 2010 and Technology Transfer 
Among Researchers in Malaysia,” Research Ethics, 2025, pp. 1–39.
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Project 1: Awareness of Intangible Technology Transfer in Malaysian 
Universities: Impact of Outreach on STA 201035

Malaysia’s first outreach activity to academia on ITT under STA 2010 took place on July 9, 2024, 
in Kuala Lumpur. It was organized jointly by the Strategic Trade Secretariat, MITI, MYSTCC, 
MMU, and the U.S. Department of State’s Export Control and related Border Security program 
(EXBS). The objective of the event was to explore the challenges and opportunities associated 
with ITT and some of the safe research practices in today’s rapidly evolving technological 
landscape. 

The outreach, which focused on requirements under STA 2010, attempted to identify what 
changes, if any, were initiated in the internal compliance programs (ICPs) of some of the private 
and public universities that attended the outreach event. 

There were two main goals of the project: 1) to study the impact of the ITT outreach event in 
particular; and 2) to get information on the state of awareness among universities about STA 
2010 in general.

Project 1 Methodology

Using mixed method research design, the researcher distributed a questionnaire via Google 
Forms to selected university attendees. The target population consisted of participants from 
public and private universities who attended the ITT Outreach event in July 2024. The final 
sample included 18 respondents from Technology Transfer Offices (TTOs) and Research 
Management Centers (RMCs) across 13 universities.

Purposive sampling allowed the researcher to gather rich, detailed data addressing all the 
research questions. By selecting participants who had direct experience with digital tools, the 
study captured nuanced insights into the factors that influenced engagement and academic 
performance. 

Following a comprehensive analysis of existing literature and case studies, this project identifies 
effective strategies for facilitating information sharing and collaboration between universities 
and industry stakeholders.

Project 1 Findings     

In general, the July 2024 outreach event had a beneficial effect. Most university respondents 
(78%) now know about STA 2010 and its requirements regarding ITT. Among universities 
that know about STA 2010, however, some do not have any immediate plans to act, while 
others have already taken some steps to evaluate their compliance procedures. This includes 
universities have existing due diligence programs that partially meet STA requirements who 
are now looking to incorporate additional procedures. 

35	 This section summarizes the research project of Dr. Olivia Swee Leng Tan, Technology Transfer Officer, 
Multi Media University (MMU), Malaysia.
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Figure 1. Responses to “Are You Aware of the Export Control Regulations (STA 2010) 
Applicable to the Technology Being Transferred?”

The majority of respondents (78%) are aware of the export control regulations (STA 2010). 
However, 10% answered “no” and 5% answered “not applicable.”
 

Figure 2. Responses for “Common Types of Intangible Technology Transferred and 
Monitored in Malaysian Universities”
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Beyond the immediate assessment of the impact of the outreach event, the research helped 
gather data on the broader context within which Malaysian universities manage technology 
transfers.

The most common type of intangible technology transferred and monitored according to the 
respondents was patents (31%), followed by trade secrets (24%) and trademarks (14%). Other 
types of technology transfers, monitored by only a few universities in the sample, include 
copyright, industrial designs, Intellectual Property Rights (IPRs), research findings, and data 
(in general).

This suggests that the universities that currently monitor transfers of intangible technology lack 
clear definitions and specifications regarding the various types of intangible technologies under 
consideration.

Figure 3. Responses to “Are There Clear Definitions and Classifications for Each 
Intangible Asset?”

Yes
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No
22%

ICP in progress
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IPRs are clear, but 
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findings no
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The results show that 56% of the respondents agreed that there are clear definitions and 
classifications for each intangible asset while 22% of the respondents shared that the definition 
and classification for each intangible asset was not clear. The answers from the remaining 
5.6% covered a wider range: not applicable, well-defined but not clear if it is a part of ITT, 
IPR definitions are clear but data and research findings are not clearly defined, and finally, that 
ICP establishment is “in progress,” therefore, such definitions will presumably be established. 
This indicates that although majority of respondents are clear on what is intangible technology 
transfer, there is no well-defined STA 2010-relevant ICP in place in most of the public and 
private universities.
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Figure 4. Responses to “Are Formal Agreements in Place for all Technology Transfers?”
 

Not counting the  responses “Not applicable” and “I am not sure,” the results show that the 
majority (55%) of the universities do not have clauses to include STA or intangible technology 
transfer in existing formal agreements aimed at safeguarding technology at universities.  
Currently, compliance with STA 2010 is mostly considered the responsibility of the collaborators 
or the other universities, for instance, to get export permissions from MITI, the agency that is 
responsible for reviewing and granting export licenses for dual-use materials and technologies 
as per STA 2010.
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Figure 5. Responses to “How Often is the Internal Compliance program Reviewed and 
Updated?”
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Regarding the updates/reviews of current ICPs, 28% of the respondents answered                          
“annually” while an equal percentage (28%) answered “as/when needed.” The second highest 
response was 17% for both “not applicable” and 17% for “not sure.” 5% said “for STA purposes,” 
and 5% said “no specific ICP exists because we rely on audits from other units.” This indicates 
that respondents are unsure of what ICP is per se and many just answered “annually” which is 
contradicting the findings of Figure 3.

Project 1 Results and Analysis of Findings

The impact of the outreach workshop was overall positive. This would be an incentive for the 
Strategic Trade Secretariat(MITI) and MYSTCC, who now plan to conduct more such outreach 
events. At the same time, the research also highlighted some scenarios that might explain sub-
optimal compliance with STA 2010.       

First, the universities with existing due diligence programs, for example, for domestic 
technology commercialization or IPR protection or for compliance with sponsor requirements,      
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might not cover STA 2010 requirements. They might be encouraged to do so via focused 
outreach explaining where their due diligence process can be enhanced by including STA 2010 
requirements. 

Second, those who are unclear about what kinds of research findings and data need to be 
monitored would benefit from technical assistance in using STA 2010 standards to establish 
these parameters for their due diligence programs. 

Third, those who do monitor technology transfers under any category but do not think STA 
2010 is relevant for them need greater familiarization regarding the different pathways through 
which actors of proliferation concern can exploit standard IPR protections to access proprietary 
technologies. 

Finally, for universities that do not monitor technology transfers and/or find the STA 2010 
irrelevant to their operations, outreach needs to focus on research units that produce data and 
prototypes relevant to either economic development or national security. If further research 
with a broader sample indicates that many Malaysian universities fall in this category, the MITI 
might have to establish a list of specific issue areas that need to be monitored by the universities. 
This is likely to encourage all universities to classify their research units and projects internally.

Project 2: Role of Management Commitment in the Implementation of ITT 
in Malaysian Universities36

Project 2 examined the commitment of top management in Malaysian universities to comply 
with the STA 2010 which is under the purview of The Ministry of Investment, Trade and 
Industry (MITI) in Malaysia who is the ministry responsible for championing the transformation 
of Malaysian industries, developing investment and trade policies, and driving sustainable 
economic growth through international trade, high-quality investments, and innovative 
industries. The research focused on their knowledge, risk awareness, and willingness to 
allocate resources to ITT implementation in their organizations along with an assessment of 
the capabilities and skills of the designated compliance officers for effective due diligence. The 
study findings can be used to develop targeted training modules to enhance STA compliance in 
Malaysian universities.  

Project 2 Methodology

This study utilized a qualitative research design, conducting in-depth semi-structured interviews 
with 12 top management personnel and 11 designated compliance officers from Malaysian 

36	 This section is based on the research project by Dr. Nor Ashikin Mohamed Yusof, Head of Policy Research, 
Universiti Tecknologi Malaysia (UTM).
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public and private universities and college universities.37 The respondents were identified and 
selected through purposive and snowball sampling techniques.38

The two groups of respondents were targeted to align with two distinct research objectives. 
The strategic approach addressed leadership commitment. Accordingly, Group 1 included top 
management and key decision-makers such as Vice-Chancellors, Deputy Vice-Chancellors, 
CEOs, Presidents, Registrars, Legal Advisors, and Directors of Innovation Offices. These 
individuals, coded systematically (e.g., “T,” “R,” “L,” “D” followed by a choice letter), were 
responsible for policy formulation and strategic decisions (see Figure 6 ).  

The questions for Group 1 focused on organizational-level awareness and commitment, their 
perceptions of ITT risks, the importance of ICPs, resource allocation willingness, and training 
needs. 

Figure 6. List of first-group respondents

This approach explored the mechanics of practical implementation and compliance measures. 
Accordingly, Group 2 included serving university officials responsible for conducting various 
kinds of due diligence, such as compliance officers from Research Management Centers 

37	 Universities and university colleges differ primarily in their degree-granting authority, academic scope, 
and research capabilities. Universities are autonomous institutions that can award their own degrees, 
including bachelor’s, master’s, and Ph.D. programs. University colleges typically offer undergraduate 
and diploma programs with limited research opportunities. While universities have extensive academic 
offerings, university colleges provide more specialized education. Universities emphasize research and 
innovation while university colleges serve as stepping stones for students before progressing to full-
fledged universities. Both institutions are regulated by the Malaysian Qualifications Agency (MQA) and 
the Ministry of Higher Education (MOHE) to ensure academic quality and compliance through section 2 
of University and University Colleges Act 1971 (amd 1997). 

38	 U.H. Graneheim and B. Lundman“Qualitative Content Analysis in Nursing Research: Concepts, 
Procedures, and Measures to Achieve Trustworthiness,” Nurse Education Today, Vol. 24, Issue 2 (2004), 
pp. 105-112. See also M. Kumar, Research Methods (Selangor, Malaysia: Oxford University Press, 2014). 
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(RMCs), Technology Transfer Offices (TTOs), Innovation and Commercialization Centers 
(ICCs), research centers, and global networking units. They were assigned specific codes (e.g., 
“R,” “T,” “I,” “G”) followed by unique identifiers, ensuring anonymity and reducing bias (see 
Figure 7). 

Questions to Group 2 were more operational, emphasizing due diligence in ITT, scope of work, 
reliance on reference documents, risk assessment, ethical considerations, challenges in ICP 
implementation, and suggestions for ITT training programs. 

Figure 7. List of Second-Group Respondents

Separate interview guides were developed for each group. Data was analyzed using thematic 
and content analysis with triangulation employed to enhance validity and reliability. 39,40

Project 2 Findings

The findings are divided into two parts addressing the distinct roles and responsibilities of top 
management and the skill levels of compliance officers.

Part I: Top Management Commitment
.     
The following section presents the findings related to top management’s commitment towards 
STA compliance. It is structured to highlight key areas such as their level of knowledge on 
the Act, perception of compliance importance, and willingness to support compliance efforts. 

39	 L.S. Nowell, J.M. Norris, D.E. White, and N.J. Moules, “Thematic Analysis: Striving to Meet the 
Trustworthiness Criteria,” International Journal of Qualitative Methods, Vol. 16, Issue 1 (2017), pp. 1-13.

40	 J.W. Creswell and C.N. Poth, Qualitative Inquiry and Research Design: Choosing Among Five Approaches 
(4th ed.) (Thousand Oaks, CA: Sage, 2016).
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The results are systematically organized to provide a clear understanding of how leadership 
commitment impacts institutional adherence to STA 2010, setting the foundation for further 
discussions on compliance challenges and potential areas for improvement.
 
Top Management’s Knowledge and Awareness Level of STA 2010
       
Only one respondent demonstrated comprehensive knowledge of STA 2010 and that was 
attributable to his legal advisory role. 
     
The majority of respondents demonstrated a lack of awareness regarding STA 2010, with some 
expressing uncertainty about its relevance to their office. Several participants admitted to having 
no prior knowledge of the Act, noting that discussions on STA 2010 were virtually nonexistent 
within their professional circles. Additionally, there was confusion about the responsible 
regulatory authority: some respondents questioned why MITI rather than the Ministry of Higher 
Education (MOHE), has oversight over any kind of compliance. This suggests that universities, 
academia, and researchers are more likely to take compliance seriously if MOHE assumes a 
more direct role in raising awareness and enforcing adherence to STA 2010.

Once informed about STA 2010, several respondents expressed a strong willingness to comply, 
recognizing its significance in protecting national security and maintaining institutional 
reputation. Some emphasized that ICPs for STA 2010 should be embedded as an intrinsic 
component of institutional culture within universities rather than being viewed merely as a 
contractual obligation or a requirement for meeting Key Performance Indexes (KPIs) set by 
the MOHE and the Malaysian Qualifications Agency (MQA). Others highlighted the serious 
implications of non-compliance beyond legal penalties: the negative impact on an institution’s 
business reputation, further reinforcing the need for proactive measures.
 
A minority of respondents displayed apathy toward STA 2010, perceiving the regulation as 
overly complex or ambitious, which contributed to a lack of motivation to engage in compliance 
efforts at all. Clearly, despite awareness efforts, some individuals remain unconvinced of the 
Act’s relevance or feasibility, therefore, there is a need for engagement strategies that address 
misconceptions and enhance institutional buy-in.

Familiarity with ITT Risks

Three distinct levels of understanding were observed among individuals regarding their 
awareness of the potential risks associated with ITT and the consequences of non-compliance 
with STA 2010.

Only one respondent demonstrated a comprehensive understanding of ITT risks and non-
compliance consequences, showing clear awareness of regulatory implications under STA 2010. 
A small number of respondents acknowledged the existence of ITT risks and the importance 
of compliance, though their understanding remained broad and lacked specific details. Some 
respondents expressed a general awareness of cause-and-effect principles in technology 
transfer, recognizing that abuse of such transfers could pose risks. However, they had not fully 
considered how academic research activities could contribute to these risks, indicating a need 
for more targeted education on ITT within universities. A significant number of respondents 
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explicitly stated their lack of familiarity with the risks associated with ITT and non-compliance. 
Many admitted to having operated without awareness of these concerns, highlighting a critical 
gap in knowledge regarding STA 2010 and its implications. 

This widespread unfamiliarity underscores the urgent need for structured training programs to 
ensure that stakeholders within academia fully understand their responsibilities in preventing 
unauthorized technology transfers.

Perception of the Importance of ICPs

Some respondents recognized ICP-STA 2010 as crucial for legal and reputational protection, 
acknowledging the serious implications of non-compliance and the need for institutions to take 
proactive measures. Others highlighted implementation difficulties, citing unclear guidelines 
and resource constraints as key barriers. They expressed uncertainty about structuring ICPs, 
emphasizing the need for more detailed guidance and support. A few respondents were hesitant 
about establishing ICP-STA, preferring to rely on existing compliance mechanisms rather than 
introducing new frameworks, reflecting uncertainty about what additional measures should be 
incorporated.

Across all groups, there was a strong demand for clearer direction on ICP-STA requirements and 
implementation. Many expressed frustrations over vague instructions, seeking more focused 
support from regulatory bodies on where to begin and how to proceed.

Willingness To Allocate Resources 

While most respondents expressed a willingness to allocate resources to comply with STA 2010, 
they also highlighted significant challenges such as budget constraints, the need for specialized 
training, and competing institutional priorities. One respondent emphasized that while they 
could provide the necessary funding, infrastructure, support systems, and human resources, 
successful implementation would still require a strong commitment from top management 
and adequate training for staff. This underscores the importance of leadership engagement 
and capacity-building efforts to ensure effective compliance with STA 2010 within academic 
institutions.
      
Training Needs

Respondents emphasized the need for specialized training programs tailored specifically to 
the academic context, expressing concern that existing programs are often too generic and 
lack relevance to university operations. One respondent suggested that academicians who are 
well-versed in STA 2010 should be selected as subject matter experts (SMEs) to lead training 
efforts within the academic community. They further highlighted that top management, as 
policy- and decision-makers, must also receive targeted training to ensure they are equipped to 
design policies and make informed decisions aligned with STA 2010 compliance requirements. 
This perspective reinforces the importance of academia-led training initiatives that are context-
sensitive and sustainable.
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Part II: Examining the Capabilities of Compliance Officers
.
The effectiveness of ICPs for STA 2010 relies heavily on the capabilities of compliance officers 
in ensuring due diligence, particularly by defining the scope of their work clearly. Their role 
would include identifying risks, implementing safeguards, and ensuring institutional adherence 
to regulatory requirements. 

In understanding and evaluating the required knowledge, skills, and experience of the 
designated compliance officers, the following section examines their key competencies. The 
questions focused on their approach to due diligence, the scope of their responsibilities, and the 
challenges they face in fulfilling their roles effectively.

Due Diligence, Focus and Scope of Work

All respondents acknowledged that due diligence is already a fundamental part of their job 
responsibilities, though the specific processes vary across internal units and across universities 
based on their distinct focus areas. This established culture of due diligence provides a strong 
foundation for integrating STA compliance measures into existing workflows.
Currently, the ICC and TTO focus on technology transfer and commercialization, ensuring 
IP protection, legal safeguards, and market feasibility. Meanwhile, the RMC emphasizes 
governance and institutional compliance, overseeing research grant administration and policy 
adherence. However, STA compliance has not yet been incorporated into the scope of duties 
for these offices, particularly in strategic advisory roles or in due diligence assessments. None 
of these units currently include strategic trade management in their existing processes, which 
differs from best practices observed internationally. Given their established expertise in due 
diligence, these offices are well-positioned to develop and implement STA-focused compliance 
frameworks, ensuring seamless alignment with global regulatory expectations.

Reliance on Reference Documents

All respondents relied on various internal documents, including policies, legal frameworks, and 
procedures, to conduct due diligence for research or commercialization purposes. However, 
there was perceived overlap in the purpose and process outlined in these documents.

In explaining their answers, the majority of respondents indicated that they primarily referred 
to internally developed documents within their respective universities. These documents, 
although institution-specific, were generally consistent in purpose and structure. The most 
cited documents for due diligence included:

a)	 Risk Assessment Reports
b)	 IP Assessment Checklists
c)	 Technical Specification Documents
d)	 Data Privacy Checklists
e)	 Technology Transfer Checklists

However, none of them showed or shared with the author the abovementioned documents. 
Despite this, all respondents emphasized that the framework and content of the referenced 
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documents mentioned above align closely across different institutions. 

All participants acknowledged that they do not refer to the STA 2010 or its provisions and 
requirements in their current due diligence practices. This suggests that compliance with 
strategic trade regulations has not yet been formally integrated into institutional frameworks. 
The absence of STA 2010 references could indicate a lack of awareness, a perceived disconnect 
between research processes and regulatory obligations, or the absence of clear institutional 
guidance on ITT compliance. This highlights the need for structured efforts to bridge the gap 
between existing university policies and the regulatory requirements outlined in STA 2010.

Risk Assessment for ITT

The objective of this question was to determine the need for training on risk assessment 
methodologies for ITT. The responses suggested the following:

Except for two respondents, a significant degree of uncertainty was observed regarding the 
appropriate methodologies, processes, or frameworks for assessing ITT-related risks. The 
majority of respondents expressed concerns that their existing approaches, methodologies, 
and techniques might be insufficient to address the specific requirements of STA 2010 and 
effectively mitigate the risks associated with ITT. Notably, no organization had developed 
or implemented specific frameworks for assessing ITT risks within the context of STA 2010 
compliance. This suggests a significant gap in current risk management practices. With limited 
training experiences and exposure on STA-STM, some respondents expressed interest in 
potentially adapting the methodologies introduced by their trainer. Others acknowledged the 
need for further training and guidance to effectively implement these changes within their 
organizations.

These findings strongly indicate a critical need for targeted training programs that equip 
organizations with the necessary knowledge and tools to conduct effective risk assessments for 
ITT activities, ensuring compliance with STA 2010 requirements and mitigating potential risks.

Level of Training on ITT/STA 2010

To  date, only 2 respondents had  participated in a dedicated training session on ITT and 
STA 2010, conducted by MITI and its affiliates. While the other respondents have attended 
numerous awareness and training programs throughout their careers, none of these programs 
have specifically addressed the unique requirements and challenges of ITT or STA 2010.

Ethical Considerations

All respondents indicated that their universities will likely utilize existing mechanisms, 
documents, approaches, and committees, such as the Research Ethics and Integrity Committee 
(REIC), to address ethical considerations related to ITT and STA 2010. Currently, however, 
no specific committee is dedicated to ITT, and there are no provisions to explicitly incorporate 
ITT and STA compliance into existing ethical assessments. Respondents generally await 
further direction from top management to establish a more focused approach for addressing 
the ethical considerations of STA-ITT regulations. Due to the limited hands-on experience 
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with implementing ITT requirements, respondents were unable to provide specific examples 
of ethical dilemmas related to STA compliance they might encounter. However, they generally 
agree that while core ethical principles like transparency, fairness, and social responsibility 
remain relevant, their application varies significantly depending on the context. 

For example, respondents recognized that although core ethical values overlap depending on the 
context of compliance, the emphasis shifts depending on whether the primary focus is on ITT 
compliance (prioritizing global security and risk mitigation) or technology commercialization 
(prioritizing economic and societal gains). This suggests a need for clear guidance and 
potentially for the development of specific protocols or procedures within the existing ethical 
review framework to adequately address the unique ethical challenges posed by ITT.

Project 2 Conclusions and Recommendations

Project 2 identified the followings as key barriers to the implementation of STA 2010 provisions 
on ITT. They include:

•	 Lack of awareness and specialized training;
•	 Insufficient funding and resources;
•	 Overlapping and burdensome paperwork;
•	 Complex regulatory frameworks;
•	 Resistance to change and low prioritization of compliance.

Participants in the project (respondents) suggested several modes for potential training 
programs that could enhance their skills, knowledge and experience in dealing with ITT 
applications. These include the following: 

a)	 Comprehensive Workshops on ITT and STA Regulations,  to enhance the understanding 
of relevant laws and compliance requirements.

b)	  Practical Simulation Sessions: to provide real-world scenarios to help officers practice 
the technical process and procedures in identifying red flags, minimize risks and apply 
compliance strategies.

c)	 Courses to Develop Effective Communication Strategies: to bridge gaps between 
stakeholders and improve coordination among departments, and to prepare officers to 
advocate for compliance initiatives and address resistance from faculty and staff.

d)	 Resource Management Courses: to equip officers with skills to maximize limited 
resources and implement efficient compliance processes.

e)	 Regular Updates and Refresher Courses: to keep officers informed about regulatory 
changes and best practices to foster a culture of compliance within the university.

Project 2 provided  a comprehensive overview of the crucial requirements of universities 
for effectively managing  the transfer of knowledge, spurring innovation, and promoting 
technological advancements while implementing STA 2010.
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While there is a foundational understanding of due diligence and ethical governance across 
various internal offices, significant gaps remain in relation to STA 2010-specific requirements, 
risk assessment frameworks, and institutional readiness.

The absence of formal training, inconsistent references to regulatory provisions, and limited 
integration of ITT considerations into compliance structures have raised concerns about the 
effectiveness of existing regulatory frameworks in Malaysian academia. These challenges, 
ranging from awareness, capacity constraints, and ethical ambiguities to fragmented institutional 
responses, collectively point to a systemic need for clearer policies, better resource allocation, 
and focused skill-building initiatives by the national regulators and by the management in 
individual universities. All underscore the urgent need for tailored interventions. The  following 
section provides a roadmap to enhance institutional preparedness and ensure regulatory 
adherence across the academic sector in Malaysia. 

Pressing Challenges in ITT Compliance in Malaysian Universities

The findings from Project 1 and Project 2 reveal imminent challenges in ITT compliance. 
Both projects found that while MITI’s awareness programs have established a foundation for 
regulatory understanding, this has been insufficiently institutionalized within universities. For 
the regulators, this means outreach efforts need to be tailored to the academic environment,  
periodically  evaluated, and based on cooperation among all regulatory agencies that oversee 
universities.

While MITI has conducted many awareness-raising initiatives, many faculty members 
and researchers still lack a comprehensive understanding of ITT risks and how STA 2010 
compliance requirements fit within their research and innovation processes. The absence of 
clear guidance for  integrating ITT compliance measures within academic activities leaves 
institutions vulnerable to unintentional violations of export control laws.

Second, there is a misalignment between national regulatory frameworks and operational 
structures of the universities. Many institutions do not have dedicated compliance officers 
or ICPs to monitor and oversee ITT activities. The fragmented approach to compliance 
within universities has resulted in inconsistent enforcement, with many relying on informal 
mechanisms that fail to meet the regulatory standards set by STA 2010. 

Third, budget constraints and limited institutional support means, in effect, that many 
universities struggle to allocate sufficient financial and human resources to compliance 
programs, prioritizing research expansion and commercialization instead. Without adequate 
funding, universities face difficulties in establishing compliance structures, conducting regular 
risk assessments, and training faculty members on ITT regulations.

Fourth, there is limited collaboration between universities and industry partners in addressing 
ITT risks. While MYSTCC has made progress in helping industries integrate STA 2010 into 
their compliance programs, similar efforts in academic institutions remain underdeveloped. 
Universities lack formal mechanisms for knowledge-sharing, leaving academic researchers 
isolated from best practices in ITT compliance.



Finally, there is a gap in cross-ministerial policy ownership. Universities often question why 
MITI leads export control education in academia rather than the MOHE. This lack of clarity in 
regulatory leadership has caused disengagement and fragmented compliance efforts.

In addressing the gaps in STA 2010 compliance within universities, regulators should design 
targeted strategies that are responsive to the unique operational and cultural characteristics of 
academic institutions. These strategies should not only build awareness and enhance skills but 
also work towards embedding compliance within institutional structures, ultimately fostering 
a proactive “culture of compliance.” Universities, for their part, should demonstrate stronger 
institutional commitment, clear internal policy integration, and fund specialized training for 
compliance staff  to ensure implementation of national and international security frameworks. 

Strategies to Enhance Awareness, Mitigate Risk, and Strengthen Compliance 
in Malaysian Universities

There are several ways to enhance awareness of ITT in academia. The two projects discussed 
in this article envisage roles for different kinds of stakeholders: universities, government 
agencies, and industry. This research provides more granulated findings, albeit from a limited 
sample, that can supplement the security-related focus (via STA 2010) within more extensive 
ITT awareness-raising programs.

One of the most effective ways to enhance awareness is by integrating ITT concepts into the 
university curriculum. Courses on technology commercialization, intellectual property rights, 
and innovation management should be included in relevant programs. This educational approach 
ensures that students and faculty are equipped with the necessary knowledge and skills to 
engage in ITT activities.41 Project 2 finds that such courses should include information on 
precisely where STA 2010 requirements subsume or overlap with other types of due diligence 
requirements and how STA 2010 fits into such courses. An organized, targeted, and planned 
outreach program is needed, at least annually, to support ITT activities at both the private and 
public universities locally.

Organizing workshops and training sessions focused on ITT can provide hands-on experience 
and practical knowledge. These events can feature industry experts, successful entrepreneurs, 
and technology transfer professionals who can share insights and best practices. Such 
initiatives foster a collaborative learning environment and encourage participants to explore 
ITT opportunities. The added focus on proliferation-sensitive potential of technology transfers, 
particularly in research involving dual-use technologies and prototyping, can help ensure that 
the ITT objectives of STA 2010 are met. Train-the-trainer engagements are especially needed 
to sustain the talent pool of strategic trade experts in Malaysian academia.

Establishing robust partnerships with industry stakeholders is crucial for enhancing ITT 

41	 M. Kulshreshtha, S. Chinta, T. Saxena, P. Mishra, and Baliga, “The Effects of Technology-Integrated 
Curriculum on Student Engagement and Outcomes,” Journal of Harbin Engineering University, Vol. 44, 
No. 8 (2023), pp.1338-1347, <https://www.researchgate.net/publication/374117035_The_Effects_of_
Technology-Integrated_Curriculum_on_Student_Engagement_and_Outcomes.>
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awareness. Collaborative research projects, technology fairs, and internship programs can create 
platforms for knowledge exchange and networking. By involving industry partners in academic 
activities, universities foster a culture of innovation and entrepreneurship. STS in Malaysia, with 
the support of external partners like EXBS, has been instrumental in encouraging Malaysian 
industry to incorporate STA 2010 in their compliance programs. Indeed, the establishment of 
MYSTCC is a means of institutionalizing technical assistance to industry to operationalize  
their ICPs. Extending MYSTCC support to ICP programs in universities will be a logical and 
much-needed next step.

Highlighting successful ITT cases within universities can inspire faculty and students to 
engage in similar initiatives and improve their compliance levels. Case studies showcasing 
successful collaborations, commercialization efforts, and innovative projects can serve as 
powerful motivators. Universities should utilize various channels, including social media and 
university publications, to disseminate these success stories.42 In the same vein, publicizing 
cases of averting ITT violations—under STA 2010 and foreign ITT regulations—can be useful 
in encouraging both industry and academia to invest in well-defined ICPs.

To create a secure environment for ITT, universities must adopt supportive policies and 
frameworks. Institutional support, such as dedicated technology transfer offices and funding 
for innovation projects, can facilitate the transfer of intangible assets. Additionally, universities 
should advocate for national policies that promote ITT and enhance collaboration between 
academia and industry, which is currently lacking in Malaysia’s technology transfer ecosystem. 
Using ITT requirements under STA 2010, innovators can engage in “secure and authorized” 
technology transfers. A budget must be allocated by both private and public universities to 
conduct such activities. This budget allocation, ideally, should be supported by the Ministry of 
Education (MOE), Ministry of Finance (MOF), and MITI.

An app or website should be developed to facilitate desktop search by concerned university 
researchers to help in filing for university permissions and to automate  and streamline  the 
assessment process by the TTO. Regional and global engagement should be made a priority for 
outreach programs conducted in Malaysian universities to stay updated on best practices and 
examples of efficient and comprehensive ITT controls in academia. A centralized data-sharing 
mechanism could be established for cases with high and moderate risk of potential violation 
of STA 2010 and other international regulations. Periodic audits by the concerned government 
authority should be instituted to ensure that appropriate safeguards on research programs are 
in place at the universities.

Operationalizing Skill Development in ITT: A Proposed 5-day Training 
Module for Universities in Malaysia

Based on the data and findings of Project 2, the principal investigator is developing 

42	 R. Ismail and N. Zainuddin, “The Role of University Technology Transfer Offices in the Commercialization 
of Research: A Malaysian Perspective,” Journal of Technology Transfer, Vol. 42, Issue. 3 (2017), pp. 
345–367.
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a specialized training module as one of the project’s key outcomes to address the gaps in 
STA 2010 compliance among Malaysian universities. The module is specifically designed 
for university personnel involved in research governance and technology transfer, including 
compliance officers, RMC, TTO, ICC and senior academic leadership. The initiative aligns with 
international recommendations for export control training in academia, such as those promoted 
by the Export Control and Border Security (EXBS) Program and the European Commission’s 
dual-use compliance guidelines for higher education institutions.43 

The following figure provides the main components of the proposed module that will focus 
on enhancing knowledge, building practical skills, and integrating ITT compliance practices 
tailored to the needs of Malaysian academic institutions. 

Day/ 
Module

Title/ Components

1 Understanding the Regulatory Landscape of Technology Controls
2 Risk Assessment and Red Flags 
3 Due Diligence and Compliance Processes
4 Technology in Enhancing Due Diligence
5 Group Presentation

This structured interactive module will ensure that universities can build internal capacity to 
manage STA 2010 obligations and foster a sustainable compliance culture.

Projects 1 and 2: Joint Conclusions

The findings from Projects 1 and 2 underscore the urgent need for Malaysian universities to 
address longstanding gaps in ITT compliance through deliberate institutional action, sustained 
awareness, and specialized capacity-building. While MITI’s awareness initiatives have made 
commendable strides, their limited institutional impact underscores the need for more embedded 
and context-specific solutions. By integrating ITT into academic governance, curricula, and 
institutional training structures, universities can shift from reactive compliance to proactive 
engagement with export control laws.

Universities must also work with agencies like MYSTCC and MITI to develop shared 
compliance frameworks, train key personnel, and allocate adequate resources to operationalize 
internal control mechanisms. With a strong foundation in both technical and procedural 
compliance, universities will be better positioned to protect sensitive research, promote secure 

43	 “Export Controls: Agencies Should Improve Enforcement and Outreach to Address Academic Risks, U.S. 
Government Accountability Office (GAO), GAO-22-105727, (Washington, DC: GAO, 2022), <https://
www.gao.gov/products/gao-22-105727>. See also “Final Report: Study on the Impacts of EU Export 
Controls on Academia and Research Institutions (Brussels: European Commission, 2019), <https://data.
europa.eu/doi/10.2760/37410>.

https://www.gao.gov/products/gao-22-105727
https://www.gao.gov/products/gao-22-105727
https://data.europa.eu/doi/10.2760/37410
https://data.europa.eu/doi/10.2760/37410
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collaboration, and contribute to Malaysia’s strategic interests in global trade and innovation.

Through these efforts, Malaysian higher education institutions will not only enhance their 
research integrity and credibility but also reinforce their standing as responsible contributors to 
global technological and knowledge ecosystems.

Some Preliminary Steps towards ITT Management in Malaysian Universities 
and Beyond44

ITTs are regulated under Strategic Trade Management (or Control) regulations of most countries, 
which prohibit such exports (and transfers) if the technology – both tangible and intangible 
– is likely to be diverted to unauthorized uses. These uses include, specifically, activities 
and transactions related to weapons of mass destruction (WMD), and in some cases, also in 
conventional weapons. The targets of these STM regulations include industry (manufacturers, 
transporters, banks and insurers) and academia (R&D centers, universities).

The original research summarized in this article confirms that Malaysian universities display the 
three general trends regarding the implementation of ITT controls in universities worldwide: 1) 
Most universities are still grappling with a lack of awareness about STM laws (how and why do 
these laws apply to them?); 2) lack of clarity about compliance expectations (what needs to be 
done?); and 3) concerns about resources (how will they fund human and technical manpower 
and infrastructure needed for ITT compliance?).45     

Parallels with Industry

Those who follow discussions on STM compliance within industry will recognize that 
industry, globally, has raised the same concerns for the past decade, as regulators have made 
STM compliance, via ICPs, either mandatory or an important consideration in issuing trade 
licenses. Adoption of ICPs in industry has increased with more outreach campaigns, more 
sector-focused guidance, and better-specified and more user-friendly regulations. Indeed, as 
the section on MYSTCC (above) shows, it took many years after the establishment of STA 
2010 to crystallize the concept of an industry-organization focused exclusively on STM that 
can provide technical support to members (companies) as well as represent their concerns about 
regulatory procedures to the regulators, to improve operation efficiencies in sector-specific 
compliance. This too follows the trajectory in some other Asian states, such as Japan (CISTEC) 

44	 This section is a contribution from Dr. Seema Gahlaut, one of the Mentor Advisors on the Coalescion 
project.

45	 E. Scott, E, R. Peel., F. Ruechardt, and N. Mitchell, N., “Catalogue of Case Studies on Intangible Technology 
Transfers from Universities and Research Institutes,” (revised edition), King’s College London., <https://
kclpure.kcl.ac.uk/ws/portalfiles/portal/135803068/itt_case_studies.pdf> and R. Rege, “Universities 
Should Implement Internal Control Programs to Monitor Compliance with Export Control Laws,” Journal 
of Law & Education, Vol. 35 (2006), p. 199.

https://kclpure.kcl.ac.uk/ws/portalfiles/portal/135803068/itt_case_studies.pdf
https://kclpure.kcl.ac.uk/ws/portalfiles/portal/135803068/itt_case_studies.pdf
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and Republic of Korea (KOSTI).46,47 MYSTCC has gone a step ahead of its Asian counterparts      
and already identified cooperation with universities as an important pillar of its work. This 
reflects the growth of public-private partnership between companies and universities all over 
the emerging market economies around the world.

The same trends in ICP adoption within universities can be expected. Indeed, the two projects 
presented in this article demonstrate a somewhat rare phenomenon in the developing world: 
Malaysian institutions appear to be far more open about their challenges than their Asian 
counterparts. They are vocal in acknowledging their lack of existing knowledge on STA 2010 
and any related procedures, both at the level of university management and among the due-
diligence personnel. This augurs well for Malaysia.
     
The bigger challenges ahead for universities in Malaysia as well as  for other countries, are the 
following:

1.	 Getting buy-in from academic and research faculty who are likely to chafe at any 
attempts to curtail their freedom to engage external partners – foreign or domestic.

2.	 Overcoming administrators’ need to generate more revenue for their universities. 
They currently do so from engaging foreign and domestic actors. This includes 
sponsors who want bespoke R&D projects, academic institutes that want faculty/
student exchange programs and research partnerships, and with companies through 
technology transfers for commercialization.  

3.	 Finding resources to establish ICPs to comply with STM regulations. This will 
include organizing more awareness-raising events, training existing personnel, and/
or hiring STM-proficient personnel, and developing new due diligence procedures 
that, at the very least, do not contradict existing due diligence procedures established 
for non-STM purposes.

Strategies to Overcome Institutional Challenges

New regulations, undeniably, require additional institutional procedures, whether for reporting, 
or monitoring, screening, or for getting permissions. The focus of institutional regulators should 
be first to identify the stakeholder groups that are likely to be affected by the new rules. In the 
case of universities, this would include the management, the faculty, and the students. Second, 
to engage these stakeholder groups in interactive sessions to explain where and why their 
activities have touchpoints with the national STM regulation. In most cases, the discussions at 
this stage focus on penalties for violations, to assert the importance of compliance. Based on 
the authors’ years of interactions with industry, as well as officials in regulatory offices, this 

46	 Please see the website of Center for Information on Security Trade Control (CISTEC), <https://www.
cistec.or.jp/english/about/introE2.html.>

47	 Please see the website for Korea Trade Security Agency (KOSTI), <https://www.kosti.or.kr/cms/content/
view/258>. 

https://www.cistec.or.jp/english/about/introE2.html
https://www.cistec.or.jp/english/about/introE2.html
https://www.kosti.or.kr/cms/content/view/258
https://www.kosti.or.kr/cms/content/view/258
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works only to promote superficial implementation and reluctant or conditional compliance.48 
For voluntary, active, and sustainable compliance, the discussion needs to focus less on sticks 
and more on carrots: the professional, personal, and institutional factors that get enhanced 
by compliance.49 These might include their ability to “do responsible science,” to contribute 
tangibly to the national missions of technical progress and economic development, and the 
increased ability to access project resources from reputable sources/partners. 

In parallel, universities need to have a plan to streamline their due diligence processes. 
Drawing from the experience of companies, establishing a stand-alone ICP office is difficult 
and expensive – unless a university has many activities/transactions that require STM-focused 
screening and monitoring. The more feasible and cost-effective option might be to build STM 
compliance into existing compliance processes.50 

Both projects presented in this particle identify at least two due diligence offices that most 
Malaysian universities already have: research management centers and technology transfer 
offices or commercialization centers. The former appears to focus on ensuring compliance 
with sponsor rules and requirements on the one hand, and with overall university policies/
practices on the other. The latter office(s) appear to ensure that university can have an adequate 
return on investment (ROI) whenever the technology (product, prototype, process) produced 
by its employees is transferred to an external entity for commercial purposes. The actual due 
diligence performed by these offices, logically, has several overlaps. The diagram below seeks 
to highlight that.51

48	 This is sometimes referred to as “checking boxes” – to do the bare minimum by following the letter of the 
law.

49	 This is now widely subsumed under the concept of “security culture” or “culture of compliance” – to 
follow the spirit of the law and understand and accept the rationale of the compliance procedures, and to 
actively fill the gaps where it makes sense.

50	 One could argue that STM compliance is about governance of technologies, and as such, might fit within 
the “Governance” silo of a university’s ESG framework.

51	 This is a first-cut attempt at conceptualizing the overlaps. A deeper study of documents, procedures, and 
differences in the definitions of common terms under each due diligence office will be needed to provide a 
more nuanced and detailed map of how the overlaps can be made mutually beneficial and the divergences 
can be enshrined to preserve the integrity of the individual processes.
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Figure 7. Integrating due diligence in universities

From the regulators’ perspective, technology development and technology transfers can be 
deemed to be deliberate violations by universities if standard due diligence practices are 
ignored with reference to the end-use (technology classification) and end-user (selection of 
sponsor, partner, collaborator, or vendor). 

This means university compliance offices need to perform two tasks: 

1.	 Identify which technologies are present or being developed on the campus. Research 	
faculty can help compile this data. The task of the compliance office would be to see 	
which of these are covered by STA 2010. This is a complex task and would require technical 
skills spanning numerous technology-fields (CBRN, aerospace, defense, emerging 
technologies, etc.) and an understanding of the engineering specifications within these 
domains, where science is matched with technology (products). 

2.	 Screen partners (vendors, sponsors, collaborators in research and in commercialization). The 
most likely source of this information, for STM purposes, are the “entities lists” announced 
by countries, regimes, and UN organizations, comprising individuals, companies, and 
organizations that are known to be engaged in illegal activities such as supporting WMD 
and/or weapons development, terrorism, financial crimes, and other activities deemed to be 
harmful or inhumane. These lists change frequently as more “entries” are added or deleted 
based on new national and international assessments. 

As industry has found, these two STM-compliance tasks are quite complex and require many 
hours of due diligence. Market-based software tools, however, are available and being used 
widely in industry. Universities or consortiums can buy access, individually or collectively, 
to ensure that their due diligence processes are accurate, time-sensitive and resource-efficient. 
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Ministries or relevant government agencies might need to step in to provide initial financial 
support to help universities access such services.

Beyond these technical solutions, STM compliance in universities will require developing a 
bank of case studies – real or hypothetical – of the possible methods by which “bad actors” may 
access their “technology”, which needs to be defined broadly. It is not confined to just project 
data and IP but also other assets of the universities: facilities, faculty, students, vendors etc. 
Universities also need to see their activities as providing public goods (education, research, 
innovation) but within the context of the “do no harm” principle, which also fulfills the ethics 
of “responsible science.” 

In  sum, the conclusions and recommendations of the two studies in this article augur well 
for Malaysian universities. Even if they show lack of awareness about STA 2010, they also 
demonstrate that wherever awareness exists, there is interest in more practical learning and 
more institutional and government support. There is nascent partnership with industry in both 
technology innovation as well as in technology security (compliance). While compliance models 
developed in industry may have lessons for universities, they will not be useful if replicated/
duplicated in the academic setting. The push and pull factors for STM compliance in universities 
will be different from those in industry. As Malaysia accelerates its journey towards becoming 
a regional leader in some of the strategic technology sectors such as semiconductors, artificial 
intelligence, internet of things, blockchain, and quantum computing, and as universities are 
accorded greater importance in the National Innovation System, the academic community will 
need to actively protect its contributions from both domestic and foreign threats.
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