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Letter from the Editor

his year marks the tenth anniversary of the Strategic Trade Review. The idea for the
journal grew from a need to define, organize, strengthen, and nurture what was at the
time a still budding field of study. Ten years later, the field of strategic trade and all the
subfields it encompasses has astonomically advanced — with ever-more stakeholders,
policy challenges, global risks, and questions about where the balance lies between trade and
security. STR is proud to have been, and continues to be, a powerful voice in the field.

This critical ten-year juncture puts into perspective just how much the journal has achieved,
not just through the ideas and outputs published in its pages, but the incredible community of
subject matter experts and practitioners who have contributed to its success. The last ten years
have seen 82 articles, meaning over 164 peer reviews, and countless hours of copyedit, design,
and further review to ensure the high quality that represents STR’s trademark.

Looking back on the last decade, the study of strategic trade has come a long way and it
is fascinating to re-read the very first issue published in Autumn 2015 (see https://
strategictraderesearch.org/wp-content/uploads/2017/11/STR_01.pdf). And yet, many of the
same challenges and questions remain the same: how do we precisely define and scope the
field? How do we deal with new technologies and developments that pose security risks? How
do we improve the integrity of supply chains?

One of the key challenges facing the field is how strategic trade-related policies and political
decisions are implemented at the working level. How are new regulations and policies translated
to the stakeholders who must understand, regulate, comply with, and enforce them? How
effective policies are depends on the critical aspect of technical implementation.

It is fitting, in a time of sweeping policy changes worldwide and ever more complex
regulations in areas like technology diffusion, to understand the challenges and nuances of
implementation. This issue of the Strategic Trade Review presents articles that concentrate on
tangible implementation experiences and best practices in areas such as compliance with export
controls in academia, customs risk assessment in strategic trade control enforcement, and novel
outreach strategies to the private sector. These articles present original and creative questions,
methodologies, and findings that place larger policy challenges into perspective while also
offering practical lessons learned for readers to consider. Other articles in this issue present
new challenges and issues such as considering the proliferation risks of safe custody services
or the implications of a potential Biological Weapons Convention verification mechanism on
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the Australia Group.

What will the next ten years bring? Though many of the same questions and challenges still
linger, significant progress has been made in the last decade and growth will continue in the
next ten years. One trend is greater awareness of compliance risks and responsibilities among
a larger field of stakeholders, from industry to academia to financial institutions and more.
That has been brough about by a greater number of countries implementing regulations and
importantly, enforcing them - leading to a stronger global compliance environment.

Additionally, the field of experts contributing valuable insights, knowledge, and best practices
has exponentially grown and represents diverse voices from different organizational profiles
around the world. The strategic trade community is thriving - and that is one of the most
improtant elements in ensuring strong and effective global strategic trade implementation.
Platforms, programs, networks, training opportunities, capacity-building, and research all
build the foundation for strong awareness and compliance, which thereby contributes to every
nation’s security.

The enduring question of how to manage different forms of transfer effectively, especially
with regards to critical and emerging technologies, has also progressed significantly. Through
experience, discussion, information-sharing, and research, the strategic trade community has
come a long way in identifying effective best practices to manage technology transfers - many
of which can be found in the pages of the Strategic Trade Review’s 12 issues over the last
decade. Looking ahead, the journal will continue to serve as a reference and beacon for global
stakeholders looking for the latest research and findings in this important area of the field.

I look forward to the next ten years of STR and what they will bring to the wider and ever
expanding strategic trade community. To all the incredible and talented individuals who have
contributed, benefited from, and supported the journal over the last decade: thank you.

ANDREA VISKI




Considering Safe
Custody Services in

Counterproliferation
Efforts

JUAN PABLO ROSSO!

Abstract

The possibility that safe custody services, especially those that operate outside the financial
sector, may be used by proliferation networks for logistical and financial purposes should be
taken into consideration by strategic trade specialists and relevant agencies. The potential
functionality of these services for proliferators merits closer examination due to the discretion
and privacy they offer to customers, their ubiquity, and the lack of regulations preventing their
use in the diversion of strategic goods to conventional and non-conventional weapons programs.
In this context, safe custody services could provide proliferators with the possibility of easy,

discreet, and secure storage of strategic goods or funds for payments in cash.

Keywords

Safe custody services, proliferators, storage, proliferation supply chains, discretion, strategic
goods, concealment
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Introduction

“It doesn’t take an inspector Poirot to work out that safe deposit centres might be an ideal
place to hide the proceeds of crime. Traditionally no questions have been asked, and ID was
not always required. It has even been possible to rent a walk-in room for larger items - the odd
Gainsborough, perhaps, or suitcases of swag.””” This quote from The Guardian was published
in 2008, not long after police in the United Kingdom raided a safe custody service, seizing
“£14m in cash, a firearm, counterfeit currency, passports, chequebooks and credit cards, a
substantial amount of high value jewellery and four paintings - three landscapes and still lives
in the 17th century Dutch style and a 20th century Russian portrait.”* Several years later, in
2022, in Beverly Hills, California, a safe custody service pleaded guilty to conspiring with
customers to launder money after a police raid netted USD $86 million along with jewellery
and other valuables stored in its safe deposit boxes. “I’ve heard horror stories about individuals
who have lost everything when their bank safe deposit box was frozen due to court order or a
tax lien,” an actor said in one commercial. “At U.S. Private Vaults, [ never have to worry about
anything like that. My personal information is never shared or stored in a big bank computer
system.”

These cases suggest that it is prudent to anticipate that illicit proliferation networks will also
likely use any means at their disposal to avoid detection by intelligence and law enforcement
agencies. Yet despite possessing attributes that have been deemed by authorities worldwide
as being functional to illegal activities such as money laundering (ML) and terrorist financing
(TF), safe custody services, especially those offered outside the formal financial system, do not
seem to have been given due attention in counterproliferation efforts as a type of service that
could be used in the diversion of strategic goods. While services that - wittingly or unwittingly
- are used in proliferation supply chains such as customs agents, transport, freight forwarding,
financing, insurance, brokerage and bunkering are identified in United Nations Security Council
Resolutions (UNSCRs) under Chapter VII and in sanctions texts, strategic trade controls, and
counterproliferation finance (CPF) norms around the world, explicit references to storage
services in general are uncommon and references to safe custody services are nonexistent.

This article demonstrates the possibility that safe custody services could be used by proliferation
networks and should be considered within counterproliferation efforts given their potential
functionality for evasion techniques commonly used by proliferators, such as paying for goods
and services in cash. The article is structured as follows. First, an overview of the key attributes
of safe custody services that may appeal to proliferation networks will be presented, followed
by an explanation of how each of these attributes could be useful to proliferators in their efforts.
A set of recommendations will also be discussed to help prevent the use of safe custody services
by proliferators.

2 David Pallister “Police Hope to Lift Lid on Crime Proceeds in Safe Deposit Raids,” The Guardian, June 7,
2008, <https://www.thegaurdain.com/uk/2008/jun/07/ukcrime.>

3 Ibid.

4 Michael Finnegan, “Beverly Hills Store Admits to Using Safe Deposit Boxes to Launder Money,” Los
Angeles Times, March 3, 2022, <https://www.latimes.com/california/story/2022-03-038/beverly-hills-
store-admits-to-using-safe-deposit-boxes-to-launder-drug-money.>
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Safe Custody Services: Attributes That May Appeal to Proliferators

During the period from 2020-2023, a significant amount of rhenium, a rare and strategic metal
used in the manufacture of aviation and rocket engines, was exported from Chile to a safe
custody service in Asia. The technical specifications of the rhenium that was exported were
apparently the same as those of other shipments of rhenium from Chile to a couple of Western
manufacturers of aviation engines in the same period.’

Although itis common for dealers to invest in rare metals, which may explain the aforementioned
export of thenium to Asia, this export can serve to construct a hypothetical scenario of diversion
of strategic goods involving safe custody services that - wittingly or unwittingly - become a key
component of a proliferation supply chain.

Safe custody services provide customers, for a monthly or annual fee, either vaults and/or
safety deposit boxes in which different types of valuables may be stored. This type of service is
also known as “vault storage,” “vaulting services,” “vaulting facilities,” “safe deposit boxes,”
or “safe deposit centers.”® They are commonly hired by individuals or entities for the safe
storage of items that range from cash, bullion, and precious metals to sensitive documents, fine
art, and jewels, among other valuables.

99 ¢¢ 29 ¢

In contrast to conventional warehousing, safe custody services are not generally associated
with commercial supply chain logistics in relevant literature, advertising, or training. This is
likely because the small size of safe deposit boxes and vaults offered by these services, which
typically range from a few square inches to a few square feet, do not make for practical or
efficient storage solutions in global supply chains in comparison to the ample warehouses
and other storage facilities that can accommodate large volumes of commercial and consumer
goods.

However, proliferation supply chains are not comparable in scope, priorities, or requirements
to global supply chains set up by legitimate businesses or even supply chains that deal with
large volumes of illicit goods such as counterfeit products, small arms, or narcotics. Unlike
most of the latter, proliferators tend to divert relatively small quantities of strategic goods
at a time - in comparison to the large volumes of consumer goods that make up the bulk of
world trade - that are destined to a single end-user in one destination where they are highly
coveted and unavailable and hence considered valuable commodities. Facilitating the use of
the limited space available in custody services in comparison to conventional warehouses is
the relatively small size of many coveted strategic goods such as spare parts for conventional
weapons such as fighter aircraft or dual-use goods such as krytrons, circuits, gyroscopes,
valves, semiconductors, chips, pressure transducers, or accelerometers.

5 This example is based on data from the Chilean National Customs Service. The names of the exporter and
consignees have been withheld in accordance with confidentiality norms.

6 Descriptions of the services, locations, and terms and conditions of safe custody services included in this
article are based solely on the information provided in the corporate web sites of several safe custody
service firms based in different countries. Reference to specific brand names of safe custody services has
been purposefully omitted.
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In searching for techniques and means to conceal and deceit, four key attributes of safe custody
services could come to the attention of proliferators:

1. Scarcely Regulated

In many cases, safe custody services are not regulated when they are not provided by formal
financial institutions nor have been categorized as Designated Non-Financial Business and
Professions (DNFBP). In these cases, they are not covered by counterproliferation, anti-money
laundering (AML), or counter terrorist financing (CTF) legislation and their customers are not
subject to inquisitive authorities or intrusive customer due diligence procedures.’

Even in jurisdictions where these services are subject to regulations, such as AML/CTEF, the
specifics of proliferation network dynamics could still make them an appealing alternative for
proliferators, since customer due diligence in these cases would tend to focus on profiles and
activity associated with organized crime or terrorist financing and not proliferation networks,
and therefore these are likely to go undetected.

2. Widely Available

As most services commonly associated with proliferating activity such as brokering or freight
forwarding, safe custody services are readily available around the world including in regions
that are major producers of strategic goods such as North America, Europe, and Asia, or in
major international transit and transshipment hubs and financial centers known to be widely
used by proliferators in the Middle East and Southeast Asia. Many safe custody services are
also located in or near airports, seaports, and in free trade zones, which have also been identified
as high-risk areas for the illegal trade of strategic goods.*

3. Privacy and Discretion

Although customer due diligence and reporting is mandatory for safe custody services in
some countries for AML/CTF purposes, in other jurisdictions these services are not required
to disclose customer information to authorities. In some cases, service providers may require
private citizens only to present an ID card, driver’s license, proof of address, or passport.
Some safe custody services may not even require customers to register and in other cases, the
customer may even grant a third party access to their safe deposit boxes or vaults.

7 It is important to note that safe custody services are not mentioned in the 2012 Financial Action Task
Force (FATF) Guidance on Countering Proliferation Financing or FATF Recommendation 7 on targeted
financial sanctions. Likewise, legislation such as the U.S. Bank Secrecy Act, the European Union Directive
(EU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering
or terrorist financing, or the Australian Anti-Money Laundering and Counter-Terrorism Financing Act
2006 cover safe custody services provided by banks, but not those outside the formal financial system.
Examples of legislation that do cover safe custody services outside the financial system include the British
Money Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer) Regulations
2017 and the Dutch Anti Money Laundering and Anti-Terrorist Financing Act, which explicitly cover all
safe custody services for AML/CTF purposes.

8 See World Customs Organization, “Extraterritoriality of Free Zones: The Necessity for Enhanced Customs
Involvement,” World Customs Organization Research Paper N° 47, September 2019.
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4. Minimum Storage Restrictions

Although safe custody services are advertised as a secure means to store valuables such as art,
sensitive documents, bullion, or cash, there are few restrictions on the types of valuables that
may be stored. The terms and conditions of service commonly prohibit illegal goods such as
drugs or hazardous materials and items to which the customer does not have legal titles or the
proceeds of any type of illegal activity. Consequentially, customers of safe custody services
may store under high levels of secrecy and security just about any type and number of goods
that fit into the safe deposit boxes and vaults available for hire. Also, and in line with safe
custody service policies of customer privacy and discretion, customers are usually not required
to disclose to the service provider the types of goods they are storing.

The Functionality of Safe Custody Services for Proliferation Networks

The differences in organization and procedures among proliferation networks tightly controlled
by governments as in the case of North Korea or Iraq during the 1990’s, Iran since 1979, the
privatively run network of Pakistani scientist AQ Khan, or non-state actors such as the Houthis
or Hezbollah, exemplify how the use of services by proliferators can differ according to
unique financial and logistical circumstances, such as cash flows and geographical location.”!?
Regardless of each network’s particular dynamics, there are certain needs common to all
proliferators that many safe custody services could meet, regardless of the type of entity that is
running the network, the complexity of its organization, the number of jurisdictions it operates
in, or the types of strategic goods it is after:

a) Concealment of Goods

Storage is a frequent necessity in logistics. Therefore, it is reasonable to assume that
proliferators may need or choose to store the strategic goods they are delivering at some point.
A first indication that storage, in absence of the need for efficient distribution of goods, might
be deemed an option for proliferators is their tendency to organize circuitous routes to get
strategic goods to their final destinations to minimize the risk of detection. It is indicative that
proliferators do not use time in the same way as legitimate businesses do when procuring or
supplying strategic goods. When and where it is viable, the temporary storage of strategic
goods could be considered necessary or convenient by proliferators that prioritize concealment
over expeditious delivery. For example, hiring safe custody services may be a convenient way
of safely and discreetly concealing, in one or more locations, strategic goods purchased from a
local distributor while preparing to export them illegally.! A temporary recipient or facilitator
of strategic goods that have been exported illegally may also have good reasons to securely

9 Extensive field research and case studies on diversion by different proliferation supply chains is published
regularly by Conflict Armament Research, based in London, England.

10 See Bruno Gruselle, “Proliferation Networks and Financing,” Fondation pour la Recherche Stratégique,
March 3, 2007, pp.8-15.

11 See “Don’t Let this Happen to You,” Bureau of Industry Security, U.S. Department of Commerce,
November 2024.
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store them before handing them over to a main conspirator that will deliver them to the final
end-user.

The security and privacy afforded by safe custody services can offer proliferators the possibility
of pausing the transport of goods in a secure and discreet way in locations such as international
transit and transshipment hubs, airports, or free trade zones. Based on a real case of intended
diversion, one hypothetical scenario involving the hiring of a safe custody services would be
of strategic goods illegally exported to a free trade zone, where they are securely stored while
their serial numbers are removed and packaging relabeled before being re-exported to their
final destination.!> Other possible reasons to securely store a shipment of strategic goods is
an unforeseen risk of surveillance or interdiction, a delay in a scheduled transshipment, or an
ex works arrangement, whereby the supplier delivers the goods to a location agreed with the
purchaser who then organizes the delivery to its final destination and end-user.

b) Cash Payments

Avoiding financial movements that may come to the attention of regulators and intelligence
services is a basic security measure for proliferators. Since UNSCR 1540 as well as international
and unilateral sanctions regulations commonly and explicitly oblige countries to act against
proliferation financing and most countries have implemented CPF measures, the use of cash by
proliferators over wire transfers or other means offered by financial institutions is one of the
“red flags” identified by the Financial Action Task Force (FATF) and has been identified as a
common practice of countries such as North Korea.'*!41>

If the use of cash for payment of strategic goods is cited as a common practice among
proliferators, then it is reasonable to assume that they might consider safe custody services
a safer and more discreet alternative to financial institutions to keep cash readily available in
jurisdictions along a supply chain to purchase strategic goods, hire intermediary services, or
receive payments. One hypothetical case in which proliferators opt for a safe custody service
to store cash might involve a dual citizen who, over the course of a few trips to his country of
origin —which is a country of proliferation concern - legally enters several thousand U.S. dollars
in cash into his second country of citizenship. He stores the cash, provided by a co-conspirator
in the country of origin, in a safe custody service he has hired using a fake ID and will use
it to purchase strategic goods that will be illegally exported and kept in this custody service
in the meantime. Use of financial services was ruled out to avoid any possibility of detection
and freezing of funds. He has granted a third co-conspirator access to his safe deposit box to

12 Ibid., pp.48-49

13 CPF legislation is mandatory for all United Nations Member States under UNSCR 1540, paragraph 3,
letter d) and UNSCR 1718, paragraph 8, letter d), which specifically targets North’s Korea’s WMD and
missile programs.

14 See Financial Action Task Force, “Guidance on Proliferation Financing Risk Assessment and Mitigation,”
June 2021, <https://www.fatf-gafi.org/content/dam/fatf-gafi/guidance/Guidance-Proliferation-Financing-
Risk-Assessment-Mitigation.pdf.coredownload.inline.pdf.>

15 Mallory King, “North Korean Sanctions Evasion Techniques,” RAND Corporation, September 2021,
p.29, <https://www.rand.org/content/dam/rand/pubs/research_reports/RRA1500/RRA15371/RAND
RRA1537-1.pdf>
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withdraw the cash and/or goods in case he is arrested or suspects that he is under surveillance.
¢) Concealing the Final Destination and End-User

Concealing the final destination and intended end-user of a strategic good by consigning a
shipment to an intermediary service is a common method of deception used by proliferators
for which a safe custody service could also be considered.' If brokers, transport, and trading
companies or freight forwarders have proven to provide a convenient cover for proliferators
to conceal the identity of a final destination or intended end-user, consigning shipments to
a safe custody service could prove just as useful, for example, when goods are exported to
a transshipment hub. Identifying a safe custody service as a consignee could be especially
convenient to conceal the identity of the intended end-user of a strategic metal, such as rhenium
or beryllium, given that many safe custody services are hired by investors for the storage of
rare metals.

Countless more hypothetical scenarios involving proliferators and safe custody services could
be elaborated and made even more complex and challenging to foresee and detect when they
include the nexus between organized crime, terrorist groups, and rogue states. '’

Recommendations to Prevent the Use of Safe Custody Services by
Proliferators

A comprehensive regulatory framework to prevent the use of safe custody services by
proliferators should consider at least the following measures:

Include Explicit References to Storage Services in Sanctions Texts

Explicit references to storage services in sanctions texts, especially in United Nations
Security Council resolutions, tend to be related to the physical security of strategic goods
and not with the possible use of storage facilities for logistical purposes by proliferators. For
example, paragraph 3 of UNSCR 1540 states the obligation of controlling services related to
proliferation supply chains by mentioning “controls on providing funds and services related
to such export and trans-shipment such as financing and transporting that would contribute to
proliferation,” but not storage services.'® Other UNSCRs adopted under Chapter VII also do not
include explicit references to storage services, such as resolutions 1718 (paragraph 8) and 1874

16 See “Red Flag Indicators,” Bureau of Industry Security, U.S. Department of Commerce, 2024, <https://
www.bis.doc.gov/index.php/all-articles/23-compliance-a-training/5 1 -red-flag-indicators.>

17 Links between organized crime, terrorists, and rogue states have been detected and examined and
constitute a grave threat that may pose new challenges in counterproliferation. See: J.R. Mailey, “Iran’s
Criminal Statecraft: How Teheran Weaponizes Illicit Markets,” The Global Initiative Against Transnational
Organized Crime, October 2024.

18 United Nations Security Council, Security Council Resolution 1540 (2004), April 28, 2004, S/RES/1540
(2004)
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(paragraph 18) on North Korea, and 1737 (paragraph 3 and 6) on Iran.'?*?! These resolutions
and successor resolutions clearly mandate UN Member States to prohibit the provision of
services in support of North Korean and Iranian weapons of mass destruction (WMD) and
ballistic missile programs, mentioning just about every type of intermediary service known to
be commonly used by proliferators such as transport, financing, brokering, freight forwarding,
trading, insurance, couriers, and bunkering. The omission of storage services leaves UN
Member States to infer that these must also be subject to counterproliferation norms and that
the mandatory freezing of assets be applied to valuables entrusted to safe custody services that
are not financial institutions. However, the general lack of counterproliferation norms related
to safe custody services or storage services in general in domestic legislation would seem to
indicate that this inference is not commonplace. Assigning safe custody services the category
of DNFBP in domestic legislation could be an important first step in incorporating them into
counterproliferation norms in general.

A simple and straightforward way of remedying this gap in UNSCRs and jurisdictions such
as the European Union could be to adjust the two concise lists of activities related to arms and
related materials commonly used in sanctions texts. The first adjustment could be from “...
the provision, manufacture, maintenance and use of arms and related material ...” to “...the
provision, storage, manufacture, maintenance and use of...” The second adjustment could be
from “technical assistance, brokering services, and other services...” which could be changed
to “technical assistance, brokering services, and other services, including storage...”

Mandatory Customer Due Diligence

Introducing mandatory customer due diligence in domestic legislation for safe custody services
outside the financial sector for counterproliferation/CPF purposes is necessary and compatible
with the privacy and discretion offered by these services.

The backdrop of drafting and implementing safe custody service regulations for
counterproliferation purposes is that proliferation networks’ activities differ from the type of
illegal activities that are generally unwelcome by safe custody services. As already mentioned
in this article, terms and conditions set by safe custody services tend to prohibit the storage
of illegal goods and the proceeds of crime. But proliferators often do not deal with explicitly
illegal goods, nor do they necessarily purchase them illegally. Their funds are usually not the
proceeds of crime or may not require laundering. Also, proliferators often operate under the
cover of legally constituted front or shell companies, and in some cases do not associate with
outlaws such as criminal or terrorist organizations. Their legal status and actions, therefore,
may not violate or appear to violate the terms and conditions usually set by the safe custody
services or AML/CTF laws.

19 United Nations Security Council, Security Council Resolution 1718 (2006), October 14, 2006, S/RES/1718
(2006).

20 United Nations Security Council, Security Council Resolution 1874 (2009), June 12, 2009, S/RES/1874
(2009).

21 United Nations Security Council, Security Council Resolution 1737 (2006), December 23, 2006, S/
RES/1737 (2006).
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Subjecting safe custody services to regulations aimed at preventing their use by proliferators
would require taking into consideration the operational and financial differences that set
proliferation networks apart from organized crime and entities involved in ML/TF.** Therefore,
to properly prepare for implementing customer due diligence for counterproliferation purposes,
safe custody services would necessarily require training and regular outreach programs by the
designated regulatory authority to enable the detection of risks related to information such as
customer nationality/nationalities, business affiliations and ownerships, intended use of stored
goods, personal and corporate income tax returns, and previous international travel.

Prohibition or Mandatory Disclosure and/or Reporting of Storage of Strategic Goods

It is not viable to require safe custody services regulated by counterproliferation norms to
identify risks associated with proliferation activities if they manage less information about
the valuables they are entrusted with than other intermediary services commonly used
by proliferators in which disclosure is a legal or commercial necessity, such as banking,
transportation, or brokering.

Defining the types and quantities of financial movements that must be reported requires that
the types of goods whose export requires a license are clear and objective parameters that may
subject certain types of services to legal obligations that require reporting customer activity or
freezing assets. In line with the need to define clear parameters such as these, the terms and
conditions set out by safe custody services that limit the types of goods that may be stored on
their premises and fresh counterproliferation regulations covering all safe custody services
should prohibit, or require customer disclosure and reporting to authorities of, at least, the
storage of strategic goods covered by international sanctions or related materials covered
by UNSCR 1540, defined as “materials, equipment, and technology covered by relevant
multilateral treaties and arrangements, or included in national control lists, which could be used
for the design, development, production or use of nuclear, chemical, and biological weapons,
and their means of delivery.””

Conclusions

It seems reasonable to suspect that certain attributes of safe custody services such as their
ubiquity, lack of a regulatory framework, and discretion could result in appealing to proliferation
networks just as they appeal to other types of illegal activities for which in some countries are
there legal deterrents in place covering all safe custody services, such as AML/CTF. Yet just
about every financial and logistical service available to proliferators except storage has been
explicitly mentioned in UNSCRs under Chapter VII and other sanctions regulations, such as

22 See Jersey Financial Services Commission “Comparison: Terrorist Financing, Money Laundering, and
Financing the Proliferation of Weapons of Mass Destruction,” Jersey Financial Services Commission,
2024, <https://www.jerseyfsc.org/industry/guidance-and-policy/comparison-terrorist-financing-money-
laundering-and-financing-the-proliferation-of-weapons-of-mass-destruction/ >

23 United Nations Security Council, Security Council Resolution 1540 (2004), April 28, 2004, S/RES/1540
(2004).
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those in the United States and European Union.

Determining what agency should have regulatory authority over safe custody services may not
be easy when there are multiple regulatory authorities for dual-use and defense-related goods.
One criterion which could be applied to assign lead regulatory responsibility could be to focus
on the ultimate objective behind the eventual use of safe custody services by proliferation
networks: the export of strategic goods to an unauthorized end-user or for unauthorized end-
uses. As suspicious activity in safe custody services related to money laundering and terrorist
financing, storage of illegal goods, hazardous materials, or more common organized crime
would likely be reported to financial authorities or law enforcement agencies, one alternative
to be considered is for safe custody services to be required to register with an export control
authority. The justification for this requirement lies in the inherent risk of facilitating proliferation
activities by offering customers levels of privacy and discretion not afforded to customers of
other services that may be used by proliferators that do not require registration with export
control authorities, such as financial services and transportation or shipping companies, all of
which by law are required to be informed of customer activities.

A significant challenge in preventing the proliferation of conventional and unconventional
weapons is anticipating the evasion techniques that may be used in the diversion of dual use
and defense goods. Although there are not yet public indications or evidence that safe custody
services have or will be used in the diversion of strategic goods, the modus operandi of the
these services and proliferation networks make this possibility sufficiently plausible to be taken
into consideration in counterproliferation efforts.
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The Role of Academia in
Strategic Trade Controls:

Addressing Chile's
Nonproliferation Gaps
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Abstract

This article presents the findings and conclusions of research exploring the role of academia
in strategic trade controls (STC) and the nonproliferation framework in Latin America,
with a particular focus on Chile's regulatory and institutional gaps. While several countries
in the region such as Argentina, Brazil, and Mexico have developed robust export control
mechanisms and have already integrated academia into their nonproliferation strategies,
Chile remains behind in adopting comprehensive legislation and enforcement measures. The
research examined the vulnerabilities in Chile s higher education system, particularly in fields
related to dual-use technologies, where knowledge transfer risks are heightened.The findings
indicate that Chile lacks awareness and institutional coordination among government agencies,
private industry, and academic institutions, creating potential security risks in knowledge
dissemination. Additionally, barriers in visa policies, online learning vulnerabilities, and the
absence of STC compliance programs in universities further complicate Chile’s position in
global nonproliferation efforts. The study concludes that it would be in Chile s national security
interests to development trade control legislation, strengthen academic compliance programs,
and foster international collaboration. Immediate action in awareness-raising, policy reforms,
and security oversight is necessary to align Chile with global nonproliferation standards

1 Carolina Calvo Asencio is an economist and PhD candidate at the University of Chile, specializing in
innovation policy and strategic trade controls. She is the Executive Director and Co-founder of the Center
for Non-Proliferation Studies (CNP) in Chile. She has held senior positions in the Chilean government,
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researcher at various Chilean universities, such as Universidad Andrés Bello, where she is teaching Public
Policy Evaluation.
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and mitigate risks associated with knowledge-based proliferation in higher education

Keywords
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1. Introduction

In an increasingly interconnected world where scientific and technological advancements play
a crucial role in economic development, universities have become key players in innovation
and knowledge production. However, these same institutions also present potential risks in
the realm of nonproliferation and strategic trade controls (STC), particularly when it comes
to the dissemination of dual-use technologies. Many developed nations have incorporated
academia into their strategic trade control frameworks, ensuring that research institutions are
aware of the risks associated with sensitive technologies and knowledge transfers. However, in
Latin America, and particularly in Chile, academia remains largely disconnected from national
security concerns related to nonproliferation. This article argues that Chile must integrate
universities into its STC framework by strengthening awareness, policies, and collaboration
between academia and governmental agencies to mitigate proliferation risks effectively.

The study that serves as the basis for this article analyzes data covering 2018-2023 and explores
how Chile compares to its regional counterparts in nonproliferation efforts, examining gaps in
legislation, institutional structures, and academic involvement. Despite Chile’s commitment
to international nonproliferation agreements, the country has yet to establish comprehensive
trade control legislation, leaving universities and research centers vulnerable to unregulated
knowledge transfers. The lack of awareness and engagement in Chilean higher education
institutionsregarding nonproliferationissues poses asignificantchallenge, as dual-useresearch—
especially in fields like engineering, biotechnology, and nuclear sciences—can be exploited by
illicit actors or foreign entities with strategic interests. Without a structured approach, Chile
risks falling behind its regional counterparts in aligning with global nonproliferation norms,
which could affect its international credibility and economic opportunities.

To address these concerns, the article is structured as follows. First, it presents a literature
review that defines key concepts related to nonproliferation, strategic trade controls, and dual-
use technology while also discussing the role of international agreements in shaping national
policies. This section highlights the importance of balancing national security with academic
freedom and technological development. Second, the study provides a comparative analysis
of Chile’s status in nonproliferation concerning selected Latin American countries, such as
Argentina, Brazil, Mexico, and Panama, identifying regulatory and institutional differences that
impact national security policies. Third, it explores the relationship between nonproliferation
and knowledge development, assessing how Chilean universities currently engage with
security-related research, technology transfers, and international collaborations. The fourth
section presents empirical findings on academic programs, student demographics, and research
focus areas, identifying vulnerabilities and potential areas of concern within Chilean higher
education. Finally, the article concludes with policy recommendations, proposing strategies for
enhancing university participation in nonproliferation efforts and ensuring Chile’s integration
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into the global strategic trade control framework.

By shedding light on these issues, this research contributes to a broader understanding of how
universities can balance academic freedom with national security responsibilities. Strengthening
Chile’s approach to strategic trade controls in academia will not only improve compliance
with international security standards but also foster responsible innovation and sustainable
economic development.

2. Literature Review

The concept of Strategic Trade Control (STC) refers broadly to governmental measures
regulating the export, import, transit, and transshipment of items that may pose a risk to
national and international security. These include military goods and dual-use items—materials,
technologies, and knowledge that can serve both civilian and military purposes.' According to
United Nations Security Council resolution 1540 (2004), all UN Member States are required to
adopt and enforce effective controls to prevent the proliferation of weapons of mass destruction
(WMD) and their delivery systems, including through export and border controls.?

In Latin America, the implementation of STC regimes varies significantly and national definitions
do not always align with international standards. While countries such as Brazil, Argentina, and
Mexico have taken steps to comply with UNSCR 1540, their legal and institutional frameworks
tend to focus primarily on export control, often overlooking critical dimensions such as transit,
transshipment, and the regulation of intangible knowledge transfers. In Chile, the absence of a
comprehensive STC law has delayed alignment with global norms and left strategic areas such
as academia and knowledge dissemination largely unregulated.

To evaluate the maturity and inclusivity of STC frameworks in the region, this study compares
national approaches in Chile, Brazil, Argentina, and Mexico against the core obligations
established under UNSCR 1540. This comparative framework enables a clearer understanding
of regional strengths and weaknesses in integrating international commitments into domestic
policy.

2.1 Definitions

The term proliferation is defined by the Real Academia Espafola as the “action and effect of
multiplying abundantly,” while the Cambridge Dictionary describes it as “the fact of something
increasing a lot and suddenly in number or amount.” In this context, proliferation is not limited
to biological or numerical growth but extends to the uncontrolled dissemination of technologies,
knowledge, and especially weaponry.

Weapons, broadly defined, include any tool or device designed to inflict physical harm,

1 Ian J. Stewart, “The Contribution of Intangible Technology Controls in Controlling the Spread of Strategic
Technologies,” Strategic Trade Review, Issue 1, No. 1 (2015).

2 United Nations Security Council, Resolution 1540 (2004), S/IRES/1540, April 28, 2004, <https://undocs.
org/S/RES/1540(2004)>.
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damage, or death. These instruments are used in diverse contexts—warfare, law enforcement,
criminal activity—and provide tactical, material, or psychological advantage to their users.’
Consequently, the proliferation of weapons—both conventional and of mass destruction—
remains a key concern for national and global security.

Nonproliferation encompasses all efforts to prevent such dissemination, or to reverse it through
non-military means. These efforts target not only nuclear, chemical, and biological weapons
but also missiles and other conventional delivery systems. As Cirincione, Wolf, and Rajkumar
(2005) explain, effective nonproliferation involves a mix of legal, diplomatic, and economic
strategies.’

The production of dual-use technologies—items that can serve both civilian and military ends—
requires three key elements: materials, equipment, and knowledge.® These may be tangible
(e.g., lab instruments or chemicals) or intangible (e.g., expertise or consulting). Importantly,
the intangible components of weapons production are increasingly relevant. For example,
cyber-attacks illustrate how knowledge itself can serve as a weapon.”

The United Nations Office for Disarmament Affairs (UNODA) classifies WMD into nuclear,
radiological, biological, and chemical categories.® These distinctions are recognized in major
treaties such as the Nuclear Nonproliferation Treaty (NPT), the Chemical Weapons Convention
(CWC), and the Biological Weapons Convention (BWC). The mere possession or suspicion
of possession of these weapons can generate international distrust, impacting diplomatic and
economic relations.’

Controlling proliferation requires regulating not only the weapons themselves but also
their delivery mechanisms, ranging from briefcases to ballistic missiles.'” This complexity
underscores the need for comprehensive control regimes that address both physical and
intangible vectors of proliferation.

3 Meredith Sarkees and Rami Alhajji, The Dynamics of Military Revolution: Technological Change and the
Military Balance (Boulder, CO: Lynne Rienner Publishers, 2005).

4 Fred Kaplan, The Coming Anarchy: Shattering the Dreams of the Post Cold War (New York: Knopf, 2007).

5 Joseph Cirincione, Jon B. Wolfsthal, and Miriam Rajkumar, Deadly Arsenals: Nuclear, Biological, and
Chemical Threats (Washington, DC: Carnegie Endowment for International Peace, 2005).

6 Ian J. Stewart, “The Contribution of Intangible Technology Controls in Controlling the Spread of Strategic
Technologies,” Strategic Trade Review, Issue 1, No. 1 (2015).

7 Martin C. Libicki, Conquest in Cyberspace: National Security and Information Warfare (Cambridge:
Cambridge University Press, 2007).

8 United Nations Office for Disarmament Affairs, “Weapons of Mass Destruction,” <https://disarmament.
unoda.org/wmd/>.

9 Matthew Bunn, Preventing Nuclear Terrorism: Continuous Improvement in the Security of Nuclear
Materials (Vienna: International Atomic Energy Agency, 2009).

10 Erik Gartzke and Jon R. Lindsay, “The Political Economy of War: A Survey of Recent Research,” Annual
Review of Political Science No. 13 (2010), pp. 387-406.
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2.2 Control Regimes

19

The international nonproliferation regime rests on the premise that the spread of weapons of
mass destruction (WMD) exacerbates global security risks. As Hernandez notes, multiple legal
and institutional mechanisms have emerged to address these threats, which can be grouped into
four main categories:"!

1.

International Treaties — These include the Treaty on the Nonproliferation of Nuclear

Weapons (NPT, 1968), the Biological Weapons Convention (BWC, 1972), and the
Chemical Weapons Convention (CWC, 1997), which prohibit the development,

stockpiling, or use of WMDs. The Convention on the Physical Protection of Nuclear

Material (1987) and the Treaty of Tlatelolco (1967) further reinforce regional
commitments.'?

United Nations Resolutions — UN Security Council Resolution 1540 (2004) imposes
binding obligations on all UN member states to implement and enforce national controls
over WMDs, their means of delivery, and related materials, including dual-use goods."

Multilateral Export Control Agreements — These are voluntary arrangements among
states aimed at regulating transfers of military and dual-use technologies. Notable
examples include the Zangger Committee (1971), the Nuclear Suppliers Group (NSG,
1975), the Australia Group (1985), the Missile Technology Control Regime (MTCR,
1987), and the Wassenaar Arrangement (1996).'*

Other Initiatives — This category includes instruments that, while not formal regimes,
contribute significantly to global nonproliferation efforts. The Proliferation Security
Initiative (PSI) and the Global Initiative to Combat Nuclear Terrorism (GICNT) focus
on interdiction and joint action against illicit trafficking.'> Additionally, the Global
Partnership Against the Spread of Weapons and Materials of Mass Destruction, led
by the G7, includes both Chile and Mexico as members, reinforcing the region’s
commitment to global nonproliferation goals.

Although not a formal control regime, the European Union has played a crucial role in shaping
national export control systems through its harmonized regulatory frameworks. Several Latin

11

12

13

14

15

Camila Hernandez, “Control a las Exportaciones de Cibertecnologias: Un Analisis del Arreglo de
Wassenaar y Sus Implicancias para la Ciberseguridad,” Revista Chilena de Derecho Tecnologico, Vol. 7,
No. 1 (2018), pp. 61-78.

Scott D. Sagan and Kenneth N. Waltz, The Spread of Nuclear Weapons: A Debate Renewed, 2nd ed. (New
York: W. W. Norton, 2003).

United Nations Security Council, Resolution 1540 (2004), S/RES/1540, April 28, 2004, <https://undocs.
org/S/RES/1540(2004)>.

Matthew Kroenig, Exporting the Bomb: Technology Transfer and the Spread of Nuclear Weapons (Ithaca,

NY: Cornell University Press, 2010).

Matthew Bunn and Kingston Reif, “Security Risks in Nuclear Fuel Cycles,” Annual Review of Nuclear and

Particle Science, No. 58 (2008), pp. 1-18.
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American countries, including Chile, have drawn upon EU models when designing legislative
proposals on strategic trade controls, particularly regarding risk assessment, industry outreach,
and inter-agency coordination mechanisms.

Collectively, these instruments and initiatives not only aim to curtail the spread of dangerous
technologies but also signal a strong international commitment to nonproliferation, creating a
dissuasive effect aainst illicit arms networks.

2.3 Intangible Transfers and Control Regimes

Despite progress in regulating tangible items, one domain remains particularly elusive:
knowledge. While control lists from groups like the Nuclear Suppliers Group (NSG), Australia
Group, and Wassenaar Arrangement effectively cover physical items and some technical data,
they struggle to capture the transfer of tacit knowledge, expertise, and training.'®

Knowledge in this context includes both explicit content—such as published research—and
tacit elements transmitted through hands-on experience, academic instruction, or research
collaboration. The global expansion of online education has further complicated oversight, as
students can now access sensitive material remotely, often with limited verification procedures.'’

As a dual-use asset, knowledge drives innovation but also carries the risk of misuse, such as
in the development of WMD. Just as physical components can be assembled into a WMD,
fragmented knowledge across academic domains can be strategically combined to achieve the
same goal.

3. Status of Chile in Nonproliferation Compared to Selected Latin American
Countries

The regulation of sensitive technologies and their dual-use applications is a critical component
of international security. Control lists established by global nonproliferation regimes serve as
reference points for states seeking to align with best practices in export controls. Compliance
with such frameworks is not only a matter of international commitment but also a legal
obligation under UNSCR 1540.

In this context, Chile has demonstrated interest in strengthening its participation in international
nonproliferation frameworks. In 2015, Chile applied to join the Wassenaar Arrangement and
the Nuclear Suppliers Group (NSQG), yet its accession remains pending due to the lack of an

16 Ikujiro Nonaka and Hirotaka Takeuchi, The Knowledge-Creating Company: How Japanese Companies
Create the Dynamics of Innovation (New York: Oxford University Press, 1995).

17 Organisation for Economic Co-operation and Development (OECD), The Future of Education and Skills:
Education 2030 (Paris: OECD Publishing, 2019), <https://www.oecd.org/education/2030-project/>.
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adequate strategic trade control (STC) law that meets international requirements.'® While Chile
recognizes that robust legislation can prevent the unauthorized re-export of dual-use materials
and mitigate proliferation risks, it has yet to implement a comprehensive national strategy in
line with these international agreements.

3.1 Legislative and Economic Perspectives

The adoption of a strong trade control regime would provide multiple benefits for Chile. From
a national security standpoint, it would enhance the country’s ability to monitor and regulate
the export of sensitive technologies, preventing their diversion for illicit purposes, including
weapons development or unauthorized military applications. From an economic perspective, an
improved STC framework would facilitate Chilean industries’ access to dual-use technologies,
fostering their development while ensuring compliance with global security norms. Moreover,
integrating Chile into multilateral nonproliferation agreements could boost foreign investment,
as multinational companies often prefer operating in jurisdictions with well-defined trade
controls to reduce legal and reputational risks."

Several key industries in Chile—particularly mining, chemical production, and technology
manufacturing—rely on sensitive materials and processes that are subject to international
export controls. Implementing a regulatory framework aligned with global nonproliferation
standards would not only increase industrial competitiveness but also streamline trade with
nations enforcing strict STC policies, such as the United States and members of the European
Union.”

To address these gaps, the Chilean Ministry of Foreign Affairs has spearheaded the drafting
of a Strategic Trade Control Bill, which aims to introduce national export controls for dual-
use goods and technologies. The bill proposes the creation of a Strategic Trade Commission,
an inter-ministerial body responsible for coordinating export controls, issuing licenses, and
ensuring compliance with international commitments.

The Strategic Trade Commission would be chaired by the Ministry of Foreign Affairs and
include representatives from the Ministries of Interior and Public Security, National Defense,
Treasury, Economy, Promotion and Tourism, Health, Energy, and Science, Technology,
Knowledge, and Innovation. Among its primary functions, the Commission would:

* Grant, deny, suspend, or revoke export licenses for dual-use goods

* Approve and update the National Control List, aligning it with the Wassenaar
Arrangement, the NSG, the Australia Group, and the Missile Technology Control Regime

18 Camila Hernandez, “Control a las Exportaciones de Cibertecnologias: Un Analisis del Arreglo de
Wassenaar y Sus Implicancias para la Ciberseguridad,” Revista Chilena de Derecho Tecnologico, Vol. 7,
No. 1 (2018), pp. 61-78.

19 Ian J. Stewart, “The Contribution of Intangible Technology Controls in Controlling the Spread of Strategic
Technologies,” Strategic Trade Review, Issue 1, No. 1 (2015).

20 Matthew Bunn, Preventing Nuclear Terrorism: Continuous Improvement in the Security of Nuclear
Materials (Vienna: International Atomic Energy Agency, 2009).
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(MTCR)

* Oversee compliance with Law No. 21,250, which governs the control of chemical and
biological agents, aligning Chile with the Chemical Weapons Convention (CWC) and
Biological Weapons Convention (BWC)

» Strengthen cooperation with international partners to prevent illicit trade and the misuse
of sensitive technologies.

Despite these advancements, as of 2024, the draft law remains under legislative review,
currently undergoing its second constitutional procedure (Segundo Tramite Constitucional)
in the Chilean National Congress. During this stage, key legal and technical opinions have
been requested from relevant institutions, including the Ministry of Economy, the Ministry of
National Defense, and the Supreme Court, all of which have provided formal input supporting
the bill. These consultations reflect a growing interministerial commitment to establishing a
robust STC framework in line with international obligations.

Additionally, efforts to raise awareness and engage with the private sector have intensified in
recent years. Chile has hosted multiple high-level events aimed at building industry awareness
and promoting voluntary compliance with strategic trade control measures. Notably:

* The Regional Conference for Latin America on Industry Outreach for the Implementation
of UNSCR 1540 (2004), held in Santiago on October 5-6, 2023, convened public
and private stakeholders under the Wiesbaden Process to exchange best practices for
implementing strategic trade controls.

* The National Workshop on the Financing of the Proliferation of Weapons of Mass
Destruction, held on May 14-16, 2024, further engaged both sectors in developing
mechanisms to address proliferation financing risks.

These initiatives indicate that, although the legal framework is still under development, Chile
is actively building institutional and industry readiness for its implementation. Public discourse
surrounding the legislative process has also contributed to raising awareness across sectors,
signaling a broader societal and economic recognition of the importance of STC regulation.
As Stewart notes, aligning with multilateral nonproliferation agreements not only enhances
national security but also improves the investment climate, as multinational firms favor
jurisdictions with clear trade compliance standards.?!

3.2 Comparative Analysis: Chile vs. Other Latin American Countries

Latin America’s approach to nonproliferation varies significantly across countries. To assess
Chile’s position in the region, this study examines the nonproliferation policies of Argentina,
Brazil, Mexico, and Panama. While these countries have taken steps to adopt strategic trade
controls (STC), their systems differ in terms of scope, institutional leadership, and degree of

21 Ian J. Stewart, “The Contribution of Intangible Technology Controls in Controlling the Spread of Strategic
Technologies,” Strategic Trade Review, Issue 1, No. 1 (2015).
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implementation.

Argentina is a member of the Nuclear Suppliers Group (NSG), the Wassenaar
Arrangement, the Australia Group, and the Missile Technology Control Regime
(MTCR). It has implemented domestic legislation and institutional frameworks
regulating dual-use goods, with enforcement agencies monitoring compliance.*

Brazil presents a unique case in the region. While it is not a member of the Wassenaar
Arrangement, it adheres to the NSG, MTCR, BWC, and CWC. Its Office for the
Coordination of Sensitive Materials, under the Ministry of Science, Technology and
Innovation, leads the national STC system through an industry-oriented approach. It
coordinates the PRONABENS (National Program for the Development of Sensitive
Goods), which promotes both export and import control, particularly of sensitive
biological materials. This institutional configuration contrasts with the defense or trade-
oriented models predominant in other countries, and illustrates Brazil’s integration of
STC into broader industrial development policies.”

Mexico joined key export control regimes between 2011 and 2013 and established a
Committee for Export Control to monitor and update control lists. It has integrated both
private sector and academic stakeholders into its nonproliferation strategy, fostering
awareness of STC obligations across industries.*

Panama, by contrast, is a more limited case. Its STC system is centered on the Secure
Trade and Transportation Committee, and it has formally adopted the European Union
control list as its national standard. However, Panama lacks a functioning licensing
mechanism and implementation of its STC regulations remains weak and inconsistent.
As such, it offers limited value as a comparative reference for comprehensive control
system design.”

Compared to these countries, Chile remains an outlier. The absence of an operational STC
framework, limited awareness among key sectors, and the lack of formal mechanisms for inter-
institutional and academic collaboration are at a disadvantage both in terms of national security
and international trade integration. Bridging this gap will require not only legislative reform
but also institutional capacity building and cross-sectoral engagement.
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a. The Role of Academia and Industry in Strengthening Nonproliferation

One of the defining features of successful nonproliferation strategies in Latin America is the
integration of universities and private-sector stakeholders into STC frameworks. Countries like
Brazil and Mexico have established outreach programs that educate scientists, engineers, and
business leaders on the risks associated with dual-use technologies.?

For Chile to develop an effective STC system, it must strengthen collaboration between the
government, universities, and the private sector by implementing university-level training
programs on export controls, technology transfers, and nonproliferation obligations; encourage
research institutions to adopt internal compliance programs that prevent unauthorized
dissemination of sensitive technologies; and develop public-private partnerships that ensure
businesses are aware of their legal responsibilities in handling dual-use materials.

By incorporating these elements, Chile could modernize its approach to nonproliferation,
align with international best practices, and enhance its standing in global security frameworks.

4. Nonproliferation and Knowledge Development in Chile

The proliferation of sensitive technologies is not limited to tangible goods such as nuclear
materials, biological agents, or chemical precursors; it also extends to intangible knowledge,
which can be transferred through, for example, academic programs, research collaborations,
and international exchanges. The intersection between higher education and nonproliferation
is a critical but often overlooked component of Chile’s security framework. This section
examines the role of universities and research institutions in Chile concerning nonproliferation,
focusing on the risks associated with knowledge transfer, the attraction of foreign talent, and
international research collaborations.

This analysis is structured into three key areas:
1. Potential risks associated with undergraduate and postgraduate academic programs,
particularly in fields related to dual-use technologies (e.g., nuclear engineering,

biotechnology, chemical processing).

2. The attraction of foreign talent, exploring the challenges universities face in integrating
international researchers while ensuring compliance with nonproliferation commitments.

3. Research collaboration with foreign institutions, assessing how partnerships with
universities abroad can either enhance Chile’s technological development or pose risks

for proliferation-sensitive knowledge dissemination.

The geopolitical context of Chile, a long and narrow country with a vast northern desert

26 Matthew Kroenig, Exporting the Bomb: Technology Transfer and the Spread of Nuclear Weapons (Ithaca,
NY: Cornell University Press, 2010).
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region, presents unique migration challenges. The northern border is a frequent entry point for
undocumented individuals, raising concerns about unregulated academic access to sensitive
knowledge and training programs. While legal residency and work permits require up-to-
date documentation, second and third-generation immigrants can access university programs,
sometimes without adequate oversight regarding potential proliferation risks.

Another growing challenge is the digitalization of education, particularly in the post-pandemic
era. The expansion of online learning platforms has made higher education more accessible
but has also introduced risks associated with anonymous or unverified access to sensitive
technical courses. Many Chilean institutions lack the necessary mechanisms to monitor and
regulate online enrollment in fields related to nuclear technology, cybersecurity, and advanced
engineering, leaving potential vulnerabilities that malicious actors could exploit.

Thus, understanding how Chile’s higher education system is structured, how academic programs
are distributed, and how foreign students integrate into research and technical fields is essential
to identifying potential nonproliferation risks.

4.1. Awareness and Challenges in Chilean Higher Education

To assess the level of awareness of nonproliferation issues in Chilean universities, interviews
were conducted with academic administrators, research directors, and talent recruitment
officers. These conversations revealed a complex picture that combines institutional limitations,
structural gaps, and incipient mechanisms that, while not explicitly framed around strategic trade
controls (STC), can contribute to responsible research conduct aligned with nonproliferation
objectives.

The interviews revealed limited awareness of proliferation threats. While most university
administrators and faculty members are unfamiliar with the operational aspects of international
nonproliferation treaties—such as the obligations under UNSCR 1540—or with the specific
role of academia in preventing the transfer of sensitive knowledge, it is inaccurate to suggest a
complete absence of internal safeguards. However, in contrast to institutions in countries like
the United States or members of the European Union, which often have internal compliance
programs to screen research for dual-use risks, Chilean universities generally lack dedicated
procedures for monitoring or assessing security implications in scientific collaborations.

Chilean academic institutions are subject to national legislation and international treaties
to which Chile is a party and are expected to uphold ethical standards in research conduct.
While no national code of conduct explicitly links academia with nonproliferation compliance,
internal governance mechanisms such as research ethics committees, integrity protocols, and
biosafety guidelines help promote responsible scientific practice. For example, the Pontificia
Universidad Catdlica de Chile has established a Scientific Ethics Committees to evaluate
research involving human subjects and other sensitive domains. These committees operate
with institutional autonomy to ensure impartiality and contribute to broader efforts to prevent
the misuse of scientific knowledge.

Furthermore, many universities worldwide—including those in Chile—have adopted codes of
ethics and integrity frameworks that, even when not explicitly designed for nonproliferation,
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provide indirect oversight over research with potential dual-use applications. These institutional
instruments can serve as entry points for future STC-aligned measures in the academic sector.
The interviews also revealed perceived low risk of Chilean institutions being exploited for
proliferation purposes. Several university officials expressed the belief that Chile is unlikely to
be targeted by illicit procurement networks, suggesting that major technological powers such
as the United States or Europe face higher risks. This perception, however, may contribute to
institutional complacency. In reality, the absence of formal monitoring mechanisms makes
Chilean universities vulnerable, particularly in fields such as nuclear sciences, artificial
intelligence, biotechnology, and chemical engineering, where foreign students and researchers
may gain access to proliferation-sensitive knowledge.

In addition, Chilean institutions face challenges in monitoring student and faculty backgrounds.
The specific concern raised was the difficulty in verifying the backgrounds of researchers,
international students, and visiting scholars—especially those from regions with a history
of proliferation activity. Although Chilean visa processes include background checks, these
procedures are not specifically designed to detect or respond to nonproliferation risks.

These challenges reflect both structural limitations, such as the absence of national STC
regulations applicable to academia, and institutional inertia, which manifests in a lack of
coordination between universities, government agencies, and security institutions. Addressing
these gaps will require not only legislative change but also capacity building, the development
of awareness programs, and the integration of academic institutions into Chile’s broader
nonproliferation framework.

4.2. Structure of Higher Education in Chile

Chile’s higher education system is diverse, consisting of four primary types of institutions,
each with distinct roles and regulatory frameworks. Understanding this structure is essential for
identifying potential vulnerabilities in proliferation-sensitive fields.

4.2.1. Categories of Higher Education Institutions

1. Technical Training Centers (CFT - Centros de Formacion Técnica): These institutions
offer two- to three-year technical programs, focusing on practical skills rather than
advanced theoretical research. While CFTs are not traditionally associated with
proliferation risks, some industrial technology programs could involve sensitive
knowledge in metallurgy, chemical processing, or electronics.

2. Professional Institutes (IP - Institutos Profesionales): IPs provide three- to four-year
programs with a focus on professional training. While less research-intensive than
universities, some programs in engineering, biotechnology, and IT security may
introduce dual-use technology risks.

3. Universities: Chilean universities are the primary centers of research and advanced
knowledge dissemination. Universities are divided into two categories:

o Traditional Universities: Includes state-funded institutions and long-established
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private universities, such as Pontificia Universidad Catdlica and Universidad de
Chile. These universities engage in high-level research, including collaborations
with foreign entities.

o Private Universities: These institutions have expanded significantly in recent
decades, often specializing in specific areas of research and development. Some
lack the regulatory oversight that public universities implement.

4. Armed Forces Institutions: The Chilean Armed Forces manage specialized universities
that train personnel in defense technologies, engineering, and cybersecurity. While
these institutions operate under stricter security protocols, collaborations with civilian
institutions may create gaps in oversight.

Over time, Chile has seen a shift in student preferences away from traditional universities
toward technical and professional training centers, driven by accessibility, affordability, and job
market demands. However, research-intensive universities remain the focal point for scientific
and technological advancements, making them the primary area of concern for nonproliferation
risks.

4.3. Distribution of Academic Programs and Research Fields

Higher education institutions in Chile offer a wide range of academic programs, covering fields
such as:

» Engineering and Technology (Computer Science, Mechanical Engineering, Electronics)
» Natural Sciences (Biotechnology, Chemistry, Physics)

» Health and Biomedical Sciences

» Social Sciences and Law

« Agriculture and Environmental Sciences

While most fields of study pose no direct security threats, areas like nuclear engineering,
chemical processing, artificial intelligence, and cybersecurity can have dual-use applications,
requiring stronger oversight.

The increasing prevalence of online and hybrid courses has also led to unregulated access to
technical knowledge. Many universities lack robust mechanisms to monitor who enrolls in
their programs or what sensitive research topics they pursue.

4.4. The Risk of Knowledge-Based Proliferation
Knowledge-based proliferation refers to the risk that students, researchers, or faculty members
may intentionally or unintentionally transfer sensitive knowledge to unauthorized entities or

foreign actors. This risk is amplified in Chile due to the following factors:

» Lack of awareness: Most universities do not train faculty or students on nonproliferation
responsibilities.
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» International collaboration gaps: While Chilean universities engage in international
research, they do not systematically assess security risks in collaborative projects.

* Online learning vulnerabilities: Universities do not screen foreign students enrolling in
online STEM programs, increasing the risk of undetected knowledge transfer.

5. Study Results
5.1 Undergraduate Level

Between 2019 and 2020, undergraduate enrollment in Chile experienced a notable decline of
4%, reaching its lowest point in the given period (2018 — 2023). This drop can be attributed
to the combined effects of social unrest in 2019 and the disruptions caused by the COVID-19
pandemic in 2020, which significantly impacted university operations and student mobility.
However, from 2021 onwards, enrollment rebounded, demonstrating a steady annual growth
rate of approximately 3% through 2023 (see Figure 1). This recovery highlights the resilience
of Chile’s higher education system and the increasing demand for academic programs despite
previous challenges.

With Chile’s total population estimated at 20 million inhabitants, the number of undergraduate
students in 2023 accounts for approximately 6% of the national population. This figure
reflects the high accessibility of higher education, supported by a diverse range of academic
institutions and flexible learning modalities, including in-person, hybrid, and fully online
programs. Notably, foreign students make up around 2.5% of total enrollment, indicating that
Chile remains an attractive destination for international students. This proportion underscores
the favorable conditions for foreign applicants, including affordable tuition, regional academic
partnerships, and opportunities for professional development, which contribute to Chile’s
growing reputation as a regional hub for higher education.

Figure 1: Evolution of national and foreign undergraduate students 2018 — 2023
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When analyzing the distribution of students across different types of higher education
institutions in Chile, universities emerge as the dominant choice, accounting for over 50% of
total enrollments. This preference highlights the strong academic and professional appeal of
university degrees, which offer comprehensive curricula, research opportunities, and greater
career prospects compared to other higher education pathways.

Chile’s university system consists of two main categories: 30 public and private traditional
universities affiliated with the Council of Rectors (CRUCH); and 28 independent private
universities, according to data from the Ministry of Education. CRUCH universities generally
receive state funding and uphold long-standing academic traditions, making them a popular
choice among students seeking highly regarded degrees and research-driven programs.
Meanwhile, private universities have expanded significantly in recent years, offering diverse
academic programs, flexible study formats, and specialized training in emerging fields. This
institutional diversity contributes to the broad accessibility and competitiveness of Chile’s
higher education sector.?’

Table 1: Total undergraduate students by type of institution 2018 — 2023

ITlfsliietzfion 2018 | 2019 | 2020 | 2021 2022 2023
University 57,0% | 56,3% | 57,4% | 57,1% | 56,2% | 55,7%
LP. 31,3% | 32,0% | 31,3% | 31,6% | 32,6% | 33,3%
CET 11,4% | 11,3% | 11,1% | 11,1% | 10,9% | 10,8%
FFAA. 0,3% | 04% | 02% | 02% 0,3%| 02%

Among foreign students, professional institutes and technical training centers are the most
preferred options, reflecting a strong demand for practical, career-oriented education. These
institutions primarily focus on technical and vocational training, offering programs that
emphasize hands-on skills and industry-specific expertise. Unlike universities, admission
to these centers does not require standardized selection tests, making them more accessible
to international applicants who may face challenges navigating Chile’s university entrance
system. Instead, enrollment is based on a direct registration process, allowing foreign students
to integrate more easily into short-term, skill-based programs that enhance their employability
in fields such as engineering, IT, healthcare, and business administration. Notably, Chilean
regulations allow for academic mobility between institutions, enabling students from technical
and professional institutes to transfer to universities, provided they meet the academic
requirements and credit validation criteria set by the receiving institution.?

27 Ministerio de Education de Chile, “Donde Estudiar?” <https://educacionsuperior.mineduc.cl/donde-
estudiar/>.

28 Ministerio de Educacion de Chile, “Movilidad Estudiantil en la Educacion Superior Chilena: Normativa y
Orientaciones,” Division de Educacion Superior, 2023,<https://www.mineduc.cl>.
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Table 2: % foreign undergraduate students over total students by type of institution 2018

~2023
ITlfgietl‘:fion 2018 | 2019 | 2020 | 2021 2022 | 2023
LP. 14% | 1,6% | 1,7% | 2,1% | 32% | 3,5%
CFT. 14% | 1,8% | 2,0% | 2,1% | 2,3% | 2,7%
University 1,0% | 1,1% | L,1% | 12% | 13% | 1,4%
FFAA. 02% | 0,7% | 0,1% | 14% | 04% | 0,6%

Although foreign students make up less than 5% of total enrollment in over 90% of academic
programs, certain fields are experiencing a notable concentration of international students, with
nearly 8% of foreign enrollment focused on key disciplines such as engineering, computing, and
security. This trend highlights the growing global interest in these technical and high-demand
sectors, which are also strategically significant due to their potential dual-use applications in
areas related to nonproliferation concerns. As shown in Table 3, the increasing presence of
foreign students in these fields underscores Chile’s role as an emerging hub for specialized
education in science and technology, while also emphasizing the need for strengthened oversight
and knowledge security measures within these sensitive academic disciplines.

Table 3: % foreign undergraduate students over total students by university degree 2018

-2023
University degree 2018 | 2019 | 2020 | 2021 | 2022 2023
Engineering in Metallurgy 32% | 3,4% | 48% | 58% | 6,9% 9,3%
Computer Programmer Technician 0,7% | 1,6% | 1,3% | 2,8% | 5,4% 6,2%
Security Technician 0,0% | 0,0% | 0,7% | 1,9% | 0,0% 6,0%
Mining Engineering 3,3% | 3,3% | 3,4% | 42% | 5,1% 5,4%

Computer Systems Analysis 20% | 27% | 32% | 3.5% | 4.2% 4,5%

Technician
Electronic Engineering and similar 2,7% | 2,9% | 2,.8% | 3,2% | 3,9% 4,2%
Mining Technician and similar 1,7% | 2,1% | 1,7% | 1,7% | 2,6% 3,9%

Computer Engineering and

: L. 2,0% | 2,5% | 24% | 2,7% | 3,6% 3,8%
Informatics and similar

Chile’s unique geographical layout, characterized by its long and narrow shape, influences
the movement and distribution of foreign students within the country. Bordered by Peru to
the north and Bolivia and Argentina to the east, Chile serves as a strategic entry point for
international students, primarily through two main routes: air travel to the capital, Santiago,
and land crossings from the northern borders. These entry points play a crucial role in shaping
the regional distribution of foreign student populations.
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An analysis of student enrollment patterns reveals that the highest concentration of students—
both national and foreign—is in the Metropolitan Region, home to Santiago, Chile’s economic,
cultural, and academic hub. Additionally, significant student populations are found in the
surrounding regions of Valparaiso, Biobio, and Maule, which host well-established universities
and technical institutions. These regions benefit from proximity to the capital, strong academic
infrastructure, and diverse program offerings, making them attractive destinations for both
local and international students seeking higher education opportunities in Chile.

Table 4: % of total undergraduate students by region 2018 - 2023

Region 2018 | 2019 | 2020 | 2021 2022 | 2023
Region Metropolitana 46,7% | 47,2% | 46,9% | 47,9% | 49,4% | 49,8%
Region de Valparaiso 11,0% | 11,0% | 11,0% | 10,8% | 10,4% | 10,0%
Region del Bio-Bio 10,9% | 10,5% @ 10,4% | 10,2% | 10,1% | 9,9%
Region del Maule 46% | 4,7% | 49% | 48% | 4,7%  4,7%
Region de La Araucania 48% | 4,7% | 48% | 4,7% | 4,5% | 4,5%
Region de Coquimbo 37% | 3,7% | 3,7% | 3,7% | 3,6% | 3,6%
Region de Los Lagos 3,6% | 3,6% | 3,6%| 3,4% | 3.4% | 3,4%
Region de Antofagasta 34% | 33% | 33% | 32% | 3,1%  3,0%
lé?flii‘;’gnggs Gral. B. 24% | 24% | 24%  22% | 22% | 2%
Regidén de los Rios 2,1% | 2,1% | 22% | 22%| 22% | 2,2%
Region de Nuble 2,0% | 19%| 19% | 1,8%  1,8% | 1,8%
Region de Tarapaca 1,6% 1,6% | 1,6% 1,6% 1,5% 1,5%
gﬁ;‘;’lﬁimca y 14% | 14% | 15%| 14% | 14% | 14%
Region de Atacama ,0% | 1,1% | 1,0% | 1,0% | 1,0% | 1,0%
Region de Magallanes 0,7% | 0,6%  0,6% | 0,6%  0,6% 0,6%
Region de Aysén 0,2% | 02% | 02% | 02% | 02%  0,2%

However, a closer examination of the geographical distribution of foreign students reveals
a distinct pattern. While the Metropolitan Region and Valparaiso—both located in central
Chile—remain the primary academic hubs, a significant concentration of foreign students is
also observed in the northern regions of Antofagasta, Tarapaca, and Arica y Parinacota. These
regions, situated at the extreme north of the country, serve as key entry points for migrants and
international students arriving via land routes, particularly from neighboring Peru and Bolivia.
This distribution reflects the broader migration dynamics in Chile, where the northern border
acts as a major gateway for foreign nationals seeking educational and economic opportunities.
The presence of universities and technical institutions in these regions, coupled with their
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proximity to entry points, has made them increasingly attractive to international students. This
trend underscores the importance of regional academic centers in integrating foreign students
into Chile’s higher education system while also raising the need for enhanced oversight of
knowledge transfer and potential security considerations in sensitive fields.

Table S: % of undergraduate foreign students over total students by region 2018 - 2023

Region 2018 | 2019 | 2020 | 2021 | 2022 2023
Region Metropolitana 24.0% | 27,7% | 27.2% | 32,2% | 43,4% | 49,1%
Region de Antofagasta 29% | 32%  3,6% | 45% | 6,4%  8,1%
Region de Valparaiso 1,3% 1,5% | 1,8% | 23% | 2,4% | 3,5%
Region de Tarapaca 20% | 23% | 27% | 3,0%| 3,6% | 3,5%
pegion de Aricay 12% | 15%  L6% | 17% | 1.8%  2,0%
Region del Bio-Bio 0,7% | 0,6% | 0,7% | 12% | 12%  1,6%
Region de Coquimbo 0,5% | 0,6% | 0.8% | 1,0% | 1,2%  1,4%
Ié?fliiz ‘;i(fsl Gral. B. 04% | 03%  04%  06% | 1.0%| 1,3%
Region del Maule 0,3% | 05% | 0,7% | 0,7% | 1,6% 0,9%
Region de Atacama 0,3% | 04% | 04% | 0,7% | 0,6% | 0,8%
Region de Los Lagos 0,2% | 02% | 04% | 04% | 0,6% | 0,7%
Region de Nuble 04%  04% /| 0,5% | 0,6% | 0,5%  0,6%
Region de La Araucania 0,2% | 0,3% | 03% | 03% | 04% | 0,4%
Region de los Rios 0,1% | 02% | 04% | 02% | 02%  0,3%
Region de Magallanes 0,1% | 0,1% | 0,1% | 0,1% | 0,3%  0,2%
Region de Aysén 0,0% | 0,0% | 0,1% | 0,0% | 0,1%  0,1%

When analyzing students’ preferred study schedules, it becomes evident that the majority are
enrolled in daytime programs. This trend is primarily driven by national students, who typically
transition directly from secondary education to higher education and follow a traditional
academic schedule.

However, in recent years, there has been a notable shift toward online and flexible learning
formats, classified under the category of “other” study modes. The growing preference for online
education can be attributed to several factors, including greater accessibility, the need for work-
study balance, and the expansion of digital learning platforms—a trend that has accelerated
significantly in the post-pandemic era. This shift reflects the increasing demand for alternative
study options that cater to non-traditional students, working professionals, and international
learners, positioning Chile’s higher education system as more adaptable and inclusive.
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Table 6: % of total students by hours in which the undergraduate courses are taught 2018
-2023

Hour 2018 | 2019 2020 | 2021 2022 | 2023
Daytime | 72,1% | 72,6% | 73,7% | 72,5% | 70,9% | 70,6%

Evening | 24,1% | 22,8% | 21,1% | 20,2% | 18,9% | 17,5%
Other 38% | 4,6% | 53% | 7,3% 10,2% | 12,0%

When analyzing the study preferences of foreign enrollees, a notable inversion of trends emerges
compared to their Chilean counterparts. Unlike domestic students, over 80% of international
students opt for evening and online programs, with significantly fewer choosing traditional
daytime courses.

This preference is largely driven by practical and economic factors, as many foreign students
balance their studies with employment opportunities to support themselves while residing
in Chile. The flexibility of evening and online programs allows them to pursue higher
education while maintaining work commitments, making these formats more accessible
and accommodating to their unique circumstances. Additionally, the increasing availability
of virtual learning options has further facilitated the participation of international students,
enabling them to engage in academic programs remotely or with minimal disruption to their
work schedules.

Table 7: % of foreign students over total students by hours in which the undergraduate
courses are taught 2018 - 2023

Hour 2018 | 2019 | 2020 @ 2021 | 2022 | 2023
Evening | 2,0% | 2,5% | 2,7% | 3,0% | 4,1% | 4,5%

Other 0,6% | 0,9% | 0,9% | 1,1% | 2,0% | 2,5%
Daytime | 0,9% | 1,0% | 1,1% | 1,2% | 1,5% | 1,6%

Finally, when examining students’ academic preferences across different fields of study,
we observe a balanced distribution between scientific and technical disciplines—such as
Technology, Health, Administration, and Commerce—and humanistic fields, including Social
Sciences, Education, and Law. This diversity highlights the broad spectrum of academic
interests among students and reflects the multidisciplinary nature of Chile’s higher education
system.

The strong presence of both scientific and humanities-focused programs suggests that
students are not only pursuing career-oriented technical education but also engaging in fields
that emphasize critical thinking, policy development, and societal impact. This balance
contributes to a well-rounded academic landscape, ensuring that graduates are equipped with
both specialized expertise and broader analytical skills, which are essential for addressing the
evolving challenges of the modern workforce.
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Table 8: % of total students by undergraduate knowledge area 2018 - 2023

Knowledge area 2018 | 2019 | 2020 | 2021 | 2022 2023
Technology 27,5% | 27,3% | 26,9% | 26,8% | 27,3% 28.,4%
Health 19,2% | 19,0% | 19,6% | 20,4% | 20,3% 20,2%
Administration and Commerce 20,0% | 20,0% | 19,7% | 19,2% | 18,9% 18,2%
Social Sciences 79% | 82% | 86% | 9,0% | 9.2% 9,1%
Education 11,7% | 11,5% | 11,0% | 10,1% | 9,4% 9,1%
Art and Architecture 44% | 4,6% | 4,6% | 4,6% | 4.8% 5,0%
Law 3,600 | 3,7% | 3,9% | 4,1% | 4,1% 4,1%

Agriculture, Forestry, Fisheries 27% | 2.8% | 3.0% | 32% | 3.3% 3.4%

and Veterinary
Sciences 1,4% | 1,4% | 1,5% | 1,6% | 1,5% 1,5%
Humanities L1% | 1,1%| 1,0% | 1,0% | 0,9% 0,9%

Armed Forces, Order and Security 0,3% | 04% | 02% | 02% | 0,3% 0,2%

When analyzing the academic preferences of foreign students specifically, there is variation
in their choices; however, no definitive trend emerges that can be directly linked to a specific
phenomenon or external factor. Unlike national students, whose selections often align with
job market demands and local industry needs, foreign students demonstrate a more diverse
distribution across disciplines.

This lack of a clear pattern suggests that multiple influences—such as individual career
aspirations, home-country education systems, and available scholarship opportunities—
may be shaping their decisions. Additionally, factors like institutional reputation, language
accessibility, and program flexibility could play a role in the academic pathways chosen by
international students, making their enrollment trends more dispersed and less predictable
compared to their Chilean counterparts.

Table 9: % of foreign students over the total by undergraduate knowledge area 2018 -

2023
Knowledge area 2018 | 2019 | 2020 | 2021 | 2022 | 2023
Administration and Commerce 1,9% | 2,2% | 2,3% | 2,5% | 3,2% | 3,5%
Technology 1,3% | 1,5% | 1,7% | 1,9% | 2,4% | 2,7%
Art and Architecture 1.2% | 1,3% | 1,4% | 1,5% | 1,9% | 2,1%
Health 0,9% | 1,0% @ 1,0% | 1,3% | 1,7% | 1,9%
Humanities 1,7% | 2,1% | 1,8% | 1,8% | 1,7% | 1,6%
Sciences 0,9% | 0,9% @ 1,1% | 1,1% | 1,3% | 1,4%
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Social Sciences 0,8% | 0,9% | 0,9% | 1,0%  1,2% | 1,3%
Law 0,6% | 0,7% | 0,.8% | 0,.9% | 1,1% | 1,1%
Education 0,5% | 0,5% | 0,6% | 0,7% | 1,0% | 1,1%
Agrlgulmre, Forestry, Fisheries and 0.5% | 0.6% | 0.7%  0.7% | 0.8%  0.9%
Veterinary

Armed Forces, Order and Security 0,2% | 0,7% | 0,1% | 1,4% | 0,4% | 0,6%

From this analysis, it can be concluded that foreign undergraduate students are:

* Predominantly concentrated in Professional Institutes and Technical Training Centers,
particularly in the northern regions of Chile whose practical, career-oriented programs
align with the needs of international.

* Evening and online study modalities are the preferred formats among foreign students,
reflecting their need for greater flexibility, often to accommodate work commitments
alongside their studies.

* Science-related disciplines—including engineering, technology, and applied
sciences—stand out as the most pursued fields, further reinforcing the importance of
STEM education within Chile’s international student population.

5.2 Postgraduate Level

The number of national students enrolling in postgraduate studies has shown a consistent upward
trend across all observed periods, reflecting a growing demand for advanced qualifications in an
increasingly competitive job market. Employers are placing greater emphasis on specialization
and higher education credentials, prompting professionals to pursue postgraduate degrees
to enhance their career prospects. Additionally, the expansion of postgraduate offerings,
particularly in short-term programs such as Diplomas, has made specialized education more
accessible, further fueling this growth.

However, this rising trend is not mirrored among foreign students, whose enrollment numbers
have remained relatively stable, fluctuating between 5,000 and 6,000 students. A notable decline
occurred between 2021 and 2022, with a sharp drop of approximately 18%, suggesting that
external factors such as global mobility restrictions, economic uncertainties, or policy changes
may have impacted international postgraduate enrollment. This contrast between domestic and
international trends highlights the need for further analysis into the factors influencing foreign
students’ decisions and the potential implications for Chile’s higher education system.
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Figure 2: Evolution of national and foreign postgraduate students 2018 - 2022
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The decline in foreign student enrollment in 2022 can be largely attributed to a significant
20% decrease in postgraduate program registrations, as illustrated in the following table. This
abrupt drop raises important questions regarding the underlying causes, which may be linked to
multiple factors such as global economic constraints, changes in immigration policies, reduced
scholarship opportunities, or lingering effects of the COVID-19 pandemic on international
mobility.

Table 10: Total of foreign students for each type of postgraduate program 2018 - 2022

IT,Z(I)’;‘:;H 2018 | 2019 2020 2021 | 2022
Diploma 245 246 571 959 947
Postgraduate 3.999 | 5242 | 4714 | 5417 4.282
Total 4244 | 5488 5285 6376 5.229

When analyzing the preferred schedules for postgraduate programs, it becomes evident that
the majority of courses are taken during daytime hours, in contrast to the trends observed in
undergraduate education, where evening and online modalities have a stronger presence. This
distinction is likely influenced by the academic and research-intensive nature of postgraduate
studies, which often require laboratory work, faculty supervision, and in-person collaboration.

Additionally, many postgraduate students are engaged in full-time research, thesis development,
or academic assistantships, making daytime study schedules more practical and accessible.
Unlike undergraduates, who may prioritize flexible study options to balance work and
education, postgraduate students are typically more immersed in specialized academic training,
necessitating greater availability for structured coursework and faculty interaction.
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Table 11: % of foreign students over total students by hours in which the postgraduate
courses are taught 2018 - 2022

Hour 2018 | 2019 | 2020 | 2021 2022
Daytime 81% | 9,7% | 9,0% | 9,2% | 8,2%

Evening 52% | 5.8% | 5,5% | 5,7% | 5,2%
Other 4,7% | 6,8% | 53% | 7,1% | 3,7%

The areas of knowledge also differ in this case, concentrating mainly on science.

Table 12: % of foreign students over total students by postgraduate knowledge area 2018

-2023

Knowledge area 2018 | 2019 | 2020 | 2021 | 2022
Agrigulture, Forestry, Fisheries and 162% | 13.8% | 15.9% | 17.3% | 16.7%
Veterinary

Sciences 13,2% | 16,3% | 17,6% | 17,5% | 16,3%
Technology 9,3% 12,7% | 12,0% | 11,1% | 9,2%
Health 5,6% | 6,0% | 7,1% |93% | 7,8%
Humanities 48% 65% |7,0% |7,7% | 6,6%
Administration and Commerce 82% [97% |73% |8,8% |52%
Social Sciences 5,0% |4,9% |55% |[52% |4,9%
Art and Architecture 93% 192% |74% |5,6% |4,6%
Law 3,00 |3,3% |[3,0% |2,7% | 2,7%
Education 2,6% |53% 129% |34% | 1,7%
Armed Forces, Order and Security 15,0% | 17,6% | 10,0% | 0,0% | 0,0%

Finally, the highest concentration of foreign students continues to be in the northern regions
of Chile, with the exception of Nuble and Valparaiso. The regions of Arica y Parinacota,
Antofagasta, Tarapaca, and Coquimbo collectively account for over 45% of total foreign student
enrollment, highlighting their role as key academic destinations for international learners.

Table 13: % of graduate foreign postgraduate students over total students by region 2018

-2023
Region 2018 | 2019 | 2020 | 2021 | 2022
Region de Nuble 11,0% | 16,4% | 10,5% | 14,9% | 23,7%

Region de Arica vy
Parinacota

72% | 7,8% | 7,9% | 10,0% | 17,9%
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Region de Antofagasta 9,0% | 8,0% 10,6% | 14,3% | 11,2%
Region de Valparaiso 5,9% | 11,6% | 12,7% | 12,2% | 11,0%
Region de Tarapaca 37,0% | 56,0% | 45,7% | 46,9% | 9,0%
Region de Coquimbo 6,9% | 6,6% | 85% | 81% | 8,8%
Region de los Rios 112% | 9,0% | 75% | 7.4% | 7,2%
Region del Bio-Bio 6,8% | 7,0% | 59% | 63% 7,1%
Region Metropolitana 6,2% | 7,5% | 64% | 74% | 5,6%
Region de Los Lagos 1,4% | 2,4% 1,9% | 2,0% 1,4%
Region de La Araucania 0,8% | 0,7%  0,6% | 09% | 1,1%
Region del Maule 49% | 0,6% | 7,7% | 6,6% | 0,2%
Region de Atacama 0,0% | 0,0%  0,0% /| 0,0% | 0,0%
Region de Magallanes 30,8% | 11,8% | 11,3% | 0,0% | 0,0%

The data suggests that the highest concentration of foreign postgraduate students in Chile is
primarily enrolled in daytime programs, particularly in the northern regions of the country.
Additionally, a significant proportion of these students are pursuing science-related disciplines,
including in biological, chemical, and technological fields.

From a nonproliferation perspective, this finding is particularly relevant as it highlights the
specific locations, formats, and academic pathways that have evolved over time. Proliferators
seeking advanced scientific knowledge may be more inclined to pursue postgraduate studies
due to the depth of expertise offered in these programs. Moreover, fields such as biotechnology,
chemical engineering, and nuclear sciences are directly linked to dual-use technologies, which
can be exploited for the development of weapons of mass destruction (WMD) and other national
and international security threats.

Furthermore, the presence of postgraduate programs in biotechnology, life sciences, and
chemistry—especially those with access to laboratory infrastructure—may intersect with the
list of controlled biological agents, toxins, and equipment defined by the Australia Group.
Chile’s Supplementary Regulation of Law No. 21.250 (2023) establishes a developer licensing
system for entities working with these materials, offering a national compliance tool aligned
with the Biological and Chemical Weapons Conventions. Universities engaging in advanced
scientific research could benefit from aligning their internal procedures with this regulation to
ensure secure and transparent handling of dual-use knowledge.

Another critical consideration is the method of entry into the country. Individuals with illicit
intentions may seek alternative or undocumented routes to avoid scrutiny, making it more
difficult to track their movements and activities once enrolled in academic programs.

Given these risks, the Chilean government and academic institutions must urgently enhance
oversight mechanisms in postgraduate education—particularly in STEM fields and northern
regions—to prevent knowledge-based proliferation and strengthen national security. This
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is a pivotal step in aligning the higher education system with international nonproliferation
standards.

This does not, under any circumstances, suggest the prohibition or restriction of access to
higher education for either Chilean or international students, nor does it imply limiting research
and development in northern regions or scientific disciplines. Instead, the goal is to ensure
that higher education institutions implement appropriate monitoring mechanisms, maintaining
comprehensive records of individuals participating in sensitive programs. This would enable
institutions to identify and address potential risks proactively, raising alerts when necessary to
safeguard the security and responsible use of advanced scientific knowledge.

5. Discussion and Conclusions

Challenges in Attracting Foreign Talent

While Chile rightly values the contribution of international talent to its academic and research
ecosystem, the integration of foreign students and researchers also requires appropriate
safeguards to ensure alignment with national security objectives. Tools such as the visa
application process—when complemented by targeted assessments of applicants’ academic
trajectories, institutional affiliations, and fields of expertise—can help identify potential risks
without deterring legitimate talent. Additionally, publicly available sources such as academic
publications and patent databases can support institutions in verifying applicants’ credentials and
professional backgrounds, thereby promoting both openness and responsibility in knowledge
exchange.

Research Priorities and the Need for Expansion

Currently, research topics in Chilean universities tend to be relatively broad and not necessarily
tied to national security concerns, including nonproliferation issues. Research agendas
are primarily determined at the departmental level, often following existing investigative
trajectories. New areas of study are typically introduced only when driven by institutional
authorities or in response to emerging academic trends, rather than being strategically aligned
with Chile’s national security and nonproliferation objectives. While there are occasional
proposals from academic professionals to explore new fields, these initiatives must pass
departmental evaluations before being approved.

Given the growing global emphasis on nonproliferation and export controls, it is crucial for
Chilean institutions to integrate security-related research topics into their academic priorities.
Expanding research efforts in identifying dual-use technologies, supply chain security, and
knowledge transfer risks will be essential in aligning Chilean academia with international best
practices in strategic trade controls.

Protecting Research and Intellectual Property from Misuse

A key takeaway from this study is the importance of safeguarding research and innovation from
misuse by illicit actors. Universities and research centers must not only prioritize knowledge
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production but also implement measures to protect sensitive research outcomes from falling
into the wrong hands. Faculty members and university officials interviewed for this study
expressed general support for addressing proliferation risks, yet many institutions lack the
mechanisms to detect or prevent potential threats related to knowledge transfer in critical fields.

To mitigate these risks, universities should:

* Establish internal compliance programs to monitor research in fields with potential
dual-use applications.

* Implement training sessions for faculty and researchers on export controls and
knowledge security.

* Enhance collaboration with government agencies and private industry to develop a
national framework for secure research practices.

e Strengthen student and faculty screening processes, ensuring that those involved in
sensitive research adhere to ethical and security standards.

Chile’s implementation of Law No. 21.250 and its supplementary regulation provides a legal
foundation to operationalize academic compliance with the Biological and Chemical Weapons
Conventions. Universities could be incorporated into the national oversight ecosystem through
developer licensing, coordination with the National Authority, and alignment of research project
review processes with international control lists such as those of the Australia Group. This
integration would allow institutions to mitigate proliferation risks while fostering responsible
scientific advancement.

Gaps in Chile'’s Nonproliferation Efforts

The study also highlights Chile’s lag behind its regional neighbors in terms of export controls,
private sector involvement, and academic engagement in nonproliferation initiatives. Countries
like Argentina, Brazil, and Mexico have established strategic trade control policies that
integrate government agencies, academia, and industry stakeholders to ensure compliance with
international security commitments.

Chile, by contrast, remains largely unaware of the risks posed by proliferation activities,
particularly in scientific research and technology transfer. The absence of structured engagement
between the government, private sector, and academia leaves gaps in regulatory enforcement
and oversight, making Chile a potential weak link in nonproliferation efforts in Latin America.
The lack of awareness among Chilean institutions not only increases national security
vulnerabilities but also creates opportunities for illicit actors to exploit gaps in regulation.
Without proper export control policies, academic oversight, and government coordination,
Chile risks becoming a transit hub for proliferation activities, particularly in the transfer of
dual-use knowledge and technologies.
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The Path Forward: Strengthening Chile’s Security Framework

To bridge this gap and align with international nonproliferation standards, Chile must take a
proactive approach by:

» Developing and implementing a comprehensive trade control law to regulate dual-use
goods, technologies, and knowledge transfers.

» Enhancing collaboration among the government, universities, and the private sector to
build a coordinated strategy for export controls and nonproliferation.

» Integrating nonproliferation studies into university curricula, ensuring that students,
researchers, and faculty are educated on knowledge security risks.

» Encouraging research on national security and nonproliferation topics, facilitating
Chile’s involvement in international security discussions.

While legislative processes often take several years to be fully implemented, short-term
solutions can be achieved through specialized programs led by key ministries such as the
Ministry of Economy, Ministry of Science, and Ministry of Energy. These programs could
engage academia and industry leaders, fostering an early-stage regulatory framework before
official laws take effect.

The Impact of Online Learning on Knowledge Transfer Risks

Another pressing issue requiring immediate attention is the proliferation of online learning
platforms. The post-pandemic digital transformation has enabled wider access to Chilean
academic programs, but it has also exposed vulnerabilities in controlling knowledge
dissemination. Many institutions do not have mechanisms to verify the identities and intentions
of online students, making it challenging to monitor who is accessing sensitive information.
Adopting best practices from the U.S. and European countries—such as vetting online students
in high-risk courses and implementing cybersecurity measures in research databases—would
significantly improve oversight. Future studies should further explore ways to enhance digital
security in Chilean higher education to prevent the unregulated transfer of knowledge related
to proliferation-sensitive fields.

Final Considerations

Given the urgency of addressing these issues, Chile must act swiftly and strategically to
align with global nonproliferation standards. International cooperation will be key in closing
regulatory gaps, as global entities specializing in nonproliferation and security policies could
provide technical expertise, training, and support in building a robust academic compliance
system.

While significant legislative reforms are needed, Chile can take immediate steps by:
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+ Establishing outreach programs to raise awareness within academic institutions and the
private sector.

« Creating an inter-ministerial task force to oversee trade control policy development.

» Implementing knowledge transfer regulations for sensitive research fields, particularly
in STEM disciplines.

» Fostering collaboration with international organizations to receive guidance and
capacity-building support.

By implementing these measures, Chile can transition from being a weak link in the region’s
nonproliferation framework to becoming a proactive and responsible player in global security
efforts. The momentum for change is now, and failure to act could leave Chile vulnerable
to exploitation by illicit networks. Prioritizing academic security, knowledge oversight, and
legislative action will ensure that Chile strengthens its position in international nonproliferation
frameworks, securing both its national interests and global reputation.
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For the first time in two decades, the issue of verification is being seriously discussed in the
context of the Biological Weapons Convention (BWC). The exact scope and nature of any
possible verification is still unclear at this stage; however, it is necessary to begin considering
possibilities and future implications that a possible verification system could have on the field
of strategic trade controls. The issue of strategic trade controls and especially the Australia
Group has been a longstanding point of contention between states. It is likely that this divergence
can play a role in the discussions of a possible verification system or that the existence of
a verification system can influence future discussions on the Australia Group. It is therefore
necessary to consider the relation of the Australia Group to the BWC and compare this with
its relation to the Chemical Weapons Convention (CWC). This article considers the current
legal status of the Australia Group in both the BWC and the CWC considering criticisms made
against its continued existence. Based on this analysis, it considers the possible effects that
different possible approaches to a verification system for the BWC might have on the legitimacy
of the Australia Group and that these have the possibility of reigniting the critiques against the
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Introduction

Export controls are an important tool to combat the proliferation of chemical and biological
weapons. These controls have focused on the restriction or regulation of exports that could be
used in the development of chemical and biological weapons, including specific chemical and
biological agents, chemical precursors, and related equipment and technology. While controlling
these exports can influence the potential for proliferation, the export controls for chemicals,
precursors, biological agents, as well as a host of other dual-use equipment, materials, and
technologies can influence the development of importer-states subject to controls. The nature
of chemical and biological weapons means that export controls necessarily include regulations
and restrictions for the export of many important dual-use agents, equipment, materials and
technologies. Dual-use refers to materials, equipment, and technology that have civilian
applications butalso could be used in the development of weapons. For example, many chemicals
that can be used to produce chemical weapons are necessary for much of the economy, not only
the chemical industry. Several chemicals that are subject to export controls are essential for the
chemical industry, such as chlorine, or sodium fluoride, which can be used to develop sarin,
however, it is also an essential element for the production of most toothpastes.! In the context of
biological weapons, this not only includes agents and objects which are necessary for industry,
but also includes biological agents that are necessary for the development of vaccines or for the
research or combating of infectious diseases. Export controls are used as a method to thwart
such equipment, materials, and technology from being diverted for nefarious purposes. These
considerations are also the reason why in most cases export controls do not seek to entirely
prohibit the export of these goods, agents, or technologies, but merely to regulate them.

For the first time in 20 years, the discussion on a verification or compliance mechanism has
been reinitiated in the context of the Biological Weapons Convention (BWC). These discussions
were initiated during the Ninth Review Conference in 2022 and have since been the subject of
discussions in the Working Group on Strengthening the Convention.> While these discussions
are still ongoing and far from complete, the efforts show significant progress and potential for
coming to a fruitful conclusion in the future.

Discussions concerning verification could include measures with regard to the transfer
of agents, equipment, and technology and therefore overlap with the current regime of the
Australia Group. It is therefore a proper time to analyze and discuss the existence of an outside
forum where many supplier states coordinate and harmonize their export controls, namely
the Australia Group, to consider which effects a verification mechanism for the BWC might
have on the legitimacy and continued existence of the Australia Group. This article considers
the conformity of the Australia Group practices within the current BWC and contrasts it

1 Machiko Kanetake, “Balancing Innovation, Development and Security: Dual-Use Concepts in Export
Control Laws” in Global Environmental Change and Innovation in International Law, eds. Neil Craik,
Cameron Jefferies, Sara Seck, and Tim Stephens (Cambridge: Cambridge University Press, 2018) pp. 180-
200, p. 182.

2 For a report on the most recent discussions at the third session of the Working Groupon the strengthening
of the 1972 Biological and Toxin Weapons Convention, which concerned a verification and compliance
mechanism, see BioWeapons Prevention Project, “Report 2024,” available at: <https://www.cbw-events.
org.uk/BWC24-combined.pdf>.
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with a disarmament treaty that has a working verification mechanism, namely the Chemical
Weapons Convention (CWC). Through this contrast, it will be possible to make some educated
predictions of the likely effect of a BWC verification mechanism.

The article will first discuss export controls both in the chemical and biological fields through
the lens of provisions in the BWC and CWC as well as describing the Australia Group. The
concerns that have been raised against export controls outside of the context of the BWC
and CWC will subsequently be discussed. This will lead to an analysis of the conformity of
the export controls of the Australia Group with the current BWC and the CWC, where the
differences between the two treaties and the implications that this has on the legitimacy of the
export controls will be determined. After briefly describing the current discussions on a BWC
verification or compliance mechanism, the possible effects that the adoption of a verification
mechanism for the BWC might have on the Australia Group will be discussed.

International Mechanisms for Export Controls for Chemicals and
Biological Agents

Export controls are a tool in the fight against proliferation of weapons, both conventional
and nonconventional, and form an integral part of ensuring international security. Export
controls seek to limit or regulate the export of specific materials, equipment, or technology
on the basis of security concerns, and in the context of weapons specifically to restrict their
proliferation. Specific requirements and procedures cover a broad array of possibilities, such as
complete prohibition of exporting of certain goods to certain states and end-users, limitations
for exporting, requirements for export licenses and notifications, restrictions with regard to
the states to which certain specific types of goods can be exported, criteria which the state
or legal entity to which it is exported need to fulfil prior to the issuing of an export license,
end-use agreements, and many other possibilities.> These mechanisms are adopted by states
differently and independently and therefore have the potential to differ significantly, which
can negatively affect both their effectiveness in combating proliferation as well as the ease of
export and import of these materials. To facilitate and coordinate export controls, international
mechanisms have been set up for cooperation and coordination regarding lists of items that
should be subject to controls as well as specific requirements and procedures that should be
incorporated within the controls. The most important in the context of chemical and biological
weapons related materials, equipment, and technology are the two different treaty-regimes,
namely the BWC and the CWC, and the Australia Group.

Biological Weapons Convention

The BWC is the main instrument prohibiting biological weapons and exports are first and

3 Ron Smith & Bernard Udis, “New Challenges to Arms Export Control: Whither Wassenaar?” The
Nonproliferation Review, Vol. 4, Issue 2 (2001), pp. 81-92, p. 83; Daniel Joyner, “Strategic Trade Controls”
in Eric Myjer and Thilo Marauhn, eds., Research Handbook on Arms Control Law (Cheltenham: Edward
Elgar Publishing, 2022), pp. 120-129, p. 121.
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foremost incorporated by prohibiting the transfer of biological weapons.* The term transfer is
broadly defined and incorporates export.” Since the BWC prohibits both the development and
possession of biological weapons, the prohibition of transfer could be argued to be of relatively
little importance as there should not be the possibility to transfer biological weapons. More
practically relevant are the obligations in the BWC that seek to limit proliferation. The BWC
includes an obligation in Article III that prohibits transfers of relevant agents, toxins, weapons,
equipment, or means of delivery. This has been interpreted by the Sixth Review Conference as
including an obligation to adopt effective national export controls when it stated:

The Conference calls for appropriate measures, including effective national export
controls, by all States Parties to implement this Article, in order to ensure that direct
and indirect transfers relevant to the Convention, to any recipient whatsoever, are
authorized only when the intended use is for purposes not prohibited under the
Convention.

Neither the nature of these export controls, nor what should be considered as being effective
export controls, has been expanded upon by the Review Conference. The actual implementation
of these export controls has therefore remained a largely unilateral and individual approach,
especially for those states that are not members of export control regimes.

Chemical Weapons Convention

The foundation is similar in the CWC, namely the prohibition of the transfer of chemical
weapons. The practical implication of this prohibition is more significant in the CWC as until
recently some state parties still had declared stockpiles of chemical weapons. Now that all
declared stockpiles have been destroyed, the transfer prohibition for chemical weapons ought
to be in a similar situation as the BWC.” However, unlike the BWC, the CWC does have
explicit obligations concerning export controls. The CWC includes several specific schedules
in its annex detailing specific chemicals and their precursors which could potentially be used for
the development of chemical weapons. Article VI states that transfers of scheduled chemicals
need to be subject to the prohibitions and regulations of the Annex on Implementation and

4 Article I Chemical Weapons Convention and Article III Biological Weapons Convention.

5 Urs A. Cipolat, “The New Chemical Weapons Convention and Export Controls: Towards Greater
Multilateralism,” Michigan Journal of International Law, Vol. 21, Issue 3 (2000) pp. 393-444, pp. 416-
417.

6 Final Declaration Sixth Review Conference BWC/CONF.V1/6 part 11, par. 8; Daniel Joyner, International
Law and the Proliferation of Weapons of Mass Destruction (Oxford: Oxford University Press 2009), p.
94. This interpretation is considered as an authoritative interpretation, see Kristoffer Burck, Sannimari
Veini, Barry de Vries “The Legal Effect of the BWC Review Conference,” CBWNet Working Paper No.
2, November 2022.

7 “OPCW Confirms: All Declared Chemical Weapons Stockpiles Verified as Irreversibly Destroyed,”
Organization for the Prohibition of Chemical Weapons, July 7, 2023, <https://www.opcw.org/media-
centre/news/2023/07/opcw-confirms-all-declared-chemical-weapons-stockpiles-verified.>
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Verification.® The Annex of the CWC details specific obligations and restrictions regarding the
trade of listed chemicals in Parts VI, VII, and VIII. The Verification Annex only prohibits the
transfer of chemicals and precursors included in Schedule 1 to states not party to the CWC.?
With regard to transfers between States Parties of the CWC as well as chemicals mentioned in
Schedules 2 and 3, there is no complete prohibition but restrictions for the specific purposes
for which these chemicals may be transferred and specific procedures with regard to the
notification and recording of the transfer.'” All States Parties to the CWC are to implement
these measures within their national regulatory framework."" At the time of the Fifth Review
Conference of the CWC, 122 States Parties had legislation that covered all initial measures.'?

Australia Group

The BWC and CWC are multilateral treaties, which are open to all states to join."* However,

not all regimes relevant to the regulation of biological and chemical agents and efforts to
combat their proliferation are multilateral. There are specific “activities undertaken by more
than two parties, but not involving all states in a region or all members of the international
community,” which are termed plurilateral.'* In recent decades, there has been an increased
emphasis on plurilateral approaches which go beyond and outside of the existing multilateral
regimes."”” One of these forms of plurilateral cooperation is the establishment of common
understandings among a group of (generally) supplier states about export controls.'® In the
context of biological and chemical agents and related dual-use technologies, such plurilateral
export control coordination can be found in the form of the Australia Group.'”

8 Chemical Weapons Convention, Art. VI(3, 4, 5).
9 Chemical Weapons Convention Annex on Implementation and Verification, Part. VI A. (1).
10 Chemical Weapons Convention Annex on Implementation and Verification, Part VII, Part VIII.

11 Chemical Weapons Convention, Art. VII(1) in conjunction with Art. VI(2) CWC; Urs A. Cipolat, “The
New Chemical Weapons Convention and Export Controls: Towards Greater Multilateralism,” Michigan
Journal of International Law, Vol. 21, Issue 3 (2000), pp. 426-431; Mirko Sossai, “Art. VI Activities
Not Prohibited under the Convention” in Walter Krutzsch, Eric Myjer & Ralf Trapp, eds., The Chemical
Weapons Convention: A Commentary (Oxford: Oxford University Press 2014), pp. 173-194, p. 177.

12 Note by the Technical Secretariat: Review of the Operation of the Chemical Weapons Convention since the
Fourth Review Conference, RC-5/S/1 WGRC-5/S/1, 9.

13 Randy Rydell, “Disarmament without Agreements?” International Negotiation, Vol. 10 (2005) pp. 363-
380, p. 366.

14 “Weapons of Terror: Freeing the World of Nuclear, Biological, and Chemical Arms,” Weapons of Mass
Destruction Commission, Final Report, Stockholm, Sweden, June 1, 2006, p. 46.

15  Ibid., p. 54.
16 Ibid., p. 47.

17 Graham Pearson, Malcolm Dando, and Nicholas Sims, “The U.S. Rejection of the Composite Protocol:
A Huge Mistake Based on Illogical Assessments,” BTWC Evaluation Papers, No. 2 (2001) pp. 9-10, 16;
Tomoaki Ishigaki, “Defining the Future by Studying the Past: A Negotiator’s Perspective on the Arms
Trade Treaty,” Japanese Yearbook of International Law Vo. 57 (2014), pp. 371-414, p. 380.
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The Australia Group is an informal mechanism that was developed in 1985 and currently
consists of 43 members: 42 states and the European Union. Australia Group membership
differs from treaty-based mechanisms like the CWC and the BWC in that they have more
restricted membership consisting mainly of states that are among the major suppliers or
exporters of biological and chemical materials, equipment, and technology. While officially
these mechanisms are open to all states to join, members can reject any new state joining the
mechanism.'®

The Australia Group is a forum to coordinate export controls by setting up common control
lists and procedures for granting export licenses.'” The control lists include chemical weapons
precursors, dual-use chemical manufacturing equipment and technology, human, animal,
and plant pathogens, as well as related biological equipment and technology.® With regard
to chemical precursors and chemical manufacturing equipment, the Australia Group lists
go beyond the CWC Verification Annex. Through the agreed procedures and control lists,
participating states seek to ensure that dual-use exports are not diverted to the development or
production of chemical or biological weapons.?! The members of the Australia Group commit
to deny transfers of materials “if the government judges, on the basis of all available, persuasive
information, evaluated according to different factors, that the controlled items are intended to
be used in a chemical weapons or biological weapons program, or for CBW terrorism, or that
a significant risk of diversion exists.””

The Australia Group is an informal association of states and does not have any specific legal
foundation.” It has been stated that the control lists are important political commitments,
however there is no legal effect from these.>* The Australia Group relies on its member states

18 David Gualtieri, “The System of Nonproliferation Export Controls,” in Dinah Shelton, ed., Commitment
and Compliance: The Role of Non-binding Norms in the International Legal System (Oxford: Oxford
University Press, 2003), pp. 467-486, p. 469; Ron Smith and Bernard Udis, “New Challenges to Arms
Export Control: Whither Wassenaar?” The Nonproliferation Review, Vol. 4, Issue 2 (2001), p. 83.

19 Daniel Joyner, “Strategic Trade Controls,” in Eric Myjer and Thilo Marauhn, eds., Research Handbook on
Arms Control Law (Cheltenham: Edward Elgar Publishing, 2022), p. 123.

20 Australia ~ Group  Common  Control  Lists, <https://www.dfat.gov.au/publications/minisite/
theaustraliagroupnet/site/en/controllists.html>.

21 Stuart Casey-Maslen, Arms Control and Disarmament Law (Oxford: Oxford University Press 2021), pp.
60-61.

22 The Australia Group, Guidelines for Transfers of Sensitive Chemical or Biological Items, June 2015,
<https://www.dfat.gov.au/publications/minisite/theaustraliagroupnet/site/en/ guidelines.html>.

23 Daniel Joyner, “Strategic Trade Controls,” in Eric Myjer and Thilo Marauhn, eds., Research Handbook
on Arms Control Law (Cheltenham: Edward Elgar Publishing, 2022), p. 117; Esmée de Bruin, “Export
Control Regimes: Present-Day Challenges and Opportunities” in Robert Beeres, Robert Bertrand, Jeroen
Klomp, Job Timmermans & Joop Voetelink, eds., NL ARMS Netherlands Annual Review of of Military
Studies 2021 (The Hague: Asser Press, 2022), pp. 33-53, p. 36.

24 Ibid: Joyner, p. 123; Mallory Stewart, “Are Treaties Always Necessary? How U.S. Domestic Law Can
Give Teeth to Non-Binding International Commitments,” Proceedings of the Annual Meeting (American
Society of Internaitonal Law), Vol. 104 (2010), pp. 189-193, p. 190; Esmée de Bruin, “Export Control
Regimes: Present-Day Challenges and Opportunities” in Robert Beeres, Robert Bertrand, Jeroen Klomp,
Job Timmermans & Joop Voetelink, eds., NL ARMS Netherlands Annual Review of of Military Studies
2021 (The Hague: Asser Press, 2022), p. 36.
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to implement these control lists in their own national legislation and states retain the discretion
of whether to actually do so0.”

Critiques against the Australia Group

Export controls put into place regulations and conditions for the export of proliferation-sensitive
goods. Their effects are generally far greater on importing states, as this could in certain cases
restrict their access. Since export controls are generally internal state decisions, it is the exporting
states that are in the position to determine the nature and extent of these controls. As already
discussed, even in the case of international cooperation, such as the Australia Group, these are
mainly supplier states from the “Global North,” and it has historically been mainly states in the
“Global South” that rely on imports and are not able to directly influence the controls.

The concepts of the Global South and Global North are somewhat nebulous with different
geographical definitions. The Global South largely has been used to describe a combination of
African, Latin American, and the Caribbean as well as Asian states, however the exact scope
is often left relatively vague.?® The Global South can only truly be understood in its relation to
the Global North.?” The Global South can generally be argued to refer to decolonised nations,
most of which are roughly located south of colonial centres of power.?® The term has also been
used to refer to socio-economically marginalised parts of the world that are classified as the
developing world.” In this regard, it is a contradistinction between wealthy industrial states
and the generally less prosperous states in large segments of Asia, Africa, and Latin America.*
Consequently, the Global North generally refers to what was considered during the Cold War

25 David Gualtieri, “The System of Nonproliferation Export Controls,” in Dinah Shelton, ed., Commitment
and Compliance: The Role of Non-binding Norms in the International Legal System (Oxford: Oxford
University Press, 2003), p. 476; Daniel Joyner, “Restructuring the Multilateral Export Control Regime
System” Journal of Conflict & Security Law, Vol. 9 Issue 2 (2004), pp. 181-211, p. 184; Stewart “Treaties,”
p- 190; De Bruin “Export Control,” p. 38.

26 Walter D. Mignolo, “The Global South and World Dis/Order,” Journal of Anthropological Research,
Vol. 67, No. 2 (2011), pp. 165-188, p. 184; Sebastian Haug, Jacqueline Braveboy-Wagner and Giinther
Maihold, “The ‘Global South’ in the Study of World Politics: Examining a Meta Category,” Third World
Quarterly,Vol. 42, No. 9 (2021), pp. 1923-1944, p. 1923.

27 Caroline Levander and Walter Mignolo, “Introduction: The Global South and World Dis/Order” The
Global South, Vol. 5, No. 1 (2011) pp. 1-11, 4; Nour Dados and Raewyn Connell, “The Global South,”
Contexts, Vol. 11, No. 1 (2012), pp. 12-13, p. 12.
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as the First World, the wealthier, more developed industrial states. The Global South is also a
cross-regional political notion, that focuses on “Southern” solidarity and builds on the Non-
Aligned Movement (NAM) and the Group of 77.>' This again is based on the widely shared
experience of colonial subjugation, exploitation, and subsequent liberation.*

There is a growing differentiation between the countries making up the Global South, which
could be argued to create an increasing divide between different sections of the Global South.*
Regardless of this growing differentiation it can still be considered that there is a division
between the Global South and the Global North, generally.** Therefore, while there is significant
heterogeneity amongst the states in the Global South, they share a history of economical,
developmental, and political domination by the Global North.* It is due to the colonial and
postcolonial history that many of the Global South states were integrated into the international
economy as exporters of raw materials with limited industrial development.*®

As most of the agents, chemicals, and related equipment and technology subject to controls
agreed within the Australia Group are dual-use nature and limitations to their access can have
significant effects on national economies and developmental possibilities, it is understandable
that there has been opposition against the Australia Group from some countries. While constantly
evolving, the majority of chemical and biological research and development currently takes place
in the Global North compared to the Global South, who are therefore may be disproportionally
effected by export controls.’” Some countries have considered export controls as a deliberate
effort to ensure no other states threaten existing industries.’® The perceived effects of export
controls on chemical and biological industries frustrates some states who have stated that the
practices of the Australia Group are not necessarily an attempt to combat proliferation, but a
form of cartelization.*
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Combating proliferation is one of the primary obligations of both the BWC and CWC, however
some states argue that this is not their sole purpose.”’ In their view, the BWC and the CWC
include obligations to cooperate and facilitate the peaceful uses of biological and chemical
materials and technologies and foster development in article X of the BWC and article XI of
the CWC respectively. These articles state that the States Parties undertake to facilitate, and
have the right to participate in, the fullest possible exchange of equipment, materials, and
scientific and technological information for the use of bacteriological (biological) agents and
toxins or chemical agents and their precursors for peaceful purposes. Article X of the BWC
and XI of the CWC also specifically refer to the need for implementation of the convention to
be designed to avoid hampering the economic or technological development of States Parties
or international cooperation in the field of peaceful bacteriological (biological) or chemical
activities, including international exchange for the processing, use, or production for peaceful
purposes in accordance with the provisions of the Conventions. These obligations are considered
equally important by many states as the security and proliferation related obligation. Other
states have regarded these other obligations as being of lesser importance, since in their view
these treaties are mainly security instruments.*' This has led to articles X of the BWC and XI
of the CWC not being implemented satisfactorily in the views of some member states. The
Australia Group control lists were also seen as contrary these articles.*> Countries argued that
the CWC has its own export control obligation and that the continued existence of the Australia
Group is contrary to article XI(2)(c) of the CWC.* This was most clearly laid out in Iran’s 2003
Working Paper, which stated:

Some developed countries are still arguing for the necessity of keeping some kind of
control regulations against States Parties to the Convention. This is clearly contrary

to the letter and spirit of the Convention.*

The Australia Group members on the other hand have consistently argued that this system is in
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accordance with both the BWC and the CWC.#

The continued existence of the Australia Group has been taken by states in the Global South
as a sign that their member states do not actually commit themselves to implement their
obligation to cooperate and facilitate on peaceful uses of chemical and biological technology.*
The perceived unwillingness of the Global North to implement their obligations with regard to
article X and XI of the BWC, is seen by some as though these states are not actually interested in
assisting and facilitating in these areas in order to protect their own industries.”” The continued
existence of the Australia Group and the implementation of articles X of the BWC and XI of
the CWC has been brought up many times in both regimes potentially effecting the legitimacy
of the CWC and BWC.#

The members of the Australia Group argue that their export control lists have only a very
limited effect on the actual trade of agents, equipment, materials, and technologies included but
rather raise the visibility of these transfers and thereby decrease the possibility for proliferation
of chemical and biological weapons.® Their website also states that their “activities are limited
to nonproliferation measures, and are neither intended to favour the commercial development
of industries in participating states, nor to hinder legitimate economic development in other
countries.” Other states have argued that these controls do have a stifling effect on the trade
in the relevant materials. It is however difficult to accurately measure the exact effect Australia
Group export controls have had on the development of the chemical or biological industry
or the broader economy of states in the Global South. While there might not be an accurate
picture of the exact impact of these export controls, at the very least there is the perception of
unfairness and a lack of equitable access to relevant chemicals, biological agents, and related
equipment and technologies.

While there are general critiques against export controls related to chemical and biological
materials, the most consistent focal point of these critiques has been against the Australia
Group and its members. States in the Global South do understand that some form of export
controls are necessary and should be adopted and there has generally been a greater acceptance
on the use of export controls as such.’’ Many states of the Global South have taken up their
own export controls in part due to obligations under UN Security Council Resolution 1540 and
in part to ease their access to relevant biological and chemical agents and related equipment,
materials, and technology. There have also been more linkages with the Australia Group, which
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can be seen especially in the case of larger economies such as China and the Philippines,
linking their export control systems to the Australia Group, and India even becoming a member
of the Australia Group.’>53

Inrecent years these critiques have also not been made as clearly by the Non-Aligned Movement,
instead including general statements where they “underline the importance of the promotion of
international cooperation for the benefit of States Parties through the transfer of technology,
material, and equipment for peaceful purposes in the field of chemistry and removal of any
discriminatory restrictions such as unilateral coercive measures against other States Parties
that are contrary to the letter and spirit of the Convention, affect the Convention’s long term
viability, and have an adverse impact on the existing level of trust among the States Parties.”
This does not mean that the criticisms have ceased entirely as several states still consistently
oppose the existence of parallel export controls. These are however generally hardliners, with
main voices such as Iran, Egypt, Pakistan.*®,*" > Other states do offer critique but generally do
not do this so explicitly, instead referring to mechanisms that lack transparency and inclusivity.”

Analysis of Conformity of the Australia Group under the Treaty-Regimes

Some states have objected to the existence of export controls outside of the treaty regimes of
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the BWC and CWC, as they see it as contrary to treaty obligations obligations, while members
of the Australia Group see them as justified. When discussing the current situation as well as
the possible future of the Australia Group under a potential BWC verification mechanism, it is
important to determine conformity with the currently existing treaty texts.

Australia Group and the BWC

As the main concern is the legitimacy of the Australia Group under a possible new verification
mechanism for the BWC, the first regime which should be considered is the BWC. The BWC was
already in force when the Australia Group was founded and has less developed export control
obligations. The BWC does not provide detailed schedules of agents or specific prohibitions or
restrictions related to the transfer of agents, materials, equipment, or technology. Art. Article
IIT prohibits States Parties to transfer directly or indirectly bioagents, toxins, weapons, or
equipment if they are to be used for biological weapons. Article IV obliges States Parties to
implement necessary national measures to prohibit and prevent the transfer of agents, toxins,
and equipment. This clearly indicates that export controls as such are in line with the BWC
and its objectives and could be argued to even be required.®® How export controls should be
approached or the exact agents, equipment, and technology they should cover has therefore
been left to the discretion of the States Parties themselves. Art. IV also does not preclude the
existence of any international coordination regarding export controls and there is therefore no
hinderance in Art. III or Art. IV for the Australia Group.®!

While there is the obligation to prohibit the transfer of such agents, materials, or equipment
and consequently export controls, Article X obliges States Parties to fully facilitate possible the
exchange of equipment, materials, and information for the peaceful use of biological weapons.®
This has been expanded in the second paragraph, stating:

This Convention shall be implemented in a manner designed to avoid hampering
the economic or technological development of States Parties to the Convention
or international co-operation in the field of peaceful bacteriological (biological)
activities, including the international exchange of bacteriological (biological) agents
and toxins and equipment for the processing, use or production of bacteriological
(biological) agents and toxins for peaceful purposes in accordance with the
provisions of the Convention.

This creates an apparent friction between Art. III and IV requiring the existence of export
controls and Article X not to implement the BWC in a manner that hampers economic or
technological development, including the international exchange of biological agents and
toxins. There is no clear agreed upon interpretation of this friction within the BWC and little
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guidance has been provided by the Final Documents of the RevCons.® It has been argued
that Article X of the BWC puts into place real obligations, as unlike the NPT, the BWC does
not have a distinction between the rights of different member states that would warrant the
heightened obligation for assistance.*

Articles IIT and IV of the BWC mean that Australia Group export control lists are in principle in
accordance with the object and purpose of the BWC.® This is strengthened by the fact that there
is no effective monitoring and verification system within the BWC that can be considered an
alternative to such export controls.® As there is only limited indication concerning obligations
stemming from Art. X, it must be considered that this largely left to the discretion and margin
of appreciation of States Parties.®” This makes it necessary to determine whether Australia
Group export controls are developed in such a way as to hamper the economic or technological
development of other States Parties. It is here that the Australia Group members argue that the
export control mechanisms are developed to limit the possibility of proliferation while also
limiting the friction for international transfer of biological agents, equipment, and material.®® It
should therefore be considered that while the Australia Group can be said to potentially create
some friction, there is no clear evidence that any possible friction on international exchange
goes beyond what would be necessary for the effective regulation of international exchange
of these materials. The Australia Group export controls should therefore be seen as generally
being in accordance with the BWC as it is currently in effect.®”

Australia Group and the CWC

The criticisms against the Australia Group have been much more vocal and pointed in the
context of the CWC.” This is partially because one of the original arguments for the Australia
Group was the lack of a comprehensive regime regulating chemical weapons and Iraq’s ability
to gain the chemical precursors for its chemical weapons through legitimate means.”" This
led many to have the idea that the Australia Group would be disbanded, or at least no longer
address chemicals, once the CWC and its comprehensive regime against chemical weapons
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was put in place.”” During the drafting of the CWC, the Chair of the Australia Group even
stated that the intention was to no longer have export controls between any of the States Parties
to the CWC who were in full compliance.” This was in part to address the concerns of states
opposing the continued existence of the Australia Group.” Although the CWC was adopted,
this commitment was never followed up on and to this day the Australia Group addresses
chemicals, pre-cursors, and related equipment and technology. Nothing in the CWC explicitly
obligates the members of the Australia Group to dissolve the Australia Group, but it has been
argued that there might be an implicit obligation within Art. XI(2).”

Art. VI in combination with the Verification Annex contains the main obligations for States
Parties to adopt necessary measures to prohibit and ensure correct procedures for the transfer
of scheduled chemicals. Art. VI and the Verification Annex provide very specific prohibitions
and procedures, as well as a list of the chemicals and the specific regulations each scheduled
chemical should be subject to.”® This differs from the general obligation to adopt the necessary
national measures of Article VII, which only provides general instructions to implement specific
types of legislation. Another difference is that Article VII only provides a minimum standard
that implementation should cover, while Article VI incorporates a maximum standard for the
implementation of transfer controls as well. This maximum can be found in both Art. VI(11):

The provisions of this Article shall be implemented in a manner which avoids
hampering the economic or technological development of States Parties, and
international cooperation in the field of chemical activities for purposes not
prohibited under this Convention including the international exchange of scientific
and technical information and chemicals and equipment for the production,
processing or use of chemicals for purposes not prohibited under this Convention.

and Article XI(1):

The provisions of this Convention shall be implemented in a manner which
avoids hampering the economic or technological development of States Parties,
and international cooperation in the field of chemical activities for purposes not
prohibited under this Convention including the international exchange of scientific
and technical information and chemicals and equipment for the production,
processing or use of chemicals for purposes not prohibited under this Convention.

Consequently, it is necessary that these controls are implemented in a way that avoids hampering
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the economic and technological development of States Parties.”” As such it has been argued that
export control measures cannot go beyond what is necessary to fulfil the Convention’s transfer
rules, meaning not going beyond what is stated in Parts VI, VII, and VIII of the Verification
Annex.” This would mean that no export restrictions outside of those in the CWC should exist
among the States Parties to the CWC.” This is made even more explicit in Article XI (2), which
states:

Subject to the provisions of this Convention and without prejudice to the principles
and applicable rules of international law, the States Parties shall:

(...)(c) Not maintain among themselves any restrictions, including those in any
international agreements, incompatible with the obligations undertaken under
this Convention, which would restrict or impede trade and the development and
promotion of scientific and technological knowledge in the field of chemistry
for industrial, agricultural, research, medical, pharmaceutical or other peaceful
purposes.

By referring in general to “obligations undertaken under this Convention,” this also includes
the obligation of Art. XI (1) to avoid hampering international exchange.® It is clear from the
drafting history that the intention of this article was the dissolution of export controls beyond
what was in the CWC.?' As such, when reading the provision in this way, the existence of
export control lists that go beyond the CWC would be considered as not in compliance with the
CWC. Consequently the implementation of the Australia Group’s export control lists would be
violations of the CWC in this interpretation, as they go beyond the schedules of the CWC. It
would especially be difficult to justify the existence of such export controls in the case of states
that are in full compliance with their obligations under the CWC.* However, no challenge had
been made through non-compliance proceedings.®

This interpretation has been contested by proponents of the Australia Group, which argue that
there is no incompatibility between the Australia Group and the CWC. As stated earlier, the
first point of reference is that there is no explicit prohibition of transfer controls and it could be
argued that they are necessary for proper implementation of the CWC.* The members of the
Australia Group specifically maintain that the Australia Group is compatible with the CWC and
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its objectives.®® Article VI specifically seems to indicate the need for export controls.®” Several
of the Australia Group members consider the CWC to be first and foremost a nonproliferation
focused regime and since the underlying rationale of the export control lists is the combating
of proliferation, this is in line with the primary obligations of the CWC as perceived by them
and therefore not contrary to Article XI CWC.*

A different argument in favour of the Australia Group is that the existence of export controls
beyond what is included in the CWC does not hamper legitimate trade in chemicals and
technology for peaceful purposes, but that it actually aids in the facilitation of this trade.® As
the Australia Group Guidelines state:

In accordance with (...) Article XI of the Chemical Weapons Convention, these
Guidelines are not intended to impede chemical or biological trade or international
cooperation that could not contribute to CBW activities or terrorism.”

Looking at the arguments from either side, while either argument can be made, it appears as
though the argument against the conformity of the Australia Group export control regime is
more in line with both the actual text of the treaty as well as the object and purpose of the
relevant provisions. It certainly is the case that the existence of export controls that go beyond
those included in the CWC and its Verification Annex can be considered in line with the security
and nonproliferation objectives of the CWC, however they can go against the developmental
and economic considerations and certainly go beyond the intention to dissolve export controls
amongst states in full compliance with the CWC.’' Even though the weight of the different
types of obligations can be discussed, the existence of export controls beyond what is included
in the CWC go against the CWC, if it can be found that they “restrict or impede trade and the
development and promotion of scientific and technological knowledge in the field of chemistry
for industrial, agricultural, research, medical, pharmaceutical, or other peaceful purposes.” It
is therefore necessary to consider whether the Australia Group export controls have the effect
of doing this. It is clear here that the Australia Group has argued that this is not the case.”” The
stated intention of the export controls certainly is not to impede legitimate trade and instead
to ensure that trade for peaceful purposes is possible and does not get diverted. However, it
is difficult to justify the existence of controls beyond the Verification Annex amongst States
Parties in good standing and the existence of further barriers of trade should be presumed to
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restrict or impede trade and development.” The continued existence of the Australia Group
is difficult to reconcile with Article XI. However, it appears unlikely that Australia Group
member states will agree to this interpretation of the treaty and no procedures concerning non-
compliance have been initiated over the continued existence of the Australia Group.

How Would a Verification Mechanism for the BWC Affect the Australia
Group?

The existence of a verification mechanism in the context of the CWC led to significant
discussions surrounding the Australia Group control list concerning chemical precursors and
the continued existence of the Australia Group possibly impacting the legitimacy of the CWC
itself. The fact that no such mechanism exists for the BWC has strengthened the legitimacy of
the Australia Group and bolstered the argument for its continued existence. However, for the
first time in decades, serious discussion of a possible verification mechanism for the BWC has
been ongoing in the context of the BWC itself. At present this discussion is still very much in
the initial stages and the exact scope and nature of a possible verification mechanism are still
entirely unknown. There are different scenarios that can be followed and some of these would
have significant effects on the functioning and the perceived legitimacy of the Australia Group.
The subsequent discussion in this article will focus on the approach taken to export controls
in a possible verification mechanism and will therefore focus on three separate possibilities,
namely 1) the non-inclusion of export controls, 2) the generic inclusion of export controls, and
3) the setting up of detailed export control provisions.

The first possibility concerns a system which does not address the issue of transfers at all
and only addresses procedures in the case of alleged violations of the treaty and how to
investigate and address accusations of violations. In this context, there would be no inclusion of
preventative verification and only reactionary systems. As there would be no change regarding
the provisions concerning transfers and export, there would be no decrease of legitimacy of
the Australia Group and their use and perceived necessity in the biological sphere remains the
same. This would ensure the continued validation of the existence of the Australia Group, at
least in the biological sphere. This would also mean that the Global South cannot increase the
pressure on the Australia Group and would not be able to change the current situation in any
significant manner. The existing debate would therefore likely remain in the same position as
it has been for the last decades.

There is also the possibility that any mechanism includes a general and generic obligation for
States Parties to implement trade controls. This would be a more concrete and direct obligation
and restatement of what can already be read into the current text of Article III and IV of the
BWC and which was already interpreted into these articles by the RevCon.* If such a general
obligation was adopted within a new verification mechanism but without any further detail or
indication concerning the way in which it ought to be implemented, it would actually strengthen
the Australia Group and increase its legitimacy. This would be the case as the verification

93 Lak & Faraday “Article XI”, p. 355-356; Marauhn “Global Governance”, p. 56.
94 Final Declaration Sixth Review Conference BWC/CONF.VI/6 part 11, par. 8.
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mechanism would consequently further obligate States Parties to implement export controls
and the Australia Group could be considered as a direct implementation of this obligation.
This would then also decrease the validity of the remaining critiques against the Australia
Group based on Article X of the BWC, as an obligation to adopt transfer controls gives a
clear indication that this would not be considered as hampering economic or technological
development unless either very clearly having this effect or having been adopted specifically
for these purposes.

A third possibility is that any verification mechanism for the BWC includes more specific
obligations regarding export controls. If there are specific obligations as to how export controls
are to be implemented and especially how they should be applied to other States Parties, the
argument against the legitimacy of the Australia Group becomes much stronger. While the
argument might not be as strong as is the case within the CWC since Art. X of the BWC is
far less detailed than Art. XI of the CWC, a similar line of reasoning can then be followed
within the BWC as has been proposed regarding the CWC. The existence of specific trade
control mechanisms and procedures in the context of the BWC would, similarly to the CWC,
create the assumption that any controls that go beyond those agreed upon by the States Parties
in a verification mechanism should be considered as hampering economic and technological
development and therefore contrary to Art. X of the BWC. This would further decease the
legitimacy of the Australia Group and increase pressure on its member states to reconsider the
current functioning of the regime not only in the field of biological agents and equipment but
chemicals as well. In this way, the discussions on a verification mechanism could reinvigorate
the simmering critique against the Australia Group and possibly negatively affect the changing
perspective on export control regimes outside of the treaty structure. While this might be
problematic for the future existence of the Australia Group, it could have a positive effect
regarding combating the proliferation of biological weapons, as it would also cover those
States Parties to the BWC that are not party to the Australia Group and could also be a tool in
finally ensuring universality of the BWC.

Conclusion

Concerns have traditionally been brought forth more clearly in the context of the CWC due
to its inclusion of export control provisions and their possible inclusion in a BWC verification
mechanism could lead to are-emergence of the issue. This could then lead to a negative impact on
legitimacy not only of the export controls themselves but of the chemical and biological weapons
arms control framework, which in turn would have a negative impact on the security structure.

The main issue is the difference in views of the Global South and the Global North as to what
disarmament and nonproliferation treaties are. The Global North sees them first and foremost
as security and nonproliferation obligations, with any other obligations included in them being
of lesser import. The Global South on the other hand sees them as a balance between the
security and nonproliferation considerations and developmental and economic considerations.
In some ways these disparate views of the treaties are contradictory and balancing them is
partially untenable. This fundamental difference of interpretation of the obligations in these
treaties also make it so that the Global North will likely remain steadfast in their understanding
that the Australia Group conforms to what they view is the primary obligation of the treaties,
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namely the nonproliferation norms.

On the other hand, the balance between security and nonproliferation concerns and the
developmental and economic considerations means that for several states of the Global South,
any export controls that go beyond what is included in the treaties, and especially any controls
that are perceived as discriminatory, are violations of developmental and economic obligations.
In many cases states from the Global South entered these treaties, at least partially, on the
understanding and the belief that in exchange for not pursuing WMD, there would be less or no
boundaries to gaining access to valuable agents, chemicals, materials, or equipment necessary
for economic development.

The discussion concerning the legitimacy of the Australia Group has been ongoing for years and
it does not appear as though the critiques will likely be disappearing any time soon, although the
level of criticism has certainly reduced over recent years. The current discussion on a verification
mechanism for the BWC could potentially reignite the issue. Although there is not yet a clear
indication of what the focus of current discussions will be, they may increase the pressure on
the Australia Group member states if some form of export control measures are included in
verification discussions. If a verification mechanism is adopted which includes export control
measures, this would further hollow out the argument that there is no comprehensive export
control mechanism in place that deals with chemical and biological weapons. If this occurs, the
question of the legitimacy of the Australia Group once again becomes a more contentious issue
and this would possibly require the Australia Group to either alter its functioning or potentially
the legitimacy of both the CWC and any new verification mechanism of the BWC would be
undermined. The inclusion of export control measures into a possible verification mechanism
could not only influence the legitimacy of the Australia Group considering Art. X of the BWC
but could also strengthen the overall nonproliferation obligations of the BWC.

This issue could therefore arise during the discussions on a possible verification mechanism
and put Australia Group members potentially diametrically opposed to some non-member
states. This could potentially preclude the adoption of any such mechanism and states need to
therefore ascertain which aspect is more important to them, the existence of an export control
regime within the BWC which potentially will affect the Australia Group as an institution or
a verification mechanism for the BWC. This could potentially form an issue, similarly as to
how the continued existence of the Australia Group was a big issue of contention during the
discussion of a possible compliance protocol during the late 1990s and early 2000s.”

It might also be time for Australia Group members to consider a different approach. In the current
international market, there are already possible supplier states of chemical and biological agents
who are not Australia Group members. It is possible and perhaps even probable that the group
of potential suppliers outside of the Australia Group will continue to grow. It then becomes
difficult to ensure or entice states outside of the Australia Group to follow the standards set
within the Group, thereby creating a potential second market with reduced nonproliferation
assurances. It might be time to consider this possible future and if the goal of the Australia
Group is truly the combating of proliferation, for the members to proactively engage with the

95 Latham & Bow “Multilateral Export Control,” p. 255.




current discussions in the BWC and attempt to incorporate significant and adequate export
control requirements within any possible verification mechanism.
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Strategic Trade Act 2010:
Strengthening Malaysia’s
Outreach Programs
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Abstract

This article provides an overview of outreach programs organized and implemented by the
Strategic Trade Secretariat (STS) of Malaysia'’s Ministry of Investment, Trade and Industry
(MITI) for the purpose of awareness-raising among relevant stakeholders for effective
enforcement of the Strategic Trade Act 2010 (STA 2010), the export control law in Malaysia.
It describes the objectives and goals of existing outreach programs in alignment with United
Nations Security Council resolution 1540 as an international obligation and commitment to
global security. Elaboration on current implementation is described based on methods and
typology of respective segments while applying various approaches for optimal outcomes. The
development of the outreach programs has led to more solid outcomes where the identified
gaps are being addressed through dedicated programs or training. Authorities such as the
STS must continue to develop, revise, and improve current approaches to address the evolving
landscape and emerging issues to sustain awareness-raising programs.

Keywords

Awareness-raising, outreach, Strategic Trade Act 2010, export controls, strategic trade
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Introduction

Malaysia’s Strategic Trade Act 2010 (STA 2010), which came into force on January 1, 2011,
was passed in the parliament as a national commitment to support global efforts to counter

1 Cinderella Barnabas is a public services officer under the Administrative and Diplomatic Services of
Malaysia since 2009. She is currently assigned to the Strategic Trade Secretariat (STS), Ministry of
Investment, Trade and Industry (MITI), the authority that coordinates, implements, and enforces the
Strategic Trade Act 2010 (STA 2010) in Malaysia. Prior to MITI, she served in the Immigration Department
of Malaysia for 8 years. In STS, MITI, she contributes to policy development, amendment of STA 2010,
and other operational functions such as outreach and industry relations, licensing, and enforcement
activities, and interagency coordination. She participated in various international export control forums
sharing Malaysia’s Strategic Trade Management practice and implementation.
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the proliferation of weapons of mass destruction (WMD).? Since its adoption in April 2004,
United Nations Security Council resolution 1540 has provided specific guidance by identifying
the standards and basic metrics for strategic trade controls (STC) systems on items related to
WMD.? Malaysia has been working towards ensuring that the requirements of UNSCR 1540
and those of the STA 2010 are well understood by all domestic and international stakeholders
for effective and efficient implementation and enforcement. Good regulations contribute
significantly to increasing the smooth functioning of society and, in the context of STA 2010,
global security.

Malaysia, through the Strategic Trade Secretariat (STS), Ministry of Investment, Trade and
Industry (MITT) authority, made concerted efforts to raise awareness and ensure compliance
with STA 2010 via outreach programs.* As the custodian of the law, STS organized engagement
with stakeholders, including industries, intermediaries’ companies, academia and research
institutions, banking and financial sector organizations, law enforcement, other government
agencies, and the general public.

Addressing this issue is critical to enhancing the effectiveness of outreach initiatives and
promoting compliance so that STS can ensure greater adoption of compliance best practices
by industry and enhance the security of strategic goods supply chains while ensuring minimal
disruption to trade.

In the context of Malaysia’s Strategic Trade Management (STM), there appears to be a lack of
sustained awareness and understanding of STA 2010.° The observations and insights presented
in this article are based on direct observation and experiences acquired through interactions
with stakeholders, including government agencies, industry participants, and academic
institutions regarding the implementation and promotion of the STA 2010. These direct
experiences provided an operational understanding of the challenges and opportunities related
to maintaining knowledge and compliance to STA 2010 in Malaysia.

Objectives of Outreach Programs

Outreach programs establish a fundamental pillar in strengthening the implementation of
STM. The primary aims and objectives of such initiatives include raising awareness, building
capacity, promoting the effective implementation of measures, and ultimately safeguarding
industry from proliferations networks. Whether through in-person seminars, online resources,
or dedicated workshops, these outreach initiatives seek to guide, train, and provide consultation
to those involved in strategic trade—ranging from exporters, academia, and financial institutions

2 Strategic Trade Secretariat (STS), Ministry of Investment, Trade and Industry (MITI), Strategic Trade Act
2010 (Act 708), effective January 1, 2011, <https://www.miti.gov.my>.

United Nations Security Council, Resolution 1540 (2004), April 28, 2004.

4 Ministry of Investment, Trade and Industry (MITI), Strattegic Trade Secretariat Division, <https://www.
miti.gov.my/index.php/pages/view/3398>.

5 The terms “Strategic Trade Management” and “export controls” are used interchangeably in this article.
Malaysia is utilizing STM to provide a facilitation narrative that is aligned with the MITI’s trade promotion.
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to other government agencies—on the importance of adhering to regulations, observing best
practices, and proactively mitigating the risks of illegitimate transaction.

In the international practices, and including within Malaysia, outreach programs have emerged
as essential activities for reinforcing the implementation of STM with the overarching goal
of safeguarding industry from inadvertently participating in proliferation networks. This
comprehensive effort also aligns with numerous calls from the United Nations Security
Council Resolution (UNSCR) 1540 Committee, which consistently emphasizes the importance
of effective industry outreach for comprehensive export control regimes. The elaboration of
each objective is discussed in the following subsection.

Diagram 1: Relevant stakeholders in STM’s ecosystem

/ntermediaries/

OUTREACH ON
5TM

Financial
/G Eunl;?lgf;l I 4 stitutions
i / & DnFBPs /
/Academia/

Awareness

Raising awareness serves as a primary objective of regulatory outreach, ensuring that legitimate
businesses do not unintentionally violate the law and at the same time helping stakeholders
comply with regulatory requirements. It is crucial for stakeholders to avoid severe penalties
due to ignorance, which could result in significant reputational damage. Ultimately, promoting
compliance is essential in preventing and deterring violations, thereby safeguarding the integrity
of the regulatory framework. By educating stakeholders on this requirement and the underlying
risks of trading in strategic goods, outreach helps to ensure that these players do not carelessly
expose national and global security.

Instead of perceiving the requirement as a regulatory burden, exporters or traders should
recognise the potential proliferation risks associated with their activities. This awareness
can be fostered through the dissemination of knowledge and relevant case studies, thereby
enhancing their understanding. Genuine businesses must be made aware of these risks and from
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a broader perspective, existing legal frameworks are designed to safeguard their businesses.
This preserves their long-term viability and credibility in international markets, rather than
viewing compliance as a mere requirement.

Advanced jurisdictions, such as Germany’s Federal Office of Economic Affairs and Export
Control (BAFA), employs numerous outreach projects on a regular basis, be it at the national
level or aiding other countries. ® These programs focus on various areas of export control and
nonproliferation.” BAFA provides targeted assistance in establishing and enhancing partner
countries’ export control frameworks, thereby performing a crucial role in restricting the spread
of WMD.

Providing Updates

Outreach programs play a critical role in keeping relevant stakeholders informed about latest
developments such as policy changes that affect existing procedures or activities. For example,
policies governing STM are dynamic, and they may evolve in response to emerging issues,
shifting geopolitical landscapes, and proliferation threats. Stakeholders must be made aware of
these updates to minimize disruptions to current processes and trade activities.

Singapore’s Annual Joint Industry Outreach, in collaboration with the United States Department
of State (DOS), U.S. Department of Energy (DOE), U.S. Department of Commerce (DOC),
Japan’s Ministry of Economy, Trade and Industry (METI), and Singapore Customs, addresses
significant topics including regulatory updates, compliance challenges, best practices,
prevailing threats, and due diligence. The regional program gathers practitioners and experts
to facilitate discussions involving the adoption of best practices and alignment with the most
recent regional information. The initiative underscores the critical significance of enhancing
trade security and safeguarding regional supply chains by concentrating on Southeast Asian
countries.

Apart from organizing such events, proactive guidance, issuances of formal notices, circulars,
guidelines, and FAQs are key to addressing any issues that may arise from these changes.®
Ideally, updated information to be reflected on the webpage and easily accessible and available
to the public. Therefore, constant communication about these updates ensures that stakeholders
remain informed and can adapt seamlessly.

6 The Federal Office for Economic Affairs and Export Control (BAFA) is the central licensing authority
responsible for the administrative implementation of Germany’s export control policy. Together with the
monitoring and investigating authorities, and especially the different customs offices, it is involved in
a complex export control system. See: <https://www.bafa.de/EN/Foreign_Trade/Export Control/export
control _node.html>.

7 The Federal Office for Economic Affairs and Export Control (BAFA), Foreign Trade, Outreach, <https://
www.bafa.de/EN/Foreign_Trade/Outreach Projects/outreach projects_node.html>.

8 STS disseminated updated information regarding the latest issuing of directives on the official website,
followed by email communications to all STA-registered companies, business chambers, and associations
to ensure adequate notice of the information. See: <https://www.miti.gov.my/index.php/pages/view/
sta2010?7mid=1129>.



Strengthening Malaysia's Outreach Programs 67
Risk Mitigation

Relevant stakeholders can minimize proliferation risk through complete knowledge of STM.
The combination of comprehension on risk prevention tools with adequate knowledge of STM
enhances the capabilities of secure trade action under heightened accountability. Organizations
that implement these elements achieve measurable compliance with legislation in their
operations. Internal Compliance Programs (ICPs) in alignment with established best practices
serve as viable methods to reach this goal. Organizations can carry out their business activities
with both security and responsibility through a properly organized risk mitigation plan.’

Traders’ risk mitigation relies significantly on outreach initiatives that equip them with the
essential skills and resources to steer export control regulations while avoiding potential
violations. The U.S. Bureau of Industry and Security (BIS) conducts seminars on compliance
with U.S. export controls, providing comprehensive knowledge on dual-use items, associated
red flags, and risk management strategies.'”

The seminars instruct traders on identifying risky business transactions while guiding them in
the development of internal compliance procedures and adherence to licensing laws to minimize
the possibility of unintentional violations. This way, BIS fosters a compliance culture through
its outreach program, providing traders with practical guidance to mitigate potential hazards,
avoid repercussions, and protect their corporate reputation.

Addressing Specific Issues

Outreach programs deliver significant results when incorporating specific matters including
emerging risks through their ability to distribute information crucially to stakeholders for
improving their decision-making process. This may caution industry in making sound business
decisions or before embarking in any regulated activity - for example, the increasing risk of
procurement of specific items to a sanctioned destination by engaging circumvention tactics.
Relevant stakeholders are alerted to conduct greater due diligence in dealing with such
activities. This in turn eventually contributes to global security by preventing the dissemination
of sensitive technologies and items to unauthorized entities.

Another example of this kind of activity is the European Union’s (EU) focused outreach
initiatives. One area of EU outreach includes activities that inform industries about risks
related to exporting dual-use cybersecurity tools including invasive software and surveillance
systems that authoritarian regimes along with non-state actors may use for restricted activities.
The EU establishes training sessions and workshops and creates guidance documents to teach
cybersecurity exporters and companies about proper risk assessment of their end-user customers

9 An Internal Compliance Programme (ICP) is a set of procedures undertaken by companies on a voluntary
basis to ensure compliance to strategic trade controls. It provides an assurance and greater confidence to
authorities and trading partners that companies are doing their due diligence to ensure the peaceful use of
their products or technology.

10 Bureau of Industry and Security (BIS). (2023), “Complying with U.S. Export Controls,” U.S. Department
of Commerce, <https://www.bis.doc.gov>.



https://www.bis.doc.gov

68 Cinderella Barnabas

and rigorous screening methods. This way, the company can deepen its assessment. "

Similarly, the Wassenaar Arrangement (WA) organizes outreach programs that help control drone
technology exports because this technology performs both civilian and military functions.'
The WA performs regional education programs for drone exporters to teach them proper end-
use protocols and about red flags that signal potential misuse. In one case, a drone manufacturer
from Southeast Asia discovered a possible danger in drone exportation to a conflict area after
participating in a WA workshop."?

The company performed extra research that revealed the end-user was associated with a
non-state armed organization. The company safeguarded its interests while protecting global
security because they stopped the transaction which prevented their technology from being
misused. This example demonstrates how outreach initiatives that incorporate particular dual-
use product misuse risks to educate participants about dangerous scenarios allow for better
decision capabilities toward global nonproliferation objectives.

Approaches in Effective Implementation

Outreach programs rely on multiple approaches to reach their objectives. The level and
frequency of outreach and engagement can be prioritized depending on the exposure to regulated
activities. In addition, specific stakeholders may have different typologies, roles, and functions
within the supply chain, hence a specialized training should be available to cater to this.

Seminars and Workshops

It is essential to conduct public seminars periodically to raise awareness, particularly among
those who are dealing with regulated activities. Depending on the resources, the scale of these
programs should be organized according to number of attendees or target groups with a suitable
agenda or content that aims to meet the objective. However, to address limited resources, it is
practical to leverage other organizers’ programs where target groups are readily available, thus
reducing costs and planning time. A smaller scale of engagement and more targeted workshops
can be conducted to address specific issues, for example product categories, emerging issues,
or proliferation risk. This approach creates more engaging discussions and established
understanding on the topic.

For example, in leveraging other organizer’s programs, in 2023 STS was invited to speak at the

11 Setting up a Union Regime for the Control of Exports, Brokering, Technical Assistance, Transit, and
Transfer of Dual-Use Items, Regulation (EU) 2021/821, European Union. (2021). Official Journal of the
European Union.

12 The Wassenaar Arrangement (WA) is a global multilateral arrangement on export controls for conventional
weapons and sensitive dual-use goods and technologies. The WA was designed to promote transparency,
exchange of views and information and greater responsibility in transfers of conventional arms and
dual-use goods and technologies, thus preventing destabilising accumulations. Wassenaar Arrangement,
<https://www.wassenaar.org/the-wassenaar-arrangement/>.

13 Ibid, “Outreach Programs on Dual-Use Technologies,” Wassenaar Arrangement.
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13th International Conference on Financial Crime and Terrorism Financing (IFCTF), hosted
by the Asian Institute of Chartered Bankers (AICB) and its Compliance Officers’ Networking
Group (CONG), with the support of Central Bank of Malaysia (BNM), Securities Commission
Malaysia (SC), and Labuan Financial Services Authority (LFSA) with participation from local
and international financial institutions. STS contributed to the discussion on the topic Disrupting
Proliferation Financing, discussing the international and domestic sanctions regime and the
role of financial institutions in combatting sanctions evasions, common trends and typologies,
the identification of strategic/dual-use items, and current proliferation/proliferation financing
threats.'

Another approach that complements in-person events is the use of webinars and online
resources, a tool that has gained considerable traction. Through these digital platforms,
authorities can disseminate important information to participants scattered across different
locations, minimizing logistical challenges and costs. Moreover, archiving webinar recordings
and key reference materials on official websites or social media ensures immediate accessibility
and encourages participants to stay informed at their convenience.

The Pacific Forum (PacForum) adapted its stakeholder outreach strategy throughout COVID-19
by organizing digital seminars and webinars which depended on meeting platforms, sharing
of materials, live polling, and virtual breakout areas.'® Virtual outreach benefited participants
through enhanced accessibility enabling people from different locations to attend. The advanced
approach allowed PacForum to sustain its mission which supports dialogue and capacity
development across the Asia-Pacific region throughout the pandemic disruptions.'®

Training and Capacity Building

Training and capacity-building programs focused on STM are crucial for equipping industry
participants—ranging from SMEs to multinational corporations—with the adequate knowledge
and skills needed to comply with export control requirements. These trainings cover specific
topics such as dual-use classification, end-use and end-user verification, licensing procedures,
and risk identification methods, while also emphasizing internal compliance measures and due
diligence.

By nurturing an in-depth understanding of these areas, participants gain the ability to identify
potential risk and vulnerability, adapt and embed internal processes to align with regulations, and
prevent inadvertent violations. Ultimately, such trainings ensure that businesses operate within
legal boundaries and builds confidence among trading partners and government regulators,
reinforcing trust and partnership in enhancing the overall security of global supply chains.

14 International Conference on Financial Crime and Terrorism Financing (IFCTF) 2023, <https://www.aicb.
org.my/events/ifctf-2023>.

15 Founded in 1975, the Pacific Forum is a non-profit foreign policy research institute based in Honolulu,
Hawaii. The Forum’s programs encompass current and emerging political, security, economic, and business
issues and work to help stimulate cooperative policies in the Indo-Pacific region through analysis and
dialogue undertaken with the region’s leaders in the academic, government, and corporate areas. Pacific
Forum, <https://pacforum.org/about-us/>.

16 “2020 Seminar on Strategic Trade Controls in Southeast Asia,” Pacific Forum, <https://pacforum.org/
event/2020-seminar-on-strategic-trade-controls-in-southeast-asia/>.
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On the other hand, capacity-building programs for enforcement agencies enhance enforcement
capabilities on how to detect illicit shipments of potentially controlled goods.'” Training
sessions, interactive workshops, and tabletop exercises provide an avenue for licensing and
enforcement agencies to enhance their competencies in the normal course of their duties. This
is important for newly assigned officers or agencies that are not exposed to the nature of STM.

By reinforcing these capacities, governments create a strong enforcement framework that
operates at every level, up to the ground operations. This comprehensive approach ensures that
potential violations or suspicious transactions are swiftly identified and handled. Additionally,
this approach fosters transparency, promotes the complementary roles of different agencies, and
encourages inter-agency cooperation. Moreover, awareness-raising within other government
agencies nurtures a joint understanding of each one’s obligations, ensuring consistent alignment
across agencies and reducing the chances of oversight.

Collaboration with International Bodies

However, no outreach strategy can thrive on its own. Collaboration with international bodies is
beneficial in aligning national efforts with global models and best practices. The international
collaborators support often comes in the form of training exchanges, capacity-building
workshops, and specific funding for affiliated programs, all designed to help to equipped and
align local legislation and skills with what have been proven to be effective internationally.
Over the years, these partnerships have not only offered tangible resources—such as guidelines
and best practice documentation—but also linked and fostered robust networks of practitioners
and policymakers who can share experiences and lessons learned.

Through its activities, the United Nations Office for Disarmament Affairs (UNODA) improves
the execution of UNSCR 1540 in Global South nations including Southeast Asia by conducting
technical assistance and capability strengthening initiatives with outreach programs. UNODA
supports regional countries by organizing workshops and delivering training for strategic trade
control systems which helps them establish national action plans together with enhanced legal
structures in countering proliferation of WMD.

In 2022, over 15 ministries together with international partners Germany, Japan, and the United
States joined this workshop conducted in Cambodia.'® The workshop concentrated on building
an efficient method for strategic trade controls while exploring challenges regarding ministry
coordination for licensing frameworks as well as international protocol integration with key

17 Todd E. Perry, “Reducing Proliferation Risk Through Export Control Outreach: Assistance Providers’
Use of Maturity Model-Based Approaches,” Strategic Trade Review Vol. 5, Issue 7 (Winter 2019), p.
20, <https://www.strategictraderesearch.org/wp-content/uploads/2019/02/Strategic-Trade-Review-
Winter-2019.pdf>.

18 “Cambodia Takes Steps Towards Strengthening Its Strategic Trade Control Enforcement to Prevent
the Proliferation of Weapons of Mass Destruction to Non-State Actors,” United Nations Office for
Disarmament Affairs, November 27, 2022, <https://disarmament.unoda.org/cambodia-takes-steps-
towards-strengthening-its-strategic-trade-control-enforcement-to-prevent-the-proliferation-of-weapons-
of-mass-destruction-to-non-state-actors/>.
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agreements namely the Nuclear Nonproliferation Treaty (NPT), Biological Weapons Convention
(BWC), and Chemical Weapons Convention (CWC). The efforts of UNODA to arrange training
sessions and workshops which assist states in developing WMD counterproliferation programs
align with the previous statement about UNODA’s training initiative.

Also, with the partnership between UNODA, the Vietnamese government managed an event
funded by the European Union and governments of New Zealand, Norway, and the United
States. UNODA extended technical assistance to Vietnam throughout 2021 for developing
their national implementation plan based on UNSCR 1540 by holding training sessions
for customs officials and law enforcement personnel to detect dual-use items. The offered
assistance allowed Vietnam to enhance its strategic trade control systems while implementing
international nonproliferation commitments. Regional security improves through trade controls
and interception capabilities that result from the workshop’s achievements."

Industry Engagement

Industry engagement further strengthens the relationship between government authorities and
industry players. Establishing regular stakeholder meetings and consultation sessions ensures
that the private sector’s concerns and insights reach policymakers, creating opportunities for
mutual benefit and proactive problem-solving.

Industry associations, business chambers, and key exporters can use these forums to express
operational challenges, providing feedback and proposing enhancements to existing processes.
Meanwhile, authorities can clarify ambiguities, gather feedback, and emphasize the importance
of compliance. Such transparent dialogue helps dispel misconceptions, fortifies trust, and often
leads to refinements in policy that better accommodate commercial realities without diluting
security objectives.

The U.S. BIS Strategic Trade Compliance Symposium demonstrates industry engagement
which enhances the partnership between official agencies and business stakeholders.?® These
sessions provide a platform for sharing best practices, discussing export compliance trends,
and addressing private sector concerns, demonstrating how regular stakeholder meetings
strengthen government-industry relationships for proactive problem-solving.

Regular meetings and consultation sessions initiated by the Philippine Department of Trade
and Industry’s Strategic Trade Management Office (STMO) such as the National Security
Council’s Strategic Trade Management Committee ensure industry insights inform policy,
enhancing compliance with strategic trade laws and fostering cooperative relationships for

19 “United Nations Office for Disarmament Affairs,” Nuclear Threat Initiative, December 8, 2020, <https://
www.nti.org/learn/organizations/united-nations-office-of-disarmament-affairs-unoda/>.

20 “Strategic Trade Compliance Symposium,” Bureau of Industry and Security, U.S. Department of
Commerce, <https://www.bis.doc.gov/index.php/about-bis/newsroom/1175>.
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mutual benefit. 2!

The European Commission’s Export Control Forum helps private sector concerns reach
policymakers to develop solutions together. For example, on December 6, 2022, the Forum
took place co-hosted by the European Commission and the Czech Presidency of the Council.
It convened experts and stakeholders to discuss export control policies. The event included
dialogue with industry players, illustrating how consultation sessions create opportunities for
the private sector to influence policy and address compliance challenges collaboratively.

Malaysia’s Outreach Programs and Approach

In view of the above, STS advocates continuous education and awareness initiatives for its
stakeholders, systematically conducting programs throughout the year with well-planned
strategies and various methods for optimal results.” Recognising that a one-size-fits-all
approach is inadequate, it is crucial for the authority to identify key focus areas and priorities
for the effective implementation of legislation, optimising available resources and capacities.

Despite the STA 2010 being implemented for over thirteen years, there are opportunities
to address certain areas and gaps for further improvement. The development of outreach
programs has progressed positively by employing multiple strategic approaches and methods.
These programs and their objectives are designed to establish a comprehensive and effective
STM system in Malaysia, thereby enhancing national security and boosting international
trade relations. The subsequent discussion explains the existing outreach program—general
outreach, targeted outreach/ programs, development of training programs, and resources/tools
that are currently employed by STS to proactively address certain gaps to sustain the effective
implementation of STA 2010.

21 “Strategic Trade Management Office Annual Report 2024,” Strategic Trade Management Office,
Department of Trade and Industry Philippines, March 25, 2024, <https://www.dti.gov.ph/knowledge-
center/stmo/>.

22 “2022 Export Control Forum,” European Commission, Trade Policy, December 5, 2022, <https://policy.
trade.ec.europa.eu/news/2022-export-control-forum-outcome-2022-12-13_en>.

23 “MITI Report 2022,” Ministry of International Trade and Industry, Malaysia, 2022, pp. 54-55, <https://
www.miti.gov.my/miti/resources/MITI%20Report/MITI REPORT 2022.pdf>.
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Diagram 2: Malaysia approach in STM outreach

Resources

eClients Day eBased on category of *Website
Pocket Talk the target group *Bite size educational
«Onsite outreach *Specially design videos

*One-to-one session training module

General Outreach

Client’s Day

Client’s Day is a bimonthly awareness program that is accessible to the public.?* Prior to 2020,
the outreach session was conducted in-person with a limited number of 30 seats in one session.
The expansion of online meeting platforms post-Covid era has expanded the accessibility of
Client’s Day to a broader audience and minimized the necessity of travel. These two-hour
sessions offer an overview assessment of the STA 2010 and its implementation. The sessions
encompass the legal framework, licensing, enforcement, classification of strategic items, and
provide existing policy updates or any emerging issues. In 2024, an average number of 130 pax
attended the session each time (see Table: 2024 Clients Day Attendance).

The online method is seen as a better approach to reach out for greater and unlimited participation
of'an audience that includes existing STA’s registered companies, intermediaries, academia, and
interested parties from all over the country and their foreign principal or business associates.
This approach has optimized resources for both organizers and participants and reduced the
need for logistical arrangements.

The feedback and insights obtained from the program have significance in the development
of future content, particularly for targeted initiatives, when necessary, despite the program’s
limitations for in-depth discussions. For example, it was determined that certain intermediaries,
such as forwarding agents (FAs), are not fully aware of the requirements under STA 2010. Their
significantrole in acting on behalf of their customers for customs clearance is important to ensure
proper authorization or that a permit has been granted for activity related to strategic items.
Given the critical role FAs play in the supply chain, they must acquire adequate knowledge of

24 “Strategic Trade Secretariat (STS) Client’s Day 2024,” Ministry of International Trade and Industry,
<https://www.miti.gov.my/index.php/pages/view/10087>.
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STA 2010, particularly on regulated activities and the importance of conducting due diligence.

Table 1. 2024 Clients Day Attendance

Month-Year Number of Attendees
February 2024 142

April 2024 121

June 2024 122
August 2024 157
September 2024 53

October 2024 97

MITD’s Pocket Talk

Atthe ministerial level, the MITI conducts amonthly Pocket Talk, targeting participants involved
in international trade.” This collaborative initiative, jointly managed by three divisions within
the ministry, addresses key topics related to trade facilitation, including STM. STS leveraged
this platform to engage with participants who had limited exposure to the STA 2010 and were
not usually involved in regulated activities under the legislation. The session content mirrored
the structure of Client’s Day programs, focusing on compliance and risk awareness. This
outreach initiative has proven highly effective in expanding awareness of STA 2010 beyond
traditional industry stakeholders, reaching a diverse audience and fostering broader compliance
with Malaysia’s strategic trade controls.

Onsite Outreach

STS also welcomes invitations for onsite outreach visits, primarily from STA-registered
companies. These companies, often ICP holders, are typically manufacturers or multinational
corporations (MNCs) with well-established trade compliance departments. They prioritize such
sessions to engage their top management and employees in fostering a strong commitment to
robust compliance culture. This reflects their recognition of the importance of an organization-
wide commitment to STA 2010 awareness and to inculcate strong compliance culture. In
most cases, the forwarding agents and warehouse operators attend these sessions to reinforce
compliance across the supply chain. In average, five to seven onsite visits were conducted on
yearly basis with a minimum number of 30 participants each time.

From an opportunity perspective, these private sessions create a platform for detailed
discussions on licensing applications and other business-specific issues, promoting greater
openness. Furthermore, representatives from STA 2010 Permit Issuance Agencies (PIAs) and
the Royal Malaysian Customs Department (RMCD) participate in these interactions, enhancing
the engagement process.

25 “Pocket Talk on FTAs,” Ministry of International Trade and Industry, <https://www.miti.gov.my/index.
php/pages/view/3648>.
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One-on-One Consultative Sessions

In addition to the scheduled programs, one-on-one consultation sessions provide a method
for primarily new companies to STA 2010 to seek specific guidance from the Authority.
The engagement offers a guided session focused on comprehending the operationalization
of licensing requirements, compliance, and the significance of performing due diligence.
Conversely, consulting sessions are utilized by companies, academic institutions, or other
government agencies to obtain guidance on their exportation, international collaborations, and
government-related procurement. In all cases, MITI offers essential trade facilitation within the
boundaries of STA 2010.

Trade Expo

For many years, STS contributed as an active participant in the MITI Pavilion in both the
Langkawi International Maritime and Aerospace Exhibition (LIMA) and Defence Services
Asia (DSA) exhibition conferences.?®*” STS gained contact with industries that manufacture
or supply dual-use and military products during these global exhibitions that are attended by
representatives from both domestic and international defense and security industries. STS
delivered on-the-spot consulting services about licensing requirements under STA 2010, video
presentations, distribution of informational materials, and contributed to a sideline outreach
engagement at the Pavilion.

STS reaches defense and aerospace sectors directly at these international events to drive
proactive STA 2010 compliance through both legislative requirement clarification and
proliferation activity discussion. Annual participation in MITI Pavilion events by STS has
proven to strengthen relationships between regulatory bodies and industry partners which
in turn enhances Malaysia’s reputation as an STM responsible nation and improves national
security.

Regional Conference

While there are opportunities to share information on STA 2010, STS also uses regional
conferences and events organized by international organizations, business chambers/
associations, and government agencies. On average, STS receives two to three invitations per
year to participate in such events.

In the Southeast Asian region, STS has been actively participating in the Singapore’s annual
Joint Industry Outreach that was discussed earlier in the article and the yearly Asian Export
Control Seminar organized by the Japan’s Center for Information on Security Trade Controls
(CISTEC) together with the Japan’s Ministry of Economy, Trade and Industry (METI) and
the Ministry of Foreign Affairs (MOFA) as co-organizers.”® The event provides an extensive

26 Langkawi International Maritime and Aerospace Exhibition, <https://www.lima2025.com/index.php>.

27 Defence Service Asia Exhibition and Conference (DSA), <https://www.dsaexhibition.com/about-
dsa-2026>.

28 “The 30th Asian Export Control Seminar was Held,” Ministry of Economy, Trade, and Industry, February
22,2024, <https://www.meti.go.jp/english/press/2024/0222 004.htmI>.
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chance to link with international practitioners and experts and showcase Malaysia’s current
STM progress to industry attendees while building stronger network ties between participating
countries and attendees. Malaysia benefits from the event by gaining valuable perspectives
from nations with more advanced export control systems that it can translate into domestic
implementation.

Targeted Outreach

Flexibility is necessary to target different segments of stakeholders for meaningful outreach.
Specific topics or customized outreach contents for an identified stakeholder are developed to
address their requirements and activity. Such content can be developed through collaboration
with experts and project partners to provide customized assistance. International collaborators
and programs have been instrumental in providing such training to STS for capacity-building
and sharing of best practices. Targeted training incorporates case studies and lessons learned,
enabling participants to visualize and understand experiences in real contexts. Over the past
years, STS has focused on serving specific groups that are crucial to the overall implementation
process that will be discussed in the following subsection.

Forwarding Agents

In February 2020, Saferworld, an independent international organization, assisted STS in
organizing an interactive training workshop for freight-forwarding agents (FAs) in Penang in
collaboration with the U.S Department of State’s Export Control and Related Border Security
Program (EXBS).” The training is essential for any intermediaries, including FAs, in supply
chains that do not fully implement compliance measures. They must be aware of the possibility
of being used by proscribed individuals and entities that may illicitly acquire components used
for restricted activities.*

Prior to that, in 2019, Saferworld published a manual, Strategic Trade Control Outreach and
Industry Compliance: Tools and Resources, a product of research and discussions involving
Asian, European, and U.S. experts from government, industry, international organizations, and
the non-government sector in the Expert Working Group (EWG). The manual is distributed
among stakeholders and government agencies for reference and guidance.*!

An annual training program, “Strategic Trade Management for Forwarding Agents,” has been
established specifically for forwarding agents and other key intermediaries within the supply
chain.*? Saferworld’s training modules were simplified and adjusted to suit practical and more
operational situations. The two-way engagement with the FAs provides more substantial facts
and important pointers for policy considerations.

In another situation, RMCD is also collaborating with STS in providing an awareness training

29 Saferworld, <https://www.saferworld-global.org/who-we-are/who-we-are
30 Ibid.
31 Ibid.

32 Strategic Trade Act 2010, Ministry of Investment, Trade, and Industry, <https://www.miti.gov.my/index.
php/pages/view/sta2010?mid=1129.>
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programs at the respective Customs stations and with the Freight Forwarding Association
within the region. This elevates the partnership in achieving a common goal.

Academia

Engagement with academic institutions concerning Intangible Technology Transfers (ITT) has
been an ongoing yearly goal. Due to the unique characteristics of this group and the less direct
nature of ITT compared to the export of physical goods, a tailored approach is necessary.
Consequently, it is essential for STS to partner with academia to provide support, guidance, and
to determine the most effective methods for ensuring compliance with STA 2010, while also
protecting researchers from unintentional technology transfers.

In 2023, STS initiated a collaboration with like-minded academia through the establishment
of the Focus Group on Intangible Technology Transfers (FGITT).** The partnership explores
ways to provide recommendations and investigate suitable means of implementing the ITT
provisions and policies under STA 2010 to universities and research institutions, as well as
to develop an action plan to encourage universities and research institutions to apply and be
recognized as an ITT ICP institution. FGITT members contributed as speakers in outreach
programs to share best practices within the university context. As practitioners themselves,
FGITT members can effectively relate to the constraints of the university setting, thereby
delivering more impactful outreach.

A notable event was organized in 2024 jointly with the Multimedia University (MMU), the
Malaysia Strategic Trade Control Community (MYSTCC), MITI, and the EXBS Program, to
conduct this outreach.* This effort targeted the essential issue of safeguarding research integrity
and protecting intellectual property rights in technology transfer processes. It constitutes a
major leap forward for the university and the field of STM as a university is taking the lead for
the first time with respect to STM.

Throughout this journey, foreign governments such as the U.S Department of State and U.S
Department of Energy have provided substantial assistance in terms of capacity-building and
exposures, materials, tools, and expertise specifically tailored to address the unique challenges
of STM in the academic world. This invaluable support has also contributed to the development
of Malaysia’s Intangible Technology Transfer (ITT) Guidelines and Technology Control Plan
for industry.

Royal Malaysian Customs Department (RMCD)

As one of the enforcement agencies in STM implementation, the RMCD plays a very important

33 The Focus Group on Intangible Technology Transfer (FGITT) was formalized in 2023 to assist the
authority in formulating policies and guidelines related to ITT. The members comprise of public and
private universities including all Permit Issuance Agencies (PIA) under STA 2010.

34 “MMU Facilitates Academia Forum on Intangible Technology Transfer,” Multimedia University, July 12,
2024, <https://www.mmu.edu.my/2024/07/mmu-facilitates-academia-forum-on-intangible-technology-
transfer/>.
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role in exercising enforcement power at the exit/entry point.* In considerations of the strategic
location of Malaysia’s ports in the region, STS has been conducting outreach visits to respective
customs stations on the enforcement of STA 2010 and practical tools to be utilized by the
ground and operational personnel. These emphasize the risks associated with dual-use goods
and the need for vigilance in enforcing STA 2010. Outreach is necessary to keep up with
officers’ rotations and to grant facilitations to legitimate transactions.

However, due to the complexity of dual-use goods, a special training on identifying strategic
items particularly on dual-use goods was initiated in 2022. The Department of External Studies,
Royal Malaysian Customs Academy (AKMAL) has worked closely with STS in developing a
module on Strategic Goods Identification Training (SGIT).*® The training is held twice a year
and attended by senior customs officers and officers from other STA 2010 agencies.

This initiative has been supported by international partners such as the U.S. Government and
the EU Partner-to-Partner (P2P) program from the start. These collaborators have provided
appropriate tools for commodity identification training (CIT), supported the initiative by
means of train-the-trainer programs, and set up a reach-back mechanism to the focal agency
for any required additional assessments. The officers who were taught in the CIT modules were
subsequently appointed to participate as trainers for the SGIT modules.

Financial Institutions and Designated Non-Financial Businesses and Professions

In recent years, Financial Institutions (FIs) and Designated Non-Financial Businesses and
Professions (DnFBPs) are seen to be more attentive to STA 2010 due to national obligations
under the Financial Actions Task Force (FATF) requirements.>” The Central Bank of Malaysia
(BNM), as one of the agencies under STA 2010, has been proactive in directing these institutions
to the STS for participation in outreach programs.

These initiatives have increased the awareness among FIs of the requirements under STA 2010,
especially related to proliferation financing (PF) activities and associated risks. During general
outreach and conferences, the specific content of Targeted Financial Sanctions for Proliferation
Finance (TFS-PF) have been discussed. While there are requests for one-to-one engagements
with the authority, discussions primarily focus on the interrelations between PF, trade finance,
and strategic items. In June 2024, STS issued a revised Directive on Targeted Financial
Sanctions Relating to Proliferation Financing (TFS-PF) for guidance and while performing
essential compliance measures for STA 2010 and adherence to UNSCR 1540.%

35 Royal Malaysians Customs Department (RMCD) officers are designated as the Authorized Officers under
Section 25A, STA 2010.

36 Akmal, <https://akmal.customs.gov.my/
portal/?h=kursus&id=Q3Z2Tkh5V21LUhBWnZZOUt®tSUNtQT09> and see “Malaysia’s Updates
on Strategic Trade Management,” Joint Industry Outreach Seminar on Strategic Trade Management,
Singapore, August 3, 2023, <https://file.go.gov.sg/jio2023my.pdf>.

37 The Financial Action Task Force (FATF), <https://www.fatf-gafi.org/en/topics/proliferation-financing.
htm]>.

38 “Strategic Trade (Restricted End-Users And Prohibited End-Users) (Amendment) Order 2016,” Ministry
of Investment, Trade, and Industry, <https://www.miti.gov.my/index.php/pages/view/2679>.
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Through this outreach, Malaysia demonstrates its dedication to developing a strong
nonproliferation framework through FIs and DNFBPs who serve as essential partners in
the financial and services sector with strong collaboration with BNM and other supervisory
institutions. STA 2010 implementation works to reduce proliferation financing opportunities
through developed compliance procedures combined with stakeholder training programs.

Port Authorities

STS and RMCD have actively engaged with many port authorities to raise awareness and
highlight the potential risks linked to illicit activities within the Free Zone.*,* Port Authorities
are responsible with administering, safeguarding order, and ensuring security within port
premises as per the Free Zone Act 1990, alongside facilitating trade and customs clearance for
manufacturers and traders operating within the free zone.

Port Authorities, as the appointed authority in the Free Zone, are crucial in ensuring adherence
to applicable regulations. Due to the fast turnaround of transhipment operations and cargo
transfers, it is vital for port authorities to identify and respond to potential offenders.
Consequently, the port authorities must comprehend the regulated activities under STA 2010 to
ensure comprehensive enforcement of the law. In 2020, STS conducted a working visit to Johor
Port Berhad (Johor Port) and Pelabuhan Tanjung Pelepas Sdn. Bhd. (PTP) in supporting STA
2010 implementation.*! STS has been consistently visiting port authorities and land ports to
safeguard ports by acquiring correct on the ground understanding for measured implementation.

Training

Outcomes and feedback from outreach and awareness programs under the Strategic Trade Act
2010 (STA 2010) emphasize the need for a structured training module for sustained awareness,
capacity-building, and knowledge retention amongst stakeholders. Specifically, feedback and
post-event evaluations identify gaps in sustaining knowledge and built capacity, leading to the
development of well-defined training programs and training materials.

As discussed in the previous section, the SGIT is one of the trainings that deliver a basis
and necessary technical knowledge about strategic goods identification and classification
for frontline enforcement officers. It is important to warrant decisions on holding shipments
before technical support arrives for further validation. The correct identification of strategic
items stands at the heart of effective trade control systems according to international capacity-

39 Port authorities in Malaysia play a critical role in facilitating trade, ensuring security, and maintaining the
efficiency of port operations. Their functions are multifaceted, encompassing regulatory, operational, and
strategic responsibilities. Port Authority Act, 1963, <https://www.mot.gov.my/my/Documents/Port%20
Authorities%20Act%201963%20(act%20488) 2.pdf>.

40 “Free Zone,” Royal Malaysian Customs Department, <https://www.customs.gov.my/en/pg/Pages/pg_
fz.aspx>.

41 “Johor Port and PTP Receive Working Visit from MITI’s Strategic Trade Secretariat for Feasibility Study
to Implement Strategic Trade Act 2010 Programme,” <https://thehub.mmc.com.my/2020Q3/page58.
htm[>.



https://www.mot.gov.my/my/Documents/Port Authorities Act 1963 (act 488)_2.pdf
https://www.mot.gov.my/my/Documents/Port Authorities Act 1963 (act 488)_2.pdf
https://www.customs.gov.my/en/pg/Pages/pg_fz.aspx
https://www.customs.gov.my/en/pg/Pages/pg_fz.aspx
https://thehub.mmc.com.my/2020Q3/page58.html
https://thehub.mmc.com.my/2020Q3/page58.html

80 Cinderella Barnabas

building frameworks.* Since 2023, four series of SGIT has been conducted at the Customs
Academy and at least 120 enforcement personnel have been equipped with such knowledge.

The Malaysian Strategic Trade Control Community (MYSTCC) was envisioned in 2022 with
an aim to provide an advisory role and support on matters related to strategic trade management
to the public.* One of MYSTCC’s plans is to establish a certification program that runs in
different comprehensive modules/levels and that serves as a training provider by offering
certifications for companies and individuals who are working in the STM field.* In 2025,
MYSTCC is embarking on a collaboration with Multimedia University in establishing an
advanced diploma which will transition into a degree program to produce Chartered Trade
Experts.* The certification and academic programs signify progress in the development of
STM practices in Malaysia. Qualified practitioners play a crucial role in ensuring compliance,
thereby alleviating the burden on the government.

In 2024, STS has successfully developed a training module entitled Strategic Trade Act 2010
for Public Sector E-learning Program (EPSA) with Malaysia’s National Institute of Public
Administration (INTAN).** The training is available to all civil servants in government
agencies and certification is offered upon completion. The self-directed online training system
ensures civil servants understand and know important information related to STA 2010. The
online learning platform offers greater efficiency in terms of time and cost and increasing the
individual’s access to knowledge. This initiative demonstrates how the public sector training
converts to digital delivery while signifying the government’s dedication to implement STM

awareness throughout all administrative levels.

Challenges and Gaps

The gaps identified in STA-related outreach present significant challenges to the effective
implementation of STM. One key issue is the limited reach of outreach programs, particularly
to small and medium-sized enterprises (SMEs) and companies that operate outside the typical
strategic goods industries. These groups may lack the resources or knowledge to fully understand
and comply with STA 2010 requirements, and this may lead to unintentional violations. Cultural
resistance to regulatory compliance is another obstacle, as some stakeholders may view STA

42 “Strategic Trade Control Enforcement (STCE) Implementation Guide,” World Customs Organization,
2019, <https://www.wcoomd.org/-/media/wco/public/global/pdf/topics/enforcement-and-compliance/
tools-and-instruments/stce-implementation-guide/stce-implementation-guide-2019-en.pdf>.

43 The Malaysia Strategic Trade Control Community (MYSTCC) is an initiative by the Malaysian Ministry
of Investment, Trade and Industry (MITI). MITI began the groundwork process in 2019 to establish an
export control society in Malaysia with the intention to bridge the gap between the government and the
business community on matters related to strategic trade controls. MYSTCC was launched in 2021.

44 Malaysia Strategic Trade Control Community, <https://mystcc.com/training-and-certification/.>

45 “MMU and MY STCC Establish Partnership to Create Academic Pathways and Professional Opportunities,”
Multimedia University, January 10, 2025, <https://www.mmu.edu.my/2025/01/mmu-and-mystcc-
establish-partnership-to-create-academic-pathways-and-professional-opportunities/>.

46 Pengurusan Ekonomi, Strategic Trade Act 2010 — MITI, <https://www.epsa.gov.my/enrol/index.
php?id=979>.
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2010 as a bureaucratic burden rather than a security necessity, leading to reluctance in adopting
compliance measures. To address these issues, engagement with trade associations, business
chambers, and advisory functions or Customs may help to disseminate the information. Though
the information shared may be overlooked, active participation in a general forum might present
upfront information to these group.

In the perspective of STS, resource constraints further intensify the problem, as limited
operational budget allocation and small number of officers restrict the frequency of outreach
activities, contributing to the difficulties in sustaining awareness over time. Without consistent
engagement, stakeholders may attend outreach programs but fail to retain or apply the
information over time, leading to compliance gaps. To facilitate this, stakeholders must be
guided to the authority’s website for important information. Short videos, infographics, bite-
sized information, and frequently asked questions (FAQs) are methods that can be employed
to facilitate enhanced understanding. Leveraging digital platforms, such as webinars and
e-learning modules, can further enhance accessibility and reach, ensuring that stakeholders
have access to up-to-date information.*’

Conversely, non-compliance may arise due to employee turnover within organizations, leading
to inadequate understanding of compliance and failure to adhere to legislation. Although
this may be perceived as a convenient justification, senior management must be accountable
for developing a contingency plan and succession program. A manual or resource should be
accessible for reference by new employees while maintaining a commitment to compliance.

The rapid advancement of emerging technologies, such as artificial intelligence, creates new
challenges for outreach. Many stakeholders may not understand how these technologies fall
under STA 2010 or other jurisdiction’s control, increasing the risk of non-compliance and
proliferation. The presence of the MYSTCC provides another layer of connectivity, as it
brings together a network of industry stakeholders who share a common commitment to STM
objectives. By pooling resources, knowledge, and experience, both public and private partners
can co-create targeted solutions that yield tangible improvements in everyday compliance
practices. Strengthening coordination between government agencies, industry associations,
and international partners is crucial to ensure consistent and effective outreach efforts by
addressing emerging technologies and other issues at the same time.

Finally, measuring the effectiveness of awareness programs is a significant challenge, as
there is no clear measurement system to assess whether stakeholders have fully understood
and implemented STA 2010 requirements. Limited feedback from stakeholders makes it
difficult to identify gaps in awareness and adapt outreach programs to address specific needs.
However, utilizing data analytics can be beneficial as it allows authorities to identify high-
risk stakeholders including SMEs which handle dual-use items thus enabling the authority to
implement efficient resource-saving interferences. The analyzed data confirms how leveraging
data analytics support the outreach initiatives.

47 Training for Newcomers in Strategic Trade Controls,” Delegation of the European Union to Malaysia,
September 29, 2022, <https://www.eeas.europa.eu/delegations/malaysia/training-newcomers-strategic-
trade-controls_en?s=170>.
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Way Forward

STS has been conducting hundreds of outreach programs since the implementation of STA
2010. Acknowledging that STM is a dynamic field, continuous evaluation and adaptation are
essential to ensure the objectives and goals of outreach programs are achieved. It is critical to
assess and identify the existing gaps by investigating the current state of STA 2010 outreach
programs to highlight areas where outreach efforts fall short in effectively inducing stakeholders
to comply.

While there are always challenges in ensuring the awareness level is adequate, engagement with
stakeholders such as government agencies, industry representatives, and academia is important
for STS to gather insights on their constraints and priorities. Interviews or fact gathering for
constructive ideas and feedback are important before STS can strategize on a more meaningful
outreach programme. At the same time, ensuring a harmonized, whole-of-government approach
to enforcement amplifies the country’s capacity to respond decisively to new challenges.

In summary, the STA 2010 has significantly enhanced Malaysia’s ability to regulate and
monitor the trade of strategic goods, contributing to global nonproliferation efforts. Through
robust outreach programs, the Malaysian government has not only increased awareness but
also ensured compliance among businesses and academia. These initiatives have fortified the
nation’s security while fostering a culture of responsibility and vigilance.

Moving forward, it is imperative to continue refining these outreach programs by integrating
advanced technologies and data analytics to detect and prevent illicit trade activities.
Additionally, fostering greater collaboration with international partners can further bolster the
effectiveness of the STA 2010. Embracing a proactive approach in education and training will
ensure that all stakeholders remain well-informed about their obligations and the evolving
regulatory landscape.

Future research should focus on evaluating the long-term impacts of these outreach efforts
and exploring innovative strategies to engage new and emerging sectors. By building on the
foundations laid by the STA 2010, Malaysia can continue to lead by example in strategic trade
management, ensuring both national and international security. The STA 2010 will remain
a cornerstone of Malaysia’s efforts to safeguard its interests and contribute to a safer global
environment.
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Abstract

As part of an initiative on Strategic Trade Management (STM) for Southeast Asia,
two research projects were developed by Malaysian experts to understand the state of
compliance with Malaysia's Strategic Trade Act (STA) 2010 in Malaysian universities. This
article presents the outcomes, findings, and recommendations from these two projects. The
first project evaluates the impact of an outreach program for universities on intangible
technology transfer (ITT) compliance, held on July 9, 2024, in Kuala Lumpur, Malaysia.
It provides a snapshot of how outreach influences adherence to STA requirements. Project
2 focuses on building long-term compliance capacity by assessing top management’s
commitment to Internal Compliance Programs (ICPs) and identifying the gaps in

1 Olivia Tan’s commitment to advancing safe research practices has been recognized by the Women in
Strategic Trade (WIST) Honors Pioneer Award in the Academia Category for 2023. Her work not only
enhances the integrity of research but also aligns with national security interests, making significant
contributions to the field of technology transfer in academia. Assoc. Prof. Dr. Nor Ashikin Mohamed Yusof
leverages her extensive legal and policy background, encompassing intellectual property and emerging
and evolving technologies like IT and biotechnology laws. Her current focus is the legal and regulatory
landscape of strategic trade, Al, and blockchain. As a member of national committees, she applies this
experience to ensure progress within a safe ecosystem for these innovations. Muslihana Mustafa from
STRIDE was the first technical assessor for MITI Malaysia’s Strategic Trade Secretariat until she retired
recently. She is now active in the export control arena with a supporting role in MYSTCC. Dr. Seema
Gahlaut is an analyst with over twenty years of experience conducting research, training and outreach on
Strategic Trade Management issues for governments, industry and academia. Maria J. Espona teaches in
universities in Argentina, Georgia, and Peru on Information Quality, CBRN export controls, and dual-use
and responsible use of data. She participates in several projects on biorisk management and export control,
among other topics. She is a member of the Technical Advisory Group on the Responsible Use of the Life
Sciences and Dual-Use Research (TAG-RULS DUR) at the World Health Organization.
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essential due diligence-related knowledge, experience, and skills among compliance staff-
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Introduction

Malaysian universities are increasingly engaged in technology collaboration and are keenly
aware of the possibility of situation-specific transfers of tangible assets, such as sharing of
patents and prototypes at presentations, conferences, workshops or research forums, and
usually protect themselves against IP infringement. However, they often remain unaware of
less common pathways for technology transfers, such as information and data sharing in the
prepatent or pre-prototype stage. They are especially unaware of international technology
collaborations that might lead to weapons of mass destruction (WMD) proliferation.

This raises concerns about inadvertent contributions by university researchers and research
projects to WMD proliferation activities or unauthorized military uses of commercial and
civilian technologies. Without a clear understanding of export control regulations, such as
those outlined in Malaysia’s national regulations governing exports and transfers of dual-use
technology — STA 2010 - researchers may unknowingly engage in activities that could have
serious security implications.

The uncertainty regarding the effectiveness of existing compliance programs related to STA
2010 and low compliance rates among academia and researchers motivated two research
projects that are the primary focus of this article (referred to here as Project 1 and Project 2,
respectively).! Briefly, Project 1 recognizes the critical role of outreach as the foundational step in
ensuring regulatory adherence to STA 2010 by Malaysian universities and examines the impact
of the Malaysia Ministry of Investment, Trade, and Industry’s (MITI) awareness programs for
universities. The persistently low compliance rates among academia and researchers was the
driving force behind Project 2, which examines the role of management commitment and of
the skills and experience of compliance officers. Both projects underscore the urgent need for
targeted interventions to strengthen institutional commitment to regulatory compliance and to
sustained efforts to improve the knowledge, skills, and experience of designated compliance
officers to implement better compliance.

The first section of this article summarizes the global and national context of STM management
in Malaysia, covering the main law (STA 2010) and the development of an industry body
(MYSTCC) to promote compliance by Malaysian industry. Next, the article discusses
challenges of regulating intangible technology transfers (ITT) in Malaysia. This provides the

1 These projects were managed by Coalescion - a Washington, D.C.-based think tank - under the sponsorship
of the U.S. Department of State’s Export Control and related Border Security (EXBS) program. Both
projects developed a capstone paper that examined strategic trade compliance gaps within academia and
the researchers tailored their focus based on their individual interest.
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context within which the two research projects on ITT compliance were developed. Details
of the assumptions, methodology, findings, and recommendations of Project 1 regarding the
impact of outreach with reference to STA 2010 on Malaysian universities is then presented,
followed by the same for Project 2 in the subsequent section, on the role of management
commitment in the implementation of ITT in Malaysian universities. The article then details
some common findings from the two research projects, followed by a section that provides
the implications of the findings from research projects and discusses some of the strategies to
enhance awareness, risk mitigation, and compliance with STA within Malaysian universities.
The final section explores some preliminary steps that universities in Malaysia, and elsewhere,
can take to strengthen their ITT management procedures.

Malaysian Strategic Trade Management Regulations: Global Context and
the Development of MYSTCC

In an increasingly interconnected world, technological advancements have the potential to
drive economic growth, enhance national security, and foster scientific progress.? However,
this rapid development also presents risks, particularly in the tangible and intangible transfers
of technology (ITT), dual-use technologies (DUT) or strategic items. They could be misused
for the proliferation of weapons of mass destruction (WMDs).? Unlike tangible transfers, which
involve physical products, ITT involves sharing intellectual property, expertise, and innovative
practices, and is thus more difficult to control.*

Recognizing this global challenge, the United Nations Security Council adopted resolution
1540 (UNSCR 1540) in 2004, mandating, among other commitments, all UN Member States to
establish and enforce effective export controls. The resolution obligates states to prevent non-
state actors, including terrorist organizations, from acquiring nuclear, chemical, biological,
and radiological (CBRN) weapons and their related materials. This includes enacting laws
that restrict the unauthorized transfer of CBRN materials and technologies. Additionally,
to deter illicit activities, states must implement enforcement mechanisms such as stringent
penalties and legal repercussions for violations. Strengthening national institutions, such as
licensing and enforcement agencies, therefore, is essential to effectively monitor and prevent
the unauthorized transfer of sensitive technologies. Furthermore, it is critical that businesses,
industries, and academic institutions adhere to national and international security regulations,
thereby mitigating the risks of the proliferation of dual-use technologies and contributing to

2 A.M. Younus, “Technological Advancement and Economic Growth for the Business Sector,” Academic
Journal of Digital Economics and Stability, Vol. 10 (2021), ISSN 2697-2212, <https://academicjournal.
10/>.

3 O. Sydorchuk, V. Bashtannyk, F. Terkhanov, O. Kravtsov, LAkimova, and O. Akimov, “Integrating
Digitization into Public Administration: Impact on National Security and the Economy Through Spatial
Planning,” Edelweiss Applied Science and Technology, Vol. 8, No. 5 (2024), DOI: 10.55214/25768484.
v8i5.1740, pp. 747-759.

4 “Intellectual Property and Technology Transfer,” World Intellectual Property Organization (WIPO),
<https://www.wipo.int/web/technology-transfer>; See also O. Pyataeva, E. Chibisova, O. Chibisov, A.
Zueva, and O. Skryabin, “Trends in the Global Market for the Transfer of Intellectual Property,” E3S Web
of Conferences 381, 02038 (2023), <https://doi.org/10.1051/e3sconf/202338102038>.
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global security.
Malaysia'’s Regulatory Framework under STA 2010

Aligned with its international obligations, Malaysia enacted the Strategic Trade Act 2010,
which regulates the transfer of strategic items, including dual-use goods and technologies,
to prevent the proliferation of WMDs.” It encompasses items with both civilian and potential
military applications, such as nuclear, chemical, biological, and radiological technologies.

STA 2010 applies to all Malaysian entities, including academic institutions, highlighting their
critical role in compliance. Non-compliance carries severe penalties, including the death
penalty, life imprisonment, or substantial fines under Sections 9, 10, 11, and 12 of STA 2010.
These deterrents emphasize the consequences for both deliberate or inadvertent violations of
the main goals of STA 2010, viz., national security and WMD nonproliferation. Accordingly,
the main licensing agency, Ministry of Investment, International Trade and Industry (MITI) has
expanded its engagement with all domestic stakeholders whose compliance is critical to the
implementation of STA 2010.

Establishment of MYSTCC®

Recognizing the critical role of industry in upholding national and global security, MITI initiated
efforts to establish an export control society in 2019. In 2021, MITI’s Deputy Minister, Mr.
Lim Ban Hong, launched Malaysia Strategic Trade Control Community (MYSTCC) to ensure
effective cooperation between the government and the business sector in matters related to
strategic trade compliance. With the mission of advancing trade compliance culture for “Secure
Trade, Secure World,” MYSTCC is committed to being a pioneer in developing innovative
solutions in global trade compliance and to making Malaysia a leader in STM.

After years of dedicated efforts, MITI officially transitioned leadership of STM outreach to
industry, and in September 2023, MYSTCC was formally registered as an association with the
Malaysian Registrar of Societies. The initiative gained international recognition when MITI
Minister Tengku Datuk Seri Zafrul Abdul Aziz announced the establishment of MYSTCC at
the Malaysia Strategic Trade Summit (MySTS) in October 2023.

The Malaysia Strategic Trade Control Community (MYSTCC) plays a vital role in supporting
stakeholders under the Strategic Trade Act (STA) 2010, offering a platform for industry leaders,
professionals, and subject matter experts to connect and collaborate on strategic trade control
initiatives. It is committed to enhancing professional development by providing specialized
training programs, certified courses, workshops, and webinars, equipping members with
knowledge on export regulations, compliance practices, risk management, and strategic trade
control policies. Additionally, MYSTCC serves as a collective voice for industry advocacy,
working to propose policy improvements and address common regulatory challenges, ensuring

5 Strategic Trade Act 2010, <https://www.mcmc.gov.my/en/legal/acts/strategic-trade-act-sta-act-708>.

6 This section is a contribution by Ms. Muslihana Mustafa, a member for MYSTCC and retired Technical
Expert from STS, Malaysia.
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a more robust and efficient strategic trade control framework that benefits industry as a whole.
For example, it actively supports the government in the ongoing phased reform and update of
STA 2010 and related regulations.

As arepresentative of various industry sectors, MYSTCC is entrusted with the responsibility of
safeguarding Malaysia’s interests, promoting economic growth, and preventing the proliferation
of sensitive technologies. The leadership and members of MYSTCC are acutely aware that
their work has far-reaching implications for global stability and prosperity.

While the establishment of MYSTCC has significantly strengthened Malaysia’s industry-
focused compliance measures, it is equally important to extend these efforts to the academic
and research sectors. Universities play a crucial role in intangible technology transfers (ITT)
and must adopt internal compliance programs (ICPs), enhance awareness of export control
obligations, and collaborate with regulatory bodies to ensure their research aligns with national
security mandates.

Since its establishment, MYSTCC has facilitated dialogue, identified experts, and worked to
highlighting best practices on specific issues. It has co-sponsored workshops for Malaysian
industry as well as academia on compliance best practices related to STA2010.” It is committed
to supporting efforts by Malaysian universities to understand and implement STA 2010, and
in January 2025, signed a Memorandum of Understanding with Multi Media University
(MMU).? This public-private partnership aims to develop a specialized diploma program that
will eventually lead to a degree program focused on producing Chartered Trade Experts. This
initiative not only seeks to enhance academic offerings but to also provide students with valuable
internship opportunities, thus bridging theoretical knowledge with practical experience in the
field of strategic trade. Moreover, the MoU proposes the establishment of effective engagement
mechanisms, including forums, seminars, workshops, mentorship programs, and research
initiatives centered on export control. This collaboration is expected to foster academic
synergies, promote knowledge exchange, and facilitate collaborative growth in the realms of
strategic trade and export control.

Expanding strategic trade compliance efforts beyond businesses to include academic
institutions will reinforce Malaysia’s commitment to international security frameworks,
ensuring responsible knowledge-sharing, and safeguarding sensitive technologies.

7 MYSTCC co-sponsored the outreach event examined in Project 1. Other than that, MYSTCC has
organized regional industry outreach events across Malaysia (North, Central, South) between September
and December 2023. Source: Ms. Muslihana Mustafa, MYSTCC subject matter expert.

8 MMU and MYSTCC Establish Partnership to Create Academic Pathways and Professional Opportunities,
Multimedia University, January 10, 2025, <https://www.mmu.edu.my/2025/01/mmu-and-mystcc-
establish-partnership-to-create-academic-pathways-and-professional-opportunities/>.
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The Challenges of Regulating Intangible Technology Transfer (ITT) in
Universities

In the rapidly evolving landscape of technology and innovation, universities serve as critical
hubs for ITT, facilitating the movement of knowledge, expertise, and proprietary innovations
between academia, industry, and society.” Their fundamental role extends beyond knowledge
generation and innovation to ensuring ethical and secure research practices while aligning
with national and international security frameworks, particularly the STA 2010 and UNSCR
1540.'° These regulations are designed to prevent unauthorized technology transfers that could
contribute to weapons proliferation or unauthorized military applications, including universities.

Role of Universities in National Security

Given their role as knowledge hubs, universities must protect intangible technology while
continuing to foster academia-industry partnerships.!' Academic institutions must ensure that
sensitive research and expertise is not unintentionally transferred to unauthorized entities,
prevent inadvertent contributions to proliferation activities, and ensure institutional compliance
with security regulations.'? In other words, universities have to balance intellectual freedom
with regulatory compliance, ensuring that advancements in research do not compromise
safety, national security, or ethical standards.'® This requires universities to implement robust
governance frameworks, adhere to export control regulations, and proactively manage risks
associated with emerging technologies.'*

Research collaborations, cross-border partnerships, and industry engagements expose

9 Mohd Zulkifli Muhammad ,Tamrin Amboala, Dzulkifli Mukhtar, Mahathir Muhamad, Muhammad
Naqib Mat Yunoh, Mohd Fahmi Ghazali, and Abd Aziz Mat Hassan, “Technological Entrepreneurship
for University Research Outcomes: The Case of Universiti Teknologi Malaysia (UTM) in Innovation of
Businesses, and Digitalization during Covid-19 Pandemic,” Lecture Notes in B. Alareeni and A. Hamdan
(eds.) Networks and Systems 488, <https://doi.org/10.1007/978-3-031-08090-6_45>.

10 E. Scott, E, R. Peel., F. Ruechardt, and N. Mitchell, N., “Catalogue of Case Studies on Intangible Technology
Transfers from Universities and Research Institutes,” (revised edition), King’s College London., <https://
kelpure.kcl.ac.uk/ws/portalfiles/portal/135803068/itt_case_studies.pdf>.

11 J. Krige, “Regulating the Academic ‘Marketplace of Ideas’: Commercialization, Export Controls, and
Counterintelligence,” Engaging Science, Technology, and Society Vol. 1 (2015), DOI: <http://dx.doi.
org/10.17351/ests2015.001>, pp. 1-24.

12 “Responsible Collaboration Through Appropriate Research Security A Workshop To Discuss and Study
the Emergent Discipline of Research on Research Security,” Baker Institute, <https://www.bakerinstitute.
org/sites/default/files/2024>.

13 J. Krige,“Regulating the Academic ‘Marketplace of Ideas’: Commercialization, Export Controls, and
Counterintelligence,” Engaging Science, Technology, and Society Vol. 1 (2015), DOI: <http://dx.doi.
org/10.17351/ests2015.001>, pp. 1-24 and R. Abidin, “The Impact of Absorptive Capacity and Technology
Park Services on the Relationship Between Social Capital and Technology Transfer in Malaysian
Universities,” PhD Thesis, Multimedia University, November 2014, <https://etd.uum.edu.my/4897/1/
$93407.pdf>.

14 L. Craiut, C. Bungau, T. Bungau, C. Grava, P. Otrisal, and A.F. Radu, “Technology Transfer, Sustainability,
and Development, Worldwide and in Romania,” Sustainability Vol. 14, Issue 23 (2022), <https://doi.
org/10.3390/su142315728>.
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universities to potential ITT risks, making compliance with STA 2010 essential.”> Compliance
not only protects national security but also preserves institutional integrity, allowing universities
to secure research funding, maintain international partnerships, and contribute to Malaysia’s
technological and economic development.'®

In the context of universities, effective oversight on ITT can lead to improved academic-
industry partnerships, increased commercialization of research, and ultimately, enhanced
economic growth.!” It fosters a culture of responsible research as well as helps to avoid legal
penalties and reputational damage, which can severely impact an institution’s standing and
credibility."® By adhering to legal provisions and guidelines, institutions can ensure that their
research activities are conducted ethically and responsibly, minimizing the risk of contributing
to WMD proliferation.

Furthermore, export control and ITT compliance contribute to the long-term sustainability of
research activities within the institution.'” By maintaining a strong compliance framework,
institutions can build trust with the public, attract reputable collaborators, and secure funding
for future research endeavors.

Finally, compliance directly protects the careers of faculty, staff, and students. By adhering to
the Act’s (STA 2010) regulations, institutions safeguard their researchers from potential legal
repercussions and ensure that their academic pursuits are conducted ethically and responsibly.*

In sum, compliance with STA enables universities to balance intellectual freedom with
regulatory responsibilities, ensuring that advancements in research do not compromise safety,
national security, or ethical standards.?! Ultimately, embedding STA 2010 compliance within
academic practices strengthens Malaysia’s position in global research and innovation while
safeguarding national interests.

15 S.A.W Evans and W.D Valdivia, “Export Controls and the Tensions Between Academic Freedom and
National Security,” Special Issue: An Agenda for Science and Technology Policy Studies? Emerging
Themes from the Work of Young Scholars, Minerva-Springer, Vol. 50, No. 2 (June 2012), pp. 169-190.

16 Ibid.

17 R. Ismail, & N. Zainuddin, “The Role of University Technology Transfer Offices in the Commercialization
of Research: A Malaysian Perspective,” Journal of Technology Transfer, Vol. 42, Issue 3, pp. 345-367.

18 A. Reisman, “A Taxonomic View of Illegal Transfer of Technologies: A Case Study,” Journal of
Engineering and Technology Management, Volume 23, Issue 4 (2006), pp. 292-312. See also

19 V.J. Sadegh, B.S. Derakh, P.P Biancone, “Internationalization and Export Compliance: Institutional
Consequences of Failure to Comply with International Regulations,” Conference Paper, Second
International Conference of Risk Management, 2018, Turin, Italy.

20 J. Rath, M. Ischi, and D. Perkins, “Evolution of Different Dual-Use Concepts in International and National
Law and its Implications on Research Ethics and Governance, ” Science and Engineering Ethics, Vol. 20
(2014), <https://link.springer.com/article/10.1007/s11948-014-9519-y>, pp. 769-790.

21 P. Brady, and T. Rowold, T, “Export Compliance and Secure Research,” in A. Dade, L. Olafson, and S. M
DiBella, eds, Implementing a Comprehensive Compliance Program (New York: Springer, 2015), pp. 249-
303.
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Challenges for Universities in Managing ITT

While universities strive to balance research collaboration and knowledge dissemination, four
key challenges hinder effective ITT management.”? These include a complex and burdensome
regulatory process, clashes of culture, sharing vs. export restrictions, misconceptions about
ICP application, and lack of awareness in the midst of balancing the myriad of other university
responsibilities. Another scholar mentions factors such as ignorance, lack of structured
compliance programs, and complex legal process.*

One of the primary challenges in managing ITT within academic institutions is the complexity
of regulatory compliance.”® Understanding and implementing the strategic trade laws and
regulations within universities can be resource-intensive and time-consuming, as compliance
requires institutions to establish internal policies, monitoring mechanisms, and staff training
programs.” Many universities, particularly those with limited administrative capacity or
awareness of regulatory obligations, struggle to align their research activities with export
control and national security requirements.”® Ensuring that faculty members, researchers, and
students adhere to these regulations requires continuous education, investment in compliance
infrastructure, and collaboration with regulatory bodies.

Another significant challenge is the issue of intellectual property (IP) ownership disputes.?’
Universities frequently engage in collaborative research with industry partners where the
division of ownership over patents, proprietary knowledge, and research findings can become
contentious. These conflicts often arise due to unclear agreements, differing expectations,
and competing interests between academia and industry. Without well-defined contractual
frameworks and institutional policies, universities risk delays in commercialization, legal

22 Brian Starks and Christopher Tucker, “Export Control Compliance and American Academia,”
Strategic Trade Review, Vol. 3, Issue 4 (Spring 2017), <https://strategictraderesearch.org/wp-content/
uploads/2017/09/Export-Control-Compiance-and-American-Academia.pdf>.

23 R. Rege, “Universities Should Implement Internal Control Programs to Monitor Compliance with Export
Control Laws,” Journal of Law & Education, Vol. 35 (2006), p. 199.

24 E. Scott, E, R. Peel., F. Ruechardt, and N. Mitchell, N., “Catalogue of Case Studies on Intangible Technology
Transfers from Universities and Research Institutes,” (revised edition), King’s College London., <https://
kclpure.kcl.ac.uk/ws/portalfiles/portal/135803068/itt_case studies.pdf> and A. Reisman, “A Taxonomic
View of Illegal Transfer of Technologies: A Case Study,” Journal of Engineering and Technology
Management, Volume 23, Issue 4 (2006).

25 R. Burrell., S.J Jee, K. Hotte., and C. Ring, Intellectual Property Rights, Climate Technology Transfer and
Innovation in Developing Countries, Institute for New Economic Thinking, Oxford University, August
2023, <https://oms-inet.files.svdcdn.com/staging/files/intellectual-property-rights-2023-14.pdf>.

26 N. Yudianti and I.LH Suryandari, “Internal Control and Risk Management in Ensuring Good University
Governance,” Journal of Education and Vocational Research. Vol. 6, No. 2, (June 2015), ISSN 2221-
2590, pp. 6-12 and S. Fuentes, S., “Universities’ Vulnerabilities to Export Control Laws,” Singapore
Management University, 2018, <https://search.library.smu.edu.sg/discovery/fulldisplay?docid=cdi
proquest_journals 2185755077>.

27 R. Burrell., S.J Jee, K. Hétte., and C. Ring, Intellectual Property Rights, Climate Technology Transfer and
Innovation in Developing Countries, Institute for New Economic Thinking, Oxford University, August
2023, <https://oms-inet.files.svdcdn.com/staging/files/intellectual-property-rights-2023-14.pdf>.
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conflicts, and barriers to effective technology transfer.”® Establishing transparent IP-sharing
agreements and structured governance frameworks is essential for mitigating these disputes
and fostering smoother collaboration between universities and industry stakeholders.

Cultural resistance to restrictions on knowledge-sharing presents a fundamental challenge in
academic environments. Universities emphasize open access to knowledge, free exchange of
ideas, and international collaboration, which can sometimes conflict with security regulations
and export controls.”” Researchers may perceive compliance requirements as bureaucratic
obstacles that hinder innovation and academic freedom.*® This resistance is particularly
pronounced in fields involving dual-use technologies where researchers may not fully grasp the
security implications of their work.*' In addressing this challenge, universities need to balance
their commitment to academic openness with responsible research practices, ensuring that
knowledge-sharing does not inadvertently contribute to national security risks.** By fostering
a culture of compliance and ethical research, institutions can enhance both innovation and
security in ITT management.

Another key challenge in technology transfer is the limited understanding among faculty
members and students regarding the concepts and processes behind intangible asset transfers. A
study by Sun and Hisham et al. found that this lack of awareness significantly hampers effective
engagement in technology transfer initiatives.*** Without a clear grasp of ITT, universities
struggle to maximize the impact of their research on industry and society, further complicating
efforts to strengthen academia-industry collaboration.

28 P. Kowalski, D. Rabaioli, and S. Vallejo, “International Technology Transfer Measures in an Interconnected
World: Lessons and Policy Implications,” OECD Trade Policy Papers, No. 206, OECD Publishing,
November 2017, <http://dx.doi.org/10.1787/ada51ec0-en>.

29 D. Hindin, D, K. Strosnider, K, et. al., “The Role of Export Controls in Regulating Dual Use Research
of Concern: Striking a Balance Between Freedom of Fundamental Research and National Security,”
Research Paper, January 2017, < https://nap.nationalacademies.org/resource/24761/Strosnider-Hindin-
Trooboff Paper 012017.pdf>.

30 N. Yudianti and I.H Suryandari, “Internal Control and Risk Management in Ensuring Good University
Governance,” Journal of Education and Vocational Research. Vol. 6, No. 2, (June 2015), ISSN 2221-
2590, pp. 6-12 and S. Fuentes, S., “Universities’ Vulnerabilities to Export Control Laws,” Singapore
Management University, 2018, <https://search.library.smu.edu.sg/discovery/fulldisplay?docid=cdi
proquest_journals 2185755077>.

31 B. Williams-Jones, C. Olivier, and E Smith, “Governing ‘Dual-Use’ Research in Canada: A Policy Review,”
Science and Public Policy, Vol. 41 (2014) pp. 76-93.

32 Miler, op. cit.

33 C. Sun, “Evaluating the Intertwined Relationships of the Drivers for University Technology
Transfer,” Applied Sciences, Vol. 11, Issue 20 (2021), <https://doi.org/10.3390/app11209668>.

34 A. A. B. Hisham and N. A. M. Yusof, “Knowledge of Strategic Trade Act 2010 and Technology Transfer
Among Researchers in Malaysia,” Research Ethics, 2025, pp. 1-39.
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Project 1: Awareness of Intangible Technology Transfer in Malaysian
Universities: Impact of Outreach on STA 2010

Malaysia’s first outreach activity to academia on ITT under STA 2010 took place on July 9,2024,
in Kuala Lumpur. It was organized jointly by the Strategic Trade Secretariat, MITI, MYSTCC,
MMU, and the U.S. Department of State’s Export Control and related Border Security program
(EXBS). The objective of the event was to explore the challenges and opportunities associated
with ITT and some of the safe research practices in today’s rapidly evolving technological
landscape.

The outreach, which focused on requirements under STA 2010, attempted to identify what
changes, if any, were initiated in the internal compliance programs (ICPs) of some of the private
and public universities that attended the outreach event.

There were two main goals of the project: 1) to study the impact of the ITT outreach event in
particular; and 2) to get information on the state of awareness among universities about STA
2010 in general.

Project 1 Methodology

Using mixed method research design, the researcher distributed a questionnaire via Google
Forms to selected university attendees. The target population consisted of participants from
public and private universities who attended the ITT Outreach event in July 2024. The final
sample included 18 respondents from Technology Transfer Offices (TTOs) and Research
Management Centers (RMCs) across 13 universities.

Purposive sampling allowed the researcher to gather rich, detailed data addressing all the
research questions. By selecting participants who had direct experience with digital tools, the
study captured nuanced insights into the factors that influenced engagement and academic
performance.

Following a comprehensive analysis of existing literature and case studies, this project identifies
effective strategies for facilitating information sharing and collaboration between universities
and industry stakeholders.

Project 1 Findings

In general, the July 2024 outreach event had a beneficial effect. Most university respondents
(78%) now know about STA 2010 and its requirements regarding ITT. Among universities
that know about STA 2010, however, some do not have any immediate plans to act, while
others have already taken some steps to evaluate their compliance procedures. This includes
universities have existing due diligence programs that partially meet STA requirements who
are now looking to incorporate additional procedures.

35 This section summarizes the research project of Dr. Olivia Swee Leng Tan, Technology Transfer Officer,
Multi Media University (MMU), Malaysia.
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Figure 1. Responses to “Are You Aware of the Export Control Regulations (STA 2010)
Applicable to the Technology Being Transferred?”

Not applicable No transfer was
5% made outside
Malaysia so far
6%
No
11%
Yes
78%

The majority of respondents (78%) are aware of the export control regulations (STA 2010).
However, 10% answered “no” and 5% answered “not applicable.”

Figure 2. Responses for “Common Types of Intangible Technology Transferred and
Monitored in Malaysian Universities”

Nothing specific Not at university at
a 5% point of training
2%

Research findings Dat

2%

Different IPRs
0,

2% Patents 31%

Industrial design

3%

Copyright
12%

All above
3%

Trademarks
Trade secrets 14%

24%
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Beyond the immediate assessment of the impact of the outreach event, the research helped
gather data on the broader context within which Malaysian universities manage technology
transfers.

The most common type of intangible technology transferred and monitored according to the
respondents was patents (31%), followed by trade secrets (24%) and trademarks (14%). Other
types of technology transfers, monitored by only a few universities in the sample, include
copyright, industrial designs, Intellectual Property Rights (IPRs), research findings, and data
(in general).

This suggests that the universities that currently monitor transfers of intangible technology lack
clear definitions and specifications regarding the various types of intangible technologies under

consideration.

Figure 3. Responses to “Are There Clear Definitions and Classifications for Each

Intangible Asset?”
Well defined but not Not applicable
clearly classified as 6%

part of ITT
IPRs are clear, but 6%
data and research
findings no \
5%

ICP in progress
5%

Yes
56%

No
22%

The results show that 56% of the respondents agreed that there are clear definitions and
classifications for each intangible asset while 22% of the respondents shared that the definition
and classification for each intangible asset was not clear. The answers from the remaining
5.6% covered a wider range: not applicable, well-defined but not clear if it is a part of ITT,
IPR definitions are clear but data and research findings are not clearly defined, and finally, that
ICP establishment is “in progress,” therefore, such definitions will presumably be established.
This indicates that although majority of respondents are clear on what is intangible technology
transfer, there is no well-defined STA 2010-relevant ICP in place in most of the public and
private universities.
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Figure 4. Responses to “Are Formal Agreements in Place for all Technology Transfers?”

Not applicable

I am not sure 6%
6%

Yes
Yes but STA2010 33%
compliance is not
specified
28%

Agreements like
MoU and MoA's
only. STA
compliance at the
moment is Buyer's
responsibility to
MITI

5% 22%

Not counting the responses “Not applicable” and “I am not sure,” the results show that the
majority (55%) of the universities do not have clauses to include STA or intangible technology
transfer in existing formal agreements aimed at safeguarding technology at universities.
Currently, compliance with STA 2010 is mostly considered the responsibility of the collaborators
or the other universities, for instance, to get export permissions from MITI, the agency that is
responsible for reviewing and granting export licenses for dual-use materials and technologies
as per STA 2010.
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Figure 5. Responses to “How Often is the Internal Compliance program Reviewed and

Updated?”
No specific ICP For STA purposes,
performed. We none
rely on audit

As and

5%
process from ‘
other unit ‘
5% Annually
28%
when

needed
28%

Not applicable
17%

Not sure
17%

Regarding the updates/reviews of current ICPs, 28% of the respondents answered
“annually” while an equal percentage (28%) answered “as/when needed.” The second highest
response was 17% for both “not applicable” and 17% for “not sure.” 5% said “for STA purposes,”
and 5% said “no specific ICP exists because we rely on audits from other units.” This indicates
that respondents are unsure of what ICP is per se and many just answered “annually” which is
contradicting the findings of Figure 3.

Project 1 Results and Analysis of Findings

The impact of the outreach workshop was overall positive. This would be an incentive for the
Strategic Trade Secretariat(MITI) and MYSTCC, who now plan to conduct more such outreach
events. At the same time, the research also highlighted some scenarios that might explain sub-
optimal compliance with STA 2010.

First, the universities with existing due diligence programs, for example, for domestic
technology commercialization or IPR protection or for compliance with sponsor requirements,
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might not cover STA 2010 requirements. They might be encouraged to do so via focused
outreach explaining where their due diligence process can be enhanced by including STA 2010
requirements.

Second, those who are unclear about what kinds of research findings and data need to be
monitored would benefit from technical assistance in using STA 2010 standards to establish
these parameters for their due diligence programs.

Third, those who do monitor technology transfers under any category but do not think STA
2010 is relevant for them need greater familiarization regarding the different pathways through
which actors of proliferation concern can exploit standard IPR protections to access proprietary
technologies.

Finally, for universities that do not monitor technology transfers and/or find the STA 2010
irrelevant to their operations, outreach needs to focus on research units that produce data and
prototypes relevant to either economic development or national security. If further research
with a broader sample indicates that many Malaysian universities fall in this category, the MITI
might have to establish a list of specific issue areas that need to be monitored by the universities.
This is likely to encourage all universities to classify their research units and projects internally.

Project 2: Role of Management Commitment in the Implementation of ITT
in Malaysian Universities*

Project 2 examined the commitment of top management in Malaysian universities to comply
with the STA 2010 which is under the purview of The Ministry of Investment, Trade and
Industry (MITI) in Malaysia who is the ministry responsible for championing the transformation
of Malaysian industries, developing investment and trade policies, and driving sustainable
economic growth through international trade, high-quality investments, and innovative
industries. The research focused on their knowledge, risk awareness, and willingness to
allocate resources to ITT implementation in their organizations along with an assessment of
the capabilities and skills of the designated compliance officers for effective due diligence. The
study findings can be used to develop targeted training modules to enhance STA compliance in
Malaysian universities.

Project 2 Methodology

This study utilized a qualitative research design, conducting in-depth semi-structured interviews
with 12 top management personnel and 11 designated compliance officers from Malaysian

36 This section is based on the research project by Dr. Nor Ashikin Mohamed Yusof, Head of Policy Research,
Universiti Tecknologi Malaysia (UTM).




98 O.S. Leng, N.A M Yusof, M. Mustafa, S. Gahlaut, M.Espona

public and private universities and college universities.>” The respondents were identified and
selected through purposive and snowball sampling techniques.*®

The two groups of respondents were targeted to align with two distinct research objectives.
The strategic approach addressed leadership commitment. Accordingly, Group 1 included top
management and key decision-makers such as Vice-Chancellors, Deputy Vice-Chancellors,
CEOs, Presidents, Registrars, Legal Advisors, and Directors of Innovation Offices. These
individuals, coded systematically (e.g., “T,” “R,” “L,” “D” followed by a choice letter), were
responsible for policy formulation and strategic decisions (see Figure 6 ).

The questions for Group 1 focused on organizational-level awareness and commitment, their
perceptions of ITT risks, the importance of ICPs, resource allocation willingness, and training

needs.

Figure 6. List of first-group respondents

No | Participant | Post Tenure Status Type

1 Tl Top Management Contract University private
2 TD Contract College University Private
3 TA Contract University private
4 TL Contract University Private
5 ™ Appointment University Private
6 TS Appointment University Public
7 TN Appointment Research University Public
8 T Contract College University Private
9 TC Appointment University Public
10 | LH Legal Advisor Appointment Research University Public
11 RE Registrar Permanent Research University Public
12 | DV Director of ICC Appointment Research University Public

This approach explored the mechanics of practical implementation and compliance measures.
Accordingly, Group 2 included serving university officials responsible for conducting various
kinds of due diligence, such as compliance officers from Research Management Centers

37 Universities and university colleges differ primarily in their degree-granting authority, academic scope,
and research capabilities. Universities are autonomous institutions that can award their own degrees,
including bachelor’s, master’s, and Ph.D. programs. University colleges typically offer undergraduate
and diploma programs with limited research opportunities. While universities have extensive academic
offerings, university colleges provide more specialized education. Universities emphasize research and
innovation while university colleges serve as stepping stones for students before progressing to full-
fledged universities. Both institutions are regulated by the Malaysian Qualifications Agency (MQA) and
the Ministry of Higher Education (MOHE) to ensure academic quality and compliance through section 2
of University and University Colleges Act 1971 (amd 1997).

38 U.H. Graneheim and B. Lundman“Qualitative Content Analysis in Nursing Research: Concepts,
Procedures, and Measures to Achieve Trustworthiness,” Nurse Education Today, Vol. 24, Issue 2 (2004),
pp. 105-112. See also M. Kumar, Research Methods (Selangor, Malaysia: Oxford University Press, 2014).
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(RMCs), Technology Transfer Offices (TTOs), Innovation and Commercialization Centers
(ICCs), research centers, and global networking units. They were assigned specific codes (e.g.,
“R,” “T,” “I,” “G”) followed by unique identifiers, ensuring anonymity and reducing bias (see
Figure 7).

Questions to Group 2 were more operational, emphasizing due diligence in ITT, scope of work,
reliance on reference documents, risk assessment, ethical considerations, challenges in ICP

implementation, and suggestions for ITT training programs.

Figure 7. List of Second-Group Respondents

No | Participant Office: Tenure At | Organization Sector
Current Post
1. | R1 RMC:6 University Public
2. | R2 RMC: 4 Research University Public
3. | I ICC: 4 University Private
4, |12 ICC: 5 University Public
5. |13 ICC: 4 University College Private
6. |C1 Commercialization & | University Private
Consultancy: 2
7. | T1 T70: 3 University Public
8. | G1 Global Networking: 3 University College Private
9. | Al Research Center: 5 University Public
10. | A2 Research Center : 6 University Public
11. | A3 Research Center: 6 Research University Public

Separate interview guides were developed for each group. Data was analyzed using thematic
and content analysis with triangulation employed to enhance validity and reliability. **4°

Project 2 Findings

The findings are divided into two parts addressing the distinct roles and responsibilities of top
management and the skill levels of compliance officers.

Part I: Top Management Commitment
The following section presents the findings related to top management’s commitment towards

STA compliance. It is structured to highlight key areas such as their level of knowledge on
the Act, perception of compliance importance, and willingness to support compliance efforts.

39 L.S. Nowell, J.M. Norris, D.E. White, and N.J. Moules, “Thematic Analysis: Striving to Meet the
Trustworthiness Criteria,” International Journal of Qualitative Methods, Vol. 16, Issue 1 (2017), pp. 1-13.

40 J.W. Creswell and C.N. Poth, Qualitative Inquiry and Research Design: Choosing Among Five Approaches
(4th ed.) (Thousand Oaks, CA: Sage, 2016).
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The results are systematically organized to provide a clear understanding of how leadership
commitment impacts institutional adherence to STA 2010, setting the foundation for further
discussions on compliance challenges and potential areas for improvement.

Top Management’s Knowledge and Awareness Level of STA 2010

Only one respondent demonstrated comprehensive knowledge of STA 2010 and that was
attributable to his legal advisory role.

The majority of respondents demonstrated a lack of awareness regarding STA 2010, with some
expressing uncertainty about its relevance to their office. Several participants admitted to having
no prior knowledge of the Act, noting that discussions on STA 2010 were virtually nonexistent
within their professional circles. Additionally, there was confusion about the responsible
regulatory authority: some respondents questioned why MITTI rather than the Ministry of Higher
Education (MOHE), has oversight over any kind of compliance. This suggests that universities,
academia, and researchers are more likely to take compliance seriously if MOHE assumes a
more direct role in raising awareness and enforcing adherence to STA 2010.

Once informed about STA 2010, several respondents expressed a strong willingness to comply,
recognizing its significance in protecting national security and maintaining institutional
reputation. Some emphasized that ICPs for STA 2010 should be embedded as an intrinsic
component of institutional culture within universities rather than being viewed merely as a
contractual obligation or a requirement for meeting Key Performance Indexes (KPIs) set by
the MOHE and the Malaysian Qualifications Agency (MQA). Others highlighted the serious
implications of non-compliance beyond legal penalties: the negative impact on an institution’s
business reputation, further reinforcing the need for proactive measures.

A minority of respondents displayed apathy toward STA 2010, perceiving the regulation as
overly complex or ambitious, which contributed to a lack of motivation to engage in compliance
efforts at all. Clearly, despite awareness efforts, some individuals remain unconvinced of the
Act’s relevance or feasibility, therefore, there is a need for engagement strategies that address
misconceptions and enhance institutional buy-in.

Familiarity with ITT Risks

Three distinct levels of understanding were observed among individuals regarding their
awareness of the potential risks associated with ITT and the consequences of non-compliance
with STA 2010.

Only one respondent demonstrated a comprehensive understanding of ITT risks and non-
compliance consequences, showing clear awareness of regulatory implications under STA2010.
A small number of respondents acknowledged the existence of ITT risks and the importance
of compliance, though their understanding remained broad and lacked specific details. Some
respondents expressed a general awareness of cause-and-effect principles in technology
transfer, recognizing that abuse of such transfers could pose risks. However, they had not fully
considered how academic research activities could contribute to these risks, indicating a need
for more targeted education on ITT within universities. A significant number of respondents
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explicitly stated their lack of familiarity with the risks associated with ITT and non-compliance.
Many admitted to having operated without awareness of these concerns, highlighting a critical
gap in knowledge regarding STA 2010 and its implications.

This widespread unfamiliarity underscores the urgent need for structured training programs to
ensure that stakeholders within academia fully understand their responsibilities in preventing
unauthorized technology transfers.

Perception of the Importance of ICPs

Some respondents recognized ICP-STA 2010 as crucial for legal and reputational protection,
acknowledging the serious implications of non-compliance and the need for institutions to take
proactive measures. Others highlighted implementation difficulties, citing unclear guidelines
and resource constraints as key barriers. They expressed uncertainty about structuring ICPs,
emphasizing the need for more detailed guidance and support. A few respondents were hesitant
about establishing ICP-STA, preferring to rely on existing compliance mechanisms rather than
introducing new frameworks, reflecting uncertainty about what additional measures should be
incorporated.

Across all groups, there was a strong demand for clearer direction on ICP-STA requirements and
implementation. Many expressed frustrations over vague instructions, seeking more focused
support from regulatory bodies on where to begin and how to proceed.

Willingness To Allocate Resources

While most respondents expressed a willingness to allocate resources to comply with STA 2010,
they also highlighted significant challenges such as budget constraints, the need for specialized
training, and competing institutional priorities. One respondent emphasized that while they
could provide the necessary funding, infrastructure, support systems, and human resources,
successful implementation would still require a strong commitment from top management
and adequate training for staff. This underscores the importance of leadership engagement
and capacity-building efforts to ensure effective compliance with STA 2010 within academic
institutions.

Training Needs

Respondents emphasized the need for specialized training programs tailored specifically to
the academic context, expressing concern that existing programs are often too generic and
lack relevance to university operations. One respondent suggested that academicians who are
well-versed in STA 2010 should be selected as subject matter experts (SMEs) to lead training
efforts within the academic community. They further highlighted that top management, as
policy- and decision-makers, must also receive targeted training to ensure they are equipped to
design policies and make informed decisions aligned with STA 2010 compliance requirements.
This perspective reinforces the importance of academia-led training initiatives that are context-
sensitive and sustainable.
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Part II: Examining the Capabilities of Compliance Officers

The effectiveness of ICPs for STA 2010 relies heavily on the capabilities of compliance officers
in ensuring due diligence, particularly by defining the scope of their work clearly. Their role
would include identifying risks, implementing safeguards, and ensuring institutional adherence
to regulatory requirements.

In understanding and evaluating the required knowledge, skills, and experience of the
designated compliance officers, the following section examines their key competencies. The
questions focused on their approach to due diligence, the scope of their responsibilities, and the
challenges they face in fulfilling their roles effectively.

Due Diligence, Focus and Scope of Work

All respondents acknowledged that due diligence is already a fundamental part of their job
responsibilities, though the specific processes vary across internal units and across universities
based on their distinct focus areas. This established culture of due diligence provides a strong
foundation for integrating STA compliance measures into existing workflows.

Currently, the ICC and TTO focus on technology transfer and commercialization, ensuring
IP protection, legal safeguards, and market feasibility. Meanwhile, the RMC emphasizes
governance and institutional compliance, overseeing research grant administration and policy
adherence. However, STA compliance has not yet been incorporated into the scope of duties
for these offices, particularly in strategic advisory roles or in due diligence assessments. None
of these units currently include strategic trade management in their existing processes, which
differs from best practices observed internationally. Given their established expertise in due
diligence, these offices are well-positioned to develop and implement STA-focused compliance
frameworks, ensuring seamless alignment with global regulatory expectations.

Reliance on Reference Documents

All respondents relied on various internal documents, including policies, legal frameworks, and
procedures, to conduct due diligence for research or commercialization purposes. However,
there was perceived overlap in the purpose and process outlined in these documents.

In explaining their answers, the majority of respondents indicated that they primarily referred
to internally developed documents within their respective universities. These documents,
although institution-specific, were generally consistent in purpose and structure. The most
cited documents for due diligence included:

a) Risk Assessment Reports

b) IP Assessment Checklists

c) Technical Specification Documents
d) Data Privacy Checklists

e) Technology Transfer Checklists

However, none of them showed or shared with the author the abovementioned documents.
Despite this, all respondents emphasized that the framework and content of the referenced
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documents mentioned above align closely across different institutions.

All participants acknowledged that they do not refer to the STA 2010 or its provisions and
requirements in their current due diligence practices. This suggests that compliance with
strategic trade regulations has not yet been formally integrated into institutional frameworks.
The absence of STA 2010 references could indicate a lack of awareness, a perceived disconnect
between research processes and regulatory obligations, or the absence of clear institutional
guidance on ITT compliance. This highlights the need for structured efforts to bridge the gap
between existing university policies and the regulatory requirements outlined in STA 2010.

Risk Assessment for ITT

The objective of this question was to determine the need for training on risk assessment
methodologies for ITT. The responses suggested the following:

Except for two respondents, a significant degree of uncertainty was observed regarding the
appropriate methodologies, processes, or frameworks for assessing ITT-related risks. The
majority of respondents expressed concerns that their existing approaches, methodologies,
and techniques might be insufficient to address the specific requirements of STA 2010 and
effectively mitigate the risks associated with ITT. Notably, no organization had developed
or implemented specific frameworks for assessing ITT risks within the context of STA 2010
compliance. This suggests a significant gap in current risk management practices. With limited
training experiences and exposure on STA-STM, some respondents expressed interest in
potentially adapting the methodologies introduced by their trainer. Others acknowledged the
need for further training and guidance to effectively implement these changes within their
organizations.

These findings strongly indicate a critical need for targeted training programs that equip
organizations with the necessary knowledge and tools to conduct effective risk assessments for
ITT activities, ensuring compliance with STA 2010 requirements and mitigating potential risks.

Level of Training on ITT/STA 2010

To date, only 2 respondents had participated in a dedicated training session on ITT and
STA 2010, conducted by MITI and its affiliates. While the other respondents have attended
numerous awareness and training programs throughout their careers, none of these programs
have specifically addressed the unique requirements and challenges of ITT or STA 2010.

Ethical Considerations

All respondents indicated that their universities will likely utilize existing mechanisms,
documents, approaches, and committees, such as the Research Ethics and Integrity Committee
(REIC), to address ethical considerations related to ITT and STA 2010. Currently, however,
no specific committee is dedicated to ITT, and there are no provisions to explicitly incorporate
ITT and STA compliance into existing ethical assessments. Respondents generally await
further direction from top management to establish a more focused approach for addressing
the ethical considerations of STA-ITT regulations. Due to the limited hands-on experience
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with implementing ITT requirements, respondents were unable to provide specific examples
of ethical dilemmas related to STA compliance they might encounter. However, they generally
agree that while core ethical principles like transparency, fairness, and social responsibility
remain relevant, their application varies significantly depending on the context.

For example, respondents recognized that although core ethical values overlap depending on the
context of compliance, the emphasis shifts depending on whether the primary focus is on ITT
compliance (prioritizing global security and risk mitigation) or technology commercialization
(prioritizing economic and societal gains). This suggests a need for clear guidance and
potentially for the development of specific protocols or procedures within the existing ethical
review framework to adequately address the unique ethical challenges posed by ITT.

Project 2 Conclusions and Recommendations

Project 2 identified the followings as key barriers to the implementation of STA 2010 provisions
on ITT. They include:

* Lack of awareness and specialized training;

* Insufficient funding and resources;

* Overlapping and burdensome paperwork;

*  Complex regulatory frameworks;

* Resistance to change and low prioritization of compliance.

Participants in the project (respondents) suggested several modes for potential training
programs that could enhance their skills, knowledge and experience in dealing with ITT
applications. These include the following:

a) Comprehensive Workshops on ITT and STA Regulations, to enhance the understanding
of relevant laws and compliance requirements.

b) Practical Simulation Sessions: to provide real-world scenarios to help officers practice
the technical process and procedures in identifying red flags, minimize risks and apply
compliance strategies.

c) Courses to Develop Effective Communication Strategies: to bridge gaps between
stakeholders and improve coordination among departments, and to prepare officers to
advocate for compliance initiatives and address resistance from faculty and staff.

d) Resource Management Courses: to equip officers with skills to maximize limited
resources and implement efficient compliance processes.

e) Regular Updates and Refresher Courses: to keep officers informed about regulatory
changes and best practices to foster a culture of compliance within the university.

Project 2 provided a comprehensive overview of the crucial requirements of universities
for effectively managing the transfer of knowledge, spurring innovation, and promoting
technological advancements while implementing STA 2010.
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While there is a foundational understanding of due diligence and ethical governance across
various internal offices, significant gaps remain in relation to STA 2010-specific requirements,
risk assessment frameworks, and institutional readiness.

The absence of formal training, inconsistent references to regulatory provisions, and limited
integration of ITT considerations into compliance structures have raised concerns about the
effectiveness of existing regulatory frameworks in Malaysian academia. These challenges,
ranging from awareness, capacity constraints, and ethical ambiguities to fragmented institutional
responses, collectively point to a systemic need for clearer policies, better resource allocation,
and focused skill-building initiatives by the national regulators and by the management in
individual universities. All underscore the urgent need for tailored interventions. The following
section provides a roadmap to enhance institutional preparedness and ensure regulatory
adherence across the academic sector in Malaysia.

Pressing Challenges in ITT Compliance in Malaysian Universities

The findings from Project 1 and Project 2 reveal imminent challenges in ITT compliance.
Both projects found that while MITI’s awareness programs have established a foundation for
regulatory understanding, this has been insufficiently institutionalized within universities. For
the regulators, this means outreach efforts need to be tailored to the academic environment,
periodically evaluated, and based on cooperation among all regulatory agencies that oversee
universities.

While MITI has conducted many awareness-raising initiatives, many faculty members
and researchers still lack a comprehensive understanding of ITT risks and how STA 2010
compliance requirements fit within their research and innovation processes. The absence of
clear guidance for integrating ITT compliance measures within academic activities leaves
institutions vulnerable to unintentional violations of export control laws.

Second, there is a misalignment between national regulatory frameworks and operational
structures of the universities. Many institutions do not have dedicated compliance officers
or ICPs to monitor and oversee ITT activities. The fragmented approach to compliance
within universities has resulted in inconsistent enforcement, with many relying on informal
mechanisms that fail to meet the regulatory standards set by STA 2010.

Third, budget constraints and limited institutional support means, in effect, that many
universities struggle to allocate sufficient financial and human resources to compliance
programs, prioritizing research expansion and commercialization instead. Without adequate
funding, universities face difficulties in establishing compliance structures, conducting regular
risk assessments, and training faculty members on ITT regulations.

Fourth, there is limited collaboration between universities and industry partners in addressing
ITT risks. While MYSTCC has made progress in helping industries integrate STA 2010 into
their compliance programs, similar efforts in academic institutions remain underdeveloped.
Universities lack formal mechanisms for knowledge-sharing, leaving academic researchers
isolated from best practices in ITT compliance.
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Finally, there is a gap in cross-ministerial policy ownership. Universities often question why
MITI leads export control education in academia rather than the MOHE. This lack of clarity in
regulatory leadership has caused disengagement and fragmented compliance efforts.

In addressing the gaps in STA 2010 compliance within universities, regulators should design
targeted strategies that are responsive to the unique operational and cultural characteristics of
academic institutions. These strategies should not only build awareness and enhance skills but
also work towards embedding compliance within institutional structures, ultimately fostering
a proactive “culture of compliance.” Universities, for their part, should demonstrate stronger
institutional commitment, clear internal policy integration, and fund specialized training for
compliance staff to ensure implementation of national and international security frameworks.

Strategies to Enhance Awareness, Mitigate Risk, and Strengthen Compliance
in Malaysian Universities

There are several ways to enhance awareness of ITT in academia. The two projects discussed
in this article envisage roles for different kinds of stakeholders: universities, government
agencies, and industry. This research provides more granulated findings, albeit from a limited
sample, that can supplement the security-related focus (via STA 2010) within more extensive
ITT awareness-raising programs.

One of the most effective ways to enhance awareness is by integrating ITT concepts into the
university curriculum. Courses on technology commercialization, intellectual property rights,
and innovation management should be included in relevant programs. This educational approach
ensures that students and faculty are equipped with the necessary knowledge and skills to
engage in ITT activities.”’ Project 2 finds that such courses should include information on
precisely where STA 2010 requirements subsume or overlap with other types of due diligence
requirements and how STA 2010 fits into such courses. An organized, targeted, and planned
outreach program is needed, at least annually, to support ITT activities at both the private and
public universities locally.

Organizing workshops and training sessions focused on ITT can provide hands-on experience
and practical knowledge. These events can feature industry experts, successful entrepreneurs,
and technology transfer professionals who can share insights and best practices. Such
initiatives foster a collaborative learning environment and encourage participants to explore
ITT opportunities. The added focus on proliferation-sensitive potential of technology transfers,
particularly in research involving dual-use technologies and prototyping, can help ensure that
the ITT objectives of STA 2010 are met. Train-the-trainer engagements are especially needed
to sustain the talent pool of strategic trade experts in Malaysian academia.

Establishing robust partnerships with industry stakeholders is crucial for enhancing ITT

41 M. Kulshreshtha, S. Chinta, T. Saxena, P. Mishra, and Baliga, “The Effects of Technology-Integrated
Curriculum on Student Engagement and Outcomes,” Journal of Harbin Engineering University, Vol. 44,
No. 8 (2023), pp.1338-1347, <https://www.researchgate.net/publication/374117035 The Effects of
Technology-Integrated Curriculum on_Student Engagement and Outcomes.>
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awareness. Collaborative research projects, technology fairs, and internship programs can create
platforms for knowledge exchange and networking. By involving industry partners in academic
activities, universities foster a culture of innovation and entrepreneurship. STS in Malaysia, with
the support of external partners like EXBS, has been instrumental in encouraging Malaysian
industry to incorporate STA 2010 in their compliance programs. Indeed, the establishment of
MYSTCC is a means of institutionalizing technical assistance to industry to operationalize
their ICPs. Extending MYSTCC support to ICP programs in universities will be a logical and
much-needed next step.

Highlighting successful ITT cases within universities can inspire faculty and students to
engage in similar initiatives and improve their compliance levels. Case studies showcasing
successful collaborations, commercialization efforts, and innovative projects can serve as
powerful motivators. Universities should utilize various channels, including social media and
university publications, to disseminate these success stories.* In the same vein, publicizing
cases of averting ITT violations—under STA 2010 and foreign ITT regulations—can be useful
in encouraging both industry and academia to invest in well-defined ICPs.

To create a secure environment for ITT, universities must adopt supportive policies and
frameworks. Institutional support, such as dedicated technology transfer offices and funding
for innovation projects, can facilitate the transfer of intangible assets. Additionally, universities
should advocate for national policies that promote ITT and enhance collaboration between
academia and industry, which is currently lacking in Malaysia’s technology transfer ecosystem.
Using ITT requirements under STA 2010, innovators can engage in “secure and authorized”
technology transfers. A budget must be allocated by both private and public universities to
conduct such activities. This budget allocation, ideally, should be supported by the Ministry of
Education (MOE), Ministry of Finance (MOF), and MITI.

An app or website should be developed to facilitate desktop search by concerned university
researchers to help in filing for university permissions and to automate and streamline the
assessment process by the TTO. Regional and global engagement should be made a priority for
outreach programs conducted in Malaysian universities to stay updated on best practices and
examples of efficient and comprehensive ITT controls in academia. A centralized data-sharing
mechanism could be established for cases with high and moderate risk of potential violation
of STA 2010 and other international regulations. Periodic audits by the concerned government
authority should be instituted to ensure that appropriate safeguards on research programs are
in place at the universities.

Operationalizing Skill Development in ITT: A Proposed 5-day Training
Module for Universities in Malaysia

Based on the data and findings of Project 2, the principal investigator is developing

42 R. Ismail and N. Zainuddin, “The Role of University Technology Transfer Offices in the Commercialization
of Research: A Malaysian Perspective,” Journal of Technology Transfer, Vol. 42, Issue. 3 (2017), pp.
345-367.
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a specialized training module as one of the project’s key outcomes to address the gaps in
STA 2010 compliance among Malaysian universities. The module is specifically designed
for university personnel involved in research governance and technology transfer, including
compliance officers, RMC, TTO, ICC and senior academic leadership. The initiative aligns with
international recommendations for export control training in academia, such as those promoted
by the Export Control and Border Security (EXBS) Program and the European Commission’s
dual-use compliance guidelines for higher education institutions.*

The following figure provides the main components of the proposed module that will focus
on enhancing knowledge, building practical skills, and integrating ITT compliance practices
tailored to the needs of Malaysian academic institutions.

Day/ Title/ Components

Module

1 Understanding the Regulatory Landscape of Technology Controls
2 Risk Assessment and Red Flags

3 Due Diligence and Compliance Processes

4 Technology in Enhancing Due Diligence

5 Group Presentation

This structured interactive module will ensure that universities can build internal capacity to
manage STA 2010 obligations and foster a sustainable compliance culture.

Projects 1 and 2: Joint Conclusions

The findings from Projects 1 and 2 underscore the urgent need for Malaysian universities to
address longstanding gaps in ITT compliance through deliberate institutional action, sustained
awareness, and specialized capacity-building. While MITI’s awareness initiatives have made
commendable strides, their limited institutional impact underscores the need for more embedded
and context-specific solutions. By integrating ITT into academic governance, curricula, and
institutional training structures, universities can shift from reactive compliance to proactive
engagement with export control laws.

Universities must also work with agencies like MYSTCC and MITI to develop shared
compliance frameworks, train key personnel, and allocate adequate resources to operationalize
internal control mechanisms. With a strong foundation in both technical and procedural
compliance, universities will be better positioned to protect sensitive research, promote secure

43 “Export Controls: Agencies Should Improve Enforcement and Outreach to Address Academic Risks, U.S.
Government Accountability Office (GAO), GAO-22-105727, (Washington, DC: GAO, 2022), <https://
www.gao.gov/products/gao-22-105727>. See also “Final Report: Study on the Impacts of EU Export
Controls on Academia and Research Institutions (Brussels: European Commission, 2019), <https://data.
europa.eu/doi/10.2760/37410>.


https://www.gao.gov/products/gao-22-105727
https://www.gao.gov/products/gao-22-105727
https://data.europa.eu/doi/10.2760/37410
https://data.europa.eu/doi/10.2760/37410
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collaboration, and contribute to Malaysia’s strategic interests in global trade and innovation.

Through these efforts, Malaysian higher education institutions will not only enhance their
research integrity and credibility but also reinforce their standing as responsible contributors to
global technological and knowledge ecosystems.

Some Preliminary Steps towards ITT Management in Malaysian Universities
and Beyond*

ITTs are regulated under Strategic Trade Management (or Control) regulations of most countries,
which prohibit such exports (and transfers) if the technology — both tangible and intangible
— is likely to be diverted to unauthorized uses. These uses include, specifically, activities
and transactions related to weapons of mass destruction (WMD), and in some cases, also in
conventional weapons. The targets of these STM regulations include industry (manufacturers,
transporters, banks and insurers) and academia (R&D centers, universities).

The original research summarized in this article confirms that Malaysian universities display the
three general trends regarding the implementation of ITT controls in universities worldwide: 1)
Most universities are still grappling with a lack of awareness about STM laws (how and why do
these laws apply to them?); 2) lack of clarity about compliance expectations (what needs to be
done?); and 3) concerns about resources (how will they fund human and technical manpower
and infrastructure needed for ITT compliance?).

Parallels with Industry

Those who follow discussions on STM compliance within industry will recognize that
industry, globally, has raised the same concerns for the past decade, as regulators have made
STM compliance, via ICPs, either mandatory or an important consideration in issuing trade
licenses. Adoption of ICPs in industry has increased with more outreach campaigns, more
sector-focused guidance, and better-specified and more user-friendly regulations. Indeed, as
the section on MYSTCC (above) shows, it took many years after the establishment of STA
2010 to crystallize the concept of an industry-organization focused exclusively on STM that
can provide technical support to members (companies) as well as represent their concerns about
regulatory procedures to the regulators, to improve operation efficiencies in sector-specific
compliance. This too follows the trajectory in some other Asian states, such as Japan (CISTEC)

44 This section is a contribution from Dr. Seema Gahlaut, one of the Mentor Advisors on the Coalescion
project.

45 E.Scott, E, R. Peel., F. Ruechardt, and N. Mitchell, N., “Catalogue of Case Studies on Intangible Technology
Transfers from Universities and Research Institutes,” (revised edition), King’s College London., <https://
kclpure.kel.ac.uk/ws/portalfiles/portal/135803068/itt_case studies.pdf> and R. Rege, “Universities
Should Implement Internal Control Programs to Monitor Compliance with Export Control Laws,” Journal
of Law & Education, Vol. 35 (2006), p. 199.



https://kclpure.kcl.ac.uk/ws/portalfiles/portal/135803068/itt_case_studies.pdf
https://kclpure.kcl.ac.uk/ws/portalfiles/portal/135803068/itt_case_studies.pdf
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and Republic of Korea (KOSTI).**” MYSTCC has gone a step ahead of its Asian counterparts
and already identified cooperation with universities as an important pillar of its work. This
reflects the growth of public-private partnership between companies and universities all over
the emerging market economies around the world.

The same trends in ICP adoption within universities can be expected. Indeed, the two projects
presented in this article demonstrate a somewhat rare phenomenon in the developing world:
Malaysian institutions appear to be far more open about their challenges than their Asian
counterparts. They are vocal in acknowledging their lack of existing knowledge on STA 2010
and any related procedures, both at the level of university management and among the due-
diligence personnel. This augurs well for Malaysia.

The bigger challenges ahead for universities in Malaysia as well as for other countries, are the
following:

1. Getting buy-in from academic and research faculty who are likely to chafe at any
attempts to curtail their freedom to engage external partners — foreign or domestic.

2. Overcoming administrators’need to generate more revenue for their universities.
They currently do so from engaging foreign and domestic actors. This includes
sponsors who want bespoke R&D projects, academic institutes that want faculty/
student exchange programs and research partnerships, and with companies through
technology transfers for commercialization.

3. Finding resources to establish ICPs to comply with STM regulations. This will
include organizing more awareness-raising events, training existing personnel, and/
or hiring STM-proficient personnel, and developing new due diligence procedures
that, at the very least, do not contradict existing due diligence procedures established
for non-STM purposes.

Strategies to Overcome Institutional Challenges

New regulations, undeniably, require additional institutional procedures, whether for reporting,
or monitoring, screening, or for getting permissions. The focus of institutional regulators should
be first to identify the stakeholder groups that are likely to be affected by the new rules. In the
case of universities, this would include the management, the faculty, and the students. Second,
to engage these stakeholder groups in interactive sessions to explain where and why their
activities have touchpoints with the national STM regulation. In most cases, the discussions at
this stage focus on penalties for violations, to assert the importance of compliance. Based on
the authors’ years of interactions with industry, as well as officials in regulatory offices, this

46 Please see the website of Center for Information on Security Trade Control (CISTEC), <https://www.
cistec.or.jp/english/about/introE2.html.>

47 Please see the website for Korea Trade Security Agency (KOSTI), <https://www.kosti.or.kr/cms/content/
view/258>.


https://www.cistec.or.jp/english/about/introE2.html
https://www.cistec.or.jp/english/about/introE2.html
https://www.kosti.or.kr/cms/content/view/258
https://www.kosti.or.kr/cms/content/view/258
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works only to promote superficial implementation and reluctant or conditional compliance.*
For voluntary, active, and sustainable compliance, the discussion needs to focus less on sticks
and more on carrots: the professional, personal, and institutional factors that get enhanced
by compliance.® These might include their ability to “do responsible science,” to contribute
tangibly to the national missions of technical progress and economic development, and the
increased ability to access project resources from reputable sources/partners.

In parallel, universities need to have a plan to streamline their due diligence processes.
Drawing from the experience of companies, establishing a stand-alone ICP office is difficult
and expensive — unless a university has many activities/transactions that require STM-focused
screening and monitoring. The more feasible and cost-effective option might be to build STM
compliance into existing compliance processes.™

Both projects presented in this particle identify at least two due diligence offices that most
Malaysian universities already have: research management centers and technology transfer
offices or commercialization centers. The former appears to focus on ensuring compliance
with sponsor rules and requirements on the one hand, and with overall university policies/
practices on the other. The latter office(s) appear to ensure that university can have an adequate
return on investment (ROI) whenever the technology (product, prototype, process) produced
by its employees is transferred to an external entity for commercial purposes. The actual due
diligence performed by these offices, logically, has several overlaps. The diagram below seeks
to highlight that.’!

48 This is sometimes referred to as “checking boxes” — to do the bare minimum by following the letter of the
law.

49 This is now widely subsumed under the concept of “security culture” or “culture of compliance” — to
follow the spirit of the law and understand and accept the rationale of the compliance procedures, and to
actively fill the gaps where it makes sense.

50 One could argue that STM compliance is about governance of technologies, and as such, might fit within
the “Governance” silo of a university’s ESG framework.

51 This is a first-cut attempt at conceptualizing the overlaps. A deeper study of documents, procedures, and
differences in the definitions of common terms under each due diligence office will be needed to provide a
more nuanced and detailed map of how the overlaps can be made mutually beneficial and the divergences
can be enshrined to preserve the integrity of the individual processes.
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Figure 7. Integrating due diligence in universities

TECHNOLOGY SECURITY

From the regulators’ perspective, technology development and technology transfers can be
deemed to be deliberate violations by universities if standard due diligence practices are
ignored with reference to the end-use (technology classification) and end-user (selection of
sponsor, partner, collaborator, or vendor).

This means university compliance offices need to perform two tasks:

1.

Identify which technologies are present or being developed on the campus. Research
faculty can help compile this data. The task of the compliance office would be to see
which of these are covered by STA 2010. This is a complex task and would require technical
skills spanning numerous technology-fields (CBRN, aerospace, defense, emerging
technologies, etc.) and an understanding of the engineering specifications within these
domains, where science is matched with technology (products).

Screen partners (vendors, sponsors, collaborators in research and in commercialization). The
most likely source of this information, for STM purposes, are the “entities lists” announced
by countries, regimes, and UN organizations, comprising individuals, companies, and
organizations that are known to be engaged in illegal activities such as supporting WMD
and/or weapons development, terrorism, financial crimes, and other activities deemed to be
harmful or inhumane. These lists change frequently as more “entries” are added or deleted
based on new national and international assessments.

As industry has found, these two STM-compliance tasks are quite complex and require many
hours of due diligence. Market-based software tools, however, are available and being used
widely in industry. Universities or consortiums can buy access, individually or collectively,
to ensure that their due diligence processes are accurate, time-sensitive and resource-efficient.
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Ministries or relevant government agencies might need to step in to provide initial financial
support to help universities access such services.

Beyond these technical solutions, STM compliance in universities will require developing a
bank of case studies — real or hypothetical — of the possible methods by which “bad actors” may
access their “technology”, which needs to be defined broadly. It is not confined to just project
data and IP but also other assets of the universities: facilities, faculty, students, vendors etc.
Universities also need to see their activities as providing public goods (education, research,
innovation) but within the context of the “do no harm” principle, which also fulfills the ethics
of “responsible science.”

In sum, the conclusions and recommendations of the two studies in this article augur well
for Malaysian universities. Even if they show lack of awareness about STA 2010, they also
demonstrate that wherever awareness exists, there is interest in more practical learning and
more institutional and government support. There is nascent partnership with industry in both
technology innovation as well as in technology security (compliance). While compliance models
developed in industry may have lessons for universities, they will not be useful if replicated/
duplicated in the academic setting. The push and pull factors for STM compliance in universities
will be different from those in industry. As Malaysia accelerates its journey towards becoming
a regional leader in some of the strategic technology sectors such as semiconductors, artificial
intelligence, internet of things, blockchain, and quantum computing, and as universities are
accorded greater importance in the National Innovation System, the academic community will
need to actively protect its contributions from both domestic and foreign threats.
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Abstract

This article focuses on strengthening Cambodia’s customs risk assessment to enhance Strategic
Trade Control Enforcement (STCE) amid global concerns about the proliferation of Weapons
of Mass Destruction (WMD) and dual-use goods. As a key player in regional trade, Cambodia
must fulfil several roles, including trade facilitation and detecting the illicit trade of strategic
goods. The article examines Cambodia’s legal framework related to strategic trade controls,
identifies challenges facing customs authorities, and explores international standards and
best practices. It highlights policy options, including risk profile development, commodity
identification training, detailed guidelines, and technical reach-back support for customs
frontline officers to effectively address strategic trade risks while supporting legitimate trade.
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Introduction

The proliferation of weapons of mass destruction (WMD) poses a serious threat to global
security. United Nations Security Council resolution (UNSCR) 1540 and other international
agreements call on all Member States to implement effective procedures and practices to prevent
the proliferation of strategic goods.? Cambodia has proactively implemented international
treaties and conventions to prevent proliferation and has adopted several laws and regulations
which govern strategic trade. Dual-use goods are mainly controlled through the national list
of prohibited and restricted goods which has been updated regularly to respond to emerging
risks and challenges. Beyond these obligations, Cambodia’s active involvement in strategic
trade controls can contribute to strengthening regional and global security and stability. Due to
its geographical location and trade volume, Cambodia plays a key role in preventing the illicit
trade of strategic goods and unauthorized dual-use items.

The General Department of Customs and Excise of Cambodia (GDCE) plays a crucial role in the
Strategic Trade Control Enforcement (STCE) as the organization is responsible for exercising
control over exportation, importation, and transit of goods.> However, as the sole leading agency
at the border, the GDCE must implement and enforce a wide range of government policies
and has many roles including revenue collection, trade facilitation, intellectual property rights,
and managing other prohibited and restricted goods that may affect society, security, and the
environment. This means that customs officers can only do their best based on the resources
they have in order to focus on STCE with competing customs priorities. Therefore, an effective
customs risk management system to control strategic trade is necessary to achieve maximum
enforcement while not hindering trade facilitation.

The article identifies ways to improve customs risk assessment in Cambodia to target illicit
trade of STCE shipments effectively. First, the article outlines the international and national
legal framework governing strategic trade controls in Cambodia. The article then discusses the
role of customs administrations in STCE and identifies the key challenges that the GDCE faces
to enforce strategic trade controls effectively. This is followed by an exploration of international
standards and practices that are relevant to respond to the identified challenges. Lastly, the
article develops practical policy options for the GDCE to improve customs risk assessment and
targeting capabilities for STCE.

2 United Nations Security Council Resolution 1540, 2004, <https://undocs.org/S/RES/1540(2004)>.

3 Law on Customs. 2007, Royal Government of Cambodia Customs, <http://www.customs.gov.kh/wp-
content/uploads/2015/10/Customs-Law-and-Regulations-EN-GDCE.pdf>.


http://www.customs.gov.kh/wp-content/uploads/2015/10/Customs-Law-and-Regulations-EN-GDCE.pdf.
http://www.customs.gov.kh/wp-content/uploads/2015/10/Customs-Law-and-Regulations-EN-GDCE.pdf.
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Legal Frameworks Governing Strategic Trade in Cambodia

According to the compilation by the Technical Working Group on STCE under the Customs
Framework of the GDCE, there are several obligations for Cambodia to follow internationally
and nationally as detailed in the following:

International Legal Frameworks

The main international framework for STCE implementation is UNSCR 1540, which imposes
binding obligations on all United Nations Member States. The resolution requires countries to
take effective steps to establish regulatory controls on strategic goods to prevent the proliferation
of WMD and related delivery systems. As a member of the UN, Cambodia is obligated to align
its national efforts with the requirements of UNSCR 1540, ensuring that all necessary measures
are in place to prevent the illegal trade of these materials.

Cambodia has ratified several key international agreements supporting nonproliferation and
security, including:*

* Treaty on the Nonproliferation of Nuclear Weapons (NPT) in 1972: Aims to prevent
nuclear weapons spread and promote peaceful nuclear energy use.

e Treaty on the Prohibition of Nuclear Weapons (TPNW) in 2021: commits to global
nuclear disarmament.

* Model Protocol with the IAEA in 2015: Enhances verification of peaceful nuclear use.

e Convention on the Physical Protection of Nuclear Material (CPPNM) in 2006: Sets
standards for nuclear material protection.

* Southeast Asian Nuclear-Weapon-Free Zone Treaty (Bangkok Treaty) in 1997: Ensures
Southeast Asia remains free from nuclear weapons.

*  Chemical Weapons Convention (CWC) in 2005: Seeks to eliminate chemical weapons.

* Biological and Toxin Weapons Convention (BTWC) in 1983: Focuses on eliminating
biological weapons.

* Arms Trade Treaty (ATT) in 2013: Regulates conventional weapons trade.

4 Treaty on the Nonproliferation of Nuclear Weapons (NPT), United Nations, 1968, <https://www.un.org/
disarmament/wmd/nuclear/npt/>; Model Protocol Additional to the Agreement(s) Between State(s) and
the International Atomic Energy Agency for the Application of Safeguards, International Atomic Energy
Agency, 1997, <https://www.iaea.org/sites/default/files/infcirc540.pdf>; Convention on the Physical
Protection of Nuclear Material (CPPNM), International Atomic Energy Agency, 1979, <https://www.iaea.
org/sites/default/files/infcirc274r1.pdf>; Southeast Asian Nuclear Weapons-Free Zone Treaty (Bangkok
Treaty), United Nations, 1995, <https://www.un.org/disarmament/wmd/nuclear/seanwf{z/>; Convention
on the Prohibition of the Development, Production, Stockpiling, and Use of Chemical Weapons and
on their Destruction (CWC), Organization for the Prohibition of Chemical Weapons, 1993, <https://
www.opcw.org/chemical-weapons-convention>; Convention on the Prohibition of the Development,
Production, and Stockpiling of Bacteriological (Biological) and Toxin Weapons and on their Destruction
(BTWC), United Nations, 1972, <https://www.un.org/disarmament/wmd/bio/>; Arms Trade Treaty
(ATT), United Nations, 2013, <https://thearmstradetreaty.org/treaty-text.html>; International Convention
on the Suppression of Acts of Nuclear Terrorism (ICSANT), United Nations, 2005, <https://www.nti.org/
education-center/treaties-and-regimes/international-convention-suppression-acts-nuclear-terrorism/>;
Proliferation Security Initiative (PSI), U.S. Department of State, <https://2009-2017.state.gov/t/isn/
c10144.htm>.
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* International Convention on the Suppression of Nuclear Terrorism (ICSANT) in 2006:
Prevents nuclear terrorism.
¢ Law on Customs (2007)

Cambodia has also voluntarily endorsed the Proliferation Security Initiative (PSI) to combat
WMD trafficking through international cooperation and intelligence sharing. By committing
to these frameworks, Cambodia strengthens its legal and regulatory systems to support non-
proliferation and global security.

National Legal Framework

Cambodia has several national laws and regulations related to strategic trade controls. Article
54 of the Constitution of Cambodia (1993) prohibits the production, usage, and storing of
several kinds of weapons. Cambodia also adopted laws and regulations as follows.

e Law on the Prohibition of Chemical, Nuclear, Biological and Radiological Weapons
(2009)

¢ Law on Counter Terrorism (2007)

* Law on the Management of Weapons Explosives and Ammunition (2005)

* Sub Decree 40 on Chemical Substance involved in the Productions of Chemical,
Nuclear, Biological and Radiological Weapons (2011)

*  Sub Decree 370 on the Implementation of The List of Prohibited and Restricted Goods
(2023)

e Sub Decree 38 on the Administration and Control of the Import, Production, Sale,
Purchase, Distribution and the Use of Weapons, and Explosives of All type (1999)

* Prakas 148 of the Ministry of Industry, Mines and Energy on Procedures and Issuance
of Certification of Items and Quantities of Chemical Substance Use (2012)

Most dual-use items are controlled through Sub Decree 370. The relevant licensing agencies
are the Ministry of Mines and Energy (MME), Ministry of Industry and Handicraft (MIH),
Ministry of Health (MOH), and Ministry of Agriculture, Forestry and Fisheries (MAFF).

In 2006, the Royal Government of Cambodia (RGC) adopted a risk management policy under
Sub Decree 21 on the Facilitation of Trade through Risk Management which requires customs
inspections to be done based on risk-operative procedures.® This means that the GDCE no
longer inspects each and every consignment. Instead, inspection is performed on shipments
which are deemed high-risk only. Random inspection can be conducted to uncover hidden

5 Law on the Management of Weapons, Explosives, and Ammunition. 2005; Law on Customs. 2007, Royal
Government of Cambodia, <http://www.customs.gov.kh/wp-content/uploads/2015/10/Customs-Law-and-
Regulations-EN-GDCE.pdf>; Law on the Prohibition of Chemical, Nuclear, Biological, and Radiological
Weapons. 2009; Sub-Decree 38 on the Administration and Inspection of the Import, Production, Sale,
Distribution, and Handling of All Types of Weapons, 1999; Sub-Decree 40 on Chemical Substances
Involved in the Production of Chemical, Nuclear, Biological, and Radiological Weapons, 2011; Sub-Decree
370 on the Implementation of the List of Prohibited and Restricted Goods, 2023; Prakas of the Ministry
of Industry, Mines, and Energy on Procedures and Issuance of Certification of Items and Quantities of
Chemical Substance Use. 2012, <https://www.fao.org/faolex/results/details/en/c/LEX-FAOC217074/>.

6 Sub-Decree 21 on the Facilitation of Trade Through Risk Management Policy, Phnom Penh: Royal
Government of Cambodia, 2006.


http://www.customs.gov.kh/wp-content/uploads/2015/10/Customs-Law-and-Regulations-EN-GDCE.pdf
http://www.customs.gov.kh/wp-content/uploads/2015/10/Customs-Law-and-Regulations-EN-GDCE.pdf
https://www.fao.org/faolex/results/details/en/c/LEX-FAOC217074/
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risks.

The GDCE established the STCE technical working group under the Customs framework with
21 members covering several key border checkpoints. The working group compiled national
and international relevant laws and regulations, international regime lists of strategic goods, and
UN sanctions relevant to import and export for specific countries. However, the compilation is
for internal use and risk management purposes in the GDCE only. The official list of strategic
goods in Cambodia requires the establishment of the national inter-agency working group
to obtain inputs from all relevant government agencies which can be time-consuming and
complicated.

The UNODC-WCO Container Control Program (CCP) established a Container Control Unit
(CCU) in Sihanoukville International Port Customs and Excise Branch and an Air Cargo
Control Unit in Phnom Penh International Airport Customs and Excise Branch.” Both units
are responsible for profiling and targeting bill of lading/airway bills to identify illicit cargos,
including illicit strategic goods. Both units often receive trainings and workshops from CCP
and other development partners on STCE.

On December 14, 2009, an MoU was signed between the Secretariat of the National
Counterterrorism Committee (SNCTC) of Cambodia and the United States Department of
Energy on cooperation to prevent the illicit trafficking in nuclear and radioactive material. As
part of this MoU, radiation detection equipment was installed at key check points, including
Sihanoukuville International Port Customs and Excise Branch, Phnom Penh River Port Customs
and Excise Branch, Phnom Penh International Airport Customs and Excise Branch, and Siem
Reap International Port Office. Many customs officers based there have been trained to use the
system to respond to suspicious radioactive materials.

There are differing opinions on whether a single law and control list should be established for
strategic trade enforcement. It is important to ensure that establishment of such a specific control
list will can enhance customs control while not compromising trade facilitation. Cambodia has
established various regulations as well as a control list covering strategic items. To enhance
customs enforcement, Cambodia should consider developing new legislation, reviewing
existing legislation, or strengthening the effective implementation of existing regulations.

Importance of Customs in Strategic Trade Control Enforcement

The WCO defines strategic goods as “Weapons of Mass Destruction (WMD), conventional
weapons and related items involved in the development, production, or use of such weapons
and their delivery systems,” and dual-use goods as goods that can be used for both civil and

7 Aide-Memoire on the Implementation of Container Control Programme, General Department of Customs
and Excise of Cambodia. 2024.
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military purposes.® The import and export of dual-use goods generally requires a license from
a competent authority to ensure legitimate end-use by legitimate end-users.

Effective STCE implementation requires a coordinated approach across government ministries
and agencies with customs playing a central role. As the primary authority overseeing cross-
border trade, customs ensures that shipments comply with both national laws and international
regulations. Customs control ranges from, but is not limited to, verifying shipping documents,
inspecting high-risk documents, and preventing illegal and unauthorized shipments from cross
the border.’

According to the strategic trade control Systems Model developed by the U.S. Department of
Energy’s Office of Nonproliferation and Arms Control, customs plays a key role in the fourth
STC function area, preventing illicit trade.'® To successfully prevent illicit strategic trade,
customs detects non-compliance through targeting measures and interdicts illicit trade through
detaining and inspecting shipments to check whether they are compliant.

The GDCE is aware of this role and responsibility. The Technical Working Group on STCE
under the Customs Framework has been established in 2019 with the team to work on this
highly technical area. The team works to ensure that the GDCE’s strategic plans and actions also
covers STCE obligations and tasks that can support customs to implement STCE effectively.

Challenges Facing Cambodia Customs to Control Strategic Trade
Limited Understanding of Strategic Goods

A limited understanding of strategic goods, particularly dual-use items, among customs officers
hampers their ability to identify high-risk shipments effectively. Moreover, they mostly rely on
licenses issued by competent authorities. If the inspected goods match with the goods listed in
the license, customs officers would assume that the goods are correct without knowing other
characteristics of potential strategic items. Customs officers in Cambodia rely mainly on the
List of Prohibited and Restricted Items issued by Sub Decree 370. If the strategic goods are
not categorized in the control list, there is no reason for customs officers to detain or suspect
the shipments. Therefore, it is critical to examine whether the List of Prohibited and Restricted
Items covers all Cambodia’s obligations related to Strategic Goods Control List.

8 WCO Strategic Trade Control Enforcement Implementation Guide. World Customs Organization, 2023,
<https://www.wcoomd.org/en/media/newsroom/2023/december/stce-implementation-guide-2023-
version.aspx>.

9 James Mccolm, Malik Ghulam Ali, Adam Vas, Peter Heine, and Debika Pal, “Where There’s a Way, There’s
a Will: The World Customs Organization’s Capacity-Building in the Field of Strategic Trade Control
Enforcement,” Strategic Trade Review, Vol. 5, Issue 7 (2019), pp. 45-52. <https://strategictraderesearch.
org/wp-content/uploads/2019/02/Strategic-Trade-Review-Winter-2019.pdf>.

10 Pete Heine, Tye Blackburn, and Heidi Hamling, “A Strategic Trade Control Systems Model,” Strategic
Trade Review, Vol. 10, Issue 11, (2024), pp. 5-16 (2024), <https://strategictraderesearch.org/wp-content/
uploads/2024/02/A-Strategic-Trade-Control-Systems-Model.pdf>.


https://www.wcoomd.org/en/media/newsroom/2023/december/stce-implementation-guide-2023-version.aspx
https://www.wcoomd.org/en/media/newsroom/2023/december/stce-implementation-guide-2023-version.aspx
https://strategictraderesearch.org/wp-content/uploads/2019/02/Strategic-Trade-Review-Winter-2019.pdf
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The GDCE has received several trainings from development partners such as the World
Customs Organization (WCO), United Nations Office on Drugs and Crime (UNODC), the
U.S. Department of State Export Control and Border Security (EXBS) program, the European
Union Partner-to-Partner (EU P2P) program, and others on strategic trade control enforcement.
However, the content is still highly technical for many customs officers to understand. The
rapid advancement of dual-use emerging technologies and related developments, including
artificial intelligence, 3D printing, quantum computing, positioning, navigation, and timing
(PNT) technology, among others, presents further challenges for customs as it requires officials
to understand the characteristics of the nature of these goods and technologies.' With increasing
volume and diversity of traded goods, customs officers cannot be experts in everything.
Customs, as frontline officers, need technical reachback or guidelines to act effectively when
they face certain types of goods.

Limitation in Data Analysis and Tools

Accurate risk assessment depends on advanced data analysis tools, such as artificial intelligence,
which enables customs to make informed decisions. However, as a developing nation, Cambodia
faces limitations in data analysis capabilities compared to more developed countries. Most
strategic goods are very complicated to understand, especially with the new development of
advanced and emerging technologies and tools.

In addition, the GDCE does not yet have a customs laboratory. When customs officers suspect
any chemical shipments, the GDCE needs to request the competent authority to use their
laboratory and this process is quite complicated. This means that frontline customs officers
need to find concrete risk indicators to justify that the goods deemed high-risk so that it is
worth sending to relevant authorities and going through the hassle. Without strong justification,
customs officers may face complaints from traders.

Intelligence Sharing

Timely intelligence is crucial for intercepting illicit strategic goods. However, confidentiality
constraints often hinder effective information sharing both within national agencies and with
international partners.'? The process of sharing information is long, complicated, and often
requires decisions from the highest levels. Without receiving important information on time,
it can be difficult to assess risks effectively. For example, if the GDCE does not receive
information about seizures in specific regions, it may not be able to develop an accurate risk
profile with similar shipments at the borders.

Limited or lack of mechanisms for risk indicators sharing from licensing authorities to customs
also present challenges for identifying and assessing the risks from the complicated goods that
customs officers are not familiar with.

11 WCO Strategic Trade Control Enforcement Implementation Guide. World Customs Organization, 2023,
<https://www.wcoomd.org/en/media/newsroom/2023/december/stce-implementation-guide-2023-
version.aspx>.

12 Ibid.
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Trade Facilitation

Balancing enforcement with trade facilitation is another challenge facing customs. The RGC
commits to strengthening trade facilitation through a reduction in cross-border controls,
unnecessary mechanisms, and any other unnecessary formalities which delay the flow of goods.
Customs officers shall intervene in the flow of trade only when necessary. Since most dual-use
trade is legitimate and only a small percentage involves strategic goods, customs officers must
ensure enforcement does not hinder legitimate trade. It is a challenge for customs officers to
make sure that they have sufficient capability and risk indicators to claim that any dual-use item
is potentially high-risk.

Applicable and Relevant International Standards

WCO Strategic Trade Control Enforcement Implementation Guide

The WCO has published an Implementation Guide that assists customs administrations in
setting up STCE procedures. The guide was first published in 2014 and is updated periodically.
There are many recommendations that serve customs administrations in almost every area,
ranging from policy level to operational level, to help customs enforce strategic trade control
effectively. To support customs officers at the operational level related to risk assessment and
targeting, the guide developed a process as shown in the Figure 1 below'?

Figure 1. Functional STCE process
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The process outlined above demonstrates the key steps involved in effective STCE
implementation within customs. Risk profiles enable customs officers to identify shipments
with a high likelihood of being involved in illicit trade, ensuring that resources are directed
to where they are most needed.'* Without this, customs would excessively impede legitimate
trade. The risk profile which consists of relevant risk indicators assists customs in targeting
potential high-risk shipments and allocating resources only when necessary. After targeting, the
ability to verify documents and conduct goods examinations is also necessary for customs to
make successful seizure of illicit strategic trade. The WCO guidelines also suggest developing
risk profiles based on the nature of goods, transaction details, and intelligence to determine the
modus operandi of illicit strategic trade.

WCO Risk Management Compendium

The WCO Risk Management Compendium s aliving blueprint, offering customs administrations
a comprehensive framework where countries implementing these guidelines have reported
improvements in the efficiency and effectiveness of their risk management systems. The WCO
published its first version of the guide in 2011 and is also periodically updated, reflecting the
evolving needs of customs administrations globally.”” Volume 1 of the Compendium deals
with organizational frameworks, principles, and processes. Volume 2 focuses on operational
activities, including risk assessment, profiling, and targeting.

The process of risk assessment and risk profile development are outlined in the compendium.
The WCO defines risk profile as the “description of any set of risks, including a predetermined
combination of risk indicators, based on information which has been gathered, analyzed, and
categorized.”'* The compendium also mentions that many customs administrations have been
using automated systems for profiling and targeting which is easier and faster as it automatically
generates and flags the shipments that match the set profile.

Risk assessment comprises risk identification, risk analysis, risk prioritization, and evaluation.
In the context of this article, the threat related to illicit trade of strategic goods is identified so
the next step would be to conduct risk analysis. Risk analysis involves weighing the probability/
likelihood of a threat occurring and its potential consequences. For example, customs
officers need to consider not only the likelihood of illicit goods being trafficked but also the
broader implications for national security and global trade. By combining the likelihood and
consequence, the risk level calculation is shown in figure 2 below which illustrates the outcome
from risk assessment of illicit trade of strategic goods in Cambodia.

14 World Customs Organization, WCO Risk Management Compendium, (Brussels: World Customs
Organization, 2023), <https://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/tools/risk-
management-compendium.aspx.>

15 Ibid.
16 Ibid.
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Figure 2. Conducting 3x3 risk assessment
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Revised Kyoto Convention (RKC)

Standard 6.5 of the General Annex of the Revised Kyoto Convention (RKC) requires
customs administrations to adopt a compliance measurement strategy to support customs risk
management.'” A method of compliance measurement can be used to enhance the success of risk
management as it can determine the level of compliance of traders. The compliant measurement
areas are documentary issues, procedural issues, revenue issues, transport issues, and specific
concerns. Customs can collect data from several sources manually and electronically through
their automated systems. This data can go through statistical analysis to estimate the compliance
rates of traders and companies. The result from compliance measurement can be used to update
and revise selectivity criteria to accurately target high-risk consignments, which can contribute
to the overall effectiveness of the risk management system.

SAFE Framework of Standards

Risk management is a key component of the WCO’s SAFE Framework to Secure and

17 Protocol of Amendment to the International Convention on the Simplification and Harmonization of
Customs Procedures, World Customs Organization, June 26, 1999, <https://www.wcoomd.org/en/
topics/facilitation/instrument-and-tools/conventions/pf revised kyoto conv/kyoto new/
protocol-of-amendment.aspx>.
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Facilitate Global Trade (SAFE FoS), which helps customs administrations secure global trade
while maintaining efficiency.'® Standards 2.4 and Standard 2.5 of Pillar 1 of the SAFE FoS
recommends customs administrations to establish an automated risk management system which
uses sophisticated methods to select, profile, and target high-risk consignments. Though SAFE
FoS is not a binding document, it is widely used by many customs administrations around the
world as a key document to modernize their customs administrations to meet international
standards.

Regional Best Practices in Risk Assessment

Countries in the region have significantly enhanced their risk assessment frameworks to bolster
customs enforcement without compromising trade facilitation. These frameworks aim to
streamline processes while ensuring compliance with international trade standards, particularly
in strategic trade controls.

For example, Singapore Customs has implemented the TradeFirst (Trade Facilitation &
Integrated Risk-based System) program since 2011." This program offers a one-stop risk
assessment measure to evaluate traders and ensure that companies meet the stringent standards
set by Singapore Customs. By focusing on potential non-compliant traders, Singapore Customs
maintains detailed records for intelligence purposes, enhancing the efficiency of enforcement
actions.

Similarly, Thailand’s Customs Department employs an advanced Customs Tariff Risk
Assessment System (CTRAS) that leverages technology to profile and assess risks associated
with cargo.” This system integrates data analytics and historical records to identify high-risk
shipments including those involving controlled or dual-use goods, allowing customs officers
to allocate resources efficiently and target non-compliant traders. This proactive approach not
only helps in identifying non-compliant traders but also ensures the enforcement of customs
control measures while minimizing delays at ports.

Additionally, Australia Border Force (ABF) has implemented a sophisticated Integrated Cargo
System (ICS) as part of its customs modernization efforts.?' The ICS combines risk assessment
with pre-arrival/export data screening to identify shipments that require additional scrutiny.
Through collaboration with various agencies and international counterparts, the ABF ensures
that strategic trade controls are enforced without hindering legitimate trade.

18 World Customs Organization, SAFE Framework of Standards (Brussels: World Customs Organization,
2021), <https://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-
tools/tools/safe-package/safe-framework-of-standards.pdf>.

19 George Tan, “Singapore’s Journey Towards Its Implementation of Strategic Trade Controls,” Strategic
Trade Review 2, Vol. 2, Issue. 2 (2016), pp. 90-103, <https://strategictraderesearch.org/wp-content/
uploads/2024/02/A-Strategic-Trade-Control-Systems-Model.pdf>.

20 “Customs Tariff Risk Assessment System (CTRAS),”Annual Report on Customs Modernization and
Innovation, Royal Thai Customs. 2020, <https://www.customs.go.th/>.

21 Australian Border Force, “Integrated Cargo System (ICS): Enhancing Trade and Border Management,”
Department of Home Affairs, 2021, <https://www.abf.gov.au/>.
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These examples highlight the region’s commitment to developing comprehensive risk
assessment frameworks that balance enforcement with facilitation, promoting security, and
strengthening efficiency in global trade.

Other Manuals, Handbooks, and Guidelines

Several countries have developed detailed guidelines and handbooks to aid in the implementation
of their strategic trade control systems. For example, Singapore’s Strategic Trade Control
Scheme Handbook contains detailed guideline for traders on internal compliance programs,
bulk permits application procedures, record-keeping requirements, and awareness training.*
This handbook makes it easier for customs to conduct risk assessment against the standard
practice. Another useful resource is the Guidebook on the Determination of Strategic Goods
which provides a comprehensive strategic goods control list based on technical specification of
the goods and the method to determine if the goods is strategic.”

In addition, the Center on Export Control, with support from the Ministry of Economy of the
Kyrgyz Republic and the International Science and Technology Center (ISTC), has published an
Export Control Handbook which supports all relevant authorities, including customs, guidance
for implementing export control policies including international and legal frameworks as well
as national control systems*

Opportunities for Customs to Improve Risk Assessment and Targeting
Capabilities

This article proposes several policy options to improve customs risk assessment and targeting
capabilities for strategic trade control in Cambodia.

Risk Profiles for Strategic Goods

Developing risk profiles for strategic goods requires identifying key risk indicators. Due to
their complexity, effective risk profiles for strategic trade control relies on both internal and
external data sources. These sources include, but are not limited to, company transactions, trader
information, seizure and audit reports, data from licensing ministries, and lists of sanctioned
entities and countries.

Key risk indicators include the timing of customs declaration submissions, inconsistencies in
documentation, unusual routing, terms of payment, origin and destination details, and vague
goods descriptions. For identifying risk indicators related to specific strategic commodities,

22 Strategic Trade Scheme Handbook, Singapore Customs. 2024, <https://www.customs.gov.sg/files/
businesses/seb/STS Handbook  updated 1 Oct 2024.pdf>.

23 Guidebook on the Determination of Strategic Goods, Singapore Customs, 2024, <https://www.customs.
gov.sg/files/businesses/guidebook-on-the-determination-of-strategic-goods-3-oct-2019.pdf>.

24 Export Control Manual, Center on Export Control, International Science and Technology Center, 2019,
<https://www.istc.int/upload/userfiles/files/EC%20Handbook final English(1).pdf>.
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the GDCE requires support from development partners, including the WCO, to determine the
characteristics of goods that may be classified as strategic. This development process depends
on technical expertise and access to data sources beyond the GDCE’s internal systems.

Once the developed risk profile is integrated into the customs automated risk management
system, customs can effectively target high-risk shipments based on predefined selectivity
criteria. This process involves screening trade documents, identifying discrepancies, and, when
necessary, conducting physical inspections. Accurate targeting relies on document screening
and comparison with the established risk profile, ensuring more effective risk management and
enforcement.”

STCE Guidelines for Frontline Customs Olfficers

Clear guidelines for frontline customs officials helps customs officers know what steps or
actions they need to take in each step of the process without the need to be afraid of the risks
themselves. For example, they can simply follow only the required actions they need to take
when they encounter a high-risk shipment involved in the STCE, which is flagged by the
system. As they simply follow the guidelines, they can have confidence that they are taking
necessary actions without unduly impeding legitimate trade.

Training on Commodity Identification

Even with the best system and guidelines, interdiction or detection cannot happen if customs
officers cannot identify the strategic commodity. Ongoing training in commodity identification
for strategic and dual-use goods is essential for frontline customs officers. For effective risk
profiling, risk management officers must understand how to identify strategic commodities and
apply accurate indicators. Frontline officers must understand the characteristics of strategic
goods to identify potential illegal shipments.

Technical Reachback Support System

Frontline customs officers require technical and timely reachback to confirm and check new or
unknown commodities that they find suspicious. Technical reachback expertise can consist of
licensing authorities who issue licenses or international experts who are highly knowledgeable
in this area. The process to utilize reachback should be as quick and real-time as possible.

Conclusion

In conclusion, by strengthening strategic trade controls, Cambodia’s GDCE contributes to
regional stability and upholds international nonproliferation standards, serving as a model
for emerging economies. Customs administrations, including the GDCE, must balance their
obligations to enforce controls on high-risk shipments and facilitate legitimate trade. To enforce

25 Pete Heine, Tye Blackburn, and Heidi Hamling, “A Strategic Trade Control Systems Model,” Strategic
Trade Review, Vol. 10, Issue 11, (2024), pp. 5-16 (2024), < https://strategictraderesearch.org/wp-content/
uploads/2024/02/A-Strategic-Trade-Control-Systems-Model.pdf>.
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strategic trade controls effectively, the GDCE must develop robust customs risk assessment
capabilities, focusing on identifying and mitigating STCE-related risks. The GDCE has
modernized most customs procedures and processes to be in line with international standards
and best practices.

Based on these practices, the GDCE can enhance customs risk assessment for strategic trade
control by developing an electronic profiling and targeting system that enables officers to
set criteria for flagging high-risk shipments. An STCE handbook is necessary for customs
officers to follow the manual on what next step they should take to effectively detect the illicit
trade., Training for frontline officers on commodity identification additionally needed to equip
them with the ability to identify strategic items. Lastly, strong and real-time communication
with technical experts is key for frontline customs officers to feel confident when they detain
potential high-risk shipments.
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Abstract

In the context of evolving global trade dynamics, the Strategic Trade Management Act (STMA)
of the Philippines plays a critical role in regulating the trade of strategic goods to prevent the
proliferation of weapons of mass destruction (WMD) and their delivery systems. This legislation
requires businesses to obtain licenses for cross-border trade activities, with the Department of
Trade and Industry’s Strategic Trade Management Office (DTI-STMO) overseeing compliance
and promoting responsible trading practices. The DTI-STMO'’s outreach initiatives are vital
for educating businesses about STMA requirements and fostering industry participation in
national security efforts. By leveraging social media platforms like LinkedIn and Facebook,
the DTI-STMO aims to enhance stakeholder engagement, disseminate crucial information, and
encourage proactive collaboration within industry. This article emphasizes the importance of
building a community around strategic trade management, utilizing innovative communication
strategies to strengthen compliance and promote awareness of the shared responsibilities in
preventing the illicit spread of sensitive technologies.
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Introduction

The Philippines’ Strategic Trade Management Act (STMA) has a crucial purpose: it requires
businesses to secure licenses before participating in the cross-border trade of strategic
items, including exports, transshipments, and brokering activities. The Department of Trade
and Industry - Strategic Trade Management Office (DTI-STMO) plays an integral role in
implementing this legislation, overseeing compliance, and issuing necessary permits. This
office is essential to guaranteeing that trade practices align with regulations to prevent the
misuse of sensitive technologies.

Fulfilling STMA requirements is not merely an administrative task; it reflects a commitment
to national and international security. By adhering to licensing protocols and reporting
obligations, businesses can play a pivotal role in safeguarding against the spread of WMD-
related technologies.?

In addition to regulatory functions, the DTI-STMO also engages in outreach efforts to educate
businesses about the STMA and its implications. These initiatives aim to raise awareness
of compliance requirements, provide guidance on best practices, and encourage proactive
participation in trade security measures.

The Importance of Industry Outreach

Strategic trade controls (STCs) are essential for preventing the illicit spread of sensitive
technologies that could fuel WMD programs. While national authorities establish these controls,
industry participation is crucial for compliance. In the Philippines, initiatives like the Strategic
Trade Management Awareness Forum help ensure companies grasp their STC obligations.

To boost awareness, leveraging social media platforms—such as LinkedIn, Twitter, and
Facebook—can effectively engage stakeholders and disseminate important information.
Regular posts and interactive sessions can strengthen communication between the government
and the private sector.

Businesses are vital partners in maintaining national security. Therefore, it is critical for industry
stakeholders to be informed about their responsibilities, including meticulous record-keeping
and robust compliance systems.

Leveraging Social Media for Enhanced Engagement
In the Philippines, where social media is deeply integrated into daily life, the potential for

enhanced stakeholder engagement in strategic trade management is significant.’ Research
has indicated that platforms like Facebook and LinkedIn are widely used by Filipinos,

2 International Committee of Red Cross, International Humanitarian Law Databases, 2016, <https://
ihl-databases.icrc.org/en/national-practice/strategic-trade-management-act-2015#:~:text=Republic%20
Act%20No.,Services%2C%20and%20for%200ther%20Purposes.>

3 Jenny L. Davis, “Social Media.” The International Encyclopedia of Political Communication, November
1-8, 2015, <https://doi.org/10.1002/9781118541555.wbiepc004.>
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revolutionizing how organizations share information and connect with each other.* The DTI-
STMO is positioned as a leader in leveraging social media effectively, demonstrating a keen
awareness of its potential to foster collaboration and communication within the industry.

Understanding the activities of regional neighbors, such as Singapore and Malaysia,
provides insights into varying approaches.” While Singapore has invested heavily in digital
communications and social media strategies across various sectors, Malaysia’s efforts are still
evolving, suggesting that the Philippines can take a progressive stance in the region. The DTI-
STMO’s proactive engagement through social media can set a standard for its counterparts in
leveraging these platforms to communicate vital regulatory updates, compliance requirements,
and best practices in export controls.

Harnessing the power of social media can revolutionize industry outreach efforts by fostering
a more informed and proactive community committed to preventing the spread of sensitive
technologies. The DTI-STMO is working towards implementing a comprehensive social media
strategy to engage with its target audience effectively. A detailed analysis of stakeholders on
key platforms like Facebook and LinkedIn will reveal demographics, interests, and behaviors,
enabling the creation of targeted campaigns that resonate with specific audience segments.

Moreover, embracing interactive content—such as polls and discussions—will foster active
participation and feedback essential to building a sense of community around strategic trade
management topics. Establishing dedicated forums and groups on social media will facilitate
knowledge-sharing and engagement among stakeholders, serving as invaluable resources for
informed dialogue. Such partnerships can amplify messages and enhance credibility while
providing valuable feedback from industry insiders.

Social Media and Strategic Trade Controls

Social media has revolutionized the way people communicate and connect with each other, both
on a personal and professional level.® With the emergence of popular platforms like Facebook,
Twitter, Instagram, and LinkedIn, individuals and organizations have been able to create and
consume vast amounts of content, share information and ideas, and engage with others at an
unprecedented scale. This has had a significant impact on various aspects of life, including
strategic trade controls.

However, while social media has made it easier for people to access and disseminate

4 Clarissa David, Social Media Use by Frontline Government Agencies: Review and Recommendations. CIDS
UP. University of the Philippines, 2016, <https://cids.up.edu.ph/wp-content/uploads/2022/03/Social-
Media-Use-by-Frontline-vol.15-n0.2-2016-3.pdf.>

5 Ross Tapsell, Deepening the Understanding of Social Medias Impact in Southeast Asia, 2020,
doi:10.1355/9789814881647, <https://doi.org/10.1355/9789814881647.>

6 B.L Song, K.L. Lee, C.Y Liew, M. Subramaniam, “The Role of Social Media Engagement in Building
Relationship Quality and Brand Performance in Higher Education Marketing,” International Journal of
Educational Management, 37(2), 2023, pp. 417-430, <https://doi.org/10.1108/ijem-08-2022-0315.>
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information related to trade controls, it has also posed some risks. For instance, the ease of
sharing information can lead to the dissemination of sensitive data, which could be used to
circumvent trade controls or promote illegal activities.

To mitigate these risks, organizations involved in strategic trade controls should be aware of
the potential dangers of social media use. They should implement policies and procedures to
monitor social media platforms for information related to trade controls and take appropriate
action to address any potential threats. Additionally, they should educate their personnel on
the responsible use of social media and the risks associated with sharing sensitive information
online.

Communication Gaps

Effective communication and collaboration between micro and diverse-owned businesses and
government agencies is crucial for enforcing strategic trade controls regulations.” Without such
collaboration, it is challenging for government agencies to ensure that businesses comply with
regulations, which could have significant implications on strategic trade controls. To address
this issue, it a separate body of the government could be created to reduce communication
barriers and create collaborative policy measures. This body could help build the confidence
of micro and diverse-owned businesses by understanding their challenges and promoting
compliance with strategic trade control regulations.

Awareness among stakeholders is also essential for the effective implementation of strategic
trade controls. It is crucial for micro and diverse-owned businesses to be aware of regulatory
requirements for compliance with strategic trade controls. This can be achieved through
effective communication and collaboration between government agencies and businesses. By
educating and training stakeholders about strategic trade controls regulations, the government
can help build their confidence and ensure their compliance. This, in turn, promotes a culture
of compliance and ensures the effective enforcement of strategic trade controls, creating a level
playing field for all businesses.

Methodology

The research for this article used a mixed-method approach to derive meaningful insights
that can inform communication strategies and facilitate service improvements.® The research
aimed to gather valuable perspectives and preferences from various stakeholders, including
government agencies and multinational corporations.

7 Anna Steinfest, “Different Types of Barriers and Communication Gaps between the Microbusinesses and
the Government Agencies,” July, 22, 2022, <https://www.linkedin.com/pulse/different-types-barriers-
communication-gaps-between-micro-steinfest>.

8 Lian, Song, Lee, Kim, Liew, Chee, Subramaniam, Muthaloo, “The Role of Social Media Engagement in
Building Relationship Quality and Brand Performance in Higher Education Marketing,” International
Journal of Educational Management, Vol. 37, Issue 1 (2024), <https://www.researchgate.net/
publication/368339154 The role of social media engagement in building relationship quality and
brand performance in higher education marketing>.
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To achieve this, the author conducted a series of structured interviews and surveys to collect
both qualitative and quantitative data. This included customer satisfaction metrics, social media
engagement levels, and stakeholder awareness of services on Facebook and LinkedIn. Such
comprehensive data collection enabled the author to better understand stakeholder preferences
and track engagement metrics across social media platforms and the DTI-STMO website.

The integration and analysis of this data demonstrates the need for informed, data-driven
adjustments to DTI-STMO’s communication strategies, for monitoring progress over time,

and for identifying emerging trends. Ultimately, this methodology is designed to enhance
engagement with stakeholders and improve the effectiveness of DTI-STMO’s services.

Results
A. Client Satisfaction Feedback on STMO Services

During the last quarter of 2023, a total of 88 responses were gathered from 88 of the clients
served. The breakdown per process is as follows:

Table 1. Breakdown for process in terms of frontline services

. . No. of valid No. of clients | Retrieval
Process (Frontline Services) responses
. served Rate
claimed
Consultation Session 18 18 100%
Registration and Authorization 22 22 100%
Audit 6 6 100%
Table 2. Breakdown for process in activity-based services
No. of valid No. of Retrieval
Process (Activity-based Services) responses participants
. Rate
claimed served
Conduct of Awareness Forum 48 48 100%

The Awareness Forum is an outreach initiative by the STMO where stakeholders are invited to
participate either in person or online to learn about compliance with the STMA.

Table 3. Sex distribution

. . No of respondents
Process (Frontline Services) Male Female TOTAL
Consultation Session 13 5 18
Registration and Authorization 8 14 22
Audit 1 5 6
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This shows almost sex distribution among the STMO stakeholders. The table depicts that in
terms of consultation, there are more males compared during the registration and authorization
process.

No of respondents
Process (Activity-based Services) TOTAL
Male Female
Conduct of Awareness Forum 20 28 48

For the conduct of Awareness Forum, the table shows an equal distribution of respondents
between male and female.

Table 4. Age distribution

Age D.IStrlbutl.OH Count %o Distribution
(Frontline Services)
18-25 2 4.3%
26-33 11 23.9%
34-41 9 19.5%
42-49 23 50%
50-57 1 2.17%
58-65 -
66 and above -
TOTAL 46 100%
Age Distribution 0/ O bt lenngs
(Activity-based Services) Count % Distribution
18-25 3 6.25%
26-33 24 50%
34-41 21 43.75%
42-49 - -
50-57 - -
58-65 - -
66 and above - -
TOTAL 48 100%

This table reflects that the majority of the participants, 50% and 43.75%, belong to the
34-41-year-old group.
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Table 5. Client satisfaction results
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OVERALL
AVERAGE
Process (Frontline Services) (Service OVERALL ADJECTIVAL RATING
) RATING
Quality

Dimension)
Consultation Session 3.67 3.67 Very Satisfied
Registration and Authorization 3.67 3.67 Very Satisfied
Audit 3.50 3.50 Satisfied

Overall, STMO showed promising performance in terms of its frontline services with a rating
of “Very Satisfied.” Meanwhile a “Satisfied” rating was given for conducting audits.

B. Social Media Metrics

Table 6. Summary of STMO’s microsite performance

Metric Volume

Views 2,743
Users 1,157
Bounce Rate 32.92%
Event counts* 7,090

*Events indicates user interactions on the website or app; for example,
you can measure when someone loads a page, clicks a link, etc.

In May and June 2024, the Strategic Trade microsite received a total of 2,743 page views,
with approximately 1,157 users visiting the site. The microsite’s bounce rate was 32.92%,
indicating that users engaged with its content by navigating to various sections. The average
BR is 60%, so the lower BR suggests higher user engagement. Regarding Event Counts,
255 occurred on the Issuances pages, while 6,502 were on the STMO landing page. The

remaining 333 events took place on other pages.

Current Industry Stakeholder STM Social Media Awareness Map

The provided results pertain to the survey focusing on the engagement of industry stakeholders
with the DTI-Strategic Trade Management Office, particularly in the context of export control
awareness through social media. The respondents represent a diverse range of business sectors,
including electronics, professional services, and manufacturing.
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Figure 1. STMA/export control awareness

STMA AWARENESS
[ No [ Yes

87%

This figure presents stakeholder awareness of strategic trade management. 87% are aware of
export controls, while 13% of those who consulted us were not aware.

Figure 2. Access to social media for work purposes

ACCESS TO PLATFORMS FOR WORK

I No [ Yes
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Conclusion and Recommendations

To take proactive steps in developing and implementing a comprehensive social media strategy,
STMO can start by conducting a thorough analysis of our target audience across platforms such
as Facebook and LinkedIn. This involves identifying key demographics, understanding their
interests and behaviors, and pinpointing the most effective ways to engage them.

Interactive content such as polls, journals, and discussions can also be utilized to encourage
active participation and feedback from STMO’s stakeholders. This engagement helps build a
sense of community and foster meaningful discussions around strategic trade management.

Furthermore, STMO should consider establishing dedicated forums or groups on social media
where stakeholders can come together to share knowledge, ask questions, and stay updated on
latest developments. These forums can serve as invaluable resources for building a community
of well-informed and engaged stakeholders.

In addition to the outlined steps, it is crucial to plan outreach to more industry associations
in the future. Industry associations serve as key partners in disseminating information and
fostering dialogue among their members. Establishing partnerships with industry associations
can expand STMO’s outreach messages and lend credibility to its communication efforts.

On the other hand, there are factors that could pose challenges to the implementation of these
activities. One factor is the budget constraints. As a result, there may not be a priority to provide
training for social media marketing and basic graphic design. Another factor is the lack of
knowledgeable staff in the areas of creative work and marketing. Currently, the Strategic Trade
Management Office has only two personnel capable of maintaining its social media accounts
and website. Third, limited access to social media within companies restricts the ability of
compliance officers to provide real-time updates for the STMO.

Notwithstanding these challenges, the work of the DTI-STMO in enhancing stakeholder
engagement through social media is not only essential for the Philippines but also serves as a
model for other countries developing their strategic trade controls (STC) initiatives. As nations
worldwide explore outreach strategies to industry, particularly those early in their journey of
developing STC frameworks, the Philippines’ innovative approaches can offer valuable lessons.
By engaging effectively with stakeholders through social media, the DTI-STMO is paving the
way for a more secure future in global trade, demonstrating the importance of collaboration
across borders in the pursuit of enhanced security and compliance.




