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Strengthening Malaysia’s
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Abstract

This article provides an overview of outreach programs organized and implemented by the
Strategic Trade Secretariat (STS) of Malaysia'’s Ministry of Investment, Trade and Industry
(MITI) for the purpose of awareness-raising among relevant stakeholders for effective
enforcement of the Strategic Trade Act 2010 (STA 2010), the export control law in Malaysia.
It describes the objectives and goals of existing outreach programs in alignment with United
Nations Security Council resolution 1540 as an international obligation and commitment to
global security. Elaboration on current implementation is described based on methods and
typology of respective segments while applying various approaches for optimal outcomes. The
development of the outreach programs has led to more solid outcomes where the identified
gaps are being addressed through dedicated programs or training. Authorities such as the
STS must continue to develop, revise, and improve current approaches to address the evolving
landscape and emerging issues to sustain awareness-raising programs.

Keywords

Awareness-raising, outreach, Strategic Trade Act 2010, export controls, strategic trade
management (STM), Strategic Trade Secretariat (STS), strategic goods

Introduction

Malaysia’s Strategic Trade Act 2010 (STA 2010), which came into force on January 1, 2011,
was passed in the parliament as a national commitment to support global efforts to counter

1 Cinderella Barnabas is a public services officer under the Administrative and Diplomatic Services of
Malaysia since 2009. She is currently assigned to the Strategic Trade Secretariat (STS), Ministry of
Investment, Trade and Industry (MITI), the authority that coordinates, implements, and enforces the
Strategic Trade Act 2010 (STA 2010) in Malaysia. Prior to MITI, she served in the Immigration Department
of Malaysia for 8 years. In STS, MITI, she contributes to policy development, amendment of STA 2010,
and other operational functions such as outreach and industry relations, licensing, and enforcement
activities, and interagency coordination. She participated in various international export control forums
sharing Malaysia’s Strategic Trade Management practice and implementation.
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the proliferation of weapons of mass destruction (WMD).? Since its adoption in April 2004,
United Nations Security Council resolution 1540 has provided specific guidance by identifying
the standards and basic metrics for strategic trade controls (STC) systems on items related to
WMD.? Malaysia has been working towards ensuring that the requirements of UNSCR 1540
and those of the STA 2010 are well understood by all domestic and international stakeholders
for effective and efficient implementation and enforcement. Good regulations contribute
significantly to increasing the smooth functioning of society and, in the context of STA 2010,
global security.

Malaysia, through the Strategic Trade Secretariat (STS), Ministry of Investment, Trade and
Industry (MITT) authority, made concerted efforts to raise awareness and ensure compliance
with STA 2010 via outreach programs.* As the custodian of the law, STS organized engagement
with stakeholders, including industries, intermediaries’ companies, academia and research
institutions, banking and financial sector organizations, law enforcement, other government
agencies, and the general public.

Addressing this issue is critical to enhancing the effectiveness of outreach initiatives and
promoting compliance so that STS can ensure greater adoption of compliance best practices
by industry and enhance the security of strategic goods supply chains while ensuring minimal
disruption to trade.

In the context of Malaysia’s Strategic Trade Management (STM), there appears to be a lack of
sustained awareness and understanding of STA 2010.° The observations and insights presented
in this article are based on direct observation and experiences acquired through interactions
with stakeholders, including government agencies, industry participants, and academic
institutions regarding the implementation and promotion of the STA 2010. These direct
experiences provided an operational understanding of the challenges and opportunities related
to maintaining knowledge and compliance to STA 2010 in Malaysia.

Objectives of Outreach Programs

Outreach programs establish a fundamental pillar in strengthening the implementation of
STM. The primary aims and objectives of such initiatives include raising awareness, building
capacity, promoting the effective implementation of measures, and ultimately safeguarding
industry from proliferations networks. Whether through in-person seminars, online resources,
or dedicated workshops, these outreach initiatives seek to guide, train, and provide consultation
to those involved in strategic trade—ranging from exporters, academia, and financial institutions

2 Strategic Trade Secretariat (STS), Ministry of Investment, Trade and Industry (MITI), Strategic Trade Act
2010 (Act 708), effective January 1, 2011, <https://www.miti.gov.my>.

United Nations Security Council, Resolution 1540 (2004), April 28, 2004.

4 Ministry of Investment, Trade and Industry (MITI), Strattegic Trade Secretariat Division, <https://www.
miti.gov.my/index.php/pages/view/3398>.

5 The terms “Strategic Trade Management” and “export controls” are used interchangeably in this article.
Malaysia is utilizing STM to provide a facilitation narrative that is aligned with the MITI’s trade promotion.
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to other government agencies—on the importance of adhering to regulations, observing best
practices, and proactively mitigating the risks of illegitimate transaction.

In the international practices, and including within Malaysia, outreach programs have emerged
as essential activities for reinforcing the implementation of STM with the overarching goal
of safeguarding industry from inadvertently participating in proliferation networks. This
comprehensive effort also aligns with numerous calls from the United Nations Security
Council Resolution (UNSCR) 1540 Committee, which consistently emphasizes the importance
of effective industry outreach for comprehensive export control regimes. The elaboration of
each objective is discussed in the following subsection.

Diagram 1: Relevant stakeholders in STM’s ecosystem
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Raising awareness serves as a primary objective of regulatory outreach, ensuring that legitimate
businesses do not unintentionally violate the law and at the same time helping stakeholders
comply with regulatory requirements. It is crucial for stakeholders to avoid severe penalties
due to ignorance, which could result in significant reputational damage. Ultimately, promoting
compliance is essential in preventing and deterring violations, thereby safeguarding the integrity
of the regulatory framework. By educating stakeholders on this requirement and the underlying
risks of trading in strategic goods, outreach helps to ensure that these players do not carelessly
expose national and global security.

Instead of perceiving the requirement as a regulatory burden, exporters or traders should
recognise the potential proliferation risks associated with their activities. This awareness
can be fostered through the dissemination of knowledge and relevant case studies, thereby
enhancing their understanding. Genuine businesses must be made aware of these risks and from
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a broader perspective, existing legal frameworks are designed to safeguard their businesses.
This preserves their long-term viability and credibility in international markets, rather than
viewing compliance as a mere requirement.

Advanced jurisdictions, such as Germany’s Federal Office of Economic Affairs and Export
Control (BAFA), employs numerous outreach projects on a regular basis, be it at the national
level or aiding other countries. ® These programs focus on various areas of export control and
nonproliferation.” BAFA provides targeted assistance in establishing and enhancing partner
countries’ export control frameworks, thereby performing a crucial role in restricting the spread
of WMD.

Providing Updates

Outreach programs play a critical role in keeping relevant stakeholders informed about latest
developments such as policy changes that affect existing procedures or activities. For example,
policies governing STM are dynamic, and they may evolve in response to emerging issues,
shifting geopolitical landscapes, and proliferation threats. Stakeholders must be made aware of
these updates to minimize disruptions to current processes and trade activities.

Singapore’s Annual Joint Industry Outreach, in collaboration with the United States Department
of State (DOS), U.S. Department of Energy (DOE), U.S. Department of Commerce (DOC),
Japan’s Ministry of Economy, Trade and Industry (METI), and Singapore Customs, addresses
significant topics including regulatory updates, compliance challenges, best practices,
prevailing threats, and due diligence. The regional program gathers practitioners and experts
to facilitate discussions involving the adoption of best practices and alignment with the most
recent regional information. The initiative underscores the critical significance of enhancing
trade security and safeguarding regional supply chains by concentrating on Southeast Asian
countries.

Apart from organizing such events, proactive guidance, issuances of formal notices, circulars,
guidelines, and FAQs are key to addressing any issues that may arise from these changes.®
Ideally, updated information to be reflected on the webpage and easily accessible and available
to the public. Therefore, constant communication about these updates ensures that stakeholders
remain informed and can adapt seamlessly.

6 The Federal Office for Economic Affairs and Export Control (BAFA) is the central licensing authority
responsible for the administrative implementation of Germany’s export control policy. Together with the
monitoring and investigating authorities, and especially the different customs offices, it is involved in
a complex export control system. See: <https://www.bafa.de/EN/Foreign_Trade/Export Control/export
control _node.html>.

7 The Federal Office for Economic Affairs and Export Control (BAFA), Foreign Trade, Outreach, <https://
www.bafa.de/EN/Foreign_Trade/Outreach Projects/outreach projects_node.html>.

8 STS disseminated updated information regarding the latest issuing of directives on the official website,
followed by email communications to all STA-registered companies, business chambers, and associations
to ensure adequate notice of the information. See: <https://www.miti.gov.my/index.php/pages/view/
sta2010?7mid=1129>.
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Risk Mitigation

Relevant stakeholders can minimize proliferation risk through complete knowledge of STM.
The combination of comprehension on risk prevention tools with adequate knowledge of STM
enhances the capabilities of secure trade action under heightened accountability. Organizations
that implement these elements achieve measurable compliance with legislation in their
operations. Internal Compliance Programs (ICPs) in alignment with established best practices
serve as viable methods to reach this goal. Organizations can carry out their business activities
with both security and responsibility through a properly organized risk mitigation plan.’

Traders’ risk mitigation relies significantly on outreach initiatives that equip them with the
essential skills and resources to steer export control regulations while avoiding potential
violations. The U.S. Bureau of Industry and Security (BIS) conducts seminars on compliance
with U.S. export controls, providing comprehensive knowledge on dual-use items, associated
red flags, and risk management strategies.'”

The seminars instruct traders on identifying risky business transactions while guiding them in
the development of internal compliance procedures and adherence to licensing laws to minimize
the possibility of unintentional violations. This way, BIS fosters a compliance culture through
its outreach program, providing traders with practical guidance to mitigate potential hazards,
avoid repercussions, and protect their corporate reputation.

Addressing Specific Issues

Outreach programs deliver significant results when incorporating specific matters including
emerging risks through their ability to distribute information crucially to stakeholders for
improving their decision-making process. This may caution industry in making sound business
decisions or before embarking in any regulated activity - for example, the increasing risk of
procurement of specific items to a sanctioned destination by engaging circumvention tactics.
Relevant stakeholders are alerted to conduct greater due diligence in dealing with such
activities. This in turn eventually contributes to global security by preventing the dissemination
of sensitive technologies and items to unauthorized entities.

Another example of this kind of activity is the European Union’s (EU) focused outreach
initiatives. One area of EU outreach includes activities that inform industries about risks
related to exporting dual-use cybersecurity tools including invasive software and surveillance
systems that authoritarian regimes along with non-state actors may use for restricted activities.
The EU establishes training sessions and workshops and creates guidance documents to teach
cybersecurity exporters and companies about proper risk assessment of their end-user customers

9 An Internal Compliance Programme (ICP) is a set of procedures undertaken by companies on a voluntary
basis to ensure compliance to strategic trade controls. It provides an assurance and greater confidence to
authorities and trading partners that companies are doing their due diligence to ensure the peaceful use of
their products or technology.

10 Bureau of Industry and Security (BIS). (2023), “Complying with U.S. Export Controls,” U.S. Department
of Commerce, <https://www.bis.doc.gov>.
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and rigorous screening methods. This way, the company can deepen its assessment. "

Similarly, the Wassenaar Arrangement (WA) organizes outreach programs that help control drone
technology exports because this technology performs both civilian and military functions.'
The WA performs regional education programs for drone exporters to teach them proper end-
use protocols and about red flags that signal potential misuse. In one case, a drone manufacturer
from Southeast Asia discovered a possible danger in drone exportation to a conflict area after
participating in a WA workshop."?

The company performed extra research that revealed the end-user was associated with a
non-state armed organization. The company safeguarded its interests while protecting global
security because they stopped the transaction which prevented their technology from being
misused. This example demonstrates how outreach initiatives that incorporate particular dual-
use product misuse risks to educate participants about dangerous scenarios allow for better
decision capabilities toward global nonproliferation objectives.

Approaches in Effective Implementation

Outreach programs rely on multiple approaches to reach their objectives. The level and
frequency of outreach and engagement can be prioritized depending on the exposure to regulated
activities. In addition, specific stakeholders may have different typologies, roles, and functions
within the supply chain, hence a specialized training should be available to cater to this.

Seminars and Workshops

It is essential to conduct public seminars periodically to raise awareness, particularly among
those who are dealing with regulated activities. Depending on the resources, the scale of these
programs should be organized according to number of attendees or target groups with a suitable
agenda or content that aims to meet the objective. However, to address limited resources, it is
practical to leverage other organizers’ programs where target groups are readily available, thus
reducing costs and planning time. A smaller scale of engagement and more targeted workshops
can be conducted to address specific issues, for example product categories, emerging issues,
or proliferation risk. This approach creates more engaging discussions and established
understanding on the topic.

For example, in leveraging other organizer’s programs, in 2023 STS was invited to speak at the

11 Setting up a Union Regime for the Control of Exports, Brokering, Technical Assistance, Transit, and
Transfer of Dual-Use Items, Regulation (EU) 2021/821, European Union. (2021). Official Journal of the
European Union.

12 The Wassenaar Arrangement (WA) is a global multilateral arrangement on export controls for conventional
weapons and sensitive dual-use goods and technologies. The WA was designed to promote transparency,
exchange of views and information and greater responsibility in transfers of conventional arms and
dual-use goods and technologies, thus preventing destabilising accumulations. Wassenaar Arrangement,
<https://www.wassenaar.org/the-wassenaar-arrangement/>.

13 Ibid, “Outreach Programs on Dual-Use Technologies,” Wassenaar Arrangement.
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13th International Conference on Financial Crime and Terrorism Financing (IFCTF), hosted
by the Asian Institute of Chartered Bankers (AICB) and its Compliance Officers’ Networking
Group (CONG), with the support of Central Bank of Malaysia (BNM), Securities Commission
Malaysia (SC), and Labuan Financial Services Authority (LFSA) with participation from local
and international financial institutions. STS contributed to the discussion on the topic Disrupting
Proliferation Financing, discussing the international and domestic sanctions regime and the
role of financial institutions in combatting sanctions evasions, common trends and typologies,
the identification of strategic/dual-use items, and current proliferation/proliferation financing
threats.'

Another approach that complements in-person events is the use of webinars and online
resources, a tool that has gained considerable traction. Through these digital platforms,
authorities can disseminate important information to participants scattered across different
locations, minimizing logistical challenges and costs. Moreover, archiving webinar recordings
and key reference materials on official websites or social media ensures immediate accessibility
and encourages participants to stay informed at their convenience.

The Pacific Forum (PacForum) adapted its stakeholder outreach strategy throughout COVID-19
by organizing digital seminars and webinars which depended on meeting platforms, sharing
of materials, live polling, and virtual breakout areas.'® Virtual outreach benefited participants
through enhanced accessibility enabling people from different locations to attend. The advanced
approach allowed PacForum to sustain its mission which supports dialogue and capacity
development across the Asia-Pacific region throughout the pandemic disruptions.'®

Training and Capacity Building

Training and capacity-building programs focused on STM are crucial for equipping industry
participants—ranging from SMEs to multinational corporations—with the adequate knowledge
and skills needed to comply with export control requirements. These trainings cover specific
topics such as dual-use classification, end-use and end-user verification, licensing procedures,
and risk identification methods, while also emphasizing internal compliance measures and due
diligence.

By nurturing an in-depth understanding of these areas, participants gain the ability to identify
potential risk and vulnerability, adapt and embed internal processes to align with regulations, and
prevent inadvertent violations. Ultimately, such trainings ensure that businesses operate within
legal boundaries and builds confidence among trading partners and government regulators,
reinforcing trust and partnership in enhancing the overall security of global supply chains.

14 International Conference on Financial Crime and Terrorism Financing (IFCTF) 2023, <https://www.aicb.
org.my/events/ifctf-2023>.

15 Founded in 1975, the Pacific Forum is a non-profit foreign policy research institute based in Honolulu,
Hawaii. The Forum’s programs encompass current and emerging political, security, economic, and business
issues and work to help stimulate cooperative policies in the Indo-Pacific region through analysis and
dialogue undertaken with the region’s leaders in the academic, government, and corporate areas. Pacific
Forum, <https://pacforum.org/about-us/>.

16 “2020 Seminar on Strategic Trade Controls in Southeast Asia,” Pacific Forum, <https://pacforum.org/
event/2020-seminar-on-strategic-trade-controls-in-southeast-asia/>.
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On the other hand, capacity-building programs for enforcement agencies enhance enforcement
capabilities on how to detect illicit shipments of potentially controlled goods.'” Training
sessions, interactive workshops, and tabletop exercises provide an avenue for licensing and
enforcement agencies to enhance their competencies in the normal course of their duties. This
is important for newly assigned officers or agencies that are not exposed to the nature of STM.

By reinforcing these capacities, governments create a strong enforcement framework that
operates at every level, up to the ground operations. This comprehensive approach ensures that
potential violations or suspicious transactions are swiftly identified and handled. Additionally,
this approach fosters transparency, promotes the complementary roles of different agencies, and
encourages inter-agency cooperation. Moreover, awareness-raising within other government
agencies nurtures a joint understanding of each one’s obligations, ensuring consistent alignment
across agencies and reducing the chances of oversight.

Collaboration with International Bodies

However, no outreach strategy can thrive on its own. Collaboration with international bodies is
beneficial in aligning national efforts with global models and best practices. The international
collaborators support often comes in the form of training exchanges, capacity-building
workshops, and specific funding for affiliated programs, all designed to help to equipped and
align local legislation and skills with what have been proven to be effective internationally.
Over the years, these partnerships have not only offered tangible resources—such as guidelines
and best practice documentation—but also linked and fostered robust networks of practitioners
and policymakers who can share experiences and lessons learned.

Through its activities, the United Nations Office for Disarmament Affairs (UNODA) improves
the execution of UNSCR 1540 in Global South nations including Southeast Asia by conducting
technical assistance and capability strengthening initiatives with outreach programs. UNODA
supports regional countries by organizing workshops and delivering training for strategic trade
control systems which helps them establish national action plans together with enhanced legal
structures in countering proliferation of WMD.

In 2022, over 15 ministries together with international partners Germany, Japan, and the United
States joined this workshop conducted in Cambodia.'® The workshop concentrated on building
an efficient method for strategic trade controls while exploring challenges regarding ministry
coordination for licensing frameworks as well as international protocol integration with key

17 Todd E. Perry, “Reducing Proliferation Risk Through Export Control Outreach: Assistance Providers’
Use of Maturity Model-Based Approaches,” Strategic Trade Review Vol. 5, Issue 7 (Winter 2019), p.
20, <https://www.strategictraderesearch.org/wp-content/uploads/2019/02/Strategic-Trade-Review-
Winter-2019.pdf>.

18 “Cambodia Takes Steps Towards Strengthening Its Strategic Trade Control Enforcement to Prevent
the Proliferation of Weapons of Mass Destruction to Non-State Actors,” United Nations Office for
Disarmament Affairs, November 27, 2022, <https://disarmament.unoda.org/cambodia-takes-steps-
towards-strengthening-its-strategic-trade-control-enforcement-to-prevent-the-proliferation-of-weapons-
of-mass-destruction-to-non-state-actors/>.
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agreements namely the Nuclear Nonproliferation Treaty (NPT), Biological Weapons Convention
(BWC), and Chemical Weapons Convention (CWC). The efforts of UNODA to arrange training
sessions and workshops which assist states in developing WMD counterproliferation programs
align with the previous statement about UNODA’s training initiative.

Also, with the partnership between UNODA, the Vietnamese government managed an event
funded by the European Union and governments of New Zealand, Norway, and the United
States. UNODA extended technical assistance to Vietnam throughout 2021 for developing
their national implementation plan based on UNSCR 1540 by holding training sessions
for customs officials and law enforcement personnel to detect dual-use items. The offered
assistance allowed Vietnam to enhance its strategic trade control systems while implementing
international nonproliferation commitments. Regional security improves through trade controls
and interception capabilities that result from the workshop’s achievements."

Industry Engagement

Industry engagement further strengthens the relationship between government authorities and
industry players. Establishing regular stakeholder meetings and consultation sessions ensures
that the private sector’s concerns and insights reach policymakers, creating opportunities for
mutual benefit and proactive problem-solving.

Industry associations, business chambers, and key exporters can use these forums to express
operational challenges, providing feedback and proposing enhancements to existing processes.
Meanwhile, authorities can clarify ambiguities, gather feedback, and emphasize the importance
of compliance. Such transparent dialogue helps dispel misconceptions, fortifies trust, and often
leads to refinements in policy that better accommodate commercial realities without diluting
security objectives.

The U.S. BIS Strategic Trade Compliance Symposium demonstrates industry engagement
which enhances the partnership between official agencies and business stakeholders.?® These
sessions provide a platform for sharing best practices, discussing export compliance trends,
and addressing private sector concerns, demonstrating how regular stakeholder meetings
strengthen government-industry relationships for proactive problem-solving.

Regular meetings and consultation sessions initiated by the Philippine Department of Trade
and Industry’s Strategic Trade Management Office (STMO) such as the National Security
Council’s Strategic Trade Management Committee ensure industry insights inform policy,
enhancing compliance with strategic trade laws and fostering cooperative relationships for

19 “United Nations Office for Disarmament Affairs,” Nuclear Threat Initiative, December 8, 2020, <https://
www.nti.org/learn/organizations/united-nations-office-of-disarmament-affairs-unoda/>.

20 “Strategic Trade Compliance Symposium,” Bureau of Industry and Security, U.S. Department of
Commerce, <https://www.bis.doc.gov/index.php/about-bis/newsroom/1175>.
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mutual benefit. 2!

The European Commission’s Export Control Forum helps private sector concerns reach
policymakers to develop solutions together. For example, on December 6, 2022, the Forum
took place co-hosted by the European Commission and the Czech Presidency of the Council.
It convened experts and stakeholders to discuss export control policies. The event included
dialogue with industry players, illustrating how consultation sessions create opportunities for
the private sector to influence policy and address compliance challenges collaboratively.

Malaysia’s Outreach Programs and Approach

In view of the above, STS advocates continuous education and awareness initiatives for its
stakeholders, systematically conducting programs throughout the year with well-planned
strategies and various methods for optimal results.” Recognising that a one-size-fits-all
approach is inadequate, it is crucial for the authority to identify key focus areas and priorities
for the effective implementation of legislation, optimising available resources and capacities.

Despite the STA 2010 being implemented for over thirteen years, there are opportunities
to address certain areas and gaps for further improvement. The development of outreach
programs has progressed positively by employing multiple strategic approaches and methods.
These programs and their objectives are designed to establish a comprehensive and effective
STM system in Malaysia, thereby enhancing national security and boosting international
trade relations. The subsequent discussion explains the existing outreach program—general
outreach, targeted outreach/ programs, development of training programs, and resources/tools
that are currently employed by STS to proactively address certain gaps to sustain the effective
implementation of STA 2010.

21 “Strategic Trade Management Office Annual Report 2024,” Strategic Trade Management Office,
Department of Trade and Industry Philippines, March 25, 2024, <https://www.dti.gov.ph/knowledge-
center/stmo/>.

22 “2022 Export Control Forum,” European Commission, Trade Policy, December 5, 2022, <https://policy.
trade.ec.europa.eu/news/2022-export-control-forum-outcome-2022-12-13_en>.

23 “MITI Report 2022,” Ministry of International Trade and Industry, Malaysia, 2022, pp. 54-55, <https://
www.miti.gov.my/miti/resources/MITI%20Report/MITI REPORT 2022.pdf>.
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Diagram 2: Malaysia approach in STM outreach
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Client’s Day

Client’s Day is a bimonthly awareness program that is accessible to the public.?* Prior to 2020,
the outreach session was conducted in-person with a limited number of 30 seats in one session.
The expansion of online meeting platforms post-Covid era has expanded the accessibility of
Client’s Day to a broader audience and minimized the necessity of travel. These two-hour
sessions offer an overview assessment of the STA 2010 and its implementation. The sessions
encompass the legal framework, licensing, enforcement, classification of strategic items, and
provide existing policy updates or any emerging issues. In 2024, an average number of 130 pax
attended the session each time (see Table: 2024 Clients Day Attendance).

The online method is seen as a better approach to reach out for greater and unlimited participation
of'an audience that includes existing STA’s registered companies, intermediaries, academia, and
interested parties from all over the country and their foreign principal or business associates.
This approach has optimized resources for both organizers and participants and reduced the
need for logistical arrangements.

The feedback and insights obtained from the program have significance in the development
of future content, particularly for targeted initiatives, when necessary, despite the program’s
limitations for in-depth discussions. For example, it was determined that certain intermediaries,
such as forwarding agents (FAs), are not fully aware of the requirements under STA 2010. Their
significantrole in acting on behalf of their customers for customs clearance is important to ensure
proper authorization or that a permit has been granted for activity related to strategic items.
Given the critical role FAs play in the supply chain, they must acquire adequate knowledge of

24 “Strategic Trade Secretariat (STS) Client’s Day 2024,” Ministry of International Trade and Industry,
<https://www.miti.gov.my/index.php/pages/view/10087>.
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STA 2010, particularly on regulated activities and the importance of conducting due diligence.

Table 1. 2024 Clients Day Attendance

Month-Year Number of Attendees
February 2024 142

April 2024 121

June 2024 122
August 2024 157
September 2024 53

October 2024 97

MITD’s Pocket Talk

Atthe ministerial level, the MITI conducts amonthly Pocket Talk, targeting participants involved
in international trade.” This collaborative initiative, jointly managed by three divisions within
the ministry, addresses key topics related to trade facilitation, including STM. STS leveraged
this platform to engage with participants who had limited exposure to the STA 2010 and were
not usually involved in regulated activities under the legislation. The session content mirrored
the structure of Client’s Day programs, focusing on compliance and risk awareness. This
outreach initiative has proven highly effective in expanding awareness of STA 2010 beyond
traditional industry stakeholders, reaching a diverse audience and fostering broader compliance
with Malaysia’s strategic trade controls.

Onsite Outreach

STS also welcomes invitations for onsite outreach visits, primarily from STA-registered
companies. These companies, often ICP holders, are typically manufacturers or multinational
corporations (MNCs) with well-established trade compliance departments. They prioritize such
sessions to engage their top management and employees in fostering a strong commitment to
robust compliance culture. This reflects their recognition of the importance of an organization-
wide commitment to STA 2010 awareness and to inculcate strong compliance culture. In
most cases, the forwarding agents and warehouse operators attend these sessions to reinforce
compliance across the supply chain. In average, five to seven onsite visits were conducted on
yearly basis with a minimum number of 30 participants each time.

From an opportunity perspective, these private sessions create a platform for detailed
discussions on licensing applications and other business-specific issues, promoting greater
openness. Furthermore, representatives from STA 2010 Permit Issuance Agencies (PIAs) and
the Royal Malaysian Customs Department (RMCD) participate in these interactions, enhancing
the engagement process.

25 “Pocket Talk on FTAs,” Ministry of International Trade and Industry, <https://www.miti.gov.my/index.
php/pages/view/3648>.
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One-on-One Consultative Sessions

In addition to the scheduled programs, one-on-one consultation sessions provide a method
for primarily new companies to STA 2010 to seek specific guidance from the Authority.
The engagement offers a guided session focused on comprehending the operationalization
of licensing requirements, compliance, and the significance of performing due diligence.
Conversely, consulting sessions are utilized by companies, academic institutions, or other
government agencies to obtain guidance on their exportation, international collaborations, and
government-related procurement. In all cases, MITI offers essential trade facilitation within the
boundaries of STA 2010.

Trade Expo

For many years, STS contributed as an active participant in the MITI Pavilion in both the
Langkawi International Maritime and Aerospace Exhibition (LIMA) and Defence Services
Asia (DSA) exhibition conferences.?®*” STS gained contact with industries that manufacture
or supply dual-use and military products during these global exhibitions that are attended by
representatives from both domestic and international defense and security industries. STS
delivered on-the-spot consulting services about licensing requirements under STA 2010, video
presentations, distribution of informational materials, and contributed to a sideline outreach
engagement at the Pavilion.

STS reaches defense and aerospace sectors directly at these international events to drive
proactive STA 2010 compliance through both legislative requirement clarification and
proliferation activity discussion. Annual participation in MITI Pavilion events by STS has
proven to strengthen relationships between regulatory bodies and industry partners which
in turn enhances Malaysia’s reputation as an STM responsible nation and improves national
security.

Regional Conference

While there are opportunities to share information on STA 2010, STS also uses regional
conferences and events organized by international organizations, business chambers/
associations, and government agencies. On average, STS receives two to three invitations per
year to participate in such events.

In the Southeast Asian region, STS has been actively participating in the Singapore’s annual
Joint Industry Outreach that was discussed earlier in the article and the yearly Asian Export
Control Seminar organized by the Japan’s Center for Information on Security Trade Controls
(CISTEC) together with the Japan’s Ministry of Economy, Trade and Industry (METI) and
the Ministry of Foreign Affairs (MOFA) as co-organizers.”® The event provides an extensive

26 Langkawi International Maritime and Aerospace Exhibition, <https://www.lima2025.com/index.php>.

27 Defence Service Asia Exhibition and Conference (DSA), <https://www.dsaexhibition.com/about-
dsa-2026>.

28 “The 30th Asian Export Control Seminar was Held,” Ministry of Economy, Trade, and Industry, February
22,2024, <https://www.meti.go.jp/english/press/2024/0222 004.htmI>.
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chance to link with international practitioners and experts and showcase Malaysia’s current
STM progress to industry attendees while building stronger network ties between participating
countries and attendees. Malaysia benefits from the event by gaining valuable perspectives
from nations with more advanced export control systems that it can translate into domestic
implementation.

Targeted Outreach

Flexibility is necessary to target different segments of stakeholders for meaningful outreach.
Specific topics or customized outreach contents for an identified stakeholder are developed to
address their requirements and activity. Such content can be developed through collaboration
with experts and project partners to provide customized assistance. International collaborators
and programs have been instrumental in providing such training to STS for capacity-building
and sharing of best practices. Targeted training incorporates case studies and lessons learned,
enabling participants to visualize and understand experiences in real contexts. Over the past
years, STS has focused on serving specific groups that are crucial to the overall implementation
process that will be discussed in the following subsection.

Forwarding Agents

In February 2020, Saferworld, an independent international organization, assisted STS in
organizing an interactive training workshop for freight-forwarding agents (FAs) in Penang in
collaboration with the U.S Department of State’s Export Control and Related Border Security
Program (EXBS).” The training is essential for any intermediaries, including FAs, in supply
chains that do not fully implement compliance measures. They must be aware of the possibility
of being used by proscribed individuals and entities that may illicitly acquire components used
for restricted activities.*

Prior to that, in 2019, Saferworld published a manual, Strategic Trade Control Outreach and
Industry Compliance: Tools and Resources, a product of research and discussions involving
Asian, European, and U.S. experts from government, industry, international organizations, and
the non-government sector in the Expert Working Group (EWG). The manual is distributed
among stakeholders and government agencies for reference and guidance.*!

An annual training program, “Strategic Trade Management for Forwarding Agents,” has been
established specifically for forwarding agents and other key intermediaries within the supply
chain.*? Saferworld’s training modules were simplified and adjusted to suit practical and more
operational situations. The two-way engagement with the FAs provides more substantial facts
and important pointers for policy considerations.

In another situation, RMCD is also collaborating with STS in providing an awareness training

29 Saferworld, <https://www.saferworld-global.org/who-we-are/who-we-are
30 Ibid.
31 Ibid.

32 Strategic Trade Act 2010, Ministry of Investment, Trade, and Industry, <https://www.miti.gov.my/index.
php/pages/view/sta2010?mid=1129.>


https://www.miti.gov.my/index.php/pages/view/sta2010?mid=1129
https://www.miti.gov.my/index.php/pages/view/sta2010?mid=1129

Strengthening Malaysia’'s Outreach Programs 77

programs at the respective Customs stations and with the Freight Forwarding Association
within the region. This elevates the partnership in achieving a common goal.

Academia

Engagement with academic institutions concerning Intangible Technology Transfers (ITT) has
been an ongoing yearly goal. Due to the unique characteristics of this group and the less direct
nature of ITT compared to the export of physical goods, a tailored approach is necessary.
Consequently, it is essential for STS to partner with academia to provide support, guidance, and
to determine the most effective methods for ensuring compliance with STA 2010, while also
protecting researchers from unintentional technology transfers.

In 2023, STS initiated a collaboration with like-minded academia through the establishment
of the Focus Group on Intangible Technology Transfers (FGITT).** The partnership explores
ways to provide recommendations and investigate suitable means of implementing the ITT
provisions and policies under STA 2010 to universities and research institutions, as well as
to develop an action plan to encourage universities and research institutions to apply and be
recognized as an ITT ICP institution. FGITT members contributed as speakers in outreach
programs to share best practices within the university context. As practitioners themselves,
FGITT members can effectively relate to the constraints of the university setting, thereby
delivering more impactful outreach.

A notable event was organized in 2024 jointly with the Multimedia University (MMU), the
Malaysia Strategic Trade Control Community (MYSTCC), MITI, and the EXBS Program, to
conduct this outreach.* This effort targeted the essential issue of safeguarding research integrity
and protecting intellectual property rights in technology transfer processes. It constitutes a
major leap forward for the university and the field of STM as a university is taking the lead for
the first time with respect to STM.

Throughout this journey, foreign governments such as the U.S Department of State and U.S
Department of Energy have provided substantial assistance in terms of capacity-building and
exposures, materials, tools, and expertise specifically tailored to address the unique challenges
of STM in the academic world. This invaluable support has also contributed to the development
of Malaysia’s Intangible Technology Transfer (ITT) Guidelines and Technology Control Plan
for industry.

Royal Malaysian Customs Department (RMCD)

As one of the enforcement agencies in STM implementation, the RMCD plays a very important

33 The Focus Group on Intangible Technology Transfer (FGITT) was formalized in 2023 to assist the
authority in formulating policies and guidelines related to ITT. The members comprise of public and
private universities including all Permit Issuance Agencies (PIA) under STA 2010.

34 “MMU Facilitates Academia Forum on Intangible Technology Transfer,” Multimedia University, July 12,
2024, <https://www.mmu.edu.my/2024/07/mmu-facilitates-academia-forum-on-intangible-technology-
transfer/>.
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role in exercising enforcement power at the exit/entry point.* In considerations of the strategic
location of Malaysia’s ports in the region, STS has been conducting outreach visits to respective
customs stations on the enforcement of STA 2010 and practical tools to be utilized by the
ground and operational personnel. These emphasize the risks associated with dual-use goods
and the need for vigilance in enforcing STA 2010. Outreach is necessary to keep up with
officers’ rotations and to grant facilitations to legitimate transactions.

However, due to the complexity of dual-use goods, a special training on identifying strategic
items particularly on dual-use goods was initiated in 2022. The Department of External Studies,
Royal Malaysian Customs Academy (AKMAL) has worked closely with STS in developing a
module on Strategic Goods Identification Training (SGIT).*® The training is held twice a year
and attended by senior customs officers and officers from other STA 2010 agencies.

This initiative has been supported by international partners such as the U.S. Government and
the EU Partner-to-Partner (P2P) program from the start. These collaborators have provided
appropriate tools for commodity identification training (CIT), supported the initiative by
means of train-the-trainer programs, and set up a reach-back mechanism to the focal agency
for any required additional assessments. The officers who were taught in the CIT modules were
subsequently appointed to participate as trainers for the SGIT modules.

Financial Institutions and Designated Non-Financial Businesses and Professions

In recent years, Financial Institutions (FIs) and Designated Non-Financial Businesses and
Professions (DnFBPs) are seen to be more attentive to STA 2010 due to national obligations
under the Financial Actions Task Force (FATF) requirements.>” The Central Bank of Malaysia
(BNM), as one of the agencies under STA 2010, has been proactive in directing these institutions
to the STS for participation in outreach programs.

These initiatives have increased the awareness among FIs of the requirements under STA 2010,
especially related to proliferation financing (PF) activities and associated risks. During general
outreach and conferences, the specific content of Targeted Financial Sanctions for Proliferation
Finance (TFS-PF) have been discussed. While there are requests for one-to-one engagements
with the authority, discussions primarily focus on the interrelations between PF, trade finance,
and strategic items. In June 2024, STS issued a revised Directive on Targeted Financial
Sanctions Relating to Proliferation Financing (TFS-PF) for guidance and while performing
essential compliance measures for STA 2010 and adherence to UNSCR 1540.%

35 Royal Malaysians Customs Department (RMCD) officers are designated as the Authorized Officers under
Section 25A, STA 2010.

36 Akmal, <https://akmal.customs.gov.my/
portal/?h=kursus&id=Q3Z2Tkh5V21LUhBWnZZOUt®tSUNtQT09> and see “Malaysia’s Updates
on Strategic Trade Management,” Joint Industry Outreach Seminar on Strategic Trade Management,
Singapore, August 3, 2023, <https://file.go.gov.sg/jio2023my.pdf>.

37 The Financial Action Task Force (FATF), <https://www.fatf-gafi.org/en/topics/proliferation-financing.
htm]>.

38 “Strategic Trade (Restricted End-Users And Prohibited End-Users) (Amendment) Order 2016,” Ministry
of Investment, Trade, and Industry, <https://www.miti.gov.my/index.php/pages/view/2679>.
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Through this outreach, Malaysia demonstrates its dedication to developing a strong
nonproliferation framework through FIs and DNFBPs who serve as essential partners in
the financial and services sector with strong collaboration with BNM and other supervisory
institutions. STA 2010 implementation works to reduce proliferation financing opportunities
through developed compliance procedures combined with stakeholder training programs.

Port Authorities

STS and RMCD have actively engaged with many port authorities to raise awareness and
highlight the potential risks linked to illicit activities within the Free Zone.*,* Port Authorities
are responsible with administering, safeguarding order, and ensuring security within port
premises as per the Free Zone Act 1990, alongside facilitating trade and customs clearance for
manufacturers and traders operating within the free zone.

Port Authorities, as the appointed authority in the Free Zone, are crucial in ensuring adherence
to applicable regulations. Due to the fast turnaround of transhipment operations and cargo
transfers, it is vital for port authorities to identify and respond to potential offenders.
Consequently, the port authorities must comprehend the regulated activities under STA 2010 to
ensure comprehensive enforcement of the law. In 2020, STS conducted a working visit to Johor
Port Berhad (Johor Port) and Pelabuhan Tanjung Pelepas Sdn. Bhd. (PTP) in supporting STA
2010 implementation.*! STS has been consistently visiting port authorities and land ports to
safeguard ports by acquiring correct on the ground understanding for measured implementation.

Training

Outcomes and feedback from outreach and awareness programs under the Strategic Trade Act
2010 (STA 2010) emphasize the need for a structured training module for sustained awareness,
capacity-building, and knowledge retention amongst stakeholders. Specifically, feedback and
post-event evaluations identify gaps in sustaining knowledge and built capacity, leading to the
development of well-defined training programs and training materials.

As discussed in the previous section, the SGIT is one of the trainings that deliver a basis
and necessary technical knowledge about strategic goods identification and classification
for frontline enforcement officers. It is important to warrant decisions on holding shipments
before technical support arrives for further validation. The correct identification of strategic
items stands at the heart of effective trade control systems according to international capacity-

39 Port authorities in Malaysia play a critical role in facilitating trade, ensuring security, and maintaining the
efficiency of port operations. Their functions are multifaceted, encompassing regulatory, operational, and
strategic responsibilities. Port Authority Act, 1963, <https://www.mot.gov.my/my/Documents/Port%20
Authorities%20Act%201963%20(act%20488) 2.pdf>.

40 “Free Zone,” Royal Malaysian Customs Department, <https://www.customs.gov.my/en/pg/Pages/pg_
fz.aspx>.

41 “Johor Port and PTP Receive Working Visit from MITI’s Strategic Trade Secretariat for Feasibility Study
to Implement Strategic Trade Act 2010 Programme,” <https://thehub.mmc.com.my/2020Q3/page58.
htm[>.
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building frameworks.* Since 2023, four series of SGIT has been conducted at the Customs
Academy and at least 120 enforcement personnel have been equipped with such knowledge.

The Malaysian Strategic Trade Control Community (MYSTCC) was envisioned in 2022 with
an aim to provide an advisory role and support on matters related to strategic trade management
to the public.* One of MYSTCC’s plans is to establish a certification program that runs in
different comprehensive modules/levels and that serves as a training provider by offering
certifications for companies and individuals who are working in the STM field.* In 2025,
MYSTCC is embarking on a collaboration with Multimedia University in establishing an
advanced diploma which will transition into a degree program to produce Chartered Trade
Experts.* The certification and academic programs signify progress in the development of
STM practices in Malaysia. Qualified practitioners play a crucial role in ensuring compliance,
thereby alleviating the burden on the government.

In 2024, STS has successfully developed a training module entitled Strategic Trade Act 2010
for Public Sector E-learning Program (EPSA) with Malaysia’s National Institute of Public
Administration (INTAN).** The training is available to all civil servants in government
agencies and certification is offered upon completion. The self-directed online training system
ensures civil servants understand and know important information related to STA 2010. The
online learning platform offers greater efficiency in terms of time and cost and increasing the
individual’s access to knowledge. This initiative demonstrates how the public sector training
converts to digital delivery while signifying the government’s dedication to implement STM

awareness throughout all administrative levels.

Challenges and Gaps

The gaps identified in STA-related outreach present significant challenges to the effective
implementation of STM. One key issue is the limited reach of outreach programs, particularly
to small and medium-sized enterprises (SMEs) and companies that operate outside the typical
strategic goods industries. These groups may lack the resources or knowledge to fully understand
and comply with STA 2010 requirements, and this may lead to unintentional violations. Cultural
resistance to regulatory compliance is another obstacle, as some stakeholders may view STA

42 “Strategic Trade Control Enforcement (STCE) Implementation Guide,” World Customs Organization,
2019, <https://www.wcoomd.org/-/media/wco/public/global/pdf/topics/enforcement-and-compliance/
tools-and-instruments/stce-implementation-guide/stce-implementation-guide-2019-en.pdf>.

43 The Malaysia Strategic Trade Control Community (MYSTCC) is an initiative by the Malaysian Ministry
of Investment, Trade and Industry (MITI). MITI began the groundwork process in 2019 to establish an
export control society in Malaysia with the intention to bridge the gap between the government and the
business community on matters related to strategic trade controls. MYSTCC was launched in 2021.

44 Malaysia Strategic Trade Control Community, <https://mystcc.com/training-and-certification/.>

45 “MMU and MY STCC Establish Partnership to Create Academic Pathways and Professional Opportunities,”
Multimedia University, January 10, 2025, <https://www.mmu.edu.my/2025/01/mmu-and-mystcc-
establish-partnership-to-create-academic-pathways-and-professional-opportunities/>.

46 Pengurusan Ekonomi, Strategic Trade Act 2010 — MITI, <https://www.epsa.gov.my/enrol/index.
php?id=979>.
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2010 as a bureaucratic burden rather than a security necessity, leading to reluctance in adopting
compliance measures. To address these issues, engagement with trade associations, business
chambers, and advisory functions or Customs may help to disseminate the information. Though
the information shared may be overlooked, active participation in a general forum might present
upfront information to these group.

In the perspective of STS, resource constraints further intensify the problem, as limited
operational budget allocation and small number of officers restrict the frequency of outreach
activities, contributing to the difficulties in sustaining awareness over time. Without consistent
engagement, stakeholders may attend outreach programs but fail to retain or apply the
information over time, leading to compliance gaps. To facilitate this, stakeholders must be
guided to the authority’s website for important information. Short videos, infographics, bite-
sized information, and frequently asked questions (FAQs) are methods that can be employed
to facilitate enhanced understanding. Leveraging digital platforms, such as webinars and
e-learning modules, can further enhance accessibility and reach, ensuring that stakeholders
have access to up-to-date information.*’

Conversely, non-compliance may arise due to employee turnover within organizations, leading
to inadequate understanding of compliance and failure to adhere to legislation. Although
this may be perceived as a convenient justification, senior management must be accountable
for developing a contingency plan and succession program. A manual or resource should be
accessible for reference by new employees while maintaining a commitment to compliance.

The rapid advancement of emerging technologies, such as artificial intelligence, creates new
challenges for outreach. Many stakeholders may not understand how these technologies fall
under STA 2010 or other jurisdiction’s control, increasing the risk of non-compliance and
proliferation. The presence of the MYSTCC provides another layer of connectivity, as it
brings together a network of industry stakeholders who share a common commitment to STM
objectives. By pooling resources, knowledge, and experience, both public and private partners
can co-create targeted solutions that yield tangible improvements in everyday compliance
practices. Strengthening coordination between government agencies, industry associations,
and international partners is crucial to ensure consistent and effective outreach efforts by
addressing emerging technologies and other issues at the same time.

Finally, measuring the effectiveness of awareness programs is a significant challenge, as
there is no clear measurement system to assess whether stakeholders have fully understood
and implemented STA 2010 requirements. Limited feedback from stakeholders makes it
difficult to identify gaps in awareness and adapt outreach programs to address specific needs.
However, utilizing data analytics can be beneficial as it allows authorities to identify high-
risk stakeholders including SMEs which handle dual-use items thus enabling the authority to
implement efficient resource-saving interferences. The analyzed data confirms how leveraging
data analytics support the outreach initiatives.

47 Training for Newcomers in Strategic Trade Controls,” Delegation of the European Union to Malaysia,
September 29, 2022, <https://www.eeas.europa.eu/delegations/malaysia/training-newcomers-strategic-
trade-controls_en?s=170>.
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Way Forward

STS has been conducting hundreds of outreach programs since the implementation of STA
2010. Acknowledging that STM is a dynamic field, continuous evaluation and adaptation are
essential to ensure the objectives and goals of outreach programs are achieved. It is critical to
assess and identify the existing gaps by investigating the current state of STA 2010 outreach
programs to highlight areas where outreach efforts fall short in effectively inducing stakeholders
to comply.

While there are always challenges in ensuring the awareness level is adequate, engagement with
stakeholders such as government agencies, industry representatives, and academia is important
for STS to gather insights on their constraints and priorities. Interviews or fact gathering for
constructive ideas and feedback are important before STS can strategize on a more meaningful
outreach programme. At the same time, ensuring a harmonized, whole-of-government approach
to enforcement amplifies the country’s capacity to respond decisively to new challenges.

In summary, the STA 2010 has significantly enhanced Malaysia’s ability to regulate and
monitor the trade of strategic goods, contributing to global nonproliferation efforts. Through
robust outreach programs, the Malaysian government has not only increased awareness but
also ensured compliance among businesses and academia. These initiatives have fortified the
nation’s security while fostering a culture of responsibility and vigilance.

Moving forward, it is imperative to continue refining these outreach programs by integrating
advanced technologies and data analytics to detect and prevent illicit trade activities.
Additionally, fostering greater collaboration with international partners can further bolster the
effectiveness of the STA 2010. Embracing a proactive approach in education and training will
ensure that all stakeholders remain well-informed about their obligations and the evolving
regulatory landscape.

Future research should focus on evaluating the long-term impacts of these outreach efforts
and exploring innovative strategies to engage new and emerging sectors. By building on the
foundations laid by the STA 2010, Malaysia can continue to lead by example in strategic trade
management, ensuring both national and international security. The STA 2010 will remain
a cornerstone of Malaysia’s efforts to safeguard its interests and contribute to a safer global
environment.



