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Abstract

This article focuses on strengthening Cambodia’s customs risk assessment to enhance Strategic
Trade Control Enforcement (STCE) amid global concerns about the proliferation of Weapons
of Mass Destruction (WMD) and dual-use goods. As a key player in regional trade, Cambodia
must fulfil several roles, including trade facilitation and detecting the illicit trade of strategic
goods. The article examines Cambodia’s legal framework related to strategic trade controls,
identifies challenges facing customs authorities, and explores international standards and
best practices. It highlights policy options, including risk profile development, commodity
identification training, detailed guidelines, and technical reach-back support for customs
frontline officers to effectively address strategic trade risks while supporting legitimate trade.
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Introduction

The proliferation of weapons of mass destruction (WMD) poses a serious threat to global
security. United Nations Security Council resolution (UNSCR) 1540 and other international
agreements call on all Member States to implement effective procedures and practices to prevent
the proliferation of strategic goods.? Cambodia has proactively implemented international
treaties and conventions to prevent proliferation and has adopted several laws and regulations
which govern strategic trade. Dual-use goods are mainly controlled through the national list
of prohibited and restricted goods which has been updated regularly to respond to emerging
risks and challenges. Beyond these obligations, Cambodia’s active involvement in strategic
trade controls can contribute to strengthening regional and global security and stability. Due to
its geographical location and trade volume, Cambodia plays a key role in preventing the illicit
trade of strategic goods and unauthorized dual-use items.

The General Department of Customs and Excise of Cambodia (GDCE) plays a crucial role in the
Strategic Trade Control Enforcement (STCE) as the organization is responsible for exercising
control over exportation, importation, and transit of goods.> However, as the sole leading agency
at the border, the GDCE must implement and enforce a wide range of government policies
and has many roles including revenue collection, trade facilitation, intellectual property rights,
and managing other prohibited and restricted goods that may affect society, security, and the
environment. This means that customs officers can only do their best based on the resources
they have in order to focus on STCE with competing customs priorities. Therefore, an effective
customs risk management system to control strategic trade is necessary to achieve maximum
enforcement while not hindering trade facilitation.

The article identifies ways to improve customs risk assessment in Cambodia to target illicit
trade of STCE shipments effectively. First, the article outlines the international and national
legal framework governing strategic trade controls in Cambodia. The article then discusses the
role of customs administrations in STCE and identifies the key challenges that the GDCE faces
to enforce strategic trade controls effectively. This is followed by an exploration of international
standards and practices that are relevant to respond to the identified challenges. Lastly, the
article develops practical policy options for the GDCE to improve customs risk assessment and
targeting capabilities for STCE.

2 United Nations Security Council Resolution 1540, 2004, <https://undocs.org/S/RES/1540(2004)>.

3 Law on Customs. 2007, Royal Government of Cambodia Customs, <http://www.customs.gov.kh/wp-
content/uploads/2015/10/Customs-Law-and-Regulations-EN-GDCE.pdf>.


http://www.customs.gov.kh/wp-content/uploads/2015/10/Customs-Law-and-Regulations-EN-GDCE.pdf.
http://www.customs.gov.kh/wp-content/uploads/2015/10/Customs-Law-and-Regulations-EN-GDCE.pdf.
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Legal Frameworks Governing Strategic Trade in Cambodia

According to the compilation by the Technical Working Group on STCE under the Customs
Framework of the GDCE, there are several obligations for Cambodia to follow internationally
and nationally as detailed in the following:

International Legal Frameworks

The main international framework for STCE implementation is UNSCR 1540, which imposes
binding obligations on all United Nations Member States. The resolution requires countries to
take effective steps to establish regulatory controls on strategic goods to prevent the proliferation
of WMD and related delivery systems. As a member of the UN, Cambodia is obligated to align
its national efforts with the requirements of UNSCR 1540, ensuring that all necessary measures
are in place to prevent the illegal trade of these materials.

Cambodia has ratified several key international agreements supporting nonproliferation and
security, including:*

* Treaty on the Nonproliferation of Nuclear Weapons (NPT) in 1972: Aims to prevent
nuclear weapons spread and promote peaceful nuclear energy use.

e Treaty on the Prohibition of Nuclear Weapons (TPNW) in 2021: commits to global
nuclear disarmament.

* Model Protocol with the IAEA in 2015: Enhances verification of peaceful nuclear use.

e Convention on the Physical Protection of Nuclear Material (CPPNM) in 2006: Sets
standards for nuclear material protection.

* Southeast Asian Nuclear-Weapon-Free Zone Treaty (Bangkok Treaty) in 1997: Ensures
Southeast Asia remains free from nuclear weapons.

*  Chemical Weapons Convention (CWC) in 2005: Seeks to eliminate chemical weapons.

* Biological and Toxin Weapons Convention (BTWC) in 1983: Focuses on eliminating
biological weapons.

* Arms Trade Treaty (ATT) in 2013: Regulates conventional weapons trade.

4 Treaty on the Nonproliferation of Nuclear Weapons (NPT), United Nations, 1968, <https://www.un.org/
disarmament/wmd/nuclear/npt/>; Model Protocol Additional to the Agreement(s) Between State(s) and
the International Atomic Energy Agency for the Application of Safeguards, International Atomic Energy
Agency, 1997, <https://www.iaea.org/sites/default/files/infcirc540.pdf>; Convention on the Physical
Protection of Nuclear Material (CPPNM), International Atomic Energy Agency, 1979, <https://www.iaea.
org/sites/default/files/infcirc274r1.pdf>; Southeast Asian Nuclear Weapons-Free Zone Treaty (Bangkok
Treaty), United Nations, 1995, <https://www.un.org/disarmament/wmd/nuclear/seanwf{z/>; Convention
on the Prohibition of the Development, Production, Stockpiling, and Use of Chemical Weapons and
on their Destruction (CWC), Organization for the Prohibition of Chemical Weapons, 1993, <https://
www.opcw.org/chemical-weapons-convention>; Convention on the Prohibition of the Development,
Production, and Stockpiling of Bacteriological (Biological) and Toxin Weapons and on their Destruction
(BTWC), United Nations, 1972, <https://www.un.org/disarmament/wmd/bio/>; Arms Trade Treaty
(ATT), United Nations, 2013, <https://thearmstradetreaty.org/treaty-text.html>; International Convention
on the Suppression of Acts of Nuclear Terrorism (ICSANT), United Nations, 2005, <https://www.nti.org/
education-center/treaties-and-regimes/international-convention-suppression-acts-nuclear-terrorism/>;
Proliferation Security Initiative (PSI), U.S. Department of State, <https://2009-2017.state.gov/t/isn/
c10144.htm>.
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* International Convention on the Suppression of Nuclear Terrorism (ICSANT) in 2006:
Prevents nuclear terrorism.
¢ Law on Customs (2007)

Cambodia has also voluntarily endorsed the Proliferation Security Initiative (PSI) to combat
WMD trafficking through international cooperation and intelligence sharing. By committing
to these frameworks, Cambodia strengthens its legal and regulatory systems to support non-
proliferation and global security.

National Legal Framework

Cambodia has several national laws and regulations related to strategic trade controls. Article
54 of the Constitution of Cambodia (1993) prohibits the production, usage, and storing of
several kinds of weapons. Cambodia also adopted laws and regulations as follows.

e Law on the Prohibition of Chemical, Nuclear, Biological and Radiological Weapons
(2009)

¢ Law on Counter Terrorism (2007)

* Law on the Management of Weapons Explosives and Ammunition (2005)

* Sub Decree 40 on Chemical Substance involved in the Productions of Chemical,
Nuclear, Biological and Radiological Weapons (2011)

*  Sub Decree 370 on the Implementation of The List of Prohibited and Restricted Goods
(2023)

e Sub Decree 38 on the Administration and Control of the Import, Production, Sale,
Purchase, Distribution and the Use of Weapons, and Explosives of All type (1999)

* Prakas 148 of the Ministry of Industry, Mines and Energy on Procedures and Issuance
of Certification of Items and Quantities of Chemical Substance Use (2012)

Most dual-use items are controlled through Sub Decree 370. The relevant licensing agencies
are the Ministry of Mines and Energy (MME), Ministry of Industry and Handicraft (MIH),
Ministry of Health (MOH), and Ministry of Agriculture, Forestry and Fisheries (MAFF).

In 2006, the Royal Government of Cambodia (RGC) adopted a risk management policy under
Sub Decree 21 on the Facilitation of Trade through Risk Management which requires customs
inspections to be done based on risk-operative procedures.® This means that the GDCE no
longer inspects each and every consignment. Instead, inspection is performed on shipments
which are deemed high-risk only. Random inspection can be conducted to uncover hidden

5 Law on the Management of Weapons, Explosives, and Ammunition. 2005; Law on Customs. 2007, Royal
Government of Cambodia, <http://www.customs.gov.kh/wp-content/uploads/2015/10/Customs-Law-and-
Regulations-EN-GDCE.pdf>; Law on the Prohibition of Chemical, Nuclear, Biological, and Radiological
Weapons. 2009; Sub-Decree 38 on the Administration and Inspection of the Import, Production, Sale,
Distribution, and Handling of All Types of Weapons, 1999; Sub-Decree 40 on Chemical Substances
Involved in the Production of Chemical, Nuclear, Biological, and Radiological Weapons, 2011; Sub-Decree
370 on the Implementation of the List of Prohibited and Restricted Goods, 2023; Prakas of the Ministry
of Industry, Mines, and Energy on Procedures and Issuance of Certification of Items and Quantities of
Chemical Substance Use. 2012, <https://www.fao.org/faolex/results/details/en/c/LEX-FAOC217074/>.

6 Sub-Decree 21 on the Facilitation of Trade Through Risk Management Policy, Phnom Penh: Royal
Government of Cambodia, 2006.


http://www.customs.gov.kh/wp-content/uploads/2015/10/Customs-Law-and-Regulations-EN-GDCE.pdf
http://www.customs.gov.kh/wp-content/uploads/2015/10/Customs-Law-and-Regulations-EN-GDCE.pdf
https://www.fao.org/faolex/results/details/en/c/LEX-FAOC217074/

Elevating Strategic Trade Controls in Cambodia through Enhanced Customs Risk Assessment 119

risks.

The GDCE established the STCE technical working group under the Customs framework with
21 members covering several key border checkpoints. The working group compiled national
and international relevant laws and regulations, international regime lists of strategic goods, and
UN sanctions relevant to import and export for specific countries. However, the compilation is
for internal use and risk management purposes in the GDCE only. The official list of strategic
goods in Cambodia requires the establishment of the national inter-agency working group
to obtain inputs from all relevant government agencies which can be time-consuming and
complicated.

The UNODC-WCO Container Control Program (CCP) established a Container Control Unit
(CCU) in Sihanoukville International Port Customs and Excise Branch and an Air Cargo
Control Unit in Phnom Penh International Airport Customs and Excise Branch.” Both units
are responsible for profiling and targeting bill of lading/airway bills to identify illicit cargos,
including illicit strategic goods. Both units often receive trainings and workshops from CCP
and other development partners on STCE.

On December 14, 2009, an MoU was signed between the Secretariat of the National
Counterterrorism Committee (SNCTC) of Cambodia and the United States Department of
Energy on cooperation to prevent the illicit trafficking in nuclear and radioactive material. As
part of this MoU, radiation detection equipment was installed at key check points, including
Sihanoukuville International Port Customs and Excise Branch, Phnom Penh River Port Customs
and Excise Branch, Phnom Penh International Airport Customs and Excise Branch, and Siem
Reap International Port Office. Many customs officers based there have been trained to use the
system to respond to suspicious radioactive materials.

There are differing opinions on whether a single law and control list should be established for
strategic trade enforcement. It is important to ensure that establishment of such a specific control
list will can enhance customs control while not compromising trade facilitation. Cambodia has
established various regulations as well as a control list covering strategic items. To enhance
customs enforcement, Cambodia should consider developing new legislation, reviewing
existing legislation, or strengthening the effective implementation of existing regulations.

Importance of Customs in Strategic Trade Control Enforcement

The WCO defines strategic goods as “Weapons of Mass Destruction (WMD), conventional
weapons and related items involved in the development, production, or use of such weapons
and their delivery systems,” and dual-use goods as goods that can be used for both civil and

7 Aide-Memoire on the Implementation of Container Control Programme, General Department of Customs
and Excise of Cambodia. 2024.
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military purposes.® The import and export of dual-use goods generally requires a license from
a competent authority to ensure legitimate end-use by legitimate end-users.

Effective STCE implementation requires a coordinated approach across government ministries
and agencies with customs playing a central role. As the primary authority overseeing cross-
border trade, customs ensures that shipments comply with both national laws and international
regulations. Customs control ranges from, but is not limited to, verifying shipping documents,
inspecting high-risk documents, and preventing illegal and unauthorized shipments from cross
the border.’

According to the strategic trade control Systems Model developed by the U.S. Department of
Energy’s Office of Nonproliferation and Arms Control, customs plays a key role in the fourth
STC function area, preventing illicit trade.'® To successfully prevent illicit strategic trade,
customs detects non-compliance through targeting measures and interdicts illicit trade through
detaining and inspecting shipments to check whether they are compliant.

The GDCE is aware of this role and responsibility. The Technical Working Group on STCE
under the Customs Framework has been established in 2019 with the team to work on this
highly technical area. The team works to ensure that the GDCE’s strategic plans and actions also
covers STCE obligations and tasks that can support customs to implement STCE effectively.

Challenges Facing Cambodia Customs to Control Strategic Trade
Limited Understanding of Strategic Goods

A limited understanding of strategic goods, particularly dual-use items, among customs officers
hampers their ability to identify high-risk shipments effectively. Moreover, they mostly rely on
licenses issued by competent authorities. If the inspected goods match with the goods listed in
the license, customs officers would assume that the goods are correct without knowing other
characteristics of potential strategic items. Customs officers in Cambodia rely mainly on the
List of Prohibited and Restricted Items issued by Sub Decree 370. If the strategic goods are
not categorized in the control list, there is no reason for customs officers to detain or suspect
the shipments. Therefore, it is critical to examine whether the List of Prohibited and Restricted
Items covers all Cambodia’s obligations related to Strategic Goods Control List.

8 WCO Strategic Trade Control Enforcement Implementation Guide. World Customs Organization, 2023,
<https://www.wcoomd.org/en/media/newsroom/2023/december/stce-implementation-guide-2023-
version.aspx>.

9 James Mccolm, Malik Ghulam Ali, Adam Vas, Peter Heine, and Debika Pal, “Where There’s a Way, There’s
a Will: The World Customs Organization’s Capacity-Building in the Field of Strategic Trade Control
Enforcement,” Strategic Trade Review, Vol. 5, Issue 7 (2019), pp. 45-52. <https://strategictraderesearch.
org/wp-content/uploads/2019/02/Strategic-Trade-Review-Winter-2019.pdf>.

10 Pete Heine, Tye Blackburn, and Heidi Hamling, “A Strategic Trade Control Systems Model,” Strategic
Trade Review, Vol. 10, Issue 11, (2024), pp. 5-16 (2024), <https://strategictraderesearch.org/wp-content/
uploads/2024/02/A-Strategic-Trade-Control-Systems-Model.pdf>.


https://www.wcoomd.org/en/media/newsroom/2023/december/stce-implementation-guide-2023-version.aspx
https://www.wcoomd.org/en/media/newsroom/2023/december/stce-implementation-guide-2023-version.aspx
https://strategictraderesearch.org/wp-content/uploads/2019/02/Strategic-Trade-Review-Winter-2019.pdf
https://strategictraderesearch.org/wp-content/uploads/2019/02/Strategic-Trade-Review-Winter-2019.pdf
https://strategictraderesearch.org/wp-content/uploads/2024/02/A-Strategic-Trade-Control-Systems-Model.pdf
https://strategictraderesearch.org/wp-content/uploads/2024/02/A-Strategic-Trade-Control-Systems-Model.pdf
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The GDCE has received several trainings from development partners such as the World
Customs Organization (WCO), United Nations Office on Drugs and Crime (UNODC), the
U.S. Department of State Export Control and Border Security (EXBS) program, the European
Union Partner-to-Partner (EU P2P) program, and others on strategic trade control enforcement.
However, the content is still highly technical for many customs officers to understand. The
rapid advancement of dual-use emerging technologies and related developments, including
artificial intelligence, 3D printing, quantum computing, positioning, navigation, and timing
(PNT) technology, among others, presents further challenges for customs as it requires officials
to understand the characteristics of the nature of these goods and technologies.' With increasing
volume and diversity of traded goods, customs officers cannot be experts in everything.
Customs, as frontline officers, need technical reachback or guidelines to act effectively when
they face certain types of goods.

Limitation in Data Analysis and Tools

Accurate risk assessment depends on advanced data analysis tools, such as artificial intelligence,
which enables customs to make informed decisions. However, as a developing nation, Cambodia
faces limitations in data analysis capabilities compared to more developed countries. Most
strategic goods are very complicated to understand, especially with the new development of
advanced and emerging technologies and tools.

In addition, the GDCE does not yet have a customs laboratory. When customs officers suspect
any chemical shipments, the GDCE needs to request the competent authority to use their
laboratory and this process is quite complicated. This means that frontline customs officers
need to find concrete risk indicators to justify that the goods deemed high-risk so that it is
worth sending to relevant authorities and going through the hassle. Without strong justification,
customs officers may face complaints from traders.

Intelligence Sharing

Timely intelligence is crucial for intercepting illicit strategic goods. However, confidentiality
constraints often hinder effective information sharing both within national agencies and with
international partners.'? The process of sharing information is long, complicated, and often
requires decisions from the highest levels. Without receiving important information on time,
it can be difficult to assess risks effectively. For example, if the GDCE does not receive
information about seizures in specific regions, it may not be able to develop an accurate risk
profile with similar shipments at the borders.

Limited or lack of mechanisms for risk indicators sharing from licensing authorities to customs
also present challenges for identifying and assessing the risks from the complicated goods that
customs officers are not familiar with.

11 WCO Strategic Trade Control Enforcement Implementation Guide. World Customs Organization, 2023,
<https://www.wcoomd.org/en/media/newsroom/2023/december/stce-implementation-guide-2023-
version.aspx>.

12 Ibid.



https://www.wcoomd.org/en/media/newsroom/2023/december/stce-implementation-guide-2023-version.aspx
https://www.wcoomd.org/en/media/newsroom/2023/december/stce-implementation-guide-2023-version.aspx
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Trade Facilitation

Balancing enforcement with trade facilitation is another challenge facing customs. The RGC
commits to strengthening trade facilitation through a reduction in cross-border controls,
unnecessary mechanisms, and any other unnecessary formalities which delay the flow of goods.
Customs officers shall intervene in the flow of trade only when necessary. Since most dual-use
trade is legitimate and only a small percentage involves strategic goods, customs officers must
ensure enforcement does not hinder legitimate trade. It is a challenge for customs officers to
make sure that they have sufficient capability and risk indicators to claim that any dual-use item
is potentially high-risk.

Applicable and Relevant International Standards

WCO Strategic Trade Control Enforcement Implementation Guide

The WCO has published an Implementation Guide that assists customs administrations in
setting up STCE procedures. The guide was first published in 2014 and is updated periodically.
There are many recommendations that serve customs administrations in almost every area,
ranging from policy level to operational level, to help customs enforce strategic trade control
effectively. To support customs officers at the operational level related to risk assessment and
targeting, the guide developed a process as shown in the Figure 1 below'?

Figure 1. Functional STCE process
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13 Ibid.
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The process outlined above demonstrates the key steps involved in effective STCE
implementation within customs. Risk profiles enable customs officers to identify shipments
with a high likelihood of being involved in illicit trade, ensuring that resources are directed
to where they are most needed.'* Without this, customs would excessively impede legitimate
trade. The risk profile which consists of relevant risk indicators assists customs in targeting
potential high-risk shipments and allocating resources only when necessary. After targeting, the
ability to verify documents and conduct goods examinations is also necessary for customs to
make successful seizure of illicit strategic trade. The WCO guidelines also suggest developing
risk profiles based on the nature of goods, transaction details, and intelligence to determine the
modus operandi of illicit strategic trade.

WCO Risk Management Compendium

The WCO Risk Management Compendium s aliving blueprint, offering customs administrations
a comprehensive framework where countries implementing these guidelines have reported
improvements in the efficiency and effectiveness of their risk management systems. The WCO
published its first version of the guide in 2011 and is also periodically updated, reflecting the
evolving needs of customs administrations globally.”” Volume 1 of the Compendium deals
with organizational frameworks, principles, and processes. Volume 2 focuses on operational
activities, including risk assessment, profiling, and targeting.

The process of risk assessment and risk profile development are outlined in the compendium.
The WCO defines risk profile as the “description of any set of risks, including a predetermined
combination of risk indicators, based on information which has been gathered, analyzed, and
categorized.”'* The compendium also mentions that many customs administrations have been
using automated systems for profiling and targeting which is easier and faster as it automatically
generates and flags the shipments that match the set profile.

Risk assessment comprises risk identification, risk analysis, risk prioritization, and evaluation.
In the context of this article, the threat related to illicit trade of strategic goods is identified so
the next step would be to conduct risk analysis. Risk analysis involves weighing the probability/
likelihood of a threat occurring and its potential consequences. For example, customs
officers need to consider not only the likelihood of illicit goods being trafficked but also the
broader implications for national security and global trade. By combining the likelihood and
consequence, the risk level calculation is shown in figure 2 below which illustrates the outcome
from risk assessment of illicit trade of strategic goods in Cambodia.

14 World Customs Organization, WCO Risk Management Compendium, (Brussels: World Customs
Organization, 2023), <https://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/tools/risk-
management-compendium.aspx.>

15 Ibid.
16 Ibid.



https://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/tools/risk-management-compendium.aspx
https://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/tools/risk-management-compendium.aspx
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Figure 2. Conducting 3x3 risk assessment
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Revised Kyoto Convention (RKC)

Standard 6.5 of the General Annex of the Revised Kyoto Convention (RKC) requires
customs administrations to adopt a compliance measurement strategy to support customs risk
management.'” A method of compliance measurement can be used to enhance the success of risk
management as it can determine the level of compliance of traders. The compliant measurement
areas are documentary issues, procedural issues, revenue issues, transport issues, and specific
concerns. Customs can collect data from several sources manually and electronically through
their automated systems. This data can go through statistical analysis to estimate the compliance
rates of traders and companies. The result from compliance measurement can be used to update
and revise selectivity criteria to accurately target high-risk consignments, which can contribute
to the overall effectiveness of the risk management system.

SAFE Framework of Standards

Risk management is a key component of the WCO’s SAFE Framework to Secure and

17 Protocol of Amendment to the International Convention on the Simplification and Harmonization of
Customs Procedures, World Customs Organization, June 26, 1999, <https://www.wcoomd.org/en/
topics/facilitation/instrument-and-tools/conventions/pf revised kyoto conv/kyoto new/
protocol-of-amendment.aspx>.


https://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/conventions/pf_revised_kyoto_conv/kyoto_new/protocol-of-amendment.aspx
https://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/conventions/pf_revised_kyoto_conv/kyoto_new/protocol-of-amendment.aspx
https://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/conventions/pf_revised_kyoto_conv/kyoto_new/protocol-of-amendment.aspx
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Facilitate Global Trade (SAFE FoS), which helps customs administrations secure global trade
while maintaining efficiency.'® Standards 2.4 and Standard 2.5 of Pillar 1 of the SAFE FoS
recommends customs administrations to establish an automated risk management system which
uses sophisticated methods to select, profile, and target high-risk consignments. Though SAFE
FoS is not a binding document, it is widely used by many customs administrations around the
world as a key document to modernize their customs administrations to meet international
standards.

Regional Best Practices in Risk Assessment

Countries in the region have significantly enhanced their risk assessment frameworks to bolster
customs enforcement without compromising trade facilitation. These frameworks aim to
streamline processes while ensuring compliance with international trade standards, particularly
in strategic trade controls.

For example, Singapore Customs has implemented the TradeFirst (Trade Facilitation &
Integrated Risk-based System) program since 2011." This program offers a one-stop risk
assessment measure to evaluate traders and ensure that companies meet the stringent standards
set by Singapore Customs. By focusing on potential non-compliant traders, Singapore Customs
maintains detailed records for intelligence purposes, enhancing the efficiency of enforcement
actions.

Similarly, Thailand’s Customs Department employs an advanced Customs Tariff Risk
Assessment System (CTRAS) that leverages technology to profile and assess risks associated
with cargo.” This system integrates data analytics and historical records to identify high-risk
shipments including those involving controlled or dual-use goods, allowing customs officers
to allocate resources efficiently and target non-compliant traders. This proactive approach not
only helps in identifying non-compliant traders but also ensures the enforcement of customs
control measures while minimizing delays at ports.

Additionally, Australia Border Force (ABF) has implemented a sophisticated Integrated Cargo
System (ICS) as part of its customs modernization efforts.?' The ICS combines risk assessment
with pre-arrival/export data screening to identify shipments that require additional scrutiny.
Through collaboration with various agencies and international counterparts, the ABF ensures
that strategic trade controls are enforced without hindering legitimate trade.

18 World Customs Organization, SAFE Framework of Standards (Brussels: World Customs Organization,
2021), <https://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-
tools/tools/safe-package/safe-framework-of-standards.pdf>.

19 George Tan, “Singapore’s Journey Towards Its Implementation of Strategic Trade Controls,” Strategic
Trade Review 2, Vol. 2, Issue. 2 (2016), pp. 90-103, <https://strategictraderesearch.org/wp-content/
uploads/2024/02/A-Strategic-Trade-Control-Systems-Model.pdf>.

20 “Customs Tariff Risk Assessment System (CTRAS),”Annual Report on Customs Modernization and
Innovation, Royal Thai Customs. 2020, <https://www.customs.go.th/>.

21 Australian Border Force, “Integrated Cargo System (ICS): Enhancing Trade and Border Management,”
Department of Home Affairs, 2021, <https://www.abf.gov.au/>.



https://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-tools/tools/safe-package/safe-framework-of-standards.pdf
https://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/instruments-and-tools/tools/safe-package/safe-framework-of-standards.pdf
https://www.abf.gov.au/
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These examples highlight the region’s commitment to developing comprehensive risk
assessment frameworks that balance enforcement with facilitation, promoting security, and
strengthening efficiency in global trade.

Other Manuals, Handbooks, and Guidelines

Several countries have developed detailed guidelines and handbooks to aid in the implementation
of their strategic trade control systems. For example, Singapore’s Strategic Trade Control
Scheme Handbook contains detailed guideline for traders on internal compliance programs,
bulk permits application procedures, record-keeping requirements, and awareness training.*
This handbook makes it easier for customs to conduct risk assessment against the standard
practice. Another useful resource is the Guidebook on the Determination of Strategic Goods
which provides a comprehensive strategic goods control list based on technical specification of
the goods and the method to determine if the goods is strategic.”

In addition, the Center on Export Control, with support from the Ministry of Economy of the
Kyrgyz Republic and the International Science and Technology Center (ISTC), has published an
Export Control Handbook which supports all relevant authorities, including customs, guidance
for implementing export control policies including international and legal frameworks as well
as national control systems*

Opportunities for Customs to Improve Risk Assessment and Targeting
Capabilities

This article proposes several policy options to improve customs risk assessment and targeting
capabilities for strategic trade control in Cambodia.

Risk Profiles for Strategic Goods

Developing risk profiles for strategic goods requires identifying key risk indicators. Due to
their complexity, effective risk profiles for strategic trade control relies on both internal and
external data sources. These sources include, but are not limited to, company transactions, trader
information, seizure and audit reports, data from licensing ministries, and lists of sanctioned
entities and countries.

Key risk indicators include the timing of customs declaration submissions, inconsistencies in
documentation, unusual routing, terms of payment, origin and destination details, and vague
goods descriptions. For identifying risk indicators related to specific strategic commodities,

22 Strategic Trade Scheme Handbook, Singapore Customs. 2024, <https://www.customs.gov.sg/files/
businesses/seb/STS Handbook  updated 1 Oct 2024.pdf>.

23 Guidebook on the Determination of Strategic Goods, Singapore Customs, 2024, <https://www.customs.
gov.sg/files/businesses/guidebook-on-the-determination-of-strategic-goods-3-oct-2019.pdf>.

24 Export Control Manual, Center on Export Control, International Science and Technology Center, 2019,
<https://www.istc.int/upload/userfiles/files/EC%20Handbook final English(1).pdf>.
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the GDCE requires support from development partners, including the WCO, to determine the
characteristics of goods that may be classified as strategic. This development process depends
on technical expertise and access to data sources beyond the GDCE’s internal systems.

Once the developed risk profile is integrated into the customs automated risk management
system, customs can effectively target high-risk shipments based on predefined selectivity
criteria. This process involves screening trade documents, identifying discrepancies, and, when
necessary, conducting physical inspections. Accurate targeting relies on document screening
and comparison with the established risk profile, ensuring more effective risk management and
enforcement.”

STCE Guidelines for Frontline Customs Olfficers

Clear guidelines for frontline customs officials helps customs officers know what steps or
actions they need to take in each step of the process without the need to be afraid of the risks
themselves. For example, they can simply follow only the required actions they need to take
when they encounter a high-risk shipment involved in the STCE, which is flagged by the
system. As they simply follow the guidelines, they can have confidence that they are taking
necessary actions without unduly impeding legitimate trade.

Training on Commodity Identification

Even with the best system and guidelines, interdiction or detection cannot happen if customs
officers cannot identify the strategic commodity. Ongoing training in commodity identification
for strategic and dual-use goods is essential for frontline customs officers. For effective risk
profiling, risk management officers must understand how to identify strategic commodities and
apply accurate indicators. Frontline officers must understand the characteristics of strategic
goods to identify potential illegal shipments.

Technical Reachback Support System

Frontline customs officers require technical and timely reachback to confirm and check new or
unknown commodities that they find suspicious. Technical reachback expertise can consist of
licensing authorities who issue licenses or international experts who are highly knowledgeable
in this area. The process to utilize reachback should be as quick and real-time as possible.

Conclusion

In conclusion, by strengthening strategic trade controls, Cambodia’s GDCE contributes to
regional stability and upholds international nonproliferation standards, serving as a model
for emerging economies. Customs administrations, including the GDCE, must balance their
obligations to enforce controls on high-risk shipments and facilitate legitimate trade. To enforce

25 Pete Heine, Tye Blackburn, and Heidi Hamling, “A Strategic Trade Control Systems Model,” Strategic
Trade Review, Vol. 10, Issue 11, (2024), pp. 5-16 (2024), < https://strategictraderesearch.org/wp-content/
uploads/2024/02/A-Strategic-Trade-Control-Systems-Model.pdf>.
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strategic trade controls effectively, the GDCE must develop robust customs risk assessment
capabilities, focusing on identifying and mitigating STCE-related risks. The GDCE has
modernized most customs procedures and processes to be in line with international standards
and best practices.

Based on these practices, the GDCE can enhance customs risk assessment for strategic trade
control by developing an electronic profiling and targeting system that enables officers to
set criteria for flagging high-risk shipments. An STCE handbook is necessary for customs
officers to follow the manual on what next step they should take to effectively detect the illicit
trade., Training for frontline officers on commodity identification additionally needed to equip
them with the ability to identify strategic items. Lastly, strong and real-time communication
with technical experts is key for frontline customs officers to feel confident when they detain
potential high-risk shipments.



