Considering Safe
Custody Services in

Counterproliferation
Efforts

JUAN PABLO ROSSO!

Abstract

The possibility that safe custody services, especially those that operate outside the financial
sector, may be used by proliferation networks for logistical and financial purposes should be
taken into consideration by strategic trade specialists and relevant agencies. The potential
functionality of these services for proliferators merits closer examination due to the discretion
and privacy they offer to customers, their ubiquity, and the lack of regulations preventing their
use in the diversion of strategic goods to conventional and non-conventional weapons programs.
In this context, safe custody services could provide proliferators with the possibility of easy,

discreet, and secure storage of strategic goods or funds for payments in cash.

Keywords

Safe custody services, proliferators, storage, proliferation supply chains, discretion, strategic
goods, concealment

1 Juan Pablo Rosso served in the Ministry of Foreign Affairs of Chile from 2011-2024, where he specialized
in export control legislation and CBRN security. He coordinated the interministerial team which drafted
Chile’s first export control bill, submitted to Congress in 2002, and was the point of contact for UNSCR
1540, OPCW, BTWC, Arms Trade Treaty, Export Control and Related Border Security (EXBS), INECP of
the U.S. Department of Energy, the EU P2P Export Control Program, and the EU ATT Outreach Program.
In this role, he organized and implemented capacity-building initiatives in areas such as dual-use and
defense export licensing, stockpile management, and commodity identification. As liaison of the Ministry
of Foreign Affairs to the Advisory Committee of the Minister of Defense on Arms Exports, he also
conducted risk analysis of arms exports requests. In 2024, he co-founded the Center for Nonproliferation
Studies, based in Santiago, Chile, which is dedicated to encouraging debate and public and private sector
capacity-building in the field of strategic trade controls. He holds a Master’s Degree in Security and
Defense from the National Academy of Political and Strategic Studies of Chile and has received extensive
training in strategic trade controls, including participation in the Department of Energy Export Control
Visiting Fellows Program (2022).

STRATEGIC TRADE REVIEW, Yolume 11, Issue 12, Winter/Spring 2025 pp. 5-14




6 Juan Pablo Rosso

Introduction

“It doesn’t take an inspector Poirot to work out that safe deposit centres might be an ideal
place to hide the proceeds of crime. Traditionally no questions have been asked, and ID was
not always required. It has even been possible to rent a walk-in room for larger items - the odd
Gainsborough, perhaps, or suitcases of swag.””” This quote from The Guardian was published
in 2008, not long after police in the United Kingdom raided a safe custody service, seizing
“£14m in cash, a firearm, counterfeit currency, passports, chequebooks and credit cards, a
substantial amount of high value jewellery and four paintings - three landscapes and still lives
in the 17th century Dutch style and a 20th century Russian portrait.”* Several years later, in
2022, in Beverly Hills, California, a safe custody service pleaded guilty to conspiring with
customers to launder money after a police raid netted USD $86 million along with jewellery
and other valuables stored in its safe deposit boxes. “I’ve heard horror stories about individuals
who have lost everything when their bank safe deposit box was frozen due to court order or a
tax lien,” an actor said in one commercial. “At U.S. Private Vaults, [ never have to worry about
anything like that. My personal information is never shared or stored in a big bank computer
system.”

These cases suggest that it is prudent to anticipate that illicit proliferation networks will also
likely use any means at their disposal to avoid detection by intelligence and law enforcement
agencies. Yet despite possessing attributes that have been deemed by authorities worldwide
as being functional to illegal activities such as money laundering (ML) and terrorist financing
(TF), safe custody services, especially those offered outside the formal financial system, do not
seem to have been given due attention in counterproliferation efforts as a type of service that
could be used in the diversion of strategic goods. While services that - wittingly or unwittingly
- are used in proliferation supply chains such as customs agents, transport, freight forwarding,
financing, insurance, brokerage and bunkering are identified in United Nations Security Council
Resolutions (UNSCRs) under Chapter VII and in sanctions texts, strategic trade controls, and
counterproliferation finance (CPF) norms around the world, explicit references to storage
services in general are uncommon and references to safe custody services are nonexistent.

This article demonstrates the possibility that safe custody services could be used by proliferation
networks and should be considered within counterproliferation efforts given their potential
functionality for evasion techniques commonly used by proliferators, such as paying for goods
and services in cash. The article is structured as follows. First, an overview of the key attributes
of safe custody services that may appeal to proliferation networks will be presented, followed
by an explanation of how each of these attributes could be useful to proliferators in their efforts.
A set of recommendations will also be discussed to help prevent the use of safe custody services
by proliferators.

2 David Pallister “Police Hope to Lift Lid on Crime Proceeds in Safe Deposit Raids,” The Guardian, June 7,
2008, <https://www.thegaurdain.com/uk/2008/jun/07/ukcrime.>

3 Ibid.

4 Michael Finnegan, “Beverly Hills Store Admits to Using Safe Deposit Boxes to Launder Money,” Los
Angeles Times, March 3, 2022, <https://www.latimes.com/california/story/2022-03-038/beverly-hills-
store-admits-to-using-safe-deposit-boxes-to-launder-drug-money.>
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https://www.latimes.com/california/story/2022-03-038/beverly-hills-store-admits-to-using-safe-deposit-boxes-to-launder-drug-money
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Safe Custody Services: Attributes That May Appeal to Proliferators

During the period from 2020-2023, a significant amount of rhenium, a rare and strategic metal
used in the manufacture of aviation and rocket engines, was exported from Chile to a safe
custody service in Asia. The technical specifications of the rhenium that was exported were
apparently the same as those of other shipments of rhenium from Chile to a couple of Western
manufacturers of aviation engines in the same period.’

Although itis common for dealers to invest in rare metals, which may explain the aforementioned
export of thenium to Asia, this export can serve to construct a hypothetical scenario of diversion
of strategic goods involving safe custody services that - wittingly or unwittingly - become a key
component of a proliferation supply chain.

Safe custody services provide customers, for a monthly or annual fee, either vaults and/or
safety deposit boxes in which different types of valuables may be stored. This type of service is
also known as “vault storage,” “vaulting services,” “vaulting facilities,” “safe deposit boxes,”
or “safe deposit centers.”® They are commonly hired by individuals or entities for the safe
storage of items that range from cash, bullion, and precious metals to sensitive documents, fine
art, and jewels, among other valuables.
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In contrast to conventional warehousing, safe custody services are not generally associated
with commercial supply chain logistics in relevant literature, advertising, or training. This is
likely because the small size of safe deposit boxes and vaults offered by these services, which
typically range from a few square inches to a few square feet, do not make for practical or
efficient storage solutions in global supply chains in comparison to the ample warehouses
and other storage facilities that can accommodate large volumes of commercial and consumer
goods.

However, proliferation supply chains are not comparable in scope, priorities, or requirements
to global supply chains set up by legitimate businesses or even supply chains that deal with
large volumes of illicit goods such as counterfeit products, small arms, or narcotics. Unlike
most of the latter, proliferators tend to divert relatively small quantities of strategic goods
at a time - in comparison to the large volumes of consumer goods that make up the bulk of
world trade - that are destined to a single end-user in one destination where they are highly
coveted and unavailable and hence considered valuable commodities. Facilitating the use of
the limited space available in custody services in comparison to conventional warehouses is
the relatively small size of many coveted strategic goods such as spare parts for conventional
weapons such as fighter aircraft or dual-use goods such as krytrons, circuits, gyroscopes,
valves, semiconductors, chips, pressure transducers, or accelerometers.

5 This example is based on data from the Chilean National Customs Service. The names of the exporter and
consignees have been withheld in accordance with confidentiality norms.

6 Descriptions of the services, locations, and terms and conditions of safe custody services included in this
article are based solely on the information provided in the corporate web sites of several safe custody
service firms based in different countries. Reference to specific brand names of safe custody services has
been purposefully omitted.
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In searching for techniques and means to conceal and deceit, four key attributes of safe custody
services could come to the attention of proliferators:

1. Scarcely Regulated

In many cases, safe custody services are not regulated when they are not provided by formal
financial institutions nor have been categorized as Designated Non-Financial Business and
Professions (DNFBP). In these cases, they are not covered by counterproliferation, anti-money
laundering (AML), or counter terrorist financing (CTF) legislation and their customers are not
subject to inquisitive authorities or intrusive customer due diligence procedures.’

Even in jurisdictions where these services are subject to regulations, such as AML/CTEF, the
specifics of proliferation network dynamics could still make them an appealing alternative for
proliferators, since customer due diligence in these cases would tend to focus on profiles and
activity associated with organized crime or terrorist financing and not proliferation networks,
and therefore these are likely to go undetected.

2. Widely Available

As most services commonly associated with proliferating activity such as brokering or freight
forwarding, safe custody services are readily available around the world including in regions
that are major producers of strategic goods such as North America, Europe, and Asia, or in
major international transit and transshipment hubs and financial centers known to be widely
used by proliferators in the Middle East and Southeast Asia. Many safe custody services are
also located in or near airports, seaports, and in free trade zones, which have also been identified
as high-risk areas for the illegal trade of strategic goods.*

3. Privacy and Discretion

Although customer due diligence and reporting is mandatory for safe custody services in
some countries for AML/CTF purposes, in other jurisdictions these services are not required
to disclose customer information to authorities. In some cases, service providers may require
private citizens only to present an ID card, driver’s license, proof of address, or passport.
Some safe custody services may not even require customers to register and in other cases, the
customer may even grant a third party access to their safe deposit boxes or vaults.

7 It is important to note that safe custody services are not mentioned in the 2012 Financial Action Task
Force (FATF) Guidance on Countering Proliferation Financing or FATF Recommendation 7 on targeted
financial sanctions. Likewise, legislation such as the U.S. Bank Secrecy Act, the European Union Directive
(EU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering
or terrorist financing, or the Australian Anti-Money Laundering and Counter-Terrorism Financing Act
2006 cover safe custody services provided by banks, but not those outside the formal financial system.
Examples of legislation that do cover safe custody services outside the financial system include the British
Money Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer) Regulations
2017 and the Dutch Anti Money Laundering and Anti-Terrorist Financing Act, which explicitly cover all
safe custody services for AML/CTF purposes.

8 See World Customs Organization, “Extraterritoriality of Free Zones: The Necessity for Enhanced Customs
Involvement,” World Customs Organization Research Paper N° 47, September 2019.
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4. Minimum Storage Restrictions

Although safe custody services are advertised as a secure means to store valuables such as art,
sensitive documents, bullion, or cash, there are few restrictions on the types of valuables that
may be stored. The terms and conditions of service commonly prohibit illegal goods such as
drugs or hazardous materials and items to which the customer does not have legal titles or the
proceeds of any type of illegal activity. Consequentially, customers of safe custody services
may store under high levels of secrecy and security just about any type and number of goods
that fit into the safe deposit boxes and vaults available for hire. Also, and in line with safe
custody service policies of customer privacy and discretion, customers are usually not required
to disclose to the service provider the types of goods they are storing.

The Functionality of Safe Custody Services for Proliferation Networks

The differences in organization and procedures among proliferation networks tightly controlled
by governments as in the case of North Korea or Iraq during the 1990’s, Iran since 1979, the
privatively run network of Pakistani scientist AQ Khan, or non-state actors such as the Houthis
or Hezbollah, exemplify how the use of services by proliferators can differ according to
unique financial and logistical circumstances, such as cash flows and geographical location.”!?
Regardless of each network’s particular dynamics, there are certain needs common to all
proliferators that many safe custody services could meet, regardless of the type of entity that is
running the network, the complexity of its organization, the number of jurisdictions it operates
in, or the types of strategic goods it is after:

a) Concealment of Goods

Storage is a frequent necessity in logistics. Therefore, it is reasonable to assume that
proliferators may need or choose to store the strategic goods they are delivering at some point.
A first indication that storage, in absence of the need for efficient distribution of goods, might
be deemed an option for proliferators is their tendency to organize circuitous routes to get
strategic goods to their final destinations to minimize the risk of detection. It is indicative that
proliferators do not use time in the same way as legitimate businesses do when procuring or
supplying strategic goods. When and where it is viable, the temporary storage of strategic
goods could be considered necessary or convenient by proliferators that prioritize concealment
over expeditious delivery. For example, hiring safe custody services may be a convenient way
of safely and discreetly concealing, in one or more locations, strategic goods purchased from a
local distributor while preparing to export them illegally.! A temporary recipient or facilitator
of strategic goods that have been exported illegally may also have good reasons to securely

9 Extensive field research and case studies on diversion by different proliferation supply chains is published
regularly by Conflict Armament Research, based in London, England.

10 See Bruno Gruselle, “Proliferation Networks and Financing,” Fondation pour la Recherche Stratégique,
March 3, 2007, pp.8-15.

11 See “Don’t Let this Happen to You,” Bureau of Industry Security, U.S. Department of Commerce,
November 2024.
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store them before handing them over to a main conspirator that will deliver them to the final
end-user.

The security and privacy afforded by safe custody services can offer proliferators the possibility
of pausing the transport of goods in a secure and discreet way in locations such as international
transit and transshipment hubs, airports, or free trade zones. Based on a real case of intended
diversion, one hypothetical scenario involving the hiring of a safe custody services would be
of strategic goods illegally exported to a free trade zone, where they are securely stored while
their serial numbers are removed and packaging relabeled before being re-exported to their
final destination.!> Other possible reasons to securely store a shipment of strategic goods is
an unforeseen risk of surveillance or interdiction, a delay in a scheduled transshipment, or an
ex works arrangement, whereby the supplier delivers the goods to a location agreed with the
purchaser who then organizes the delivery to its final destination and end-user.

b) Cash Payments

Avoiding financial movements that may come to the attention of regulators and intelligence
services is a basic security measure for proliferators. Since UNSCR 1540 as well as international
and unilateral sanctions regulations commonly and explicitly oblige countries to act against
proliferation financing and most countries have implemented CPF measures, the use of cash by
proliferators over wire transfers or other means offered by financial institutions is one of the
“red flags” identified by the Financial Action Task Force (FATF) and has been identified as a
common practice of countries such as North Korea.'*!41>

If the use of cash for payment of strategic goods is cited as a common practice among
proliferators, then it is reasonable to assume that they might consider safe custody services
a safer and more discreet alternative to financial institutions to keep cash readily available in
jurisdictions along a supply chain to purchase strategic goods, hire intermediary services, or
receive payments. One hypothetical case in which proliferators opt for a safe custody service
to store cash might involve a dual citizen who, over the course of a few trips to his country of
origin —which is a country of proliferation concern - legally enters several thousand U.S. dollars
in cash into his second country of citizenship. He stores the cash, provided by a co-conspirator
in the country of origin, in a safe custody service he has hired using a fake ID and will use
it to purchase strategic goods that will be illegally exported and kept in this custody service
in the meantime. Use of financial services was ruled out to avoid any possibility of detection
and freezing of funds. He has granted a third co-conspirator access to his safe deposit box to

12 Ibid., pp.48-49

13 CPF legislation is mandatory for all United Nations Member States under UNSCR 1540, paragraph 3,
letter d) and UNSCR 1718, paragraph 8, letter d), which specifically targets North’s Korea’s WMD and
missile programs.

14 See Financial Action Task Force, “Guidance on Proliferation Financing Risk Assessment and Mitigation,”
June 2021, <https://www.fatf-gafi.org/content/dam/fatf-gafi/guidance/Guidance-Proliferation-Financing-
Risk-Assessment-Mitigation.pdf.coredownload.inline.pdf.>

15 Mallory King, “North Korean Sanctions Evasion Techniques,” RAND Corporation, September 2021,
p.29, <https://www.rand.org/content/dam/rand/pubs/research_reports/RRA1500/RRA15371/RAND
RRA1537-1.pdf>
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withdraw the cash and/or goods in case he is arrested or suspects that he is under surveillance.
¢) Concealing the Final Destination and End-User

Concealing the final destination and intended end-user of a strategic good by consigning a
shipment to an intermediary service is a common method of deception used by proliferators
for which a safe custody service could also be considered.' If brokers, transport, and trading
companies or freight forwarders have proven to provide a convenient cover for proliferators
to conceal the identity of a final destination or intended end-user, consigning shipments to
a safe custody service could prove just as useful, for example, when goods are exported to
a transshipment hub. Identifying a safe custody service as a consignee could be especially
convenient to conceal the identity of the intended end-user of a strategic metal, such as rhenium
or beryllium, given that many safe custody services are hired by investors for the storage of
rare metals.

Countless more hypothetical scenarios involving proliferators and safe custody services could
be elaborated and made even more complex and challenging to foresee and detect when they
include the nexus between organized crime, terrorist groups, and rogue states. '’

Recommendations to Prevent the Use of Safe Custody Services by
Proliferators

A comprehensive regulatory framework to prevent the use of safe custody services by
proliferators should consider at least the following measures:

Include Explicit References to Storage Services in Sanctions Texts

Explicit references to storage services in sanctions texts, especially in United Nations
Security Council resolutions, tend to be related to the physical security of strategic goods
and not with the possible use of storage facilities for logistical purposes by proliferators. For
example, paragraph 3 of UNSCR 1540 states the obligation of controlling services related to
proliferation supply chains by mentioning “controls on providing funds and services related
to such export and trans-shipment such as financing and transporting that would contribute to
proliferation,” but not storage services.'® Other UNSCRs adopted under Chapter VII also do not
include explicit references to storage services, such as resolutions 1718 (paragraph 8) and 1874

16 See “Red Flag Indicators,” Bureau of Industry Security, U.S. Department of Commerce, 2024, <https://
www.bis.doc.gov/index.php/all-articles/23-compliance-a-training/5 1 -red-flag-indicators.>

17 Links between organized crime, terrorists, and rogue states have been detected and examined and
constitute a grave threat that may pose new challenges in counterproliferation. See: J.R. Mailey, “Iran’s
Criminal Statecraft: How Teheran Weaponizes Illicit Markets,” The Global Initiative Against Transnational
Organized Crime, October 2024.

18 United Nations Security Council, Security Council Resolution 1540 (2004), April 28, 2004, S/RES/1540
(2004)



https://www.bis.doc.gov/index.php/all-articles/23-compliance-a-training/51-red-flag-indicators
https://www.bis.doc.gov/index.php/all-articles/23-compliance-a-training/51-red-flag-indicators
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(paragraph 18) on North Korea, and 1737 (paragraph 3 and 6) on Iran.'?*?! These resolutions
and successor resolutions clearly mandate UN Member States to prohibit the provision of
services in support of North Korean and Iranian weapons of mass destruction (WMD) and
ballistic missile programs, mentioning just about every type of intermediary service known to
be commonly used by proliferators such as transport, financing, brokering, freight forwarding,
trading, insurance, couriers, and bunkering. The omission of storage services leaves UN
Member States to infer that these must also be subject to counterproliferation norms and that
the mandatory freezing of assets be applied to valuables entrusted to safe custody services that
are not financial institutions. However, the general lack of counterproliferation norms related
to safe custody services or storage services in general in domestic legislation would seem to
indicate that this inference is not commonplace. Assigning safe custody services the category
of DNFBP in domestic legislation could be an important first step in incorporating them into
counterproliferation norms in general.

A simple and straightforward way of remedying this gap in UNSCRs and jurisdictions such
as the European Union could be to adjust the two concise lists of activities related to arms and
related materials commonly used in sanctions texts. The first adjustment could be from “...
the provision, manufacture, maintenance and use of arms and related material ...” to “...the
provision, storage, manufacture, maintenance and use of...” The second adjustment could be
from “technical assistance, brokering services, and other services...” which could be changed
to “technical assistance, brokering services, and other services, including storage...”

Mandatory Customer Due Diligence

Introducing mandatory customer due diligence in domestic legislation for safe custody services
outside the financial sector for counterproliferation/CPF purposes is necessary and compatible
with the privacy and discretion offered by these services.

The backdrop of drafting and implementing safe custody service regulations for
counterproliferation purposes is that proliferation networks’ activities differ from the type of
illegal activities that are generally unwelcome by safe custody services. As already mentioned
in this article, terms and conditions set by safe custody services tend to prohibit the storage
of illegal goods and the proceeds of crime. But proliferators often do not deal with explicitly
illegal goods, nor do they necessarily purchase them illegally. Their funds are usually not the
proceeds of crime or may not require laundering. Also, proliferators often operate under the
cover of legally constituted front or shell companies, and in some cases do not associate with
outlaws such as criminal or terrorist organizations. Their legal status and actions, therefore,
may not violate or appear to violate the terms and conditions usually set by the safe custody
services or AML/CTF laws.

19 United Nations Security Council, Security Council Resolution 1718 (2006), October 14, 2006, S/RES/1718
(2006).

20 United Nations Security Council, Security Council Resolution 1874 (2009), June 12, 2009, S/RES/1874
(2009).

21 United Nations Security Council, Security Council Resolution 1737 (2006), December 23, 2006, S/
RES/1737 (2006).
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Subjecting safe custody services to regulations aimed at preventing their use by proliferators
would require taking into consideration the operational and financial differences that set
proliferation networks apart from organized crime and entities involved in ML/TF.** Therefore,
to properly prepare for implementing customer due diligence for counterproliferation purposes,
safe custody services would necessarily require training and regular outreach programs by the
designated regulatory authority to enable the detection of risks related to information such as
customer nationality/nationalities, business affiliations and ownerships, intended use of stored
goods, personal and corporate income tax returns, and previous international travel.

Prohibition or Mandatory Disclosure and/or Reporting of Storage of Strategic Goods

It is not viable to require safe custody services regulated by counterproliferation norms to
identify risks associated with proliferation activities if they manage less information about
the valuables they are entrusted with than other intermediary services commonly used
by proliferators in which disclosure is a legal or commercial necessity, such as banking,
transportation, or brokering.

Defining the types and quantities of financial movements that must be reported or included
in a control list requires that the types of goods whose export requires a license are clear
and objective parameters that may subject certain types of services to legal obligations that
require reporting customer activity or freezing assets. In line with the need to define clear
parameters such as these, the terms and conditions set out by safe custody services that limit the
types of goods that may be stored on their premises and fresh counterproliferation regulations
covering all safe custody services should prohibit, or require customer disclosure and reporting
to authorities of, at least, the storage of strategic goods covered by international sanctions or
related materials covered by UNSCR 1540, defined as “materials, equipment, and technology
covered by relevant multilateral treaties and arrangements, or included in national control lists,
which could be used for the design, development, production or use of nuclear, chemical, and
biological weapons, and their means of delivery.”*

Conclusions

It seems reasonable to suspect that certain attributes of safe custody services such as their
ubiquity, lack of a regulatory framework, and discretion could result in appealing to proliferation
networks just as they appeal to other types of illegal activities for which in some countries are
there legal deterrents in place covering all safe custody services, such as AML/CTF. Yet just
about every financial and logistical service available to proliferators except storage has been
explicitly mentioned in UNSCRs under Chapter VII and other sanctions regulations, such as

22 See Jersey Financial Services Commission “Comparison: Terrorist Financing, Money Laundering, and
Financing the Proliferation of Weapons of Mass Destruction,” Jersey Financial Services Commission,
2024, <https://www.jerseyfsc.org/industry/guidance-and-policy/comparison-terrorist-financing-money-
laundering-and-financing-the-proliferation-of-weapons-of-mass-destruction/ >

23 United Nations Security Council, Security Council Resolution 1540 (2004), April 28, 2004, S/RES/1540
(2004).
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those in the United States and European Union.

Determining what agency should have regulatory authority over safe custody services may not
be easy when there are multiple regulatory authorities for dual-use and defense-related goods.
One criterion which could be applied to assign lead regulatory responsibility could be to focus
on the ultimate objective behind the eventual use of safe custody services by proliferation
networks: the export of strategic goods to an unauthorized end-user or for unauthorized end-
uses. As suspicious activity in safe custody services related to money laundering and terrorist
financing, storage of illegal goods, hazardous materials, or more common organized crime
would likely be reported to financial authorities or law enforcement agencies, one alternative
to be considered is for safe custody services to be required to register with an export control
authority. The justification for this requirement lies in the inherent risk of facilitating proliferation
activities by offering customers levels of privacy and discretion not afforded to customers of
other services that may be used by proliferators that do not require registration with export
control authorities, such as financial services and transportation or shipping companies, all of
which by law are required to be informed of customer activities.

A significant challenge in preventing the proliferation of conventional and unconventional
weapons is anticipating the evasion techniques that may be used in the diversion of dual use
and defense goods. Although there are not yet public indications or evidence that safe custody
services have or will be used in the diversion of strategic goods, the modus operandi of the
these services and proliferation networks make this possibility sufficiently plausible to be taken
into consideration in counterproliferation efforts.




