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Abstract

For the first time in two decades, the issue of verification is being seriously discussed in the 
context of the Biological Weapons Convention (BWC). The exact scope and nature of any 
possible verification is still unclear at this stage; however, it is necessary to begin considering 
possibilities and future implications that a possible verification system could have on the field 
of strategic trade controls. The issue of strategic trade controls and especially the Australia 
Group has been a longstanding point of contention between states. It is likely that this divergence 
can play a role in the discussions of a possible verification system or that the existence of 
a verification system can influence future discussions on the Australia Group. It is therefore 
necessary to consider the relation of the Australia Group to the BWC and compare this with 
its relation to the Chemical Weapons Convention (CWC). This article considers the current 
legal status of the Australia Group in both the BWC and the CWC considering criticisms made 
against its continued existence. Based on this analysis, it considers the possible effects that 
different possible approaches to a verification system for the BWC might have on the legitimacy 
of the Australia Group and that these have the possibility of reigniting the critiques against the 
Australia Group.
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Introduction

Export controls are an important tool to combat the proliferation of chemical and biological 
weapons. These controls have focused on the restriction or regulation of exports that could be 
used in the development of chemical and biological weapons, including specific chemical and 
biological agents, chemical precursors, and related equipment and technology. While controlling 
these exports can influence the potential for proliferation, the export controls for chemicals, 
precursors, biological agents, as well as a host of other dual-use equipment, materials, and 
technologies can influence the development of importer-states subject to controls. The nature 
of chemical and biological weapons means that export controls necessarily include regulations 
and restrictions for the export of many important dual-use agents, equipment, materials and 
technologies. Dual-use refers to materials, equipment, and technology that have civilian 
applications but also could be used in the development of weapons. For example, many chemicals 
that can be used to produce chemical weapons are necessary for much of the economy, not only 
the chemical industry. Several chemicals that are subject to export controls are essential for the 
chemical industry, such as chlorine, or sodium fluoride, which can be used to develop sarin, 
however, it is also an essential element for the production of most toothpastes.1 In the context of 
biological weapons, this not only includes agents and objects which are necessary for industry, 
but also includes biological agents that are necessary for the development of vaccines or for the 
research or combating of infectious diseases. Export controls are used as a method to thwart 
such equipment, materials, and technology from being diverted for nefarious purposes. These 
considerations are also the reason why in most cases export controls do not seek to entirely 
prohibit the export of these goods, agents, or technologies, but merely to regulate them.

For the first time in 20 years, the discussion on a verification or compliance mechanism has 
been reinitiated in the context of the Biological Weapons Convention (BWC). These discussions 
were initiated during the Ninth Review Conference in 2022 and have since been the subject of 
discussions in the Working Group on Strengthening the Convention.2 While these discussions 
are still ongoing and far from complete, the efforts show significant progress and potential for 
coming to a fruitful conclusion in the future. 

Discussions concerning verification could include measures with regard to the transfer 
of agents, equipment, and technology and therefore overlap with the current regime of the 
Australia Group. It is therefore a proper time to analyze and discuss the existence of an outside 
forum where many supplier states coordinate and harmonize their export controls, namely 
the Australia Group, to consider which effects a verification mechanism for the BWC might 
have on the legitimacy and continued existence of the Australia Group. This article considers 
the conformity of the Australia Group practices within the current BWC and contrasts it 

1	 Machiko Kanetake, “Balancing Innovation, Development and Security: Dual-Use Concepts in Export 
Control Laws” in Global Environmental Change and Innovation in International Law, eds. Neil Craik, 
Cameron Jefferies, Sara Seck, and Tim Stephens (Cambridge: Cambridge University Press, 2018) pp. 180-
200, p. 182.

2	 For a report on the most recent discussions at the third session of the Working Groupon the strengthening
	 of the 1972 Biological and Toxin Weapons Convention, which concerned a verification and compliance 

mechanism, see BioWeapons Prevention Project, “Report 2024,” available at: <https://www.cbw-events.
org.uk/BWC24-combined.pdf>.
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with a disarmament treaty that has a working verification mechanism, namely the Chemical 
Weapons Convention (CWC). Through this contrast, it will be possible to make some educated 
predictions of the likely effect of a BWC verification mechanism.

The article will first discuss export controls both in the chemical and biological fields through 
the lens of provisions in the BWC and CWC as well as describing the Australia Group. The 
concerns that have been raised against export controls outside of the context of the BWC 
and CWC will subsequently be discussed. This will lead to an analysis of the conformity of 
the export controls of the Australia Group with the current BWC and the CWC, where the 
differences between the two treaties and the implications that this has on the legitimacy of the 
export controls will be determined. After briefly describing the current discussions on a BWC 
verification or compliance mechanism, the possible effects that the adoption of a verification 
mechanism for the BWC might have on the Australia Group will be discussed. 

International Mechanisms for Export Controls for Chemicals and 
Biological Agents

Export controls are a tool in the fight against proliferation of weapons, both conventional 
and nonconventional, and form an integral part of ensuring international security. Export 
controls seek to limit or regulate the export of specific materials, equipment, or technology 
on the basis of security concerns, and in the context of weapons specifically to restrict their 
proliferation. Specific requirements and procedures cover a broad array of possibilities, such as 
complete prohibition of exporting of certain goods to certain states and end-users, limitations 
for exporting, requirements for export licenses and notifications, restrictions with regard to 
the states to which certain specific types of goods can be exported, criteria which the state 
or legal entity to which it is exported need to fulfil prior to the issuing of an export license, 
end-use agreements, and many other possibilities.3 These mechanisms are adopted by states 
differently and independently and therefore have the potential to differ significantly, which 
can negatively affect both their effectiveness in combating proliferation as well as the ease of 
export and import of these materials. To facilitate and coordinate export controls, international 
mechanisms have been set up for cooperation and coordination regarding lists of items that 
should be subject to controls as well as specific requirements and procedures that should be 
incorporated within the controls. The most important in the context of chemical and biological 
weapons related materials, equipment, and technology are the two different treaty-regimes, 
namely the BWC and the CWC, and the Australia Group. 

Biological Weapons Convention

The BWC is the main instrument prohibiting biological weapons and exports are first and 

3	 Ron Smith & Bernard Udis, “New Challenges to Arms Export Control: Whither Wassenaar?” The 
Nonproliferation Review, Vol. 4, Issue 2 (2001), pp. 81-92, p. 83; Daniel Joyner, “Strategic Trade Controls” 
in Eric Myjer and Thilo Marauhn, eds., Research Handbook on Arms Control Law (Cheltenham: Edward 
Elgar Publishing, 2022), pp. 120-129, p. 121.
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foremost incorporated by prohibiting the transfer of biological weapons.4 The term transfer is 
broadly defined and incorporates export.5 Since the BWC prohibits both the development and 
possession of biological weapons, the prohibition of transfer could be argued to be of relatively 
little importance as there should not be the possibility to transfer biological weapons. More 
practically relevant are the obligations in the BWC that seek to limit proliferation. The BWC 
includes an obligation in Article III that prohibits transfers of relevant agents, toxins, weapons, 
equipment, or means of delivery. This has been interpreted by the Sixth Review Conference as 
including an obligation to adopt effective national export controls when it stated:

The Conference calls for appropriate measures, including effective national export 
controls, by all States Parties to implement this Article, in order to ensure that direct 
and indirect transfers relevant to the Convention, to any recipient whatsoever, are 
authorized only when the intended use is for purposes not prohibited under the 
Convention.6 

Neither the nature of these export controls, nor what should be considered as being effective 
export controls, has been expanded upon by the Review Conference. The actual implementation 
of these export controls has therefore remained a largely unilateral and individual approach, 
especially for those states that are not members of export control regimes.

Chemical Weapons Convention

The foundation is similar in the CWC, namely the prohibition of the transfer of chemical 
weapons. The practical implication of this prohibition is more significant in the CWC as until 
recently some state parties still had declared stockpiles of chemical weapons. Now that all 
declared stockpiles have been destroyed, the transfer prohibition for chemical weapons ought 
to be in a similar situation as the BWC.7 However, unlike the BWC, the CWC does have 
explicit obligations concerning export controls. The CWC includes several specific schedules 
in its annex detailing specific chemicals and their precursors which could potentially be used for 
the development of chemical weapons. Article VI states that transfers of scheduled chemicals 
need to be subject to the prohibitions and regulations of the Annex on Implementation and 

4	 Article I Chemical Weapons Convention and Article III Biological Weapons Convention.

5	 Urs A. Cipolat, “The New Chemical Weapons Convention and Export Controls: Towards Greater 
Multilateralism,” Michigan Journal of International Law, Vol. 21, Issue 3 (2000) pp. 393-444, pp. 416-
417.

6	 Final Declaration Sixth Review Conference BWC/CONF.VI/6 part II, par. 8; Daniel Joyner, International 
Law and the Proliferation of Weapons of Mass Destruction (Oxford: Oxford University Press 2009), p. 
94. This interpretation is considered as an authoritative interpretation, see Kristoffer Burck, Sannimari 
Veini, Barry de Vries “The Legal Effect of the BWC Review Conference,” CBWNet Working Paper No. 
2, November 2022.

7	 “OPCW Confirms: All Declared Chemical Weapons Stockpiles Verified as Irreversibly Destroyed,” 
Organization for the Prohibition of Chemical Weapons, July 7, 2023, <https://www.opcw.org/media-
centre/news/2023/07/opcw-confirms-all-declared-chemical-weapons-stockpiles-verified.>
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Verification.8 The Annex of the CWC details specific obligations and restrictions regarding the 
trade of listed chemicals in Parts VI, VII, and VIII. The Verification Annex only prohibits the 
transfer of chemicals and precursors included in Schedule 1 to states not party to the CWC.9 
With regard to transfers between States Parties of the CWC as well as chemicals mentioned in 
Schedules 2 and 3, there is no complete prohibition but restrictions for the specific purposes 
for which these chemicals may be transferred and specific procedures with regard to the 
notification and recording of the transfer.10 All States Parties to the CWC are to implement 
these measures within their national regulatory framework.11 At the time of the Fifth Review 
Conference of the CWC, 122 States Parties had legislation that covered all initial measures.12

Australia Group

 The BWC and CWC are multilateral treaties, which are open to all states to join.13 However, 
not all regimes relevant to the regulation of biological and chemical agents and efforts to 
combat their proliferation are multilateral. There are specific “activities undertaken by more 
than two parties, but not involving all states in a region or all members of the international 
community,” which are termed plurilateral.14 In recent decades, there has been an increased 
emphasis on plurilateral approaches which go beyond and outside of the existing multilateral 
regimes.15 One of these forms of plurilateral cooperation is the establishment of common 
understandings among a group of (generally) supplier states about export controls.16 In the 
context of biological and chemical agents and related dual-use technologies, such plurilateral 
export control coordination can be found in the form of the Australia Group.17

8	 Chemical Weapons Convention, Art. VI(3, 4, 5).

9	 Chemical Weapons Convention Annex on Implementation and Verification, Part. VI A. (1).

10	 Chemical Weapons Convention Annex on Implementation and Verification, Part VII, Part VIII. 

11	 Chemical Weapons Convention, Art. VII(1) in conjunction with Art. VI(2) CWC; Urs A. Cipolat, “The 
New Chemical Weapons Convention and Export Controls: Towards Greater Multilateralism,” Michigan 
Journal of International Law, Vol. 21, Issue 3 (2000), pp. 426-431; Mirko Sossai, “Art. VI Activities 
Not Prohibited under the Convention” in Walter Krutzsch, Eric Myjer & Ralf Trapp, eds., The Chemical 
Weapons Convention: A Commentary (Oxford: Oxford University Press 2014), pp. 173-194, p. 177.

12	 Note by the Technical Secretariat: Review of the Operation of the Chemical Weapons Convention since the 
Fourth Review Conference, RC‑5/S/1 WGRC‑5/S/1, 9.

13	 Randy Rydell, “Disarmament without Agreements?” International Negotiation, Vol. 10 (2005) pp. 363-
380, p. 366.

14	 “Weapons of Terror: Freeing the World of Nuclear, Biological, and Chemical Arms,” Weapons of Mass 
Destruction Commission, Final Report, Stockholm, Sweden, June 1, 2006, p. 46.

15	 Ibid., p. 54.

16	 Ibid., p. 47.

17	 Graham Pearson, Malcolm Dando, and Nicholas Sims, “The U.S. Rejection of the Composite Protocol: 
A Huge Mistake Based on Illogical Assessments,” BTWC Evaluation Papers, No. 2 (2001) pp. 9-10, 16; 
Tomoaki Ishigaki, “Defining the Future by Studying the Past: A Negotiator’s Perspective on the Arms 
Trade Treaty,” Japanese Yearbook of International Law Vo. 57 (2014), pp. 371-414, p. 380.
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The Australia Group is an informal mechanism that was developed in 1985 and currently 
consists of 43 members: 42 states and the European Union. Australia Group membership 
differs from treaty-based mechanisms like the CWC and the BWC in that they have more 
restricted membership consisting mainly of states that are among the major suppliers or 
exporters of biological and chemical materials, equipment, and technology. While officially 
these mechanisms are open to all states to join, members can reject any new state joining the 
mechanism.18 

The Australia Group is a forum to coordinate export controls by setting up common control 
lists and procedures for granting export licenses.19 The control lists include chemical weapons 
precursors, dual-use chemical manufacturing equipment and technology, human, animal, 
and plant pathogens, as well as related biological equipment and technology.20 With regard 
to chemical precursors and chemical manufacturing equipment, the Australia Group lists 
go beyond the CWC Verification Annex. Through the agreed procedures and control lists, 
participating states seek to ensure that dual-use exports are not diverted to the development or 
production of chemical or biological weapons.21 The members of the Australia Group commit 
to deny transfers of materials “if the government judges, on the basis of all available, persuasive 
information, evaluated according to different factors, that the controlled items are intended to 
be used in a chemical weapons or biological weapons program, or for CBW terrorism, or that 
a significant risk of diversion exists.”22 

The Australia Group is an informal association of states and does not have any specific legal 
foundation.23 It has been stated that the control lists are important political commitments, 
however there is no legal effect from these.24 The Australia Group relies on its member states 

18	 David Gualtieri, “The System of Nonproliferation Export Controls,” in Dinah Shelton, ed., Commitment 
and Compliance: The Role of Non-binding Norms in the International Legal System (Oxford: Oxford 
University Press, 2003), pp. 467-486, p. 469; Ron Smith and Bernard Udis, “New Challenges to Arms 
Export Control: Whither Wassenaar?” The Nonproliferation Review, Vol. 4, Issue 2 (2001), p. 83.

19	 Daniel Joyner, “Strategic Trade Controls,” in Eric Myjer and Thilo Marauhn, eds., Research Handbook on 
Arms Control Law (Cheltenham: Edward Elgar Publishing, 2022), p. 123.

20	 Australia Group Common Control Lists, <https://www.dfat.gov.au/publications/minisite/
theaustraliagroupnet/site/en/controllists.html>.

21	 Stuart Casey-Maslen, Arms Control and Disarmament Law (Oxford: Oxford University Press 2021), pp. 
60-61.

22	 The Australia Group, Guidelines for Transfers of Sensitive Chemical or Biological Items, June 2015, 
<https://www.dfat.gov.au/publications/minisite/theaustraliagroupnet/site/en/ guidelines.html>.

23	 Daniel Joyner, “Strategic Trade Controls,” in Eric Myjer and Thilo Marauhn, eds., Research Handbook 
on Arms Control Law (Cheltenham: Edward Elgar Publishing, 2022), p. 117; Esmée de Bruin, “Export 
Control Regimes: Present-Day Challenges and Opportunities” in Robert Beeres, Robert Bertrand, Jeroen 
Klomp, Job Timmermans & Joop Voetelink, eds., NL ARMS Netherlands Annual Review of of Military 
Studies 2021 (The Hague: Asser Press, 2022), pp. 33-53, p. 36.

24	 Ibid: Joyner, p. 123; Mallory Stewart, “Are Treaties Always Necessary? How U.S. Domestic Law Can 
Give Teeth to Non-Binding International Commitments,” Proceedings of the Annual Meeting (American 
Society of Internaitonal Law), Vol. 104 (2010), pp. 189-193, p. 190; Esmée de Bruin, “Export Control 
Regimes: Present-Day Challenges and Opportunities” in Robert Beeres, Robert Bertrand, Jeroen Klomp, 
Job Timmermans & Joop Voetelink, eds., NL ARMS Netherlands Annual Review of of Military Studies 
2021 (The Hague: Asser Press, 2022), p. 36.
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to implement these control lists in their own national legislation and states retain the discretion 
of whether to actually do so.25 

Critiques against the Australia Group

Export controls put into place regulations and conditions for the export of proliferation-sensitive 
goods. Their effects are generally far greater on importing states, as this could in certain cases 
restrict their access. Since export controls are generally internal state decisions, it is the exporting 
states that are in the position to determine the nature and extent of these controls. As already 
discussed, even in the case of international cooperation, such as the Australia Group, these are 
mainly supplier states from the “Global North,” and it has historically been mainly states in the 
“Global South” that rely on imports and are not able to directly influence the controls.

The concepts of the Global South and Global North are somewhat nebulous with different 
geographical definitions. The Global South largely has been used to describe a combination of 
African, Latin American, and the Caribbean as well as Asian states, however the exact scope 
is often left relatively vague.26 The Global South can only truly be understood in its relation to 
the Global North.27 The Global South can generally be argued to refer to decolonised nations, 
most of which are roughly located south of colonial centres of power.28 The term has also been 
used to refer to socio-economically marginalised parts of the world that are classified as the 
developing world.29 In this regard, it is a contradistinction between wealthy industrial states 
and the generally less prosperous states in large segments of Asia, Africa, and Latin America.30 
Consequently, the Global North generally refers to what was considered during the Cold War 

25	 David Gualtieri, “The System of Nonproliferation Export Controls,” in Dinah Shelton, ed., Commitment 
and Compliance: The Role of Non-binding Norms in the International Legal System (Oxford: Oxford 
University Press, 2003), p. 476; Daniel Joyner, “Restructuring the Multilateral Export Control Regime 
System” Journal of Conflict & Security Law, Vol. 9 Issue 2 (2004), pp. 181-211, p. 184; Stewart “Treaties,” 
p. 190; De Bruin “Export Control,” p. 38.

26	 Walter D. Mignolo, “The Global South and World Dis/Order,” Journal of Anthropological Research, 
Vol. 67, No. 2 (2011), pp. 165-188, p. 184; Sebastian Haug, Jacqueline Braveboy-Wagner and Günther 
Maihold, “The ‘Global South’ in the Study of World Politics: Examining a Meta Category,” Third World 
Quarterly,Vol. 42, No. 9 (2021), pp. 1923-1944, p. 1923.

27	 Caroline Levander and Walter Mignolo, “Introduction: The Global South and World Dis/Order” The 
Global South, Vol. 5, No. 1 (2011) pp. 1-11, 4; Nour Dados and Raewyn Connell, “The Global South,” 
Contexts, Vol. 11, No. 1 (2012), pp. 12-13, p. 12.

28	 Philippe Cullet and Sujith Koonan, “Introduction to the Research Handbook on Law, Environment, and 
the Global South” in Philippe Cullet and Sujith Koonan, eds., Research Handbook on Law, Environment, 
and the Global South (Cheltenham: Edward Elgar, 2019), p. xvii; Sebastian Haug, Jacqueline Braveboy-
Wagner and Günther Maihold, “The ‘Global South’ in the Study of World Politics: Examining a Meta 
Category,” Third World Quarterly, Vol. 42, No. 9 (2021), p. 1927.

29	 Ibid, p. 1928-1929; Dados & Connell 2012, 12-13.

30	 Sumudu Atapattu and Carmen G. Gonzalez, “The North–South Divide in International Environmental 
Law: Framing the Issues,” in Shawkat Alam, Sumudu Atapattu, Carmen G. Gonzalez and Jona Razzaque, 
eds., International Environmental Law and the Global South (Cambridge: Cambridge University Press 
2015), p. 2.
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as the First World, the wealthier, more developed industrial states. The Global South is also a 
cross-regional political notion, that focuses on “Southern” solidarity and builds on the Non-
Aligned Movement (NAM) and the Group of 77.31 This again is based on the widely shared 
experience of colonial subjugation, exploitation, and subsequent liberation.32 

There is a growing differentiation between the countries making up the Global South, which 
could be argued to create an increasing divide between different sections of the Global South.33 
Regardless of this growing differentiation it can still be considered that there is a division 
between the Global South and the Global North, generally.34 Therefore, while there is significant 
heterogeneity amongst the states in the Global South, they share a history of economical, 
developmental, and political domination by the Global North.35 It is due to the colonial and 
postcolonial history that many of the Global South states were integrated into the international 
economy as exporters of raw materials with limited industrial development.36

As most of the agents, chemicals, and related equipment and technology subject to controls 
agreed within the Australia Group are dual-use nature and limitations to their access can have 
significant effects on national economies and developmental possibilities, it is understandable 
that there has been opposition against the Australia Group from some countries. While constantly 
evolving, the majority of chemical and biological research and development currently takes place 
in the Global North compared to the Global South, who are therefore may be disproportionally 
effected by export controls.37 Some countries have considered export controls as a deliberate 
effort to ensure no other states threaten existing industries.38 The perceived effects of export 
controls on chemical and biological industries frustrates some states who have stated that the 
practices of the Australia Group are not necessarily an attempt to combat proliferation, but a 
form of cartelization.39 

31	 Atapattu & Gonzalez “North-South Divide,” p. 2; Sebastian Haug, Jacqueline Braveboy-Wagner and 
Günther Maihold, “The ‘Global South’ in the Study of World Politics: Examining a Meta Category,” Third 
World Quarterly, Vol. 42, No. 9 (2021), p. 1929.

32	 Jochen von Bernstorff and Philipp Dann, “The Battle for International Law: An Introduction,” in Jochen 
von Bernstorff and Philipp Dann, eds., The Battle for International Law: South-North Perspectives on the 
Decolonization Era (Oxford: Oxford University Press 2019), p. 8.

33	 Dados & Connell “Global South,” p. 12-13; Cullet & Koonan, xxi; Haug, Braveboy-Wagner & Maihold 
“The ‘Global South,’” p. 1930.

34	 Ibid: Cullet & Koonan, “Introduction,” p. xvii.

35	 Mignolo “Global South”, p. 185; Dados & Connell “Global South”, p. 13; Atapattu & Gonzalez “North-
South Divide”, p. 2.

36	 Atapattu & Gonzalez “North-South Divide,” p. 6; Von Bernstorff & Dann, “The Battle,” p. 12.

37	 World Intellectual Property Organisation, World Intellectual Property Indicators 2023, 39

38	 Gualtieri “The System,” p. 469; R. Leslie, “The Good Faith Assumption: Different Pragmatic Approaches 
to Nonproliferations Issues” Nonproliferation Review, Vol. 15, Issue 3 (2008), pp. 479-497, p. 480.

39	 Cipolat, “New Chemical Weapons Convention,” p. 397; Smith & Udis, “New Challenges”, p. 88; Una 
Becker-Jakob, Notions of Justice in the Biological Weapons Control Regime. (PRIF Working Papers, 9, 
2011), pp. 7-8; Annamaria Viterbo, “Obligations Related to Transfers of CBRN Weapons and Dual-Use 
Items” in Andrea de Guttry, Frederico Casolari, Micaela Frulli & Ludovica Poli, eds., International Law 
and Chemical, Biological, Radio-Nuclear (CBRN) Events: Towards an All-Hazards Approach (Leiden: 
Brill Nijhoff 2022) pp. 439-455, p. 451.
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Combating proliferation is one of the primary obligations of both the BWC and CWC, however 
some states argue that this is not their sole purpose.40 In their view, the BWC and the CWC 
include obligations to cooperate and facilitate the peaceful uses of biological and chemical 
materials and technologies and foster development in article X of the BWC and article XI of 
the CWC respectively. These articles state that the States Parties undertake to facilitate, and 
have the right to participate in, the fullest possible exchange of equipment, materials, and 
scientific and technological information for the use of bacteriological (biological) agents and 
toxins or chemical agents and their precursors for peaceful purposes. Article X of the BWC 
and XI of the CWC also specifically refer to the need for implementation of the convention to 
be designed to avoid hampering the economic or technological development of States Parties 
or international cooperation in the field of peaceful bacteriological (biological) or chemical 
activities, including international exchange for the processing, use, or production for peaceful 
purposes in accordance with the provisions of the Conventions. These obligations are considered 
equally important by many states as the security and proliferation related obligation. Other 
states have regarded these other obligations as being of lesser importance, since in their view 
these treaties are mainly security instruments.41 This has led to articles X of the BWC and XI 
of the CWC not being implemented satisfactorily in the views of some member states. The 
Australia Group control lists were also seen as contrary these articles.42 Countries argued that 
the CWC has its own export control obligation and that the continued existence of the Australia 
Group is contrary to article XI(2)(c) of the CWC.43 This was most clearly laid out in Iran’s 2003 
Working Paper, which stated: 

Some developed countries are still arguing for the necessity of keeping some kind of 
control regulations against States Parties to the Convention. This is clearly contrary 
to the letter and spirit of the Convention.44

The Australia Group members on the other hand have consistently argued that this system is in 

40	 Andrew Latham & Brian Bow, “Multilateral Export Control Regimes - Bridging the North-South 
Divide” International Journal Vol. 53 Issue 3 (1998), pp. 465-486, pp. 474-475; Brad Roberts “Export 
Controls and Biological Weapons: New Roles, New Challenges” Critical Reviews in Microbiology Vol. 
24 Issue 3 (1998), pp. 235-254, pp. 244-245; Maarten Lak & David Faraday “Article XI: Economic and 
Technological Development,” in Walter Krutzsch, Eric Myjer & Ralf Trapp, eds., The Chemical Weapons 
Convention: A Commentary (Oxford: Oxford University Press 2014), pp. 351-364, p. 351; Kanetake 
“Balancing Innovation,” p. 191-192. See for example: Statement on behalf of the members of the Non-
Aligned Movement (NAM) that are States Parties to the chemical weapons convention and China at the 
twenty-ninth session of the conference of the States Parties delivered by the delegation of the republic of 
Uganda to the OPCW, in its capacity as the chair of the NAM + China, par. 18-19, 29.

41	 Latham & Bow “Multilateral Export Control,” pp. 465-466; Becker-Jakob “Notions of Justice,” p. 6 
Alexander Kelle, “The Third Review Conference of the Chemical Weapons Convention and beyond: key 
themes and the prospects of incremental change” International Affairs Vol. 89 Issue 1 (2013), pp. 143-158, 
pp. 140-141; Meier & Hunger “Between Control and Cooperation”, p. 12; Lak & Faraday “Article XI”, p. 
352; Kanetake “Balancing Innovation”, p. 192.

42	 Ibid, p. 466; Revill, Borrie, Saunders & Lennane “Preparing for Success,” p. 8.

43	 Latham & Bow “Multilateral Export Control”, p. 474; Michael Bothe, “Weapons of Mass Destruction, 
Counter-Proliferation” (Max Planck Encyclopedia of Public International Law 2016), par. 51.

44	 Islamic Republic of Iran, ‘Peaceful Transfer through Transparency” Working Paper for the Eight Conference 
of States Parties 2003.
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accordance with both the BWC and the CWC.45

The continued existence of the Australia Group has been taken by states in the Global South 
as a sign that their member states do not actually commit themselves to implement their 
obligation to cooperate and facilitate on peaceful uses of chemical and biological technology.46 
The perceived unwillingness of the Global North to implement their obligations with regard to 
article X and XI of the BWC, is seen by some as though these states are not actually interested in 
assisting and facilitating in these areas in order to protect their own industries.47 The continued 
existence of the Australia Group and the implementation of articles X of the BWC and XI of 
the CWC has been brought up many times in both regimes potentially effecting the legitimacy 
of the CWC and BWC.48 

The members of the Australia Group argue that their export control lists have only a very 
limited effect on the actual trade of agents, equipment, materials, and technologies included but 
rather raise the visibility of these transfers and thereby decrease the possibility for proliferation 
of chemical and biological weapons.49 Their website also states that their “activities are limited 
to nonproliferation measures, and are neither intended to favour the commercial development 
of industries in participating states, nor to hinder legitimate economic development in other 
countries.”50 Other states have argued that these controls do have a stifling effect on the trade 
in the relevant materials. It is however difficult to accurately measure the exact effect Australia 
Group export controls have had on the development of the chemical or biological industry 
or the broader economy of states in the Global South. While there might not be an accurate 
picture of the exact impact of these export controls, at the very least there is the perception of 
unfairness and a lack of equitable access to relevant chemicals, biological agents, and related 
equipment and technologies.

While there are general critiques against export controls related to chemical and biological 
materials, the most consistent focal point of these critiques has been against the Australia 
Group and its members. States in the Global South do understand that some form of export 
controls are necessary and should be adopted and there has generally been a greater acceptance 
on the use of export controls as such.51 Many states of the Global South have taken up their 
own export controls in part due to obligations under UN Security Council Resolution 1540 and 
in part to ease their access to relevant biological and chemical agents and related equipment, 
materials, and technology. There have also been more linkages with the Australia Group, which 
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can be seen especially in the case of larger economies such as China and the Philippines, 
linking their export control systems to the Australia Group, and India even becoming a member 
of the Australia Group.52,53,54

In recent years these critiques have also not been made as clearly by the Non-Aligned Movement, 
instead including general statements where they “underline the importance of the promotion of 
international cooperation for  the benefit of States Parties through the transfer of technology, 
material, and equipment for peaceful purposes in the field of chemistry and removal of any 
discriminatory restrictions such as unilateral coercive measures against other States Parties 
that are contrary to the letter and spirit of the Convention, affect the Convention´s long term 
viability, and have an adverse impact on the existing level of trust among the States Parties.”55 
This does not mean that the criticisms have ceased entirely as several states still consistently 
oppose the existence of parallel export controls. These are however generally hardliners, with 
main voices such as Iran, Egypt, Pakistan.56,57,58 Other states do offer critique but generally do 
not do this so explicitly, instead referring to mechanisms that lack transparency and inclusivity.59 

Analysis of Conformity of the Australia Group under the Treaty-Regimes

Some states have objected to the existence of export controls outside of the treaty regimes of 
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the BWC and CWC, as they see it as contrary to treaty obligations obligations, while members 
of the Australia Group see them as justified. When discussing the current situation as well as 
the possible future of the Australia Group under a potential BWC verification mechanism, it is 
important to determine conformity with the currently existing treaty texts. 

Australia Group and the BWC

As the main concern is the legitimacy of the Australia Group under a possible new verification 
mechanism for the BWC, the first regime which should be considered is the BWC. The BWC was 
already in force when the Australia Group was founded and has less developed export control 
obligations. The BWC does not provide detailed schedules of agents or specific prohibitions or 
restrictions related to the transfer of agents, materials, equipment, or technology. Art. Article 
III prohibits States Parties to transfer directly or indirectly bioagents, toxins, weapons, or 
equipment if they are to be used for biological weapons. Article IV obliges States Parties to 
implement necessary national measures to prohibit and prevent the transfer of agents, toxins, 
and equipment. This clearly indicates that export controls as such are in line with the BWC 
and its objectives and could be argued to even be required.60 How export controls should be 
approached or the exact agents, equipment, and technology they should cover has therefore 
been left to the discretion of the States Parties themselves. Art. IV also does not preclude the 
existence of any international coordination regarding export controls and there is therefore no 
hinderance in Art. III or Art. IV for the Australia Group.61

While there is the obligation to prohibit the transfer of such agents, materials, or equipment 
and consequently export controls, Article X obliges States Parties to fully facilitate possible the 
exchange of equipment, materials, and information for the peaceful use of biological weapons.62 
This has been expanded in the second paragraph, stating:

This Convention shall be implemented in a manner designed to avoid hampering 
the economic or technological development of States Parties to the Convention 
or international co-operation in the field of peaceful bacteriological (biological) 
activities, including the international exchange of bacteriological (biological) agents 
and toxins and equipment for the processing, use or production of bacteriological 
(biological) agents and toxins for peaceful purposes in accordance with the 
provisions of the Convention.

This creates an apparent friction between Art. III and IV requiring the existence of export 
controls and Article X not to implement the BWC in a manner that hampers economic or 
technological development, including the international exchange of biological agents and 
toxins. There is no clear agreed upon interpretation of this friction within the BWC and little 

60	 Latham & Bow “Multilateral Export Control,” p. 472; Joyner “International Law,” p. 84, Final Declaration 
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guidance has been provided by the Final Documents of the RevCons.63 It has been argued 
that Article X of the BWC puts into place real obligations, as unlike the NPT, the BWC does 
not have a distinction between the rights of different member states that would warrant the 
heightened obligation for assistance.64

Articles III and IV of the BWC mean that Australia Group export control lists are in principle in 
accordance with the object and purpose of the BWC.65 This is strengthened by the fact that there 
is no effective monitoring and verification system within the BWC that can be considered an 
alternative to such export controls.66 As there is only limited indication concerning obligations 
stemming from Art. X, it must be considered that this largely left to the discretion and margin 
of appreciation of States Parties.67 This makes it necessary to determine whether Australia 
Group export controls are developed in such a way as to hamper the economic or technological 
development of other States Parties. It is here that the Australia Group members argue that the 
export control mechanisms are developed to limit the possibility of proliferation while also 
limiting the friction for international transfer of biological agents, equipment, and material.68 It 
should therefore be considered that while the Australia Group can be said to potentially create 
some friction, there is no clear evidence that any possible friction on international exchange 
goes beyond what would be necessary for the effective regulation of international exchange 
of these materials. The Australia Group export controls should therefore be seen as generally 
being in accordance with the BWC as it is currently in effect.69 

Australia Group and the CWC

The criticisms against the Australia Group have been much more vocal and pointed in the 
context of the CWC.70 This is partially because one of the original arguments for the Australia 
Group was the lack of a comprehensive regime regulating chemical weapons and Iraq’s ability 
to gain the chemical precursors for its chemical weapons through legitimate means.71 This 
led many to have the idea that the Australia Group would be disbanded, or at least no longer 
address chemicals, once the CWC and its comprehensive regime against chemical weapons 

63	 Thilo Marauhn, “Global Governance of Dual-Use Trade: The Contribution of International Law” in Olivier 
Meier, ed., Technology Transfers and Non-Proliferation: Between Control and Cooperation (New York: 
Taylor & Francis 2014), pp. 45-75, p. 53.

64	 Joyner “International Law,” p. 118.

65	 Latham & Bow “Multilateral Export Control,” p. 472; Joyner “International Law,” p. 84, Final Declaration 
Sixth Review Conference BWC/CONF.VI/6 part II.

66	 Joyner “International Law,” p. 118; Marauhn “Global Governance,” p. 54.

67	 Jack Beard, “The Shortcomings of Indeterminacy in Arms Control Regimes: The Case of the Biological 
Weapons Convention,” The American Journal of International Law Vol. 101 No. 2 (2007), pp. 271-321, p. 
312.

68	 Becker-Jakob “Notions of Justice,” p. 7; Kanetake “Balancing Innovation,” p. 192.

69	 Joyner “International Law,” p. 118; Viterbo “Obligations,” p. 451-452.

70	 Ibid: Joyner, pp. 120-121; Ibid: Viterbo, p. 451-452.

71	 Evans, “Revising,” pp. 29-30; Ibid: Viterbo, p. 450.

A BWC Verification Mechanism: Implications for the Australia Group� 55



�

was put in place.72 During the drafting of the CWC, the Chair of the Australia Group even 
stated that the intention was to no longer have export controls between any of the States Parties 
to the CWC who were in full compliance.73 This was in part to address the concerns of states 
opposing the continued existence of the Australia Group.74 Although the CWC was adopted, 
this commitment was never followed up on and to this day the Australia Group addresses 
chemicals, pre-cursors, and related equipment and technology. Nothing in the CWC explicitly 
obligates the members of the Australia Group to dissolve the Australia Group, but it has been 
argued that there might be an implicit obligation within Art. XI(2).75

Art. VI in combination with the Verification Annex contains the main obligations for States 
Parties to adopt necessary measures to prohibit and ensure correct procedures for the transfer 
of scheduled chemicals. Art. VI and the Verification Annex provide very specific prohibitions 
and procedures, as well as a list of the chemicals and the specific regulations each scheduled 
chemical should be subject to.76 This differs from the general obligation to adopt the necessary 
national measures of Article VII, which only provides general instructions to implement specific 
types of legislation. Another difference is that Article VII only provides a minimum standard 
that implementation should cover, while Article VI incorporates a maximum standard for the 
implementation of transfer controls as well. This maximum can be found in both Art. VI(11):

The provisions of this Article shall be implemented in a manner which avoids 
hampering the economic or technological development of States Parties, and 
international cooperation in the field of chemical activities for purposes not 
prohibited under this Convention including the international exchange of scientific 
and technical information and chemicals and equipment for the production, 
processing or use of chemicals for purposes not prohibited under this Convention.

 and Article XI(1):

The provisions of this Convention shall be implemented in a manner which 
avoids hampering the economic or technological development of States Parties, 
and international cooperation in the field of chemical activities for purposes not 
prohibited under this Convention including the international exchange of scientific 
and technical information and chemicals and equipment for the production, 
processing or use of chemicals for purposes not prohibited under this Convention.

Consequently, it is necessary that these controls are implemented in a way that avoids hampering 

72	 Latham & Bow “Multilateral Export Controls,” p. 474; Cipolat, “New Chemical Weapons Convention,” p. 
144.

73	 Kelle “Third Review Conference,” p. 151; Latham & Bow “Multilateral Export Control,” p. 474; Lak & 
Faraday “Article XI,” p. 355.

74	 Jean-Pascal Zanders, “Chemical Weapons Convention (CWC) Article XI and the Future of the CWC,” in 
Olivier Meier, ed., Technology Transfers and Non-Proliferation: Between Control and Cooperation (New 
York: Taylor & Francis 2014), pp. 176-203, pp. 186-187; Lak & Faraday “Article XI”, p. 355.

75	 Cipolat, “New Chemical Weapons Convention,” p. 437.

76	 Ibid, p. 429.

56� Barry de Vries



the economic and technological development of States Parties.77 As such it has been argued that 
export control measures cannot go beyond what is necessary to fulfil the Convention’s transfer 
rules, meaning not going beyond what is stated in Parts VI, VII, and VIII of the Verification 
Annex.78 This would mean that no export restrictions outside of those in the CWC should exist 
among the States Parties to the CWC.79 This is made even more explicit in Article XI (2), which 
states:

Subject to the provisions of this Convention and without prejudice to the principles 
and applicable rules of international law, the States Parties shall:
(…)(c) Not maintain among themselves any restrictions, including those in any 
international agreements, incompatible with the obligations undertaken under 
this Convention, which would restrict or impede trade and the development and 
promotion of scientific and technological knowledge in the field of chemistry 
for industrial, agricultural, research, medical, pharmaceutical or other peaceful 
purposes.

By referring in general to “obligations undertaken under this Convention,” this also includes 
the obligation of Art. XI (1) to avoid hampering international exchange.80 It is clear from the 
drafting history that the intention of this article was the dissolution of export controls beyond 
what was in the CWC.81 As such, when reading the provision in this way, the existence of 
export control lists that go beyond the CWC would be considered as not in compliance with the 
CWC. Consequently the implementation of the Australia Group’s export control lists would be 
violations of the CWC in this interpretation, as they go beyond the schedules of the CWC.82 It 
would especially be difficult to justify the existence of such export controls in the case of states 
that are in full compliance with their obligations under the CWC.83 However, no challenge had 
been made through non-compliance proceedings.84

This interpretation has been contested by proponents of the Australia Group, which argue that 
there is no incompatibility between the Australia Group and the CWC. As stated earlier, the 
first point of reference is that there is no explicit prohibition of transfer controls and it could be 
argued that they are necessary for proper implementation of the CWC.85 The members of the 
Australia Group specifically maintain that the Australia Group is compatible with the CWC and 
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its objectives.86 Article VI specifically seems to indicate the need for export controls.87 Several 
of the Australia Group members consider the CWC to be first and foremost a nonproliferation 
focused regime and since the underlying rationale of the export control lists is the combating 
of proliferation, this is in line with the primary obligations of the CWC as perceived by them 
and therefore not contrary to Article XI CWC.88 

A different argument in favour of the Australia Group is that the existence of export controls 
beyond what is included in the CWC does not hamper legitimate trade in chemicals and 
technology for peaceful purposes, but that it actually aids in the facilitation of this trade.89 As 
the Australia Group Guidelines state:
 

In accordance with (…) Article XI of the Chemical Weapons Convention, these 
Guidelines are not intended to impede chemical or biological trade or international 
cooperation that could not contribute to CBW activities or terrorism.90

Looking at the arguments from either side, while either argument can be made, it appears as 
though the argument against the conformity of the Australia Group export control regime is 
more in line with both the actual text of the treaty as well as the object and purpose of the 
relevant provisions. It certainly is the case that the existence of export controls that go beyond 
those included in the CWC and its Verification Annex can be considered in line with the security 
and nonproliferation objectives of the CWC, however they can go against the developmental 
and economic considerations and certainly go beyond the intention to dissolve export controls 
amongst states in full compliance with the CWC.91 Even though the weight of the different 
types of obligations can be discussed, the existence of export controls beyond what is included 
in the CWC go against the CWC, if it can be found that they “restrict or impede trade and the 
development and promotion of scientific and technological knowledge in the field of chemistry 
for industrial, agricultural, research, medical, pharmaceutical, or other peaceful purposes.” It 
is therefore necessary to consider whether the Australia Group export controls have the effect 
of doing this. It is clear here that the Australia Group has argued that this is not the case.92 The 
stated intention of the export controls certainly is not to impede legitimate trade and instead 
to ensure that trade for peaceful purposes is possible and does not get diverted. However, it 
is difficult to justify the existence of controls beyond the Verification Annex amongst States 
Parties in good standing and the existence of further barriers of trade should be presumed to 
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restrict or impede trade and development.93 The continued existence of the Australia Group 
is difficult to reconcile with Article XI. However, it appears unlikely that Australia Group 
member states will agree to this interpretation of the treaty and no procedures concerning non-
compliance have been initiated over the continued existence of the Australia Group.

How Would a Verification Mechanism for the BWC Affect the Australia 
Group?

The existence of a verification mechanism in the context of the CWC led to significant 
discussions surrounding the Australia Group control list concerning chemical precursors and 
the continued existence of the Australia Group possibly impacting the legitimacy of the CWC 
itself. The fact that no such mechanism exists for the BWC has strengthened the legitimacy of 
the Australia Group and bolstered the argument for its continued existence. However, for the 
first time in decades, serious discussion of a possible verification mechanism for the BWC has 
been ongoing in the context of the BWC itself. At present this discussion is still very much in 
the initial stages and the exact scope and nature of a possible verification mechanism are still 
entirely unknown. There are different scenarios that can be followed and some of these would 
have significant effects on the functioning and the perceived legitimacy of the Australia Group. 
The subsequent discussion in this article will focus on the approach taken to export controls 
in a possible verification mechanism and will therefore focus on three separate possibilities, 
namely 1) the non-inclusion of export controls, 2) the generic inclusion of export controls, and 
3) the setting up of detailed export control provisions.

The first possibility concerns a system which does not address the issue of transfers at all 
and only addresses procedures in the case of alleged violations of the treaty and how to 
investigate and address accusations of violations. In this context, there would be no inclusion of 
preventative verification and only reactionary systems. As there would be no change regarding 
the provisions concerning transfers and export, there would be no decrease of legitimacy of 
the Australia Group and their use and perceived necessity in the biological sphere remains the 
same. This would ensure the continued validation of the existence of the Australia Group, at 
least in the biological sphere. This would also mean that the Global South cannot increase the 
pressure on the Australia Group and would not be able to change the current situation in any 
significant manner. The existing debate would therefore likely remain in the same position as 
it has been for the last decades.

There is also the possibility that any mechanism includes a general and generic obligation for 
States Parties to implement trade controls. This would be a more concrete and direct obligation 
and restatement of what can already be read into the current text of Article III and IV of the 
BWC and which was already interpreted into these articles by the RevCon.94 If such a general 
obligation was adopted within a new verification mechanism but without any further detail or 
indication concerning the way in which it ought to be implemented, it would actually strengthen 
the Australia Group and increase its legitimacy. This would be the case as the verification 
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mechanism would consequently further obligate States Parties to implement export controls 
and the Australia Group could be considered as a direct implementation of this obligation. 
This would then also decrease the validity of the remaining critiques against the Australia 
Group based on Article X of the BWC, as an obligation to adopt transfer controls gives a 
clear indication that this would not be considered as hampering economic or technological 
development unless either very clearly having this effect or having been adopted specifically 
for these purposes.

A third possibility is that any verification mechanism for the BWC includes more specific 
obligations regarding export controls. If there are specific obligations as to how export controls 
are to be implemented and especially how they should be applied to other States Parties, the 
argument against the legitimacy of the Australia Group becomes much stronger. While the 
argument might not be as strong as is the case within the CWC since Art. X of the BWC is 
far less detailed than Art. XI of the CWC, a similar line of reasoning can then be followed 
within the BWC as has been proposed regarding the CWC. The existence of specific trade 
control mechanisms and procedures in the context of the BWC would, similarly to the CWC, 
create the assumption that any controls that go beyond those agreed upon by the States Parties 
in a verification mechanism should be considered as hampering economic and technological 
development and therefore contrary to Art. X of the BWC. This would further decease the 
legitimacy of the Australia Group and increase pressure on its member states to reconsider the 
current functioning of the regime not only in the field of biological agents and equipment but 
chemicals as well. In this way, the discussions on a verification mechanism could reinvigorate 
the simmering critique against the Australia Group and possibly negatively affect the changing 
perspective on export control regimes outside of the treaty structure. While this might be 
problematic for the future existence of the Australia Group, it could have a positive effect 
regarding combating the proliferation of biological weapons, as it would also cover those 
States Parties to the BWC that are not party to the Australia Group and could also be a tool in 
finally ensuring universality of the BWC.

Conclusion

Concerns have traditionally been brought forth more clearly in the context of the CWC due 
to its inclusion of export control provisions and their possible inclusion in a BWC verification 
mechanism could lead to a re-emergence of the issue. This could then lead to a negative impact on 
legitimacy not only of the export controls themselves but of the chemical and biological weapons 
arms control framework, which in turn would have a negative impact on the security structure. 

The main issue is the difference in views of the Global South and the Global North as to what 
disarmament and nonproliferation treaties are. The Global North sees them first and foremost 
as security and nonproliferation obligations, with any other obligations included in them being 
of lesser import. The Global South on the other hand sees them as a balance between the 
security and nonproliferation considerations and developmental and economic considerations. 
In some ways these disparate views of the treaties are contradictory and balancing them is 
partially untenable. This fundamental difference of interpretation of the obligations in these 
treaties also make it so that the Global North will likely remain steadfast in their understanding 
that the Australia Group conforms to what they view is the primary obligation of the treaties, 
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namely the nonproliferation norms.

On the other hand, the balance between security and nonproliferation concerns and the 
developmental and economic considerations means that for several states of the Global South, 
any export controls that go beyond what is included in the treaties, and especially any controls 
that are perceived as discriminatory, are violations of developmental and economic obligations. 
In many cases states from the Global South entered these treaties, at least partially, on the 
understanding and the belief that in exchange for not pursuing WMD, there would be less or no 
boundaries to gaining access to valuable agents, chemicals, materials, or equipment necessary 
for economic development.

The discussion concerning the legitimacy of the Australia Group has been ongoing for years and 
it does not appear as though the critiques will likely be disappearing any time soon, although the 
level of criticism has certainly reduced over recent years. The current discussion on a verification 
mechanism for the BWC could potentially reignite the issue. Although there is not yet a clear 
indication of what the focus of current discussions will be, they may increase the pressure on 
the Australia Group member states if some form of export control measures are included in 
verification discussions. If a verification mechanism is adopted which includes export control 
measures, this would further hollow out the argument that there is no comprehensive export 
control mechanism in place that deals with chemical and biological weapons. If this occurs, the 
question of the legitimacy of the Australia Group once again becomes a more contentious issue 
and this would possibly require the Australia Group to either alter its functioning or potentially 
the legitimacy of both the CWC and any new verification mechanism of the BWC would be 
undermined. The inclusion of export control measures into a possible verification mechanism 
could not only influence the legitimacy of the Australia Group considering Art. X of the BWC 
but could also strengthen the overall nonproliferation obligations of the BWC.

This issue could therefore arise during the discussions on a possible verification mechanism 
and put Australia Group members potentially diametrically opposed to some non-member 
states. This could potentially preclude the adoption of any such mechanism and states need to 
therefore ascertain which aspect is more important to them, the existence of an export control 
regime within the BWC which potentially will affect the Australia Group as an institution or 
a verification mechanism for the BWC. This could potentially form an issue, similarly as to 
how the continued existence of the Australia Group was a big issue of contention during the 
discussion of a possible compliance protocol during the late 1990s and early 2000s.95

It might also be time for Australia Group members to consider a different approach. In the current 
international market, there are already possible supplier states of chemical and biological agents 
who are not Australia Group members. It is possible and perhaps even probable that the group 
of potential suppliers outside of the Australia Group will continue to grow. It then becomes 
difficult to ensure or entice states outside of the Australia Group to follow the standards set 
within the Group, thereby creating a potential second market with reduced nonproliferation 
assurances. It might be time to consider this possible future and if the goal of the Australia 
Group is truly the combating of proliferation, for the members to proactively engage with the 
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current discussions in the BWC and attempt to incorporate significant and adequate export 
control requirements within any possible verification mechanism.


