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The publication of this 10th issue of the Strategic Trade Review comes at a time when 
the world order looks dramatically different than when the journal was first launched in 
2015. New security threats from state and non-state actors and novel ways of acquiring 
and spreading sensitive technologies come in parallel with a shift towards a re-

examination of the purpose, objectives, and best practices for strategic trade controls. Strategic 
trade tools play the essential role of ensuring the balance between sharing technology for the 
overarching benefit of progress while maintaining international peace and security. So, what has 
really changed?

We live in a new global landscape where the emphasis on technology is of prime concern, 
and where strategic trade controls are increasingly employed to manage not only security, but 
economic and broader strategic threats posed by technology dispersion. What are the limits of 
this approach? In what context can strategic trade controls be most effective in reaching policy 
objectives? How does the shifting landscape affect implementation and compliance? 

The role of the Strategic Trade Review is to empower readers from all stakeholder communities 
with the powerful tool of rigorous and consummate scholarship from some of the top experts 
in the world on this and other questions. From discovering the ways that North Korean nuclear 
researchers acquire sensitive technology through international collaborations to how companies 
implement R&D compliance, this 10th issue of STR holds a mirror to today’s most important 
trade and security concerns. 

On the mark of this 10th issue, I would like to express my gratitude for the authors, reviewers, 
editorial board, and supporters of the journal as well as to highlight its enormous impact. The 
question of impact is a crucial one. The journal has contributed to the formation of strategic 
trade as a distinct field of study, providing a building block for further research, findings, and 
recommendations. Articles from the Review have become an essential resource in the syllabi 
of academic courses in economics, law, and international security as well as reference points 
for international strategic trade capacity-building efforts. Research and findings within the 
journal’s pages have informed policymakers and regulators on strategic trade best practices, 
recommendations, and implementation strategies, while also providing an important resource 
for the private sector’s compliance efforts. And most importantly, the Strategic Trade Review 
has built a community of research and practice. I extend an invitation to those in our community 
to continue your support of this essential publication.

A N D R E A  V I S K I
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The Devolution of Export 
Controls: Rethinking Their Use 
in Technological Competition 

M I C H A E L  B E C K  A N D  N I C K  S TA C H O W I A K 1

Abstract

This article examines recent U.S. efforts to deploy export controls as a tool for technological 
competition with China. The article suggests that this shift may fall short of achieving the 
desired objectives and risks diverting attention and resources from export controls as a key 
tool of nonproliferation. There are several challenges related to identifying and controlling 
emerging technologies and building multilateral consensus around China-focused trade 
controls. Recommendations for deploying other tools are proposed for competing with China.  

Keywords

Technology competition, United States, nonproliferation, China, emerging technologies, Entity 
List, export controls

Introduction

The United States has long sought to restrict and license trade in “strategic” and military related 
items to achieve national security and foreign policy goals. Over the past 50 years, the objectives 
and foci of export controls, both domestically and internationally, have shifted in response to 
geopolitical realities and security concerns. Following the end of the Cold War, export controls 
moved away from a focus on economic containment to nonproliferation of Weapons of Mass 
Destruction (WMD). These controls enjoyed broad multilateral and international support.

1  Dr. Michael Beck is a Non-Resident Fellow at the Henry L. Stimson Center and the Vice President of 
TradeSecure, LLC. Nick Stachowiak is a Cyber Analyst at Deloitte Risk and Financial Advisory.
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However, the latest efforts by the Trump and now Biden administrations to shift the focus of 
export controls from preventing WMD and military goods proliferation to impeding China’s 
technological advancement risks undermining the former with little to show for the latter. 
Export controls are an important tool for keeping sensitive military enabling technologies 
from dangerous groups and adversaries but diverting significant policy attention to use trade 
controls for competing with China in areas of technological innovation (outside of those that 
are clearly of military significance and supported multilaterally) carries significant foreign 
policy and national security risks. U.S. policy-makers should carefully calibrate China-focused 
trade controls and instead rely on different tools of statecraft and policy for the emerging 
technological and economic competition with China. Recent efforts to promote technological 
innovation via industrial policy and investment in critical sectors as represented by the CHIPS 
Act are a step in the right direction.

This article begins by reviewing how export controls have evolved from the Cold War. Next, 
it explains why the shift away from export controls focused on preventing the spread of WMD 
and dual-use trade to controlling emerging technology trade with China may fail to achieve 
the desired policy results. The article examines several of the challenges that this new shift to 
controlling emerging technologies faces, especially as it relates to restricting trade with China. 
It also considers the problem of using the U.S. Department of Commerce’s Entity List as part 
of this wider conflict with China. The article concludes with recommendations for the policy 
community. 

Since U.S. policy-makers seem equally concerned with China’s technology acquisition from 
the standpoint of economic competition, recommendations emphasize employing other tools 
for competition with China. The U.S. should refocus on using and strengthening export controls 
as a tool of nonproliferation -- keeping dangerous weapons and related goods and components 
from being accessed by rogue states such as Russia, state sponsors of terror, such as Iran, and 
terrorist groups. U.S. partners and much of the international community will also be more 
supportive of these export controls.  

Evolution of Export Controls 

During the Cold War period, the United States and its allies developed and implemented export 
controls designed to impede Soviet and other communist states’ access to sensitive military-
enabling technologies and items. Following World War II, the U.S. and NATO allies sought to 
coordinate export control policy and control lists through an international body known as the 
Coordinating Committee for Multilateral Export Controls (COCOM). Arguably, these COCOM 
controls met with some success in limiting Soviet and other communist state access to strategic 
technologies and goods.2 The controls were relatively successful as advanced technologies of 

2 The United States worked with allies through the Coordinating Committee on Multilateral Export Controls 
(COCOM). See, for example, Cecil Hunt, “Multilateral Cooperation in Export Controls: The Role of 
Cocom,” University of Toledo Law Review, Vol. 14, No. 4 (1983), pp. 1285-1298. Also, for history on 
U.S. efforts to regulate trade to the Soviet Union, Michael Mastanduno, “Trade as a Strategic Weapon: 
American and Alliance Export Control Policy in the Early Postwar Period,” International Organization, 
Vol. 42 (1988), pp. 121-50.

6 Michael Beck and Nick Stachowiak
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the period largely emerged in the United States and Western Europe. For example, Western 
controls on telecommunications equipment meant that Moscow was extremely limited in terms 
of its ability to handle long distance phone calls well into the latter part of the 1980s.3 

As the Cold War waned, the United States and its allies shifted attention away from Soviet 
containment to preventing so-called “rogue states” from accessing materials and technologies 
necessary for making WMD.4 The proliferation of WMD was viewed by U.S. policy-makers 
as a leading threat to national and international security. These nonproliferation export controls 
served to slow states like Iran, Pakistan, Saddam’s Iraq, Libya, and Syria from acquiring key 
materials and technologies for various WMD programs. The nonproliferation export controls 
established by the United States and nonproliferation regime partners also bolstered international 
norms and taboos surrounding the development of nuclear, chemical, and biological weapons. 
During the late 1980s and 1990s, the United States also worked with other key supplier 
countries to strengthen a set of multilateral export control regimes which helped define export 
guidelines and control lists of items useful for chemical, biological, and nuclear weapons as 
well as missiles and related technology.5 

In the aftermath of the Cold War, the United States also garnered support from its allies along 
with former Eastern Bloc countries which introduced new export control laws and regulations 
on dual-use trade. The United States provided significant foreign assistance to countries, 
including Russia, in dealing with the “loose nukes” challenge by securing nuclear materials 
and developing modern export control laws and regulations.6 

Following the attacks of September 11, 2001, the United States then shifted its policy attention 
to threats posed by terrorist organizations. The greatest threat to national security was perceived 
to be a terrorist organization acquiring and using a nuclear, chemical, or biological weapon.7 
This threat was recognized and supported by other member states of the United Nations 
Security Council, which passed United Nations Security Council resolution 1540 (2004) 
calling upon all UN member states to thwart non-state actors in acquiring WMD, including 

3 Michael Mastanduno, Economic Containment: CoCom and the Politics of East-West Trade (Ithaca: Cornell 
University Press, 1992), p. 1. Allegedly, Moscow could only handle six incoming international calls in 
1987.  

4 Gary K. Bertsch and Richard T. Cupitt, “Nonproliferation in the 1990s: Enhancing International 
Cooperation on Export Controls,” The Washington Quarterly, Vol. 16, No. 4 (1993), pp. 53-70,  
DOI: 10.1080/016366093094777721. 

5 The multilateral export control regimes include the Nuclear Suppliers Group, the Missile Technology 
Control Regime, the Australia Group, and the Wassenaar Arrangement. See Seema Gahlaut, “Multilateral 
Export Control Regimes: Operations, Successes, Failures, and the Challenges Ahead,” in Daniel Joyner 
ed. Non-Proliferation Export Controls: Origins Challenges, and Proposals for Strengthening (Abingdon: 
Routledge, 2006). 

6 For background on U.S. efforts in nonproliferation export controls, see Scott Parrish & Tamara 
Robinson, “Efforts to Strengthen Export Controls and Combat Illicit Trafficking and Brain Drain,” The 
Nonproliferation Review, Vol. 7, No. 1 (Spring 2000), pp.112-124. Also see Arms on the Market. 

7 This threat featured prominently in the U.S. National Security Strategy of 2002, Section V, at <https://
georgewbush-whitehouse.archives.gov/nsc/nss/2002/nss5.html>.

https://doi.org/10.1080/016366093094777721
https://georgewbush-whitehouse.archives.gov/nsc/nss/2002/nss5.html
https://georgewbush-whitehouse.archives.gov/nsc/nss/2002/nss5.html


8 Michael Beck and Nick Stachowiak

by instituting export controls on WMD-related materials.8 There was widespread international 
support for this resolution, and progress was made by dozens of countries, especially in Asia, in 
implementing new export controls.9 The United States supported the development of these more 
modern export controls by providing legislative support, training, and technical assistance.10 
U.S. agencies were even successful in helping China enhance its ability to implement export 
controls on nuclear, chemical, and biological weapons technologies – recognizing that China’s 
cooperation in nonproliferation was essential.11  

A Shift to China and Emerging Technologies

With the Trump and now Biden administrations, U.S. national security and foreign policy 
attention appears to have shifted away from countering proliferation and terrorism to countering 
China – chiefly over concerns that China is exploiting U.S.-origin technology to advance 
militarily, unfairly competing with U.S. and foreign companies, and undermining human rights 
(e.g., through the use of surveillance technology). This move appears to herald a return to a 
Cold War paradigm of containment – this time focused on China and its pursuit of advanced 
technology. U.S. officials are seeking to deploy export controls to help ensure U.S. and allied 
leadership in advanced technologies that are “force multipliers” and to maintain not only a 
relative advantage over adversaries in advanced technologies, but to maintain “as large as lead 
as possible.”12

Although the Biden administration has set forth an expanded role for export controls in targeting 
China, the policy foundation was set by Congress which passed a new export control law – the 
Export Control Reform Act of 2018 (ECRA), moved in part by concerns over China. The Export 
Control Reform Act (ECRA) (Section 1751)) introduced new objectives of export control, 
namely “…To ensure national security controls are tailored to focus on those core technologies 
and other items that are capable of being used to pose a serious national security threat to 
the United States.” The legislation further established that U.S. national security requires that 
“… the United States maintain its leadership in the science, technology, engineering, and 

8 United Nations Security Council Resolution 1540, S/RES/1540, New York, April 2004.

9 Scott A. Jones, “Current and Future Challenges for Asian Nonproliferation Export Controls,” East Asian 
Review, Vol. 15, No. 2 (2003), pp. 3-26, <https://sites.miis.edu/tradecontrols2010/files/2010/01/jones.
pdf>.

10 Most U.S. assistance was provided through the U.S. Department of State’s Export Control and Related 
Border Security Assistance Program (EXBS). See EXBS Fact Sheet, <https://www.state.gov/export-
control-and-related-border-security-assistance-exbs/>.

11 For example, the International Nonproliferation Export Control Program (INECP) at the Department of 
Energy’s National Nuclear Security Administration (NNSA) created a working group with the Chinese 
Atomic Energy Authority and provided training to China Customs in identifying dual-use items. NNSA 
also sponsored outreach to industry in China to facilitate the introduction to internal compliance programs.  
See INECP brochure of 2008, <https://www.energy.gov/sites/prod/files/migrated/nnsa/2017/11/f42/
INECP_Brochure.pdf>. 

12 Jake Sullivan, Global Emerging Technologies Summit, September 16, 2022, <https://www.whitehouse.
gov/briefing-room/speeches-remarks/2022/09/16/remarks-by-national-security-advisor-jake-sullivan-at-
the-special-competitive-studies-project-global-emerging-technologies-summit/>.

https://sites.miis.edu/tradecontrols2010/files/2010/01/jones.pdf
https://sites.miis.edu/tradecontrols2010/files/2010/01/jones.pdf
https://www.state.gov/export-control-and-related-border-security-assistance-exbs/
https://www.state.gov/export-control-and-related-border-security-assistance-exbs/
https://www.energy.gov/sites/prod/files/migrated/nnsa/2017/11/f42/INECP_Brochure.pdf
https://www.energy.gov/sites/prod/files/migrated/nnsa/2017/11/f42/INECP_Brochure.pdf
https://www.whitehouse.gov/briefing-room/speeches-remarks/2022/09/16/remarks-by-national-security-advisor-jake-sullivan-at-the-special-competitive-studies-project-global-emerging-technologies-summit/
https://www.whitehouse.gov/briefing-room/speeches-remarks/2022/09/16/remarks-by-national-security-advisor-jake-sullivan-at-the-special-competitive-studies-project-global-emerging-technologies-summit/
https://www.whitehouse.gov/briefing-room/speeches-remarks/2022/09/16/remarks-by-national-security-advisor-jake-sullivan-at-the-special-competitive-studies-project-global-emerging-technologies-summit/
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manufacturing sectors, including foundational technology that is essential to innovation.”13 
These efforts were again motivated by concerns about China’s policies aimed at leading in 
areas of advanced technology such as artificial intelligence and information technology.14

The Trump and now Biden Administrations also sought to specifically limit trade with China- 
based end-users considered to be national security risks. In particular, the Administrations 
developed new lists of Chinese entities ostensibly linked to the People’s Liberation Army 
(PLA) and added more Chinese companies to the Commerce Department’s Entity List.15 
Congress has meanwhile taken further steps to tighten technology trade with China. In 2021, 
Congress introduced a slew of new bills seeking to target Chinese behavior and specifically its 
technological ambitions. Many of these bills include provisions to strengthen export controls 
on trade with China, including the China Technology Transfer Control Act (H.R. 1131), the 
Strategic Act (S.687), and the Eagle Act (H.R. 3524).  

Despite bipartisan consensus on China, U.S. executive branch efforts to identify and regulate 
emerging technologies have faltered. There are both practical as well as bureaucratic challenges.  
For example, Section 1758(a)(2)(B) of ECRA requires that the interagency effort take into 
account: 

“i) the development of emerging and foundational technologies  
 in foreign countries;

ii) the effect export controls imposed on emerging and 
foundational technologies may have on the development of such 
technologies in the United States; and 

iii) the effectiveness of export controls on limiting the proliferation 
of emerging and foundational technologies to foreign countries.” 

These considerations require consultation with many in industry and academia that are wary of 
such new controls and analysis that is inherently complex given the novelty of the technology 
itself. 

One of the basic challenges faced was how to distinguish emerging technologies from 
foundational technologies. Little guidance was provided by Congress and the policy community 

13 See Title XVII subtitle B (may be referred to as the Export Control Reform Act of 2018) section 1751 of 
the 115th Congress Public Law 232, John S. McCain National Defense Authorization Act for Fiscal Year 
2019, at <https://www.congress.gov/bill/115th-congress/house-bill/5515/text>. 

14 For example, section 1719 of Public Law 232, John S. McCain National Defense Authorization Act for 
Fiscal Year 2019 requires an analysis of China’s foreign direct investment in the United States, including  
“..the extent to which those patterns of investments align with the objectives outlined by the Government 
of the People’s Republic of China in its Made in China 2025 plan.” 

15 In June 2021, the U.S. Department of Defense released a list of Chinese military companies in accordance 
with Section 1260H of the National Defense Authorization Act at <https://www.defense.gov/News/
Releases/Release/Article/2645126/dod-releases-list-of-chinese-military-companies-in-accordance-with-
section-1260/>,  

https://www.congress.gov/bill/115th-congress/house-bill/5515/text
https://www.defense.gov/News/Releases/Release/Article/2645126/dod-releases-list-of-chinese-military-companies-in-accordance-with-section-1260/
https://www.defense.gov/News/Releases/Release/Article/2645126/dod-releases-list-of-chinese-military-companies-in-accordance-with-section-1260/
https://www.defense.gov/News/Releases/Release/Article/2645126/dod-releases-list-of-chinese-military-companies-in-accordance-with-section-1260/
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struggled to define clear boundaries. Ultimately, the Commerce Department decided the 
distinction was artificial and chose to lump both categories of technologies into a new category 
“1758 Technologies” in reference to Section 1758 of ECRA which requires the Secretary of 
Commerce to impose controls on emerging and foundational technologies essential to U.S. 
national security.16  

Many in Congress have complained about how slow this process has been.17 Despite sweeping 
new export controls on semiconductors and related manufacturing equipment to China, some in 
Congress remain unhappy with the scope of efforts to identify new technologies and new end-
users of concern in China. As a result, some Republican lawmakers are proposing legislation 
that would move export control licensing to the Department of Defense in hopes of a tougher 
stance on China.18 

Why Export Controls on Emerging Technologies May Not Succeed in Slowing 
China’s Technology Acquisition

Export controls, when targeted and supported by other major supplier countries, can play an 
important role in impeding the acquisition of advanced weapons and slowing the spread of 
nuclear, chemical, and biological weapons to state and non-state actors. However, even with 
multilateral support and backing, they are imperfect tools that may not stop a determined 
adversary with adequate resources.19

 
Even less should be expected of any unilateral U.S. export controls on emerging technology 
directed at China in terms of slowing China’s technological advancement. First, there are 
profound challenges with trying to identify and then regulate technologies that are not yet 
militarily significant. Second, the United States will likely find it difficult building multilateral 
agreements with other major countries on the technologies to be regulated and on using export 
controls to thwart China’s technological advances. Finally, Chinese institutions are already 
leading in many areas of emerging technology, and the ecosystem for global development of 
emerging technologies means that no one country or even a handful will have great success 
in controlling most of the critical technologies of the future. There are some exceptions – like 
in the area of advanced semi-conductors- but this may be the exception rather than the rule. 

16 See Title XVII subtitle B (may be referred to as the Export Control Reform Act of 2018) section 1751 of 
the 115th Congress Public Law 232, John S. McCain National Defense Authorization Act for Fiscal Year 
2019, <https://www.congress.gov/bill/115th-congress/house-bill/5515/text>.

17 There has been widespread critique by members of Congress of BIS. See, for example, the letter from 
the China Task Force, on October 22, 2021 to Gina Raimondo, Secretry of Commerce, <https://gop-
foreignaffairs.house.gov/wp-content/uploads/2021/10/CTF-Letter-to-Sec.-Raimondo-on-Export-Control-
Actions.pdf>. 

18 See HR 9241: Prioritizing National Security in Export Controls Act of 2022, <https://www.govinfo.gov/
content/pkg/BILLS-117hr9241ih/pdf/BILLS-117hr9241ih.pdf>. 

19 U.S. Congress, Office of Technology Assessment, Export Controls and Nonproliferation Policy, OTA- 
ISS-596 (Washington, DC: U.S. Government Printing Office, May 1994), p. 11, <https://ota.fas.org/
reports/9408.pdf>. 

https://www.congress.gov/bill/115th-congress/house-bill/5515/text
https://gop-foreignaffairs.house.gov/wp-content/uploads/2021/10/CTF-Letter-to-Sec.-Raimondo-on-Export-Control-Actions.pdf
https://gop-foreignaffairs.house.gov/wp-content/uploads/2021/10/CTF-Letter-to-Sec.-Raimondo-on-Export-Control-Actions.pdf
https://gop-foreignaffairs.house.gov/wp-content/uploads/2021/10/CTF-Letter-to-Sec.-Raimondo-on-Export-Control-Actions.pdf
https://www.govinfo.gov/content/pkg/BILLS-117hr9241ih/pdf/BILLS-117hr9241ih.pdf
https://www.govinfo.gov/content/pkg/BILLS-117hr9241ih/pdf/BILLS-117hr9241ih.pdf
https://ota.fas.org/reports/9408.pdf
https://ota.fas.org/reports/9408.pdf
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China is not like the Soviet Union of the past, which trailed the West technologically and 
economically. The globalization of supply chains means that “the horses have already left the 
barn” and efforts to control many technologies may falter. 

The Challenge of Identifying Emerging Technologies with National Security 
Significance

To date, the Department of Commerce’s Bureau of Industry and Security (BIS) along with other 
U.S. agencies involved in export control have struggled to identify specific technologies that 
are truly essential to national security – and thereby worthy of inclusion in control lists. The 
“representative technology categories” considered by BIS to be “emerging technologies” were 
largely a reflection of China’s Made in China 2025 (MIC 2025) policy which seeks to promote 
Chinese leadership in high technology and reduce dependence on foreign technology.20 Some 
members of Congress and the policy community are concerned with how China will leverage 
technological advances in these advanced technologies to support military development. 
There is also concern with China’s military-civil fusion (MCF) which makes it difficult to 
keep technologies confined to civilian end-uses. However, identifying specific technologies for 
control that will impact China’s military capabilities is challenging. 

Generally, export control lists are made by identifying a weapons system (e.g., nuclear 
weapons) and then disaggregating the technology and components that go into the system or 
sub-system. However, the Export Control Reform Act of 2018 (ECRA) tasked BIS and others 
in the interagency to look at specific technologies and predict what might be applicable to a 
future weapons system or otherwise become of military or intelligence significance.21 Past 
U.S. attempts to identify critical technologies where the United States had a lead that might 
be preserved using export control regulations flopped. In 1980, the Department of Defense 
produced a Militarily Critical Technologies List (MCTL) and the Developing Science and 
Technologies List (DSTL). These lists, however, were neither incorporated into the Commerce 
Department’s control list, nor into the Department of State’s U.S. munitions list (USML).22 
Likewise, the Biden administration has struggled at identifying a significant range of new items 
for control given the challenge of doing so – namely trying to predict how a technology might 
become militarily significant and preemptively regulating its trade or meeting the standards for 

20 Ian F. Ferguson and Karen M. Sutter, “U.S. Export Control Reforms and China: Issues for Congress,” 
Congressional Research Service, January 15, 2021. <https://fas.org/sgp/crs/natsec/IF11627.pdf>.

21 For example, section 1758 of Public Law 232, John S. McCain National Defense Authorization Act for 
Fiscal Year 2019, <https://www.congress.gov/bill/115th-congress/house-bill/5515/text>. This sets forth the 
process of identifying emerging and foundational technologies and requires that BIS and the interagency 
establish a process to identify emerging and foundational technologies essential to national security which 
takes into account “(i)the development of emerging and foundational technologies in foreign countries; 
(ii)the effect export controls imposed pursuant to this section may have on the development of such 
technologies in the United States; and (iii)the effectiveness of export controls imposed pursuant to this 
section on limiting the proliferation of emerging and foundational technologies to foreign countries; ..”

22 For background on past and failed attempts to develop controls on technology, see Scott Jones, “Disrupting 
Export Controls: ‘Emerging and Foundational Technologies’ and Next Generation Controls,” Strategic 
Trade Review, Vol. 6, Issue 9 (Winter/Spring 2020).

https://fas.org/sgp/crs/natsec/IF11627.pdf
https://www.congress.gov/bill/115th-congress/house-bill/5515/text
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inclusion in lists as set forth in ECRA. Again, U.S. and select allies’ dominance of advanced 
semi-conductors is an important exception, but even here the impact of such controls may be 
limited unless key partners cooperate and coordinate in implementation and enforcement of 
controls. Some countries have already signaled resistance to these efforts to target China.   

In 2018, the BIS issued an Advanced Notice of Proposed Rulemaking (ANPRM) on emerging 
technologies as authorized by the Export Control Reform Act.23 BIS identified general 
categories of emerging technologies and sought industry and public input on specific emerging 
technologies that might be essential to national security. There were fourteen broad categories 
set forth for industry and public consideration: biotechnology; artificial intelligence (AI); 
position, navigation, and timing technology; microprocessor technology; advanced computing 
technology; data analytics; quantum information and sensing technology; robotics; certain 
logistics technology; additive manufacturing; brain-computer interfaces; hypersonics; advanced 
materials; and advanced surveillance technologies.  

The responses received by BIS from industry and the public overwhelmingly opposed new 
controls and cautioned against any broad-based controls. Most commenters suggested that any 
new export controls should be narrowly focused on items that were central to national security. 
The Computer and Communications Industry Association, for example, proposed a definition 
of emerging technologies to items that among other factors “provide the United States with 
a specific and identifiable and qualitative military advantage …are essential to the national 
security interests of the United States … are not available in or being produced in foreign 
countries.”24 Others, such as Kevin Wolf, former Assistant Secretary of Commerce for Export 
Administration, have likewise warned of broad controls harming the U.S. defense industrial 
base and driving research and development in emerging technology overseas, scenarios that 
would hurt U.S. national security.25 Simply put, identification of any new items for control 
is challenging. And broad-based unilateral controls on emerging technology, if implemented, 
could undermine U.S. national security by driving production and research overseas. 
  
To support the complex task of identifying emerging technologies, BIS turned to the Emerging 
Technologies Technical Advisory Committee (ETTAC), a group of industry and academic 

23 Review of Controls for Certain Emerging Technologies,” Federal Register, November 19, 2018. <https://
www.federalregister.gov/documents/2018/11/19/2018-25221/review-of-controls-for-certain-emerging-
technologies>.

24 Comments of the Computer and Communications Industry Association (CCIA), Before the U.S. 
Department of Commerce Bureau of Industry and Security Washington, DC, <https://www.ccianet.org/
wp-content/uploads/2019/01/CCIA-Comments-in-BIS-2018-0024-Review-of-Controls-for-Certain-
Emerging-Technologies.pdf>. 

25 See Testimony of the Honorable Kevin J. Wolf, Hearing on Modernizing Export Controls: Protecting 
Cutting Edge Technology and U.S. National Security, House Committee on Foreign Affairs (Mar 14, 2018) 
at 41-42, available at <https://docs.house.gov/meetings/FA/FA00/20180314/107997/HHRG-115-FA00-
Transcript20180314.pdf>. 
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experts that act as an advisory body to BIS and other U.S. agencies.26 Between 2020 and 2022, 
ETTAC held ten open meetings, all of which yielded very little by way of concrete proposals 
for new control list entries.27 Instead, the committee and its members have wrestled with the 
reality that many technologies of interest are available abroad, are yet to emerge commercially, 
or remain notional.28 ETTAC has not identified many specific technologies that have been 
crafted into proposed controls and then supported by the member countries of the Wassenaar 
Arrangement as envisioned.

The challenge of identifying new technologies is not just that it is inherently complex, but it is 
compounded by the work being left to part-time industry volunteers paired with government 
staff who do not have full insight into technological developments. ETTAC meetings involving 
private sector volunteers are held just three times a year with one day being an open session 
and a second day being a closed session. Most private sector representatives are unlikely to 
propose export restrictions that advance what they see as somewhat nebulous national security 
objectives.   Moreover, there are few government experts who have a grasp on the cutting edge 
of emerging technologies, have thought about its potential military applications, and who also 
grasp how regulation might affect industry. Government experts working on control lists also 
have the additional puzzle of understanding how technologies are emerging in China and in 
other countries and how those developments might in turn impact any new proposed controls.  
 
In 2020, BIS published a follow-on ANPRM for “foundational technologies.”29 BIS sought 
public and industry comment to help identify foundational technologies essential to national 
security that might be subject to export controls. The ANPRM defined foundational technology 
as something that is “essential to innovation” and “essential to the national security of the 
United States.” Unlike the ANPRM for emerging technologies, the ANPRM for foundational 
technologies did not set forth specific categories of technologies but instead laid out examples 
of the types of end-uses and end-users that may trigger controls. Some of the examples include:  
semiconductor manufacturing equipment and associated software, tools, lasers, sensors that 
can be tied to military efforts in China, Russia or Venezuela; items designated as EAR 99 that 
might be utilized for developing weapons or for enabling foreign intelligence collection; and 
technologies that have been targeted for illicit procurement. 

26 The ETTAC Charter, <https://tac.bis.doc.gov/index.php/documents/pdfs/370-ettac-charter-1/fileETTAC>. 
According to a presentation at ETTAC, meetings are held at least three times a year. Meetings typically 
last two days. Day one starts in an open session where all information talked about is public. However, 
later in the first day, a shift occurs where the meeting becomes closed and confidential information is 
discussed. The second day is a fully closed session. ETTAC replaces the Emerging Technology and 
Research Advisory Committee (ETRAC) which was established in 2014 to help identify technologies of 
interest to BIS. ETTAC was re-established under section 1758 of ECRA. 

27 For a listing of announcements of these meetings of the ETTAC, see <https://www.federalregister.gov/
documents/search?conditions%5Bagencies%5D%5B%5D=industry-and-security-bureau&conditions%5
Bterm%5D=Emerging+Technology+Technical+Advisory+Committee&page=1>.

28 For example, speaking at the November 9, 2020 meeting of ETTAC, Edward Samulski noted that next 
generation of polymers have not yet been invented and that one cannot speak of a world leader.  

29 “Identification and Review of Controls for Certain Foundational Technologies,” Federal Register, 
 August 27, 2020, <https://www.federalregister.gov/documents/2020/08/27/2020-18910/identification-

and-review-of-controls-for-certain-foundational-technologies>.
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Like the ANPRM for emerging technologies, this ANPRM yielded very little by way of industry 
or public assistance in identifying new items for controls.30 Instead, industry responses often 
mirrored the responses to the ANPRM for emerging technology and urged caution. Respondents 
encouraged BIS to consider the potential unintended consequences of new controls, such as 
driving research and development in key technologies overseas or other adverse impacts on 
U.S. industry.31 They also called for examining foreign availability before introducing new 
controls and suggested limiting any new controls to only those technologies that are mature and 
clearly linked to clear national security interests.32 Some also suggested an end-user/end-use 
approach rather than new control list additions.33 

These efforts to identify technologies for control did not fail entirely. The Biden Administration 
recognized that China is extremely dependent upon the United States and key allies for advanced 
AI semi-conductors which have important commercial as well as military applications.   
Recognizing its control over chokepoint semiconductor technologies, the Biden Administration 
unleashed new export control rules in October 2022 that impose licensing requirements for 
exports of high-end semiconductors and chip design software, and which limit China’s access 
to advanced semi-conductor manufacturing equipment as well as the components that they 
would need to make that equipment indigenously.34 According to one analysis, these new 
export control rules represent “…a new U.S. policy of actively strangling large segments of the 
Chinese technology industry – strangling with an intent to kill.” Some though are questioning 
whether the benefits of these new controls will outweigh their costs, especially if others in the 
semi-conductor supply chain fail to cooperate or if enforcement of the new export controls are 
lax.35 

30 For comments of the public see, “Identification and Review of Controls for Certain Foundational 
Technologies: Correction, Posted by the Bureau of Industry and Security on October 9, 2020, Docket 
(BIS-2020-0029), <https://www.regulations.gov/document/BIS-2020-0029-0005/comment>.

31 See for example, ITI Response to the Advance Notice of Proposed Rulemaking for the Identification 
and Review of Control for Certain Foundational Technologies (DOC#2020-2243), December 1, 2020, 
<https://www.regulations.gov/comment/BIS-2020-0029-0030>. “ITI is concerned that overly broad 
controls on technology products will undermine and limit the ability of companies to participate in the 
global marketplace, which will in turn disrupt the virtuous cycle of private-sector R&D investments made 
possible by revenues from sales of U.S. products to a diverse customer base in overseas markets.” 

32 Several comments on the ANPRM touched on the need to limit the scope of any controls to items clearly 
linked to national security and not trade policy issues. See, for example, KLA Comment on FR Doc 
# 2020-22443, December 1, 2020, Document (BIS-2020-0029-0005), <https://www.regulations.gov/
comment/BIS-2020-0029-0022>. 

33 See comment of BSA, The Software Alliance, on FR Doc #2020-2243, December 1, 2020, <https://www.
regulations.gov/comment/BIS-2020-0029-0033>. 

34 See “Commerce Implements New Export Controls on Advanced Computing and Semiconductor 
Manufacturing Items to the People’s Republic of China (PRC),” October 7, 2022,

at <https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3158-2022-10-07-bis-
press-release-advanced-computing-and-semiconductor-manufacturing-controls-final/file>. 

35 See, for example, William Alan Reinsch, “Export Control: Too Much or Too Little,” CSIS, Commentary, 
October 17, 2022, <https://www.csis.org/analysis/export-control-too-much-or-too-little>. Some European 
officials too have suggested they may not follow the U.S. lead on controls.  See “Dutch Minister Says US 
Can’t Dictate Approach to China Exports,” Bloomberg, November 18, 2022, <https://www.bnnbloomberg.
ca/dutch-minister-says-us-can-t-dictate-approach-to-china-exports-1.1848672>. 
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The Challenge of Building Multilateral Consensus Regarding Controls 
Targeting China

U.S. attempts to build multilateral consensus and coordinated controls around emerging 
technologies face the same obstacles as noted above. Moreover, there is a challenge of the 
U.S. selling the China threat to some reluctant Asian and European Union (EU) partners. Many 
EU Member States, such as Germany, are opposed to outright isolation of China or a renewal 
of Cold War trade war policies. Former Foreign Minister of Germany Heiko Maas stated, 
“Decoupling is the wrong way to go.”36 Despite concerns about China’s methods of technology 
acquisition and human rights issues, many countries of the EU are keen not to risk one of their 
central trade partners and are skeptical about the use of export controls to counter China and 
keen to maintain trade relations. In 2020, China replaced the United States as the EU’s largest 
trading partner, according to Eurostat, which valued trade between the EU and China at USD 
$709 billion.37 

As some analysts have noted, the EU shares many U.S. concerns about China, including its 
pursuit of Western technology, growing military ambitions, and human rights record; and 
that the EU is willing to join defensive measures such as restrictions on Chinese investment 
to protect domestic industries. At the same time, “there is a healthy skepticism in European 
capitals about Washington’s use of offensive economic tools, such as export controls, to counter 
China.”38 Some U.S. partners are worried too that China will counter trade controls with export 
restrictions of their own, as they have in the past using their dominant position in rare earth 
metals.39 Other Asian countries do not want to be drawn into a new Cold War. 

Some multilateral collaboration with traditional allies looks to be in the offing with the 
announcement of the U.S.-EU Trade and Technology Council.40 This new forum aims to 
develop a partnership around trade in advanced technology in response to China’s ambitions 
and desire to be a tech superpower. Besides efforts to promote joint investments in digital 
technologies and to coordinate on technology standards, it will seek to take on the challenge 
of forging a common approach to export controls on emerging technology.41 In addition, the 
Biden Administration has worked to establish the Chip 4 Alliance comprising the USA, Japan, 
South Korea, and Taiwan to secure the global semiconductor supply chain, and to coordinate 

36 Teddy Ng, “China-German relations: Engage Don’t Isolate, Foreign Ministers Urge European Union,” 
South China Morning Post, April 22, 2021

37 “China Overtakes US as EU’s Biggest Trading Partner,” February 17, 2021, BBC News, <https://www.bbc.
com/news/business-56093378> . 

38 Noah Barkin, “Export Controls and the US-China Tech War,” MERICS China Monitor, March 18, 2020, 
<https://merics.org/en/report/export-controls-and-us-china-tech-war>. It is worth noting that some in the 
policy community are content with small changes to the multilateral regime lists. However, this is not the 
kind of change that members of Congress sought with respect to China. 

39 Author interview with official of South Korea, 21 October 2022. 

40 Daniel Michaels, “U.S., EU Forge Closer Ties on Emerging Technologies to Counter Russia and China,” 
Wall Street Journal, June 17, 2021, <https://www.wsj.com/articles/u-s-eu-forge-closer-ties-on-emerging-
technologies-to-counter-russia-and-china-11623922201>.  

41 U.S.-EU Summit Statement, June 15, 2021, Statements and Releases, The White House, <https://www.
whitehouse.gov/briefing-room/statements-releases/2021/06/15/u-s-eu-summit-statement/>. 
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export controls on the semiconductor supply chain. However, this effort has met reported 
snags as some U.S. partners are concerned about China’s potential response including counter-
measures.42 A new Export Controls and Human Rights Initiative was launched at the Summit 
for Democracy in 2021 with a goal to “help stem the tide of authoritarian government misuse of 
technology and promote a positive vision for technologies anchored by democratic values.”43 
This initiative which was signed by Australia, Denmark, Norway and the United States appears 
aimed primarily at China and concerns over use of surveillance tools in connection with human 
rights abuses. Nonetheless, it does not appear that the initiative will likely result in major policy 
changes outside of a narrow circle of allied countries. 

Existing multilateral export control regimes too, such as the Wassenaar Arrangement, are ill 
equipped to play a role in keeping advanced technologies from China, or to introduce significant 
new controls on emerging technologies. The regimes have consensus rules that inhibit reform 
and a single country which is a member of the regimes, including in the case of some regimes 
Russia, can block new controls on emerging technology that might be proposed for addition 
to international lists. Moreover, the multilateral regimes meet infrequently which limits their 
ability to respond in a timely manner to technological developments. Most modifications of 
control lists occur only after months or years of consideration and are unlikely to achieve 
anything along the lines hoped for by some in the policy community who seem intent on 
recreating a Cold War-style regime for China.44 Creating consensus to establish a new regime 
of “techno democracies” that targets China will be difficult to forge for many of the reasons 
noted above. A more likely possibility is establishing a new multilateral regime to target Russia. 

Realities of Global Technology Development

Despite interest within the U.S. Congress to restrict technology trade with China, the reality 
is that the United States is far from being a leader in all areas of emerging technology. In 
some cases, China is already out front. Developing a control regime to thwart a country that 
is already leading might be counterproductive and potentially undermines U.S. and allied 
security. For example, in areas where the United States and its allies lead such as in advanced 
semiconductors, overly restrictive export controls could speed technological self-sufficiency. 
As Peter Wennick, the CEO of ASML, a leading manufacturer of advanced semiconductor 
equipment has noted, “If you shut out the Chinese with export control measures, you’ll force 
them to strive toward tech sovereignty, in their case real tech sovereignty ... In 15 years’ time 
they’ll be able to do it all by themselves — and their market [for European suppliers] will be 

42 Arjun Gargeyas, “The Chip 4 Alliance Might Work on Paper, But Problems Will Persist,”
 The Diplomat, August 25, 2022. 

43 “Fact Sheet: Export Controls and Human Rights Initiative Launched at the Summit for Democracy,”  
<https://www.whitehouse.gov/briefing-room/statements-releases/2021/12/10/fact-sheet-export-controls-
and-human-rights-initiative-launched-at-the-summit-for-democracy/>.

44 For example, the Strategic Competition Act of 2021, S. 1169, 117th Congress, proposed that the United 
States recreate a COCOM like body to target China.  
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gone.”45 

Unlike during the Cold War era, globalization of trade and technology development are 
significant obstacles to U.S. efforts to introduce new controls on emerging technology and 
goods. Most of the emerging technology categories identified by the Department of Commerce 
as part of its efforts to create new rules are evolving globally and increasingly through 
international academic and industrial collaborations that benefit many groups and countries.46 
Moreover, U.S. R&D investment is being met by stiff competition from China, which is now 
a close second.47 If the intent is to deny China access to emerging technology, policy-makers 
may find that Chinese institutions have in some cases leap-frogged the United States or that 
foreign availability makes the introduction of such controls untenable.48 An examination of 
research publications globally shows that China is a leader in generating new research in many 
key STEM fields which are homes to advances in emerging technologies.49

To the extent that sub-categories (e.g., computer vision and hypersonics) or specific technologies 
are widely available or being innovated in many jurisdictions, controls will be of limited utility 
in achieving national security objectives. Likewise, some countries that are innovating in areas 
of emerging technology are not party to the multilateral export control regimes, and therefore 
unlikely to introduce controls on these items. 

Artificial Intelligence and Controls 

As an example of the complexity U.S. policy-makers face in introducing new trade controls, 
consider the case of Artificial Intelligence (AI). AI’s applied potential is as enormous as the 

45 Lauren Cerulus, “Chipmaker CEO Says Washington’s Anti-tech Blockade is a Bad Idea,” Politico, April 
23, 2022, at < https://www.politico.eu/article/europe-tech-sovereignty-china-peter-wennink-asml/>.

46 See, for example, McKinsey and Company, “Innovative Collaboration Techniques Improve Productivity 
Across Global Teams,” Summer 2018, <https://www.mckinsey.com/industries/high-tech/how-we-
help-clients/impact-stories/innovative-collaboration-techniques-improve-productivity-across-global-
teams>; and Takeshi Kuwahara, Hitoshi Irino, and Ken-Ichi Suzuki, “Global Collaboration Initiatives 
Revolutionizing Research and Development of Network Technologies,” NTT Technical Review, June 
2018, <https://www.ntt-review.jp/archive/ntttechnical.php?contents=ntr201806fa7.html>.

47 See, for example, National Science Foundation, “Science and Engineering Indicators, 2018”, <https://
www.nsf.gov/statistics/2018/nsb20181/>. According to report conclusions (chapter 4), “The United States 
remains the world’s largest R&D performer. Nonetheless, investments in R&D by other countries—
particularly those in Asia—continue to increase, further eroding the longstanding U.S. lead. China ($408.8 
billion of R&D in 2015) has now moved well ahead of Japan ($170.0 billion) as the second largest R&D-
performing nation.”

48 See section 1758(a)(2)(B) of the Export Control Reform Act (ECRA) which requires  agencies working 
to identify new technologies for control to consider “the development of emerging and foundational 
technologies in foreign countries.” 

49 Autumn Toney and Melissa Flagg, “Comparing the United States’ and China’s Leading Roles in the 
Landscape of Science,” CSET Data Brief, Center for Security and Emerging Technology, June 2021.
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challenge of controlling it.50 U.S. based institutions are central and critical players in the 
promotion, evolution, and development of AI technologies.51 However, U.S. institutions are 
certainly not alone. China is also at the forefront of research and development in AI (specifically 
computer vision).52 As a subject of national industrial policy, Canada, China, Denmark, the EU 
Commission, Finland, France, India, Italy, Japan, Mexico, Singapore, South Korea, Sweden, 
Taiwan, the UAE, and the UK have all released strategies to promote the use and development 
of AI.53 

There is also a significant volume of cutting-edge AI research that is international in scope. Any 
new broad-based technology controls on AI risks chilling international research partnerships 
that are helping U.S. institutions that are at the forefront in developing these technologies.54 
Many of the leading U.S. universities rely heavily on foreign nationals, including Chinese 
graduate students, and collaboration with foreign institutions for ground-breaking research. As 
a recent study warned, broad-based export controls on AI could threaten U.S. leadership in AI 
by restricting who can work on AI technologies in the United States, or what U.S. researchers 
could share with foreign colleagues working domestically or abroad.  If AI researchers from 
abroad are not welcome in the United States, they might seek partnerships in other countries 
in ways that jeopardize U.S. innovation. New export controls on AI then would run the risk of 
blocking the very international exchange that help keep U.S. institutions in front.55   

U.S. leadership in technologies like AI have benefitted from a culture of openness. Although 
undoubtedly, universities and an open research environment have also benefitted China and 
foreign states, the costs of expansive export controls on AI software and related algorithms 
could hurt U.S. industry. If U.S. industry is put at a competitive disadvantage via new controls, it 

50 See, for example, Darrell M. West and John R. Allen, “How Artificial Intelligence is Transforming the 
World,” The Brookings Institution, April 24, 2018, <https://www.brookings.edu/research/how-artificial-
intelligence-is-transforming-the-world/>; and Tom Simonte, “AI Could Revolutionize War as Much as 
Nukes,” Wired, July 19, 2017, <https://www.wired.com/story/ai-could-revolutionize-war-as-much-as-
nukes/>.

51 Andrea Viski, Scott Jones, Lindsay Rand, Tucker Boyce, and Jonas Siegel, “Artificial Intelligence and 
Strategic Trade Controls,” Strategic Trade Research Institute and Center for International and Security 
Studies at Maryland, June 2020.

52 See, Dr. Kai-Fu Lee, AI Superpowers: China, Silicon Valley, and the New World Order (New York: 
Houghton Mifflin Harcourt, 2018).

53 See, Tim Dutton, “An Overview of AI Strategies,” June 2018 <https://medium.com/politics-ai/an-
overview-of-national-ai-strategies-2a70ec6edfd>. See also, the OECD Artificial Intelligence Policy 
Observatory, <https://oecd.ai/>. 

54 Cade Metz, “Curbs on A.I. Exports? Silicon Valley Fears Losing Its Edge: The Commerce Department is 
Considering National Security Restrictions on Artificial Intelligence. Some Worry they Could Stunt the 
Industry in the U.S.,” The New York Times, January 1, 2019. As quoted in the article, “The number of cases 
where exports can be sufficiently controlled are very, very, very small, and the chance of making an error 
is quite large,” said Jack Clark, head of policy at OpenAI, an artificial intelligence lab in San Francisco. 
“If this goes wrong, it could do real damage to the A.I. community.” See also, Runhua Zhao, “Intel to Put 
Partnership Model at Core of its China AI plan,” Technode, November 15, 2018, at <https://technode.
com/2018/11/15/intel-to-put-partnership-model-at-core-of-its-china-ai-plan/>.

55 Carrick Flynn, “Export Controls for Artificial Intelligence,” Center for Security and Emerging Technology, 
CSET Issue Brief, February 2020. 
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might harm R&D investment – in the same way that U.S. leadership in the satellite industry was 
undermined in the 1990s by reactionary export controls.56 As one study suggests, “compliance 
with export controls is likely to disproportionately harm small businesses and start-ups, whose 
innovation has been central to U.S. industry’s success.”57 Any harm to investment in R&D by 
industry would come at a time when China has put investment in the AI sector at the top of its 
national priorities.58

One indicator of the “globalization” of work on AI is found in a review of scientific literature.59  
Recent research has highlighted, in particular, the extent to which China and the United States 
are leaders in key areas of science and technology.60 From 2013 to 2017, China was the country 
with the largest number of publications in the Web of Science (WOS) category “Computer 
Science: Artificial Intelligence” with 59,573 publications, accounting for 25.02% of the total 
number of global publications, followed by the USA (32,527, 13.66%).61 Export controls are 
unlikely to slow research and the progress made in AI by Chinese institutions.   

The Entity List Gone Wild

In parallel with efforts to regulate emerging and foundational technologies, the Trump and 
Biden administrations have expanded the use of the BIS’s Entity List (EL) to blacklist Chinese 
companies in response to a range of actions “contrary to the U.S. national security and foreign 

56 See Kurtis J. Zinger, “An Overreaction that Destroyed an Industry: The Past, Present and Future 
of U.S. Satellite Export Controls,” October 26, 2014, <http://lawreview.colorado.edu/wp-content/
uploads/2015/07/13.-86.1-Zinger_Final.pdf>. 

57 Carrick Flynn, “Export Controls for Artificial Intelligence,” Center for Security and Emerging Technology, 
CSET Issue Brief, February 2020, pp. 4-5.

58 Ibid, p. 5. 

59 As an emerging technology, AI is a deeply global venture in all of its intellectual and commercial endeavors.  
As noted in a recent global AI report published by Stanford University, “We can assert that AI is global. 
83 percent of 2017 AI papers on Scopus originate outside the U.S. 28 percent of these papers originate in 
Europe — the largest percentage of any region. University course enrollment in artificial intelligence (AI) 
and machine learning (ML) is increasing all over the world. And there is progress beyond just the United 
States, China, and Europe. South Korea and Japan were the 2nd and 3rd largest producers of AI patents in 
2014, after the U.S. Additionally, South Africa hosted the second Deep Learning Indaba conference, one of 
the world’s largest machine learning teaching events, which drew over 500 participants from 20+ African 
countries.” Yoav Shoham, Raymond Perrault, Erik Brynjolfsson, Jack Clark, James Manyika, Juan Carlos 
Niebles, Terah Lyons, John Etchemendy, Barbara Grosz, and Zoe Bauer, “The AI Index 2018 Annual 
Report”, AI Index Steering Committee, Human-Centered AI Initiative, Stanford University, Stanford, CA, 
December 2018, p. 5, <http://cdn.aiindex.org/2018/AI%20Index%202018%20Annual%20Report.pdf>.

60 Autumn Toney and Melissa Flagg, “Comparing the United States’ and China’s Leading Roles in the 
Landscape of Science,” Center for Security Emerging Technologies, CSET Data Brief, June 2021, <https://
CSET-Comparing-the-United-States-and-Chinas-Leading-Roles-in-the-Landscape-of-Science-1.pdf>.  

61 In terms of international collaboration, the countries/regions with the largest number of international 
collaborated publications are the U.S. (13,075) and China (12,227). The United Kingdom and Australia 
have the most active international collaborations, with the percentage of international collaborated 
publications both exceeding 50%. Artificial Intelligence Index: 2018 Annual Report, p. 13, <http://cdn.
aiindex.org/2018/AI%20Index%202018%20Annual%20Report.pdf>.

http://lawreview.colorado.edu/wp-content/uploads/2015/07/13.-86.1-Zinger_Final.pdf
http://lawreview.colorado.edu/wp-content/uploads/2015/07/13.-86.1-Zinger_Final.pdf
http://cdn.aiindex.org/2018/AI Index 2018 Annual Report.pdf
https://CSET-Comparing-the-United-States-and-Chinas-Leading-Roles-in-the-Landscape-of-Science-1.pdf
https://CSET-Comparing-the-United-States-and-Chinas-Leading-Roles-in-the-Landscape-of-Science-1.pdf
http://cdn.aiindex.org/2018/AI Index 2018 Annual Report.pdf
http://cdn.aiindex.org/2018/AI Index 2018 Annual Report.pdf
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policy interests.”62 This broadening of the Entity List has further moved export controls away 
from a tool of WMD nonproliferation to a tool of economic and technological containment. 
The Entity List originally was launched in 1997 by the Commerce Department to identify 
foreign entities engaged in WMD proliferation activities.63 There was recognition that this 
would be important to prevent U.S. companies from supplying items that might not be found on 
the Commerce Control List (CCL), but that could nonetheless be directly or indirectly relevant 
to a WMD program or actor. Companies in Israel, Russia, India, China, and Pakistan were 
designated for engaging in WMD-related activities or related diversion. 

In recent years, however, Entity List designations have exploded as part of an effort to use it for 
a wider range of national security, foreign policy, and, arguably, trade policy issues. In 2008, 
BIS created new rules that expanded the scope of reasons for adding parties to the Entity List 
to include “activities that are contrary to the national security or foreign policy interests of the 
United States.”64 With this new rule, BIS added 79 new parties to the list for alleged links to 
Improvised Explosive Device (IED) supply chains.65 Still, the focus was more narrowly on 
traditional national security concerns like support to terrorists or their state sponsors.

Figure 1. Entity List Entries/Year

62 Bureau of Industry and Security, U.S. Department of Commerce,  Entity List, <https://www.bis.doc.gov/
index.php/policy-guidance/lists-of-parties-of-concern/entity-list> .

63 Ibid. 

64 Bureau of Industry and Security, Final Rule, “Authorization to Impose License Requirements for Exports 
or Reexports to Entities Acting Contrary to the National Security or Foreign Policy Interests of the United 
States,” Federal Register 73, No. 163 (August 21, 2008): 49311, <https://www.govinfo.gov/content/pkg/
FR-2008-08-21/pdf/E8-19102.pdf>.

65 Bureau of Industry and Security, 15 CFR Parts 736 and 744, “Addition of Certain Persons to the Entity 
List; Removal of General Order From the Export Administration Regulations (EAR)” Federal Register, 
Vol. 73, No. 184, September 22, 2008, <https://www.govinfo.gov/content/pkg/FR-2008-09-22/pdf/E8-
22088.pdf>.

https://www.bis.doc.gov/index.php/policy-guidance/lists-of-parties-of-concern/entity-list
https://www.bis.doc.gov/index.php/policy-guidance/lists-of-parties-of-concern/entity-list
https://www.govinfo.gov/content/pkg/FR-2008-08-21/pdf/E8-19102.pdf
https://www.govinfo.gov/content/pkg/FR-2008-08-21/pdf/E8-19102.pdf
https://www.govinfo.gov/content/pkg/FR-2008-09-22/pdf/E8-22088.pdf
https://www.govinfo.gov/content/pkg/FR-2008-09-22/pdf/E8-22088.pdf
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While the Obama administration used the EL to address limited activity outside of proliferation 
activity (e.g., Russian entities tied to the annexation of Crimea), the Trump and Biden 
administrations have used the Entity List as a convenient tool for countering Chinese actors 
for a range of alleged “malign activities.” The Entity List garnered considerable attention with 
the designation of the Chinese Information Communication Technology (ICT) firm ZTE – and 
then President Trump’s decision to remove the company from the Entity List as an apparent 
tactic to win favor with President Xi Jinping during trade talks. Later, Huawei and 68 of its 
affiliates were named to the Entity List, thereby signaling the use of the Entity List as a broader 
tool of a geopolitical fight and trade war.66 The Entity List has since been used to target other 
Chinese technology companies, including ones with alleged ties to Uyghur oppression.   
The use of the Entity List as a tool to address a growing range of Chinese and foreign behaviors 
poses potential problems. First, the Entity List is a unilateral element of U.S. export controls 
and not recognized by allied and foreign countries rendering it less useful than multilateral 
export controls. Second, while U.S. allies and partners supported U.S. efforts to target WMD 
proliferators, state sponsors of terror, and terrorists seeking dangerous items, these U.S. allies 
and partners are less keen to back end-user export controls as a tool to compete economically 
with China – meaning their unilateral application will have less impact. Third, the Entity List 
may disadvantage U.S. suppliers when the Entity List targets major Chinese companies with 
extensive supply chains.  Unilateral lists, like the Entity List, deny or limit the ability of U.S. 
firms to conduct business with listed parties. The extent to which they affect foreign companies 
using U.S. origin technology (through the complex foreign direct product rules of the U.S.) 
could invite efforts to design EAR-free supply chains which ultimately harm U.S. companies. 

The overuse of the Entity List as a dumpster for targeting foreign entities for a broad range 
of “malign” activities can ultimately blunt its impact. There is a profound difference between 
a company contributing to a nuclear weapons program in Iran, selling IED components, 
or supporting Russia’s military end-users and one that has allegedly engaged in activities 
deemed counter to U.S. foreign policy interests, such as developing tools that could be used 
for monitoring dissidents. Equally problematic is that companies that are designated have 
little hope of getting off the Entity List. Although U.S. regulations provide an opportunity 
for companies to appeal their listing to the interagency End User Review Committee (ERC), 
very few companies succeed in getting delisted.67 As a result, there may not be an incentive to 
change behavior in an effort to move off the list. 
 

Rethinking Export Controls on Emerging Technology and China
 
The United States has a litany of concerns regarding Chinese entities and China’s behavior 
both domestically and internationally, including abuses of human rights, the PLA’s actions and 

66 See Jeremy Ney, “United States Entity List: Limits on American Exports,” Belfer Center Paper, February 
2021, <https://www.belfercenter.org/publication/united-states-entity-list-limits-american-exports>. 

67 The Biden Administration might consider a channel for listed companies to enter into a dialogue with the 
interagency in order to discuss ways in which problem behaviors can be addressed (e.g., with compliance 
or transparency measures). Being added to the Entity List requires only a majority vote, but removal 
requires unanimity. This highlights the greater ease of companies being listed, as opposed to de-listed. 

https://www.belfercenter.org/publication/united-states-entity-list-limits-american-exports
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military modernization, and charges that Chinese entities engage in anti-competitive economic 
and industrial policies that produce an unfair advantage. Unfortunately, some in the U.S. policy 
community want to deploy export control as a “must use” tool when it is often the wrong tool 
to address Chinese actions and policies. Moreover, spending valuable resources to develop new 
controls on emerging technology threatens to weaken the U.S. government’s ability to focus 
allies and other partner nations’ attention on enhancing export controls to achieve common 
nonproliferation objectives and other international security challenges – most urgently Russia’s 
aggression in Ukraine. Even the United States with its extensive export control bureaucracy is 
struggling to meet the many demands now placed upon it with a lack of new resources. 

The United States should be careful not to allow export controls to become a primary tool 
to address trade and economic concerns emanating from China, like IP theft. ECRA notes 
that export controls should only be used to restrict export of items that make a “significant 
contribution to the military potential” of another country and to further significantly the foreign 
policy of the United States or fulfill its international obligations. Export controls on WMD-
related (and advanced military) materials clearly meet such criteria. Export controls that 
limit Russia’s ability to wage an unlawful war meets this objective. Using export controls for 
economic or technological competition with China, however, may fail to meet these criteria 
and may not win multilateral support – thereby undermining their utility. 
 
To meet the technological challenge from China, the United States must invest more heavily 
in making its markets and talent pool stronger. New legislation, such as the CHIPS Act, does 
include greater investment in research and development and support to the private sector to 
innovate.68 Several congressional bills also seek to promote collaborations among democratic 
states in the development of emerging technologies. These investments in making the U.S. and 
its partners more competitive are much more likely to be effective than efforts to weaken China 
using instruments like export controls.   

If the United States moves ahead and adopts further unilateral controls and targets more Chinese 
institutions with the Entity List or other sanctions list designations, China may respond in kind. 
China has already laid the foundation for countering both U.S. export controls and sanctions in 
its June 2021 Anti-Foreign Sanctions Law, and a new Export Control Law passed in 2020, which 
calls for regulatory reciprocity. China’s Ministry of Commerce (MOFCOM) also unveiled its 
Unreliable Entity List (UEL) in 2019, shortly after the Trump administration issued Executive 
Orders against WeChat and TikTok.69 MOFCOM’s Unreliable Entity List (UEL) targets foreign 
companies that restrict transactions with Chinese firms, organizations, or individuals to comply 
with foreign sanctions and blacklists. Although China has a legal framework in place to counter 
U.S. trade controls, China has so far not moved aggressively to implement measures targeting 
U.S. companies. The hope is that cooler heads prevail so as not to escalate the conflict to a point 
that makes technological competition less likely and military confrontation a real possibility. 

In conclusion, the United States should avoid unilateral controls on China that simultaneously fail 

68 Grep IP, “Industrial Policy’ is Back: The West Dusts Off Old Idea to Counter China,” The Wall Street Journal, 
July 29, 2021, <https://www.wsj.com/articles/subsidies-chips-china-state-aid-biden-11627565906>. 

69 “How China is Trying to Fight Back Against Sanctions,” Bloomberg News, June 29, 2021. 

https://www.wsj.com/articles/subsidies-chips-china-state-aid-biden-11627565906
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to advance national security while undermining U.S. economic competitiveness. Technological 
competition with China should be centered on promoting U.S. innovation and research, and a 
more realistic expectation of what defensive measures such as technology controls can achieve. 
Export controls, limits on foreign direct investment, and immigration constraints can achieve 
only a limited set of policy objectives and must be weighed carefully against the costs. Overly 
restrictive export controls and unilateral export controls have costs that some in the policy 
community appear not to recognize. In the case of export controls, the focus should be returned 
to preventing the most dangerous goods and technology (WMD-related) from finding their 
way into the hands of the most dangerous groups (rogue states and terrorist organizations) and 
hostile states, such as Russia, not as a primary tool of trade policy and economic competition.
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Abstract

United Nations Security Council resolution 1540 (2004) established an international framework 
for the nonproliferation of Weapons of Mass Destruction (WMD) by non-state actors as well 
as a Committee tasked with carrying out activities in the areas of national implementation, 
international cooperation, assistance, and transparency and outreach. This article discusses 
the activities that took place up to and during the third Comprehensive Review of the resolution, 
as well as challenges to completing this cyclical process due to the coronavirus pandemic.

The article also discusses the adoption of resolution 2663 (2022) by the Security Council on 
November 30, 2022, once the Comprehensive Review had been completed by the 1540 Committee. 
The article reflects on how this resolution updates the 1540 nonproliferation framework for the 
next ten years.

1  Scott Spence has two decades of experience as a public international lawyer in supporting governments to 
join and implement an array of international legal instruments (treaties and other obligations), including 
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Introduction

This article highlights recent developments regarding United Nations Security Council 
resolution 1540 (2004), which established the principal international legal framework for the 
nonproliferation of Weapons of Mass Destruction (WMD). In particular, the article will discuss 
the delayed and challenging Comprehensive Review of the resolution, which was completed 
in 2022. The article will also discuss what comes next after the adoption of resolution 2663 
(2022), which extends the 1540 framework for an additional decade and reinforces existing 
elements of it while adding new ones and deemphasizing others.

The article briefly introduces resolution 1540, as well as the 1540 Committee and its Group of 
Experts responsible for implementing the resolution, for those who may not be familiar with 
this structure. This will be followed by a discussion of the procedural background leading up 
to the most recent Comprehensive Review of the implementation of UN Security Council 
resolution 1540, which took place during 2020 to 2022. The article then discusses the Security 
Council’s most recent resolution related to the 1540 nonproliferation regime, resolution 2663, 
adopted on November 30, 2022, and what can be expected in the coming decade.2 The article 
concludes with follow-up observations.

United Nations Security Council Resolution 1540 (2004)

Resolution 1540 was adopted by the UN Security Council nearly nineteen years ago as a response 
to the attacks on September 11, 2001 in the United States and alarm about the development of 
biological, chemical, and nuclear weapons programs with the active participation of non-state 
actors.3 The Security Council was particularly motivated to address this threat when a network 
run by Abdul Qadeer Khan, an engineer from Pakistan and educated in Europe, was uncovered 
as responsible for the illicit trafficking of nuclear material and technologies for decades to Iran, 
Libya, and North Korea to assist them with their nuclear weapons development programs.4

In adopting resolution 1540, the Security Council set about achieving several objectives 
including the following which are obligatory for all Member States:

2 The final report of the Comprehensive Review of resolution 1540 (2004), which informed the adoption 
of resolution 2663 (2022), was not available at the time of publication and will therefore be covered in a 
longer piece later this year.

3 United Nations Security Council Resolution 1540, S/RES/1540, New York, April 2004.

4 See, for example, “AQ Khan is Dead – Long Live the Proliferation Network” by Dr Aaron Arnold and Darya 
Dolzikova , RUSI, October 15, 2021, <https://rusi.org/explore-our-research/publications/commentary/aq-
khan-dead-long-live-proliferation-network>.

https://rusi.org/explore-our-research/publications/commentary/aq-khan-dead-long-live-proliferation-network
https://rusi.org/explore-our-research/publications/commentary/aq-khan-dead-long-live-proliferation-network
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• Preventing states from providing any form of support to non-state actors who 
attempt to develop, acquire, manufacture, possess, transport, transfer or use 
nuclear, chemical, or biological weapons and their means of delivery (operative 
paragraph 1 of the resolution); this directly addressed the threat posed by the 
A.Q. Khan network and others; 

• Requiring states to adopt and enforce laws to prohibit non-state actors to 
manufacture, acquire, possess, develop, transport, transfer, or use WMD, in 
particular for terrorist purposes as well as preparatory offences such as assisting 
and financing these activities (operative paragraph 2); this covered gaps in the 
existing multilateral frameworks for disarmament and nonproliferation; and

• Requiring states to take and enforce measures for domestic controls to prevent 
the proliferation of WMD and related materials including measures to account 
for and secure these items in production, use, storage, or transport (operative 
paragraph 3(a)), physical protection measures (operative paragraph 3(b)), 
border controls and law enforcement efforts to prevent the illicit trafficking 
and brokering in such items (operative paragraph 3(c)), and national export, re-
export, transit and transshipment controls over such items (operative paragraph 
3(d)); this also covered gaps in the existing multilateral frameworks for 
disarmament and non-proliferation.5

The Security Council also established a Committee under operative paragraph 4 of resolution 
1540 (2004) to carry out a number of activities in line with the objectives of the resolution. 
The Committee, commonly called the 1540 Committee, consists of permanent and rotating 
members of the Security Council. It is supported in its work by a group of nine consultants, also 
known as the Group of Experts. 

Procedural Background Leading to the 2020-2022 Comprehensive Review

The Security Council and its Committees operate on the basis of rules and procedures to organize 
their work and the 1540 Committee is no different. Moreover, the Council has kept abreast of 
the 1540 Committee’s work through annual reports and longer-term reviews, also known as 
Comprehensive Reviews. This section describes how the Committee went about complying 
with Security Council instructions and its own rules and procedures to carry out its activities 
from the second Comprehensive Review in 2016 (the first one took place in 2009) until the 
third one was completed in 2022, as it will give the reader some idea of the complexity of the 
Committee’s work and how this was exacerbated for more than two years by the coronavirus 
pandemic. 

In 2016, and at the direction of the Security Council under resolution 1977 (2011), 

5 “Related material” is the term used in resolution 1540 (2004) to cover … “materials, equipment and 
technology covered by relevant multilateral treaties and arrangements, or included on national control lists, 
which could be used for the design, development, production or use of nuclear, chemical and biological 
weapons and their means of delivery.”



operative paragraph 3, the 1540 Committee undertook a second Comprehensive Review of 
implementation of resolution 1540 (2004), which included the updating of national matrices 
for all 193 UN Member States; a number of events with states, international, regional and sub-
regional organizations, and civil society; and Open Consultations which took place on June 
20-22, 2016.6,7 The results of the Review were a report to the Security Council on the status 
of implementation of the resolution 1540 (2004) from April 2011 through April 2016 and the 
adoption of resolution 2325 (2016) by the Security Council on 15 December 2016.8,9 

Resolution 2325 (2016), which was informed by the results and recommendations of the 
Comprehensive Review, led the Security Council to request UN Member States to undertake 
a number of actions including the submission of first reports or additional reports (if they had 
already submitted one) on their implementation of resolution 1540 (2004), the development 
of voluntary national implementation action plans, the designation of points of contact for the 
Committee, the taking into account of developments in science and technology, the controlling 
of access to intangible transfers of technology, and the development of national control lists. 
The Committee for its part was requested inter alia to consider developments in science and 
technology, consider the specificities of states in their implementation of resolution 1540 (2004), 
visit states at their request to continue dialogue on resolution 1540 (2004), match assistance 
requests with offers of assistance, and organize and participate in outreach events.10 Further to 
operative paragraph 2 of resolution 2325 (2016), annual Programs of Work were adopted by 
the Committee based on these objectives from February 1, 2017 through January 31, 2021, 
although no Programs were agreed by the Committee for 2021 and 2022.11

The coronavirus pandemic began to complicate the activities of the Committee and its Group of 
Experts in early 2020, including those related to the next Comprehensive Review which were 
scheduled to be completed before April 2021 as requested by the Security Council in operative 
paragraph 3 of resolution 1977 (2011). On August 27, 2020, the Chair of the 1540 Committee 
at the time, Ambassador Dian Triansyah Djani, informed the President of the Security Council 
that activities related to the Comprehensive Review would be delayed until 2021 except for 
the updating of the national matrices, which was already underway at the time by the Group of 

6 The matrices are the primary tool used by the Committee to organise information from states on how 
they are implementing resolution 1540 (2004). They are updated on a cyclical basis, normally as part 
of a Comprehensive Review process, <https://www.un.org/en/sc/1540/national-implementation/1540-
matrices/committee-approved-matrices.shtml>.

7 “Final document on the 2016 Comprehensive Review of the Status of Implementation of Resolution 1540 
(2004),” 1540 Committee, <https://www.un.org/en/sc/1540/comprehensive-and-annual-reviews/2016-
comprehensive-review.shtml>.

8 Ibid.

9 United Nations Security Council Resolution 2325, S/RES/2325 (2016), New York, December 2016.

10 Ibid.

11 “Programme of Work,” 1540 Committee, <https://www.un.org/en/sc/1540/about-1540-committee/
programme-of-work.shtml>.
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Experts, or other activities which could be carried out online.12

In 2021, the mandate of the Committee and its supporting Group of Experts was due to end on 
April 25 under operative paragraph 2 of resolution 1977 (2011). However, the Security Council 
gave the Committee more time to complete the Comprehensive Review by adopting resolution 
2572 (2021) on April 22, 2021, which extended the mandate of the Committee and the Group 
of Experts through February 28, 2022 (also known as a technical rollover).13 The Committee 
had already approved all 193 national matrices which were updated by the Group of Experts 
in 2020 and posted them on the Committee’s website in December of that year.14 However, the 
coronavirus pandemic continued to complicate efforts to conduct other outstanding activities 
related to the Comprehensive Review in 2021 and early 2022, especially Open Consultations 
which some Committee members were committed to holding in person. This proved impossible 
due to UN restrictions on conferences in the Secretariat building in New York, remote working 
arrangements for key personnel, and building closures after the Omicron outbreak in late 
December 2021. Accordingly, the Security Council extended the mandate of the Committee 
once more through 30 November 30, 2022, by way of another technical rollover in resolution 
2622 (2022) which was adopted on February 25, 2022. 

From March through November 2022, the Committee had no time to waste. With the eventual 
easing of restrictions on in-person meetings, the Committee and its Working Groups, under the 
stewardship of Mexico as Chair of the Committee, held several meetings to discuss progress on 
the remaining activities of the Comprehensive Review. These included the Open Consultations 
which were ultimately scheduled to take place from May 31 to June 2 at UN Headquarters.15 
The Committee also managed to succeed in adopting a report on the Comprehensive Review 
on November 29 and the Security Council adopted resolution 2663 (2022) on November 30, 
which extended the mandate of the Committee and its Group of Experts for an additional 
decade.

What Lies Ahead for the 1540 Nonproliferation Regime?

After the Committee adopted its report on November 29, 2022, the Security Council 
unanimously adopted resolution 2663 (2022) the next day, which coincided with the last day 
of the second extended mandate for the Committee and its Group of Experts. We learn from 
the online publication Security Council Report that, as with negotiation of the final report, 
progress towards the adoption of a new resolution to renew the mandate of the Committee 

12 “Letter dated 27 August 2020 from the Chair of the Security Council Committee Established Pursuant to 
Resolution 1540 (2004) Addressed to the President of the Security Council S/2020/847, August 27, 2020,” 
<https://documents-dds-ny.un.org/doc/UNDOC/GEN/N20/223/53/PDF/N2022353.pdf?OpenElement>.

13 United Nations Security Council Resolution 2572, S/RES/2572 (2021), April 2021.

14 Ultimately, 190 states consented to their matrices being posted on the Committee’s website.

15 The Committee has four Working Groups focused on Monitoring and National Implementation (Working 
Group 1), Assistance (Working Group 2), Cooperation with international organisations including the 
Security Council’s 1267 and 1373 Committees (Working Group 3), and Transparency and Outreach 
(Working Group 4).  
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and its Group of Experts was fraught and the outcome was uncertain.16 As penholder, Mexico 
circulated the first draft of a new resolution on November 14, which was subsequently revised 
three times before being placed under silence procedure on 28 November.17,18 Russia broke 
silence to oppose an annex about the roles and responsibilities of the Group of Experts and an 
operative paragraph about the participation of women in the activities of the 1540 Committee.19 

Two competing drafts were subsequently placed in blue by Mexico and Russia on November 
29.20 Mexico’s draft omitted the annex on the Group of Experts and replaced it with an 
operative paragraph calling for a review of its internal guidelines as they relate to the experts 
by April 30, 2023 and altered the operative paragraph about women by changing “urging” to 
“encouraging.” 21 Russia’s draft simply renewed the mandate of the Committee and its Group 
of Experts with no new substantive changes.22 Consensus was only reached when the paragraph 
about women’s participation in the activities of the 1540 Committee became a preambular 
paragraph in Mexico’s revised draft in blue and Russia withdrew its own.23 

Resolution 2663 (2022), which borrows elements from previous resolutions, especially 
resolutions 1977 (2011) and 2325 (2016), while adding a few new ideas, extends the mandate 
of the Committee and its Group of Experts through November 30, 2032 (operative paragraphs 
2 and 5) and instructs the Committee to carry out a number of activities and achieve certain 
objectives. The remainder of this section highlights a few preambular and operative paragraphs 
of the resolution that are interesting because they add new ideas or diverge from previous 
resolutions, which signals political shifts that have occurred in the Committee in the six and 
eleven years, respectively, since resolutions 2325 (2016) and 1977 (2011) were adopted.

In preambular paragraph 4 of resolution 2663, the Security Council expresses grave concern 
posed by the threat of illicit trafficking of WMD and related materials covered in a number of 
multilateral treaties. It has now included materials listed in national control lists, which it had 

16 “Nonproliferation: Today’s Vote on the 1540 Committee’s Mandate Renewal,” in Security Council Report: 
What’s in Blue, November 30, 2022, <https://www.securitycouncilreport.org/whatsinblue/2022/11/non-
proliferation-todays-vote-on-the-1540-committees-mandate-renewal.php?print=true>.

17 Under silence procedure, members of the Security Council are given a set period to consider a draft 
resolution. If a member breaks silence to object to elements of it, this triggers further negotiations. If the 
silence period ends without being broken, the draft is agreed for the next step which is approval of the final 
text by the Council.

18 “Nonproliferation: Today’s Vote on the 1540 Committee’s Mandate Renewal,” in Security Council Report: 
What’s in Blue, November 30, 2022, <https://www.securitycouncilreport.org/whatsinblue/2022/11/non-
proliferation-todays-vote-on-the-1540-committees-mandate-renewal.php?print=true>.

19 Ibid.

20 A draft resolution in blue signifies that the negotiation of it is nearly finished. In this case, the draft is 
printed in blue ink. A final, adopted resolution is printed in black ink.

21 “Nonproliferation: Today’s Vote on the 1540 Committee’s Mandate Renewal,” in Security Council Report: 
What’s in Blue, November 30, 2022, <https://www.securitycouncilreport.org/whatsinblue/2022/11/non-
proliferation-todays-vote-on-the-1540-committees-mandate-renewal.php?print=true>.

22 Ibid.

23 Ibid.
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not done in resolution 1977 (2011) nor in a preambular paragraph in 2325 (2016). This would 
signal that the Council has recognized that many states have adopted national control lists and 
are using them as one tool in their nonproliferation toolbox. 

In preambular paragraph 11, the Council highlights the importance of visits to states including 
joint ones with “other Security Council Committees.” One can safely assume that the Committee 
is referring to the 1267 and 1373 Committees on ISIL (Da’esh) and Al-Qaeda and Counter-
Terrorism, respectively (and this is confirmed in operative paragraph 22). Nevertheless, it is 
curious that these Committee names were removed and that this is included in a preambular 
paragraph. This could, of course, be the result of difficult discussions on the role of the 1540 
Committee vis-à-vis these other Committees, especially when it comes to joint visits to states. 
In other words, joint visits will still be encouraged but there is ambiguity about who they will 
be with until operative paragraph 22.

In preambular paragraph 12, the Council has called on the 1540 Committee to improve its 
assistance mechanism so that assistance to states is “effective, timely, and tailored, and … meets 
their needs.” The Council has combined the concepts of effective, timely, and meeting needs 
from resolutions 1977 and 2325, and has added the new notion of “tailored.” In light of how 
sub-optimally the assistance mechanism has been functioning since the last Comprehensive 
Review, this paragraph would appear to be the Council’s way of suggesting to the Committee 
that it must improve its assistance mechanism and meet states where they are with 1540 
implementation.

In preambular paragraph 13, the Council “notes” the importance of technical reference 
guidance for states, presumably on 1540 implementation which is not specified. This was also 
called for in operative paragraph 12 of resolution 1977; however, efforts by the Committee to 
produce such guidance (or a guide as it was called in resolution 1977 (2011)) have so far been 
unsuccessful.24 States benefit greatly from implementation guides, such as those produced by 
various international organizations (IAEA, OPCW) and civil society organizations such as 
VERTIC.25,26,27

It is encouraging that preambular paragraph 17 has been included in the resolution, in which 
the Security Council acknowledges the regional coordinators who have been appointed by 
the Organization for American States (OAS), the Organization for Security and Cooperation 
in Europe (OSCE), and the UN Office for Disarmament Affairs (UNODA), however without 
explicitly naming these organizations. In resolutions 1977 and 2325, the Council called upon 

24 “Technical Reference Guide,” 1540 Committee, <https://www.un.org/en/sc/1540/national-implementation/
technical-reference-guide.shtml>. The reader will note that there is no guide or guidance provided on this 
page.

25 “Legislative Assistance,” International Atomic Energy Agency (IAEA), <https://www.iaea.org/services/
legislative-assistance>.

26 “Model Implemeting Legislation,” Organization for the Prohibition of Chemical Weapons (OPCW), 
<https://www.opcw.org/resources/national-implementation/model-implementing-legislation>.

27 Legislation Drafting Tools, VERTIC, <https://www.vertic.org/programmes/nim/un-security-council-
resolution-1540/legislation-drafting-tools/>.
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such coordinators to be appointed so clearly this request has been heeded, funded, and is 
achieving results. 

Preambular paragraph 19 on the meaningful participation of women in the 1540 Committee’s 
activities is also an encouraging development despite it having been changed from an operative 
to a preambular paragraph in earlier drafts, as discussed previously. Despite general opposition 
from Russia on considerations of gender in Security Council deliberations, this new paragraph 
reflects a political shift that has been well underway since the Security Council adopted 
resolution 1325 (2000) on women, peace, and security over two decades ago.

Moving to the operative paragraphs, the Council has directed the Committee in operative 
paragraph 5 to “…review its internal guidelines on matters regarding its Group of Experts by 30 
April 2023.” This is compromise language after Russia objected to an Annex to resolution 2663 
(2022) which would have clearly and transparently laid out the Experts’ roles and responsibilities. 
This review will nevertheless be an opportunity for the Committee to also examine the Experts’ 
status as consultants subject to a UN administrative instruction on consultants as well as the 
“Guidelines for the Recruitment and Administration of Consultants Serving as Experts on 
Groups and Panels, Including the Office of the Ombudsperson, Established by the Security 
Council.”28,29 The latter Guidelines are of dubious legality as they were not promulgated as an 
administrative instruction under the UN’s “Procedures for the Promulgation of Administrative 
Issuances.”30 They provide some benefits to experts that are not available to other consultants, 
such as three weeks of paid “authorized absence” and contracts for up to 60 months without 
a break. On the other hand, experts do not receive, for example, staff benefits such as post 
adjustment, paid sick leave, UN health insurance, education grants, or moving expenses and 
are not integrated into the UN pension scheme. Accordingly, in addition to a review of its 
internal guidelines with an analysis of the roles and responsibilities of the Experts, it would be 
advisable for the Committee to review the Experts’ status and entitlements as hybrid personnel 
working in the UN system.

In operative paragraph 10, the Council has removed language in relation to “specificity” that 
was included in resolution 2325 (2016), namely, the Council had “urged” the Committee to 
take into account states’ “ability to manufacture and export related materials.”31 In resolution 
2663 (2022), on the other hand, the importance of “tailored dialogue and engagement…that 
recognizes specificity of states with regard to implementation and reporting…and to improve 
the development of customized assistance for effective implementation of resolution 1540 
(2004)” is merely stressed. This is rather surprising as there were open consultations on the 
topic in October 2019 as well as a working paper and, in paragraph 43 of the 2016 report of the 
Comprehensive Review, the Committee states that “…it is important to bear in mind that there 
are variations in [states’] economic and industrial capacities. For instance, many states do not 

28 “Administrative Instructions: Consultants and Indiviual Contractors,” United Nations Secretariat, ST/
AI/2013/4, December 19, 2013.

29 This document was issued by the UN’s Office of Human Resources in 2014 and is not publicly available.

30 Procedures for the Promulgation of Administrative Issuances, ST/SGB/2009/4, December 18, 2009.

31 United Nations Security Council Resolution 2325, S/RES/2325 (2016), New York, December 2016, 
operative paragraph 11.
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have or intend to acquire nuclear materials.”32 It will remain to be seen how the Committee will 
handle the differing states’ circumstances for the implementation of resolution 1540 (2004) 
now that the importance of specificity is stressed but instructions to the Committee and its 
Group of Experts for how to go about implementing this are wanting.

Operative paragraph 13 is tied to preambular paragraph 13, which is discussed above, and 
derives from operative paragraph 12 of resolution 1977 (2011). Paragraph 12 was relatively 
straightforward as the Committee, with the assistance of its Group of Experts, was to (i) develop a 
compilation of effective practices, templates, and guidance and (ii) prepare a technical reference 
guide on implementation of resolution 1540 (2004). Though work was done on (i) and (ii), 
neither product received Committee approval. In the new paragraph 13, it is unclear what the 
Council has requested the Committee to do. Develop technical reference guides (plural) and 
then “review” their own guides? How will the guides be produced “through” implementation 
guidelines? Are these implementation guidelines the ones developed, for example, by the 
IAEA, OPCW and civil society organizations such as VERTIC? The paragraph is regrettably 
confusing, and it seems likely that no more progress on a straightforward compilation of best 
practices or a technical reference guide to implement resolution 1540 (2004) will be achieved 
than heretofore.

Operative paragraphs 14 and 15 are near replicas of paragraphs 7 and 8 in resolution 2325 
(2016) on rapid advances in science and technology. It is regrettable that with the sheer rate 
of change in science and technology since the adoption of resolutions 1540 (2004) and 2325 
(2016) 18 and six years ago, respectively, there are no references in these paragraphs to such 
developments as synthetic biology and genomics, artificial intelligence, nanotechnology, 
quantum computing, autonomous robotics and vehicles, cybersecurity, blockchain (also known 
as distributed ledger technology), 3D printing, etc., and their associated proliferation risks. 

It is also concerning that there has only been one dedicated event on emerging technology since 
the last Comprehensive Review in 2016: a side event of the First Committee in October 2018 
on “Challenges for the Governance of Synthetic Biology and Implications for UN Security 
Council 1540 (2004),” which was hosted by the Permanent Missions of Bolivia and Sweden. 
The resolution 1540 nonproliferation regime risks obsolescence in this area if it does not truly 
take into account rapid advances in science and technology with working papers and events 
dedicated to this endeavor.

Operative paragraph 17 is tied to preambular paragraph 12 and is particularly encouraging 
as the Council has recognized that the assistance matchmaking function needs improvement. 
It has provided tools to the Committee to achieve this through periodic review of the “role, 
efficiency and effectiveness” of the matchmaking mechanism and the status of requests and 
offers of assistance. This may ultimately lead to an even more streamlined (and transparent) 
process and enhanced level of accountability for the internal paper flows and other mechanics 
that underlie the Committee’s matchmaking process. In paragraph 19, the Council urges the 
Committee to take an all-hands-on deck approach to assistance requests by making its expertise 

32 “Final document on the 2016 Comprehensive Review of the Status of Implementation of Resolution 1540 
(2004),” 1540 Committee, <https://www.un.org/en/sc/1540/comprehensive-and-annual-reviews/2016-
comprehensive-review.shtml>.
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“fully available,” providing “dedicated workshops” including for the preparation of requests 
for assistance, and ensuring that assistance requests are “better fulfilled in line with the specific 
needs of Member States.” In paragraph 20, the Council encourages assistance requesters and 
providers to provide feedback on how the matchmaking process is functioning. This explicit 
encouragement strengthens a layer of accountability that exists in the Committee’s procedures 
but is woefully underutilized by states. In paragraph 21, the concept of regional assistance 
conferences has now been expanded to include international conferences, which may expand 
the scope and type of assistance that can be matched more effectively across and not just within 
regions.

Operative paragraph 24 is a welcome development as the Council encourages the 1540 
Committee and the Group of Experts to develop a multi-year program of outreach to states, 
which may have more impact than the ad hoc approach that has been the Committee’s modus 
operandi and which has relied largely on informal channels of communication and a lengthy 
process of engagement with a state. The Committee should draw on its experience during the 
coronavirus pandemic by building virtual and hybrid capabilities into this multi-year program 
and reconsider its curious reluctance to leverage social media to engage a larger audience of 
international and national officials during its outreach.

In operative paragraph 26, the Security Council has become more specific about the briefings 
it would like the Committee to give to states and international, regional, and subregional 
organizations, and what they can bring to the Committee in return. Resolutions 1977 (2011) 
and 2325 (2016) only required the Committee to “conduct regular meetings open to all 
Member States on the Committee’s and group’s activities,” in operative paragraphs 20 and 28, 
respectively. The Council would now like to see: “a summary of activities of the Committee on 
all aspects of resolution 1540 (2004), including those undertaken on the Committee’s behalf by 
its Group of Experts, including on assistance matters; “an opportunity to Member States and 
international, regional, and subregional organizations to present their offers of assistance;” and 
“an opportunity to Member States to voluntarily share their experiences, lessons learned and 
best practices regarding implementation.” If implemented effectively and regularly, this could 
have collateral benefits for the transparency of the Committee’s activities and for the assistance 
matchmaking process for which there are new measures intended to improve it as described 
above.  

Finally, in operative paragraph 29, the Council has recognized that its requests for inter alia 
improvement to the assistance matchmaking mechanism and for a multi-year program of 
outreach will need adequate resourcing. It has also pointedly included the need for adequate 
resourcing for “correspondence and other communications.” As noted above, paper flows and 
internal mechanics play a critical role in the assistance matchmaking mechanism, but they have 
not always functioned optimally. Hopefully, this instruction to the Secretary-General on behalf 
of the 1540 Support Team will remedy this.

Conclusion

Resolution 2663 (2022), the result of a difficult and delayed Comprehensive Review process, 
is not perfect; no Security Council resolution ever is. They are the products of shifting politics, 
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national interests, and internal debates which the public will never learn about. Nevertheless, 
the Council has set new parameters for how the Committee is to implement the 1540 framework 
for the next decade, which is no small accomplishment in the current multilateral environment. 
It has instructed the Committee to make improvements to the assistance matchmaking process, 
develop a multi-year program of outreach and hold more transparent and organized briefings 
about its work. It has also explicitly called for the meaningful participation of women in its 
processes for the first time. It will be important for the Committee to continue to have an 
engaged Chair to ensure that these objectives, and others in the preambular and operative 
paragraphs discussed above, are fully met. At the same time, the Council has not included 
more robust instructions on how to address advanced developments in science and technology 
and the specificity of states’ circumstances, the development of technical guidance for states 
on implementing the resolution, and the roles and responsibilities of its supporting Group of 
Experts. 

It therefore remains to be seen what the impact of resolution 2663 (2022) and the Committee’s 
new instructions will be and what it will mean for non-proliferation efforts in general. For 
example, will the Committee overhaul its assistance mechanism or will states largely ignore the 
assistance matchmaking process if its mechanics do not improve? Will the Committee explore 
the impact of rapid technological and scientific developments on WMD proliferation, or will 
this be done in other fora thereby shifting attention away from the Committee? The answers are 
in the hands of the Committee and, to a lesser extent, its Group of Experts whose influence has 
been waning for some time due in no small part to Russia’s cramped interpretation of their role 
and responsibilities.33 International and regional organizations and civil society can also make 
a contribution but only if their efforts are fully recognized and embraced. 

33 The Committee also faces a reduction in personnel in the next couple of months with the departure of five 
Experts, leaving only three until six new Experts are contracted, a lengthy political and administrative 
process.
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Abstract

Strategic competition between the United States and China may be a defining feature of the 
21st century. This article examines the implications of strategic competition, as well as of 
Russia’s invasion of Ukraine, for export controls and the export control landscape as it exists 
at the start of 2023. To facilitate this examination, the article explores the objectives of export 
controls since the 20th century World Wars and identifies six main purposes of controls. These 
purposes are then used as the basis of an examination of how export controls are currently 
used, including how they are beginning to be used in relation to strategic competition, and how 
they should evolve such that they can be effective in addressing each of the purposes of controls 
that are identified. 

Building on this analysis, the article also argues that the current multilateral export control 
regime is important to maintain to address some, but not all, of the challenges that export 
controls face in the current security context. As such, additional multilateral control mechanisms 
are required to fill the gaps in current multilateral export controls. Additionally, the article 
identifies measures that all countries should put in place to better manage strategic trade in the 
current security environment at the national level. 
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Introduction

The export control landscape is currently tumultuous. The main multilateral export control 
regimes largely stagnated during the COVID-19 period because of the difficulty of meeting 
in person. In parallel, the world has changed as Russia’s invasion of Ukraine makes plain. 
Overnight, novel export control measures were leveraged against Russia as a form of sanction 
to choke the Russian defense complex.1 But it is not only in relation to Russia that the landscape 
has changed. The rise of a geostrategically competitive China has resulted in the United States 
taking significant action to curb exports of strategic goods to China that could be used by its 
military and strategic programs. U.S. measures have recently been implemented that extend 
even to safeguarding technical leadership vis-à-vis China in fields like semiconductors, as new 
controls announced on October 7, 2022 demonstrate.2

In parallel, evidence has come to light of both Russia and China’s reliance on U.S. or Western 
goods, software, and technology. Research has shown that Russia’s missiles largely use 
Western-origin electronics. China’s hypersonic missile program has benefited from U.S. and 
Western origin software.3 These specific cases are likely to be the tip of the iceberg; the nature 
of globalized supply chains means that both Russia and China’s military and strategic sectors 
are deeply reliant on and well-fed by Western supply chains despite the best efforts of the 
export control community. Additionally, cyber intrusion has emerged as a prevailing threat to 
export controls through the theft of export-controlled technology, with both Russia and China 
being active players in the cyberespionage scene.

Export controls are an important yet understudied instrument of international peace and security. 
From the 20th century World Wars to the Cold War, from responding to Iraq’s Weapons of Mass 
Destruction (WMD) program to preventing terrorists from obtaining nuclear weapons, and 
from responding to Russia’s invasion of Ukraine to responding to China’s rise as a rival of the 
United States, export controls have been a go-to tool for policymakers. Indeed, the most recent 
U.S. National Security Strategy issued in October 2022 makes repeated mention of the role 
and importance of export controls.4 It is not only the United States that has increased reliance 

1 “Commerce Implements Sweeping Restrictions on Exports to Russia in Response to Further Invasion 
of Ukraine”, Department of Commerce, Feb 24, 2022, <https://www.commerce.gov/news/press-
releases/2022/02/commerce-implements-sweeping-restrictions-exports-russia-response>.

2 The following two references taken together address this point. See “Remarks by National 
Security Advisor Jake Sullivan at the Special Competitive Studies Project Global Emerging 
Technologies Summit”, September 16, 2023, <https://www.whitehouse.gov/briefing-room/speeches-
remarks/2022/09/16/remarks-by-national-security-advisor-jake-sullivan-at-the-special-competitive-
studies-project-global-emerging-technologies-summit/> and “Commerce Implements New Export 
Controls on Advanced Computing and Semiconductor Manufacturing Items to the People’s Republic 
of China (PRC)”, Department of Commerce, October 7, 2022, <https://www.bis.doc.gov/index.php/
documents/about-bis/newsroom/press-releases/3158-2022-10-07-bis-press-release-advanced-computing-
and-semiconductor-manufacturing-controls-final/file>.

3 “American Technology Boosts China’s Hypersonic Missile Program,” The Washington Post, October 
17, 2022, <https://www.washingtonpost.com/national-security/2022/10/17/china-hypersonic-missiles-
american-technology/>.

4 National Security Strategy, The White House, October 2022, <https://www.whitehouse.gov/wp-content/
uploads/2022/10/Biden-Harris-Administrations-National-Security-Strategy-10.2022.pdf>.
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on export controls, but also China. China adopted its first criminal export control law in 2021 
and has launched new initiatives at the United Nations concerning export controls.5 These 
initiatives, which are examined in this article, are Chinese counter initiatives to U.S. export 
controls which it feels are directed against it in an era of strategic competition.

In this context, there is a need for a holistic analysis of how the export control landscape 
is affected by these developments and how export controls should evolve. Are the existing 
export control regimes capable of coordinating controls to address the current perceived 
security challenges or are new regimes required? Are new or additional measures required at 
the national level, and if so, what should they be? What should controls on so-called emerging 
technologies look like and how should they be coordinated internationally? There are several 
academic and practitioner-orientated articles focused on these questions. In relation to emerging 
technologies, several articles and reports have focused on the type of export controls that should 
be controlled and how these controls could operate in practice; other literature has sought to 
examine the challenges associated with subjecting emerging technologies to export controls; 
other literature again has examined the ability of the multilateral export control regimes 
to evolve to meet current security challenges, concluding that the nature of these regimes, 
including their informal, consensus-driven nature, together with a lack of high-level political 
support, limits their ability to respond to current security challenges; other still have focused on 
examining the nature of emerging technologies and how trusted communities may be created 
on a multilateral basis to manage them.6,7,8,9

This article seeks to complement existing research by undertaking a holistic analysis of the 
purposes for which export controls are implemented and examining the extent to which current 
measures satisfy these purposes. The article is largely an analysis of contemporary issues and 
secondary sources, but it does benefit from a small number of practitioner interviews and 
the author’s participation in the open consultations for the United Nations Security Council 
resolution 1540 Committee’s Comprehensive Review in 2022. 

The article first sets out what factors are driving change in the export control landscape at 
present by examining the purposes for export controls. The article then builds on this to 
examine the multilateral export control regimes and then, in turn, examines what may need 

5 “Full Text: China’s Export Controls,” The State Council, The People’s Republic of China, <https://
english.www.gov.cn/archive/whitepaper/202112/29/content_WS61cc01b8c6d09c94e48a2df0.html>.

6 See for example, Ian J Stewart, “Export Control and Emerging Technology Control in an Era of 
Strategic Competition,” James Martin Center for Nonproliferation Studies, March 8, 2022, <https://
nonproliferation.org/export-control-and-emerging-technology-control-in-an-era-of-strategic-
competition/>.

7 Kolja Brockmann, “Drafting, Implementing, and Complying with Export Controls: The Challenge 
Presented by Emerging Technologies,” Strategic Trade Review, Volume 4, Issue 6 (Spring/Summer 
2018).

8 Michael Beck and Scott Jones, “The Once and Future Multilateral Export Control Regimes: Innovate or 
Die”, Strategic Trade Review, Volume 5, Issue 8 (Winter/Spring 2019).

9 Brigitte Dekker and Maaike Okana-Heikams, “Emerging Technologies and Competition in the Fourth 
Industrial Revolution: The Need for New Approaches to Export Control”, Strategic Trade Review, 
Volume 6, Issue 9 (Winter/Spring 2020).
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to change at the national level. Finally, consideration is given to how best to coordinate novel 
controls including on emerging technologies. The paper concludes that the existing export 
regimes should continue to provide the backbone of multilateral export controls but that new 
regimes and additional measures at the national level are required for export controls to meet 
current security challenges. 

The Purpose of Export Controls 

There are at least six purposes for which export controls have been implemented in modern 
history, as will be examined in this section. Before examining them, it is helpful to introduce 
factors that will aid in their analysis. These factors are not intended to provide absolute 
comparative criteria. Instead, they are intended to highlight certain distinctions between the 
purposes of export controls. These factors are whether the controls are thematic in nature or 
whether they are targeted; whether they target specific countries or groups of countries; and the 
nature of international trade at the time.10 

The Six Purposes of Export Controls 

Wartime controls: The purpose of these controls is both to prevent an enemy from benefiting 
from the country’s technical base and to steward the country’s resources. Such controls 
place a priority on security over economic considerations. For example, during the 
First World War, the United Kingdom adopted the “Navicert” system whose purpose 
was to prevent shipments to enemies and to minimize the risk of diversion of goods 
through neutral countries.11 The U.S. also adopted a “Trading with the Enemy” act 
which expressly forbade trade with enemies unless authorized by a license.12

Delineating trade with an adversary: During the Cold War, Western countries implemented 
the Coordinating Committee for Multilateral Export Controls (COCOM) regime which 
is generally understood to have been a technology denial regime aimed at ensuring 
western technology could not aid the Soviet Union from a strategic or military 
perspective. COCOM existed for nearly four decades from the 1950s to the 1990s and 
its nature and purpose did vary over time. While it generally reflected the principles of 
wartime controls and often did act as a technology denial regime, oftentimes the scope 
of COCOM was such that trade that could be deemed non-military or non-strategic 
could go ahead.13 

10 This last point is intended to get at how trade has changed over time. During the Cold War trade was 
largely within bloc rather than inter-bloc. More recently, globalization has meant trade is global in scope. 
Furthermore, the rise of the internet in recent decades has meant that trade in services and technology is as 
important as trade in goods. 

11 H. Ritchie, The “Navicert” System During the World War, (Washington: Carnegie, 1938). 

12 Trading with the Enemy, 50 U.S.C Ch. 53, <https://uscode.house.gov/view.xhtml?path=/prelim@title50/
chapter53&edition=prelim>.

13 “The Origins of COCOM: Lessons for Contemporary Proliferation Control Regimes,” Henry L Stimson 
Center, John H. Henshaw, May 1993, <https://www.files.ethz.ch/isn/105597/Report7.pdf>.
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WMD proliferation controls: From the 1970s through the 1990s, states saw common cause 
in preventing WMD proliferation with regimes being introduced to serve different 
aspects of this purpose. It was in this period that the five multilateral export control 
regimes emerged: the Zangger Committee, the Nuclear Suppliers Group (NSG), the 
Australia Group, the Missile Technology Control Regime (MTCR), and the Wassenaar 
Arrangement. Of the purposes examined in this section, their primary purpose relates to 
WMD nonproliferation, except for the Wassenaar Arrangement, which also deals with 
military items.

United Nations Security Council resolution 1540-based controls: in the early 2000s, the 
United Nations Security Council adopted a binding resolution under chapter VII of 
the UN Charter that requires all UN Member States to implement export controls and 
other measures to prevent proliferation from and through non-state actors.14 The driver 
for this was twofold: a global nuclear technology proliferation network and the 9/11 
attacks, which increased concern about the possibility that terrorists could use WMD. 
Resolution 1540 requires all states to implement export controls including several 
specific provisions, but its scope is specifically limited to non-state actors and WMD. 
Many states have implemented export controls based on the requirements of resolution 
1540. But those that do so in order to narrowly meet the requirements of the resolution 
would not have a well-rounded system of control that addresses other export control 
needs. There is a strong complementarity between resolution 1540 and the WMD-
related export control regimes detailed in the previous bullet point, although there is no 
formal linkage between these measures. 

Human security export controls: This category of controls is also relatively new and thus 
their scope is still emerging.15 Given this, providing a definition or scope is challenging. 
The European Union (EU) has been a key actor in adopting such export controls, with 
the EU’s new export control regulation adopted in 2021 containing measures including 
a new list of technology end-use controls.16 The focus of this new EU approach is 
largely on ensuring that cybersurveillance technology exported from the EU is not used 
to repress populations. However, the scope of human rights-based controls is broader, 
with the EU also long maintaining a regulation on the export of equipment for torture, 
for example.17 Human security has also been adopted as part of the licensing criteria of 

14 For a history and overview of resolution 1540, see Daniel Salisbury, Ian J. Stewart, Andrea Viski eds., 
Preventing the Proliferation of WMDs: Measuring the Success of UN Security Council Resolution 1540 
(Springer International Publishing, 2018).

15 Machiko Kanetake, “The EU’s Export Control of Cyber Surveillance Technology: Human Rights 
Approaches,” Business and Human Rights Journal, Vol. 4, No. 1, pp. 155-162, doi:10.1017/bhj.2018.18.

16 Council Regulation (EC) No. 821/2021 of 20 May 2021 Setting up a Community Regime for the Control
	 of	Exports,	Transfer,	Brokering	and	Transit	of	Dual-use	Items	(recast),	Official	Journal	of	the	European	

Union, <https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2021:206:FULL&from=EN>.

17 Council Regulation of the European Parliament and of the Council of January 16, 2019 Concerning Trade 
in Certain Goods which Could be Used for Capital Punishment, Torture, or Other Cruel, Inhuman, or 
Degrading Treatment or Punishment, (EU) 2019/125P, Official Journal of the European Union, <https://
eur-lex.europa.eu/EN/legal-content/summary/eu-ban-on-trade-in-instruments-of-torture.html>.
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the United States, European Union, and United Kingdom. 

Strategic competition controls: This category of controls is a more recent development and 
is the primary focus of this paper. It comes particularly in the context of U.S. efforts to 
manage what U.S. officials often call the “malign state” actor threat.18 It is somewhat ill-
defined as it could be used in the context of both the perceived China challenge and the 
Russia challenge even though these cases differ particularly given Russia’s invasion of 
Ukraine. One primary difference is that the China challenge involves trying to balance 
trade and security interests whereas, at present at least, most Western trade with Russia 
has ceased or been greatly limited by the effect of sanctions. The scope of these controls 
is also still in development. The U.S. has taken unliteral action and has encouraged 
other countries to take action. However, so far, no overarching multilateral approach 
has emerged. This category has a strong overlap with those detailed in the second bullet 
point above. One reason for treating these categories as distinct is that controls in the 
Cold War era were dominated by COCOM. COCOM was a very specific mechanism 
that, among other features, gave all participating countries a veto over the trade of 
others. It is difficult to foresee anything like this being introduced today. A key reason 
for this is that COCOM predated globalization (and indeed was introduced shortly after 
World War Two when trade had already been heavily restricted). With globalization and 
the digitization of the economy, today’s landscape seems fundamentally different from 
the landscape that existed during the COCOM period. 

Strategic Competition Controls 

Examining the purposes of controls in this way highlights the overlaps and differences 
associated with the purposes of controls. But where do strategic competition controls fit into 
this picture? In essence, it is argued that they most closely resemble wartime or COCOM-like 
controls aimed at adversaries, albeit while leveraging thematic-like controls targeting very 
specific sectors. This section informs this argument. 

Wartime and COCOM controls generally focused on targeted countries. This included the Axis 
allies in World War Two and the Soviet bloc in the COCOM era. Thematic controls tend to 
focus on end-uses and end-users of concern. WMD controls have tended to focus on end-uses 
and end-users of concern in specific countries like Iran and North Korea (and earlier in India 
and Pakistan), but the principle of these controls is that they target the technologies relevant to 
the programs of concern and their misuse rather than the country as a whole. Human security 
export controls are new but appear to follow a similar pattern. For example, as implemented in 
the EU, they target specific technology and specific end-uses rather than countries as a whole.19 

18 “Covert,	Coercive,	and	Corrupting:	Countering	the	Chinese	Communist	Party’s	Malign	Influence	in	Free	
Societies:	Remarks	by	David	R.	Stillwell,	Assistant	Secretary,	Bureau	of	East	Asian	and	Pacific	Affairs,”	
State Department, October 30, 2020, <https://2017-2021.state.gov/covert-coercive-and-corrupting-
countering-the-chinese-communist-partys-malign-influence-in-free-societies/index.html>.

19 Council Regulation (EC) No. 821/2021 of 20 May 2021 Setting up a Community Regime for the Control
	 of	Exports,	Transfer,	Brokering	and	Transit	of	Dual-use	Items	(recast),	Official	Journal	of	the	European	

Union, <https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2021:206:FULL&from=EN>.
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The final category of note is sectoral controls. However, what is meant by sectoral controls must 
be carefully delineated from sectoral controls that have been adopted as part of sanctions rather 
than an export control system. For example, there were times during the Cold War when the 
U.S. and its allies imposed restrictions on the export of oil and gas development infrastructure 
to the Soviet Union.20 Additionally, broad economic sanctions including sectoral sanctions were 
adopted by the UN and by individual states in response to the nuclear and missile developments 
of Iran and North Korea.21

The sectoral measures being adopted by the United States as a result of strategic competition 
with China should be viewed as distinct from such measures even though they do appear at first 
glance to be similar. A key distinction is that the premise of U.S. controls on semiconductors is 
that China is seeking to leverage its semiconductor sector in its military and strategic programs 
as part of China’s so-called Military Civil Fusion (MCF) strategy.22 This premise is more akin 
to the thematic controls examined above than the sectoral sanctions measures that have been 
adopted in other cases. This distinction is not necessarily clear cut, however, as a stated goal of 
recent U.S. action on China is also to maintain a generational lead over China about technology 
such as semiconductors.23 Such a goal would be distinct from the goals pursued in any other 
export control scenario that has been identified. Nonetheless, the purpose of such controls is 
generally consistent with how controls have been used against adversaries and enemies. 

International Frameworks

The current international export control framework grounded in UNSC resolution 1540 
and the export control regimes are most closely aligned to the thematic purpose of export 
controls examined in the previous section rather than the purposes that target specific states or 
adversaries. This leads to the question of how international frameworks are evolving as a result 
of strategic competition and how multilateral controls would need to evolve to be effective. 

The existing export control regimes and resolution 1540 contribute to specific purposes of 
export controls, as examined in the previous section. The value of the 1540 mechanism and the 
export control regimes in addressing the thematic purposes of export controls will not diminish. 
As such, provided that the regimes continue to be functional despite increased tensions between 
key members, they should be maintained. To date, there has been no serious effort by the U.S. 
or Western countries to eject Russia from the Wassenaar Arrangement, although it should be 

20 “Reagan Imposes Sanctions against Soviets,” UPI, Dec 29, 1981, <https://www.upi.com/
Archives/1981/12/29/Reagan-imposes-sanctions-against-Soviets/7980378450000/>.

21 United Nations Security Council Resolution 1718, S/RES/1718 (2006), October 2006.

22 “Military-Civil Fusion and the People’s Republic of China,” U.S. Department of State, Undated, <https://
www.state.gov/wp-content/uploads/2020/05/What-is-MCF-One-Pager.pdf>.

23 “Remarks by National Security Advisor Jake Sullivan at the Special Competitive Studies Project Global 
Emerging Technologies Summit,” White House, Sept 16, 2022, <https://www.whitehouse.gov/briefing-
room/speeches-remarks/2022/09/16/remarks-by-national-security-advisor-jake-sullivan-at-the-special-
competitive-studies-project-global-emerging-technologies-summit/>.
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borne in mind that China’s application to join the Missile Technology Control Regime in 2004 
was not taken forward, apparently at the objection of the U.S. and other western-orientated 
states.24 As such, at least from a western perspective, the approach to the export control regimes 
appears to be akin to a “business as usual” approach despite the increased tensions of recent 
years. There are also strong reasons to doubt that a move to eject Russia from an arrangement 
such as the Wassenaar Arrangement could be successful given that countries such as Turkey, 
India, and South Africa are regime members and would presumably object to action targeted 
at Russia.

It is important to observe that, in relation to semiconductor controls, at least, the U.S. seems 
to have taken the approach of working with one or two key supplier states rather than seeking 
to build a new export control regime. In the case of the semiconductor sector, the rationale 
for this is that two countries – the Netherlands and Japan – are producers of key chokepoint 
technologies and that controls can thus be effective if only three countries agree to implement 
them.25 It is as yet unclear whether this approach will be effective in the semiconductor sector. 
However, it is important to state that this approach cannot be relied upon as a primary approach 
for all emerging technology controls. While it may be the case that for Extreme Ultraviolet 
Lithography, only three countries need to agree, for many—or perhaps most—emerging 
technologies, multiple countries are holders of chokepoint technologies, meaning that bilateral 
agreements between 2-3 countries cannot be effective. It is this that necessitates a multilateral 
basis of control rather than a bilateral basis of control.

Russia and China, on the other hand, have sought to limit or change different aspects of the 
international governance landscape for export controls in recent years. Russia’s actions focused 
on limiting the mandate of resolution 1540 which underwent its comprehensive review in 2021. 
Russia generally opposed any evolution of UNSCR 1540 away from its original scope despite 
proposals that it should increase focus on topics such as export control of emerging technology, 
proliferation finance, and intangible technology control. Russia also opposed an expansion of 
the mandate of the 1540 group of experts to proactively assist member states in implementing 
the resolution’s requirements.26 Russia’s stated rationale was that since resolution 1540 was 
adopted under Chapter VII of the UN charter – a fact that had originally raised challenges to 
the legitimacy of the resolution – it was necessary to keep the resolution narrowly focused 
on its original scope and that addressing these more novel issues would thus break with this 
principle.27 However, Russia’s broader purpose in limiting the scope of the resolution is likely 

24 See for example, Niels Aadal Rasmussen, “Chinese Missile Technology Control – Regime or No 
Regime?,” Danish Institute for International Studies, <https://www.files.ethz.ch/isn/29608/nra_chinese_
missile_technology_control.pdf>.

25 See for example, “Japan, Netherlands to Join U.S. in Restricting Chip Equipment Exports to China, 
Bloomberg Reports,” Reuters, January 27, 2023, <https://www.reuters.com/technology/japan-
netherlands-join-us-china-chip-controls-bloomberg-2023-01-27/>.

26 Russia’s position was put forward during the open consultations on UNSCR 1540 as part of the 1540 
Comprehensive Review. Russia’s main statement to the open consultations took place in meeting 3 of the 
open consultations, although Russia’s interventions at other points in the open debate are also relevant. 
See (3rd meeting) 1540 Committee (Nonproliferation of Nuclear, Chemical, and Biological Weapons), 
Open Consultations - General debate, <https://media.un.org/en/asset/k1x/k1xbo1ifdf>.

27 Ibid.
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related to the fact that countries are leveraging export controls, proliferation finance controls, 
and other measures as a result of Russia’s invasion of Ukraine (both its 2014 invasion and its 
further invasion in 2022).

China has sought to challenge not resolution 1540 but the export control regimes. China 
is a member of only the Nuclear Suppliers Group, with its application to join the Missile 
Technology Control Regime (MTCR) in 2004 not having moved forward as a result of concerns 
about China’s inadequate implementation of export controls.28 In 2021, China introduced a 
UN General Assembly resolution on peaceful uses of technology whose purpose key states 
believe is ultimately to undermine the export control regimes by creating a UN export control 
mechanism.29 This belief builds on the premise that as China cannot participate in decision-
making in three of the four main export control regimes, China wishes to move export control 
discussions to a forum in which it can participate. What is notable is that China’s General 
Assembly resolution does not build on or express support for resolution 1540.30 In pursuing this 
resolution, China thus appears to be undermining the entire governance structure of modern 
export controls. China, for its part, seems to deny that it intends to undermine either resolution 
1540 or the export control regimes.31 Unlike Russia, China was not obstinate in the 1540 
comprehensive review. Chinese officials, when interviewed by the author, also claimed that 
they did not have plans to create a UN-based export control mechanism as believed by key 
states.32

The challenges to the international frameworks for export controls are not limited to the ones 
described above. The export control regimes, in particular, face additional challenges which 
have largely been stalled in recent years, even before the COVID-19 pandemic introduced 
an additional chilling factor on the regimes. Perhaps foremost among these challenges is the 
question of membership. These regimes operate by consensus of member states. As these 
regimes form the basis of international governance of export controls, it is widely believed 
that increasing participation also increases the legitimacy of the regimes. However, increasing 
membership in a consensus-driven mechanism makes consensus more difficult. As a result, 
there has been a principled discussion underway for many years about how to address the issue 
of expanding the regimes.33 At the same time, and particularly related to membership questions, 

28 See for example, Niels Aadal Rasmussen, “Chinese Missile Technology Control – Regime or No 
Regime?,” Danish Institute for International Studies, <https://www.files.ethz.ch/isn/29608/nra_chinese_
missile_technology_control.pdf>.

29 “EU Explanation of Vote – United Nations 1st Committee: Promoting International Cooperation on 
Peaceful Uses in the Context of International Security,” European Union External Action Service 
(EEAS), Feb 11, 2021, <https://www.eeas.europa.eu/delegations/un-new-york/eu-explanation-vote-
%E2%80%93-united-nations-1st-committee-promoting-international_en?s=63>.

30 “Promoting International Cooperation on Peaceful Uses in the Context of International Security”, 
UN General Assembly,” A/C.1/77/L.56, October 2021, <https://daccess-ods.un.org/access.nsf/
Get?OpenAgent&DS=A/C.1/77/L.56&Lang=E>.

31 Interview with Fu Cong, February 2022.

32 Ibid.

33 See for example, Pierre Goldschmidt, “NSG Membership: A Criteria-Based Approach for Non-NPT 
States,” Carnegie Endowment for International Peace, May 2011, <https://carnegieendowment.
org/2011/05/24/nsg-membership-criteria-based-approach-for-non-npt-states-pub-44147>.
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the consensus decision-making approach means export control regime decisions are often held 
hostage to bilateral political and diplomatic issues and disputes. This was true in 2015, for 
example, when Italy blocked India’s entry to the Missile Technology Control Regime because 
of an unrelated bilateral dispute related to the arrest of Italian marines on a vessel transiting 
Indian waters.34 In the current geopolitically charged environment, there is substantial scope 
for such external issues to result in consensus being blocked in the export control regimes. 

In sum, it is clear that strategic competition and the more difficult relations between the U.S. 
and Russia and the U.S. and China is and will continue to have a chilling effect on the existing 
multilateral export control regimes. Nonetheless, unless China was to move to set up a new 
export control mechanism under UN auspices which currently would not gain the support of 
most Western countries, or unless the U.S. was to lead a serious effort to have Russia ejected 
from the Wassenaar Arrangement, it seems unlikely that strategic competition will result in 
an unraveling of the existing regime structures. This does not mean that activity in the export 
control regimes will not be affected by strategic competition. The regimes may continue to 
stagnate as countries evaluate whether new measures would be too targeted at specific states. 
However, the regimes themselves are likely to survive as forums for the coordination of 
thematic controls. 

What the Existing Regimes Should Do

There are measures that the existing regimes can and should take even during this difficult 
period. As mentioned, recent reports have highlighted that Western software has aided the 
Chinese hypersonic missile program with the software not currently appearing on the lists of 
the export control regimes. Such specific issues should be discussed at the MTCR to agree 
that software designed or marketed to aid hypersonic system development should be subject 
to export control. This is one specific technical development that is not targeted at any specific 
country, so it should be possible to agree to this measure.35 In the context of the revelations that 
Western origin goods are used in Russian and Iranian defense systems, the existing regimes 
should also discuss how to standardize catch-all and end-use controls and whether there are 
specific additional items that should be added to the lists. 

The Wassenaar Arrangement should also take up several sector-specific topics. Some of these 
points will be difficult to agree on given the current political dynamics. But in some areas, 
consensus is possible when measures are technical rather than political and are well grounded in 
a clear need to act. Some of the areas the Wassenaar Arrangement should consider controlling:

• The export of supercomputing technical and consulting services; 

• The export of medium-performance processing units. By this, it is meant processors 
such as the A-100 Nvidia processor which the U.S. reportedly banned for export to 

34 “Italy Blocks Indian Application to MTCR,” Defense News, October 17, 2015, <https://www.
defensenews.com/home/2015/10/17/italy-blocks-indian-application-to-mtcr/>.

35 This measure is not straightforward even though it may sound so; presently “marketed” is not generally a 
criteria as export controls tend to be criteria driven. However, it is evidently farcical for software designed 
and marketed to aid modelling of hypersonic flight not to be subject to control.
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China;36

• The export of parts and components for quantum computers and communications 
systems;

• The export of machine learning models designed to address military use cases, any 
proprietary (e.g., nonpublic) datasets assembled to train such models, and any custom 
processing hardware intended to allow the deployment of such systems in military 
applications.

The Wassenaar Arrangement should also consider the topic of cybersecurity of export-controlled 
information. Presently, few countries require those holding technology (e.g., electronic 
information associated with controlled goods) to implement any form of cybersecurity to 
protect the data. The Wassenaar Arrangement should examine this topic to develop best practice 
guidance for industry on how to control such data. This would include risk management guidance 
(e.g., how to identify and prioritize export control data as part of a company’s broader cyber 
security practices). Finally, the Wassenaar Arrangement should also discuss the alignment of 
military end-use controls. Many countries do not have military end-use controls at all and 
where they do, they often do not require companies to seek licenses when they know or have 
reason to know that items are destined for military end-use. 

The Need for a Trade Review Regime 

A conclusion from the foregone analysis is that the existing export control regimes cannot 
serve all the purposes that export controls are currently being used for. Specifically, given the 
priority that the U.S. and allied countries place on managing trade, investment, and scientific 
cooperation with China in the context of strategic competition, an additional new regime is 
needed to enable multilateral coordination of controls in this context. The specific gap that 
this regime would address is that export controls are being used to target adversaries – or 
potential adversaries – and the coordination of such measures cannot be achieved through 
existing control frameworks. The purpose of this section is to examine what such a regime 
might look like.

The exact nature of such a regime would be subject to negotiation, meaning that it is difficult 
to foresee its exact scope. Generally, export control regimes have a few specific elements.37 
Examination of these elements in the context of the foreseen purpose of the regime may 
provide some indication of what such a regime may look like. The elements most export 
control regimes have included: guidelines, which are perhaps the core part of the regime as 
it is commitment to implement these guidelines that forms the basis of a state’s participation 

36 “U.S.	Officials	Order	Nvidia	to	Halt	Sales	of	Top	AI	Chips	to	China,”	Reuters, September 1, 2022, 
<https://www.reuters.com/technology/nvidia-says-us-has-imposed-new-license-requirement-future-
exports-china-2022-08-31/>.

37 The author reviewed files related to the creation and workings of COCOM, the Nuclear Suppliers Group, 
and the MTCR in the UK national archives to inform this section. 

https://www.reuters.com/technology/nvidia-says-us-has-imposed-new-license-requirement-future-exports-china-2022-08-31/
https://www.reuters.com/technology/nvidia-says-us-has-imposed-new-license-requirement-future-exports-china-2022-08-31/
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in the regime; membership criteria such that, in addition to agreeing to adhere to the regime, 
current participants must agree to the newcomer’s participation in the regime’s mechanism; 
control lists which are complementary to the guidelines; and procedural elements such as those 
around how meetings are organized, how information is shared, and how denial notifications 
are issued. These elements are each examined in turn.

For the foreseen regime, the guidelines should focus on ensuring that a review is undertaken 
when trade, investment, and scientific cooperation contribute to military or WMD programs 
in potential adversary states. There is an important conceptual point contained in the previous 
sentence: the idea that the purpose of the regime is to enable the review of cooperation rather 
than to deny certain countries’ access to the technology. This is a clear point of distinction 
with the COCOM arrangement whose purpose was to prevent the export of technology to the 
Soviet bloc. Particularly for regime adherence purposes, it will be important that the regime 
not be seen as a technology or trade denial regime, as discussed further below. An additional 
important point is that the scope of this review mechanism would not be limited to exports. 
As stated, the purpose of such a regime would be to coordinate how states ensure they are not 
inadvertently supporting military and strategic programs in countries such as Russia and China. 
As such, the scope of the guidelines would extend to include topics such as investment controls 
and visa screening. 

The regime may agree on criteria for such a review which accounts for factors such as the 
directness of the risk (e.g., is the trade or cooperation partner a military or military linked 
entity, in which case the risk is very direct), and the significance of the cooperation (e.g., 
technology or research which is applied to specific military related ends is likely to be of more 
of a concern than technology that is generic). Such a regime is also likely to have to tackle a 
more complex issue in its guidelines. The objective that the U.S. has outlined with regards to 
its unilateral controls on semiconductors, at least, is to maintain a generational lead over their 
production. This objective does not appear in other export control regimes, and it is foreseeable 
that reaching consensus even in a new regime dedicated to addressing the technology and trade 
challenges associated with strategic competition will be challenged.

In terms of controlled technology, the envisioned regime may need to take a different approach 
than existing export control regimes. The existing regimes focus on very well-defined 
technology. For example, the Nuclear Suppliers Group does not control the export of nuclear 
weapons, per se. Instead, its control lists focus on specific items and technologies that are used 
in the nuclear fuel cycle that could contribute to a nuclear weapons program. An example 
from the Nuclear Suppliers Group dual-use list is carbon fiber with a specific set of technical 
characteristics which are set such that only carbon fiber suitable for use in uranium enrichment 
centrifuges is controlled. This is necessary, in part, because the regime members control all 
trade in the controlled technologies to all destinations worldwide. If the scope of the control 
was not tightly aligned to the item of concern, the regime would have a disproportionately large 
impact on trade. 

The envisioned regime may need to focus more on thematic areas rather than specific items. 
For example, states should have visibility of trade, investment, or cooperation with China or 
Russia’s military industrial complex even if this does not meet a specific control list threshold 
or criteria. The potential breadth of such a scope is narrowed by the fact that it would only be 
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applicable in relation to potentially hostile state actors such as Russia or China. 

The next factor to consider is membership. The question of membership is a challenging one for 
the existing export control regimes. On the one hand, more adherents of the regime’s guidelines 
always make the controls more effective. However, the involvement of more countries, and 
particularly countries with diverse viewpoints, makes it more difficult to achieve consensus on 
strategic issues within each regime. The dynamic would be somewhat different in the foreseen 
regime as there would be no possibility of countries such as Russia and China becoming 
members. Countries allied or aligned to the U.S., including NATO members and European 
Union members, South Korea, Japan, and Taiwan, are likely to be open to participating in a 
well-designed regime. This leaves many other countries that would have to decide to participate 
or not. This includes countries like South Africa, India, Brazil, the Philippines, and Malaysia. 
Such countries would doubtless be hesitant about joining a regime that was targeted at specific 
countries. At the same time, from a practical viewpoint, such countries probably would want 
to manage the risk posed by trade, investment, and scientific cooperation that could be used 
for military purposes in states such as Russia or China not least because failing to do so could 
incumber their trade with the United States. As such, there may be scope to attract such countries 
to the foreseen regime provided that the regime is not overtly targeted at Russia or China.

The final factor relates to points of contact or regime secretariat. Each of the existing regimes 
has some form of point of contact, although the scope, size, and mandate of the point of contact 
varies. For this new regime, a point of contract would be helpful. To avoid the impression of 
this regime being a U.S. dominated mechanism, the point of contact should ideally be in a 
different part of the world, such as Europe or Asia. 

Effective Export Controls at the National Level Revisited

This final section revisits the question of what measures make up effective export controls at 
the national level. In 2015, the author and Catherine Dill published an article in this journal in 
which they set out the elements of a national export control system defined largely around the 
requirements of UNSC resolution 1540 and the requirements of the export control regimes.38 
From this analysis, the specific additional measures states should adopt beyond those required 
by resolution 1540 are as follows: 

Military end-use and end-user controls. In the current security context, it is clear that 
procurement of non-listed technology is central to military and strategic programs. 
Adopting list-based controls and WMD-based end-use controls, as required by 
resolution 1540, therefore does not provide a broad enough base to manage current 
security challenges;

Investment controls. State actors have the means to invest in companies or even buy 

38 Catherine	Dill	and	Ian	J.	Stewart	“Defining	Effective	Strategic	Trade	Controls	at	the	National	Level”,	
Strategic Trade Review, Vol 1, Issue 1 (Autumn 2015), <https://strategictraderesearch.org/wp-content/
uploads/2017/11/STR_01.pdf>.

https://strategictraderesearch.org/wp-content/uploads/2017/11/STR_01.pdf
https://strategictraderesearch.org/wp-content/uploads/2017/11/STR_01.pdf
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companies outright. By so doing, state actors can gain influence over to whom the 
company sells or can even transfer technology to the acquirer’s country outright. 
Controls are needed to address this risk.

Vetting controls. A key technology transfer modality observed with state actors is the 
sending of staff and students to study, learn, and work overseas. This modality of 
technology transfer is not unique to state actors; non-state actor groups also leveraged 
this approach to acquire know-how for WMD. However, the scale and importance in 
a state actor context is significant. The Chinese and Russian student populations make 
up a significant percentage of the overall international student population in many 
countries. As such, vetting controls need to be implemented at scale and in a systematic 
and targeted way not to unduly affect universities or the broader societal benefits of 
international scientific cooperation. 

Conclusion 

Export controls have always been an important tool through which states pursue national 
security interests. In recent years, export controls have become even more important. Export 
controls were central to the response to Russia’s invasion of Ukraine. Perhaps even more 
importantly, export controls are a central tool through which the U.S. and China are attempting 
to address strategic competition. 

This article has made the case that there is important nuance in terms of the scope and purpose 
of different export controls. While often lumped together as a single topic, this article has made 
the case that export controls are currently being used in pursuit of several different purposes 
with a subset of these purposes being new. Building on this, the article argues that there is a 
need to revisit international governance arrangements for export controls to align governance 
mechanisms with specific subsets of export controls. The article argues also that there is a 
need for national implementation of export controls to evolve so that states have the toolsets 
required to manage all of the security risks facing the state. At the international level, the case 
was made for the creation of a new trade review regime to coordinate specific export controls 
including emerging technology controls and sectoral export controls. 

Perhaps more than anything, this article has made the case that export controls cannot be seen 
as static and that the governance arrangements for export controls should not be seen as fixed. 
In the years ahead, new challenges will doubtless emerge where export controls are seen as 
part of the solution. In thinking about the export control landscape, it is important to be open to 
revisiting the toolset such that it can evolve to meet contemporary security challenges. 
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Abstract

While the focus of nonproliferation efforts is often on controlling trade in physical goods, the 
transfer of intangible technology – non-physical knowledge, technical skills, software, and the 
like – is at the heart both of North Korea’s proliferation efforts and United Nations sanctions 
attempting to hinder that proliferation. This article investigates how North Korea has attempted 
to acquire nuclear intangible technology for its development through its international research 
networks. Using a dataset of several thousand journal articles in nuclear-related fields, the 
authors conduct a network-based analysis to track the changes in the structure of North 
Korea’s international scientific collaboration networks over a fifty-year period. The article 
finds that North Korea has pursued a multi-prong strategy to acquire nuclear intangible 
technology. First, it has adapted the geographic scope of its scientific collaborations in 
response to geopolitical and sanctions trends. Second, it has gradually integrated core nuclear 
research with engineering and related advanced scientific fields, allowing for a maturation 
of its technical capabilities. Third, it has coalesced a cluster of research institutions that are 
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1. Introduction

How has North Korea attempted to acquire intangible technology in furtherance of its nuclear 
enterprise? Part of any country’s ability to create an indigenous nuclear sector, whether for 
civilian (energy, medical, industrial, and research) or for military (weapons or naval propulsion) 
purposes is the availability of knowledge from abroad, and the ability of the country’s institutions 
and researchers to bring in that knowledge and integrate it into the country’s processes for 
developing and operating different aspects of the nuclear sector.2 Other countries often have 
their own reasons for sharing nuclear-related knowledge, which may be to encourage either 
the civilian energy sector, research collaboration opportunities or (rarely) nuclear weapons 
capacity.3 There is some controversy as to whether countries that receive sensitive technical 
assistance are more likely to proceed with nuclear weapons programs or not, but if they do 
proceed with developing nuclear weapons, they may have consistent problems incorporating 
that foreign knowledge, often due to the authoritarian nature of the regime.4,5,6

Given the connection between nuclear energy and research, and potentially nuclear weapons 
development, much of the Nonproliferation Regime’s focus has been on controlling the transfer 
of technology with potential civilian and military use. While much of that technology comes 
in the form of physical goods, the transfer of intangible technology – non-physical knowledge, 
technical skills, software, and the like – is also key in the development of a nuclear sector, 
whether civilian or military.7 North Korea stands as the archetypal example of a country that 
has not only successfully used its status as a party to the Nonproliferation Treaty (NPT) to 
acquire physical goods and intangible technology for its nuclear program, but to also continue 
acquiring tangible and intangible technology even in the face of exit from the NPT, United 
Nations sanctions, and other multilateral attempts to isolate the country. 

2 Donald	MacKenzie	and	Graham	Spinardi,	“Tacit	Knowledge,	Weapons	Design,	and	the	Uninvention	of	
Nuclear Weapons,” American Journal of Sociology, Vol.101, No. 1 (July 1995), pp. 44-99.

3 Matthew Fuhrmann, “Taking a Walk on the Supply Side: The Determinants of Civilian Nuclear 
Cooperation,” Journal of Conflict Resolution 53, No. 2 (2009), pp. 181-208.

4 Matthew Kroenig, “Importing the Bomb: Sensitive Nuclear Assistance and Nuclear Proliferation,” Journal 
of Conflict Resolution Vol. 53, No. 2 (April 2009), pp. 161-80; Matthew Kroenig, “Exporting the Bomb: 
Why States Provide Sensitive Nuclear Assistance,” American Political Science Review Vol. 103, No. 1, 
(February 2009), pp. 113-133; Matthew Fuhrmann, “Spreading Temptation: Proliferation and Peaceful 
Nuclear Cooperation Agreements,” International Security Vol. 34, No. 1 (2009), pp. 7-41. But see Nicolas 
Miller, “Why Nuclear Energy Programs Rarely Lead to Proliferation,” International Security, Vol. 42, No. 
2, (Fall 2017), pp. 40–77.

5 Alexander H. Montgomery, “Stop Helping Me: When Nuclear Assistance Impedes Nuclear Programs,” 
in The Nuclear Renaissance and International Security, eds. Adam N. Stulberg and Matthew Fuhrmann 
(Stanford, CA: Stanford University Press, 2013), pp. 177-202; Jacques EC Hymans, Achieving Nuclear 
Ambitions: Scientists, Politicians, and Proliferation (Cambridge: Cambridge University Press, 2012).

6 Malfrid Braut-Hegghammer, Unclear Physics: Why Iraq and Libya Failed to Build Nuclear Weapons 
(Ithaca and London: Cornell University Press, 2016); Christopher Way and Jessica LP Weeks, “Making it 
Personal: Regime Type and Nuclear Proliferation,” American Journal of Political Science, Vol. 58, No. 3 
(2014), pp. 705-19.

7 Ian J. Stewart, “The Contribution of Intangible Technology Controls in Controlling the Spread of Strategic 
Technologies,” Strategic Trade Review, Vol. 1, No. 1 (2015), pp. 41-55.

https://direct.mit.edu/isec/article-abstract/42/2/40/12176
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This article investigates how North Korea has attempted to acquire nuclear intangible 
technology for its development. Using a dataset of several thousand journal articles in nuclear-
related fields drawn from international databases, the authors conduct a network-based analysis 
to track the changes in the structure of North Korea’s international scientific collaboration 
networks over fifty years. The article finds that North Korea has pursued a multi-prong 
strategy to acquire nuclear intangible technology. First, it has adapted the geographic scope 
of its scientific collaborations in response to geopolitical and sanctions trends. Second, it has 
gradually integrated core nuclear research with engineering and related advanced scientific 
fields, allowing for a maturation of its technical capabilities, and potentially an increase in 
its ability to assimilate intangible technology. Third, it has coalesced a cluster of individual 
researchers and research institutions that are interconnected with each other and with foreign 
researchers and institutions, allowing for foreign importation and domestic integration of 
nuclear-related knowledge. The article closes with a discussion of its findings and implications 
for the understanding of intangible technology transfer to potential proliferating states.

2. Context: United Nations Sanctions on Intangible Technology Transfer

North Korean efforts to acquire foreign technology take place in the context of a climate that is 
increasingly hostile to North Korean technological interaction with the rest of the world. While 
there is substantial literature on North Korea’s efforts to buy and sell physical technology and 
goods, United Nations sanctions resolutions since 2009 have also progressively attempted to 
tighten restrictions on transferring knowledge to (or receiving knowledge from) North Korea 
about any scientific, engineering, or other field that could be used to build Weapons of Mass 
Destruction (WMD) or the means to deliver them.8 In effect, these resolutions limit the extent 
to which countries (or institutions within countries) can engage in scientific exchange with, or 
training or funding for, North Korean scientists on topics related to WMD or delivery systems.

United Nations Security Council resolution 1540 (2004) obliges UN Member States to regulate 
and control the export of technology that could be used to build WMD or their means of 
delivery to end-users or end-uses of concern so as to weed out illicit trade in these items to 
non-state actors.9 In implement resolution 1540, countries may want to create and implement a 
strategic trade control regime, which is generally focused on the transfer of physical goods and 
technology to state and non-state actors alike. 

8 Justin V. Hastings, A Most Enterprising Country: North Korea in the Global Economy (Ithaca and London: 
Cornell	University	Press,	2016);	Hazel	Smith,	North Korean Shipping: A Potential for WMD Proliferation?, 
East-West Center (Honolulu, HI, February 2009); Sue Eckert and Thomas Biersteker, The Impacts And 
Effectiveness Of UN Nonproliferation Sanctions: A Provisional Report on the Targeted Sanctions on 
Iran and North Korea, International Security Research and Outreach Programme, International Security 
and Intelligence Bureau (Ottawa, 2012); David Albright et al., Illicit Trade Networks Connecting the 
Dots: Characterizing and Drawing Lessons from Tactics and Methods of Illicit Procurement to Improve 
Counterproliferation, Institute for Science and International Security (Washington, DC, 2020); Sheena 
Chestnut, “Illicit Activity and Proliferation: North Korean Smuggling Networks,” International Security, 
Vol. 32, No. 1 (2007), pp. 80-111.

9 “UN Security Council Resolution 1540,” Department of State, Washington, DC, <http://www.state.gov/t/
isn/c18943.htm>.

http://www.state.gov/t/isn/c18943.htm
http://www.state.gov/t/isn/c18943.htm


The United Nations Security Council has prohibited intangible technology transfer to (or 
from) North Korea with increasing specificity since 2006’s passage of resolution 1718. In 
addition to banning the transfer to or from North Korea of tangible WMD- or missile-related 
goods, resolution 1718 banned “technical training, advice, services or assistance related to the 
provision, manufacture, maintenance or use of” large-scale weapons systems and technology 
“which could contribute to DPRK’s nuclear-related, ballistic missile-related or other weapons 
of mass destruction- related programmes.”10 Resolution 2270 (2016) further required that:

“ …all Member States shall prevent specialized teaching or training of DPRK 
nationals within their territories or by their nationals of disciplines which 
could contribute to the DPRK’s proliferation sensitive nuclear activities or 
the development of nuclear weapon delivery systems, including teaching or 
training in advanced physics, advanced computer simulation and related 
computer sciences, geospatial navigation, nuclear engineering, aerospace 
engineering, aeronautical engineering and related disciplines.”11

Resolution 2321 (2016) clarified that the ban on training North Koreans in proliferation-sensitive 
activities included, but was not limited to “advanced materials science, advanced chemical 
engineering, advanced mechanical engineering, advanced electrical engineering and advanced 
industrial engineering.” While medical exchanges and scientific and technical cooperation that 
was determined by enforcing states not to contribute to sensitive nuclear or ballistic missile 
activities was allowed, in three topic areas --  “nuclear science and technology, aerospace and 
aeronautical engineering and technology, and advanced manufacturing production techniques 
and methods” -- the UN 1718 Committee was to determine on a case-by-case basis whether the 
exchanges contributed to proliferation-sensitive nuclear or ballistic missile activities.12

Resolutions 2371 (2017), 2375 (2017), and 2397 (2017) limited and then banned DPRK 
nationals from earning income abroad, and urged their repatriation to North Korea.13 While this 
was generally intended to cut off the North Korean state from the income earned by laborers 
abroad (such as loggers in Russia, waitresses in China, or construction workers in the Middle 
East), in theory this also had an effect on North Korean researchers earning a salary working 
in labs or universities outside North Korea. Resolution 2375 also prohibited joint ventures 
with North Korea (except for Chinese and Russian infrastructure projects), which can have the 
effect of minimizing opportunities for technology transfer (intangible or otherwise).14

In addition to these sanctions, designated individuals and entities are specifically sanctioned 
by the United Nations. Most sanctioned individuals are businesspeople engaged in trade, or 
military, Party, or civilian government officials who manage North Korea’s WMD and missile 

10 United Nations Security Council Resolution 1718, S/RES/1718 (2006), October 2006.

11 United Nations Security Council Resolution 2270, S/RES/2270 (2016), March 2016.

12 United Nations Security Council Resolution 2321, S/RES/2321 (2016), November 2016.

13 United Nations Security Council Resolution 2371, S/RES/2371 (2017), August 2017; United Nations 
Security Council Resolution 2321, S/RES/2375 (2017), September 2017; United Nations Security Council 
Resolution 2397, S/RES/2397 (2017), December 2017.

14 United Nations Security Council Resolution 2375, S/RES/2375 (2017), September 2017.
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programs, or who manage North Korea’s efforts to bypass sanctions. They are not generally 
scientists. Of those most closely related to scientific research, Ri Hong-sop, for instance, was 
sanctioned as the former director of Yongbyon Nuclear Research Center, where he managed 
the fuel fabrication facility, the reprocessing plant, and the reactor itself.15 Hwang Sok-kwa was 
sanctioned as the director of the General Bureau of Atomic Energy (GBAE), which managed 
Yongbyon Nuclear Research Center. Hwang was also chief of the Scientific Guidance Bureau 
for the GBAE and worked on the Scientific Committee in the Joint Institute for Nuclear 
Research.

Most sanctioned organizations are either trading companies or civilian government and military 
agencies charged with overseeing the trade of banned items or developing WMDs and missile 
systems. No university or non-nuclear, non-weapons research lab has been designated to date. 
Instead, among organizations engaged in nuclear or weapons research, the General Bureau 
of Atomic Energy, Korean Committee for Space Technology, Second Academy of Natural 
Sciences, Ministry of Atomic Energy Industry (the successor umbrella organization for the 
GBAE, with oversight over Yongbyon as well as various scientific committees, including 
the Isotope Application Committee), Academy of National Defense Science, and National 
Aerospace Development Administration have all been designated.16

3. How to Transfer Intangible Technology
 
In Stewart’s discussion of intangible technology transfer, proliferation, and export controls, 
he posits the capability acquisition model (CAM), which suggests what it would take for a 
country to reach a target capability (in this case, a capability relevant to proliferation) through 
indigenization rather than through generation of genuinely new knowledge.17 While the country 
would need materials and equipment (which are typically targeted by export controls), it would 
also need explicit knowledge –easily communicable information about technology – and tacit 
knowledge – the difficult-to-communicate information that is gained from experience and 
trial and error, and that is necessary to make the equipment work properly. This knowledge is 
difficult to transfer – institutional roadblocks to internal cooperation and knowledge transfer 
have delayed bioweapons and nuclear programs in the past.18 All are necessary for North Korea 
(or any other proliferating country seeking an indigenous capacity) to build nuclear weapons.
 
This leads to the question of how intangible technology is transferred to North Korea. There 
are a number of pathways that would be relevant to North Korea’s nuclear-related science and 

15 “United Nations Security Council Consolidated List,” United Nations, New York, 2022, <https://www.
un.org/securitycouncil/content/un-sc-consolidated-list>.

16 Ibid.

17 Ian J. Stewart, “The Contribution of Intangible Technology Controls in Controlling the Spread of Strategic 
Technologies,” Strategic Trade Review, Vol. 1, No. 1 (2015), pp. 41-55.

18 Sonia Ben Ouagrham-Gormley, Barriers to Bioweapons: The Challenges of Expertise and Organization 
for Weapons Development (Ithaca: Cornell University Press, 2014); Gaurav Kampani, “New Delhi’s 
Long	Journey:	How	Secrecy	and	Institutional	Roadblocks	Delayed	India’s	Weaponization,”	International 
Security, Vol. 38, No. 4 (Spring 2014) pp. 79–114.
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technology programs. First, North Korea may attempt to obtain intangible technology (both 
tacit and explicit knowledge) through straightforward espionage. In June 2012, for example, 
two North Korean operatives named Ryu and Ri were arrested by Ukrainian security services 
in the act of taking delivery of photographs of missile technology, obtained from the Yuzhnoye 
Design Office, the Ukrainian state-owned ballistic missile manufacturer.19 This route was 
always illegal in the sense that all espionage is illegal. However, it may be further hampered by 
sanctions that limit the movements of North Korean citizens outside of North Korea.

Second, organizations might enter into technology transfer agreements, either in terms 
of licensing foreign technology for local production, or, second, in terms of joint venture 
cooperation. In joint ventures, technology may be consciously shared with North Korean 
partners, or the North Korean partners may use the joint venture’s activities to learn how to use 
and potentially reverse engineer the technology. From this perspective, intangible technology 
transfer may occur almost accidentally, as North Koreans “learn by doing,” through their 
interactions with joint venture partners (almost always Chinese) and by observing what the 
joint venture partners are doing. In some cases, this accidental intangible technology transfer 
puts joint venture partners at a disadvantage – in one particularly prominent case, the Chinese 
company Haicheng Xiyang built a factory in the North Korean city of Ongjin, and started 
processing iron ore powder in a joint venture with North Korean partners in April 2011. Within 
six months, the North Koreans had learned how to run the equipment and process the iron ore 
powder, and began squeezing the Chinese investors, eventually expropriating the factory and 
expelling them entirely six months after that.20

A number of Chinese businesses, conscious of this tendency to steal both tangible and 
intangible technology, have taken steps in their joint ventures to minimize the ability of North 
Korean partners to expropriate their technology. Examples would include using only Chinese 
workers (in North Korea) for skilled service provision, such as in automobile repair, exporting 
only unprocessed goods from North Korea (meaning that the processing facilities, and their 
technologies, are outside of North Korea), and using advanced equipment inside North Korea 
(in construction, for instance) that only foreign workers are allowed to operate, minimizing the 
benefits that North Koreans would derive from expropriating.21 With UN sanctions on new joint 
ventures, this avenue for North Korean intangible technology transfer may also be closing.

Third, North Korean researchers might attend technical exchanges, training workshops, or 
conferences, either held with international researchers inside North Korea, or held outside of 
North Korea. Indeed, exchanges and collaboration were often broached during periods of high 

19 “Report of the Panel of Experts Established Pursuant to Resolution 1874,” United Nations Security Council
 Panel of Experts, United Nations Security Council, New York, April 2009.

20 “Xiyang	Jituan	zai	Chaozian	Touzi	de	Emeng,”	Sina.com.cn,	August	3,	2012,	<http://blog.sina.com.cn/s/
blog_916fb56901017b75.html>;	 “Xiyang	 Jituan	 Touzi	 Chaoxian	 Lingmeikuang	 Shimo,”	 21st Century 
Business Herald,	August	 17,	 2012;	 “Xiyang	 jituan	 2.4	 yi	 touzi	 Chaoxian:	 Zhou	 Furen	 zishu	 “beitao”	
shimo,” 21st Century Business Herald	(Guangzhou)	August	25,	2012.

21 Justin V. Hastings and Yaohui Wang, “Informal Trade Along the China-North Korea Border,” Journal of 
East Asian Studies, Vol. 18, No. 2 (2018), pp. 181-203; Justin V. Hastings and Yaohui Wang, “Chinese 
Firms’ Troubled Relationship with Market Transformation in North Korea,” Asian Survey, Vol. 57, No. 4 
(2017), pp. 618-40.
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engagement between North Korea and outsiders as a way of sharing knowledge and building 
relationships among researchers.22 Particularly in dual-use science and technology fields, these 
types of exchanges have long been banned by UN sanctions, so they are unlikely to be a major 
source of new intangible technology transfer.23

Finally, North Korean researchers may engage in academic research collaboration with 
outside researchers. North Korean student researchers, for example, might study outside 
of North Korea (usually in China), and acquire knowledge through working in the labs of 
local researchers. North Korean researchers may also engage in research collaborations with 
foreign labs and institutes, with the resulting co-authored publications indicating that some 
technological know-how was likely transferred. These types of collaborations are the ones that 
may be a valuable means of intangible technology transfer, inasmuch as they inherently require 
repeated interactions, sharing between researchers of data, methods, results, and technology, 
and some amount of complementary effort. As a result, this paper will focus on North Korea’s 
international co-authoring efforts as a means of intangible technology transfer.

Nonaka and Takeuchi discuss the process of transferring tacit knowledge, explicit knowledge, 
tacit knowledge to explicit knowledge, and explicit knowledge to tacit knowledge.24 Crucially, 
co-authoring on scientific journal articles potentially involves several elements of Nonaka’s 
innovation cycle: co-authors may transfer tacit knowledge between each other due to social 
interaction on an ongoing basis in a form of socialisation. Conducting research and writing 
up the research may allow for transfer of explicit knowledge to tacit knowledge -- integration. 
The co-authors’ interaction would also involve sending information among each via email and 
other means, in an example of combination. Finally, the scientific journal articles themselves 
are designed to create and transfer explicit knowledge – the technical data that in theory should 
allow readers to replicate the research, although not always successfully. 

4. North Korea’s International Scientific Research Collaborations

In the past two decades under both Kim Jong-un and his predecessor Kim Jong-il, North 
Korean researchers have been increasingly encouraged to publish in international scientific 
journals, which often requires international collaboration, partly as a way to build up 
indigenous knowledge and decrease dependence on importation of knowledge or goods.25 

22 C. Campbell, “A Consortium Model for Science Engagement: Lessons From the US-DPRK Experience,” 
Science & Diplomacy,	No.	1	(2012);	R.	D.	Shelton	and	G.	Lewison,	“Scientific	Collaboration	as	a	Window	
and a Door into North Korea,” Scientometrics, No. 97 (2013), <https://doi.org/10.1007/s11192-012-0946-
8, https://doi.org/10.1007/s11192-012-0946-8>.

23 Non-scientific	exchanges	and	 training	have	not	been	banned,	which	 is	why	business	 training	programs	
run by foreign groups were able to continue operating inside North Korea, at least until the Covid-19 
restrictions began in January 2020.

24 Ikujiro Nonaka and Takeuchi Hirotaka, The Knowledge-Creating Company: How Japanese Companies 
Create the Dynamics of Innovation (New York: Oxford University Press, 1995).

25 Joshua H. Pollack and Scott LaFoy, North Korea’s International Scientific Collaborations: Their Scope, 
Scale, and Potential Dual-Use and Military Significance, Center for Nonproliferation Studies (Washington, 
DC, 2018).
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These international collaboration efforts, often in the face of increasing sanctions, have been 
studied by a number of researchers who have sought to answer a series of related questions.

First, in which disciplines and on what topics are North Koreans collaborating with international 
researchers? North Korean researchers do engage in international collaboration on proliferation- 
or weapons-sensitive topics, although unsurprisingly, most research is on more mundane 
scientific topics. Dual-use technology-relevant areas, with computer science, engineering, 
mathematics, and physics are the most prominent areas of collaboration since Kim Jong-un 
came to power.26 Pollack and LaFoy find that there are indeed a small number of international 
collaborations on topics of proliferation interest up to 2018, mostly with Chinese collaborators. 
For example, research papers regarding cables that can be used in nuclear power plants, possible 
missile technologies (e.g., satellite-imaging, remote sensing), and carbon composites that are 
applicable to an advanced gas centrifuge for uranium enrichment were published by Chinese 
scholars in collaboration with North Korean scientists.27

Second, with whom are North Korean researchers collaborating? Generally, studies have found 
that North Korean researchers collaborate with Chinese researchers, often by affiliating with 
Chinese institutions, and to a lesser extent with Germans.28 This may well be in line with 
China’s engagement strategy with North Korea, inasmuch as it encourages communication and 
trade between North Korea and China, particularly in the regions of China bordering North 
Korea.29 

26 Kyung-Ran Noh, Eun-Jeong Kim, and Hyun-Kyoo Choi, “A Study on the Production of Science and 
Technology Knowledge in North Korea through International Academic Papers,” Journal of the Korean 
Biblia Society for Library and Information Science 27, No. 4 (2016), pp. 205-27.

27 Joshua H. Pollack and Scott LaFoy, North Korea’s International Scientific Collaborations: Their Scope, 
Scale, and Potential Dual-Use and Military Significance, Center for Nonproliferation Studies (Washington, 
DC, 2018).

28 Han Woo Park, and Jungwon Yoon, “Structural Characteristics of Institutional Collaboration in North 
Korea	Analyzed	 through	Domestic	Publications,”	Scientometrics, Vol. 119, No. 2 (2019), pp. 771-787; 
Yoo-Seong Song, “A Glimpse into Academic and Research Libraries in North Korea: Collaboration to 
Bridge Societies,” College & Research Libraries News, Vol. 80, No. 2 (2019), p. 82; Joshua H. Pollack 
and Scott LaFoy, North Korea’s International Scientific Collaborations: Their Scope, Scale, and Potential 
Dual-Use and Military Significance, Center for Nonproliferation Studies (Washington, DC, 2018); Hyun-
Kyoo Choi and Yeong-Sil Kang, Current Status of Research Institute for Science and Technology in North 
Korea (Daejeon, Republic of Korea: Korea Institute of Science and Technology Information, June 2017); 
Geum Hee Jeong, and Sun Huh, “Update: Bibliometric Analysis of Publications from North Korea Indexed 
in the Web of Science Core Collection from 1978 to July 2018,” Science Editing, Vol. 5, No. 2 (2018), pp. 
119-123; Geum Hee Jeong and Sun Huh, “Bibliometric and Content Analysis of Medical Articles in the 
PubMed Database Published by North Korean Authors from 1997 to July 2017,” Science Editing, Vol. 4, 
No. 2 (2017), pp. 70-75.

29 Tat Yan Kong, “China’s Engagement-Oriented Strategy towards North Korea: Achievements and 
Limitations,” The Pacific Review,	Vol.	 31,	No.	 1	 (2018),	 pp.	 76-95;	Wenzhi	Song	 and	Sangkeun	Lee,	
“China’s Engagement Patterns towards North Korea,” Pacific Focus, Vol. 31, No. 1 (2016), pp. 5-30; 
James Reilly, “China’s Economic Engagement in North Korea,” China Quarterly, No. 220 (2014), pp. 
915-35; Seung-Hyun Yoon and Seung-Ook Lee, “From Old Comrades to New Partnerships: Dynamic 
Development of Economic Relations between China and North Korea,” The Geographical Journal, Vol. 
179, No. 1 (2013), pp. 19-31, <https://doi.org/10.1111/j.1475-4959.2012.00474.x>.

58 Philip Baxter, Justin V. Hastings, Philseo Kim, Man-Sung Yim 

https://doi.org/10.1111/j.1475-4959.2012.00474.x


Third, how are the North Koreans involved in collaborative research? Because they are short of 
funds (and presumably expensive equipment) but have a large supply of educated researchers, 
North Korean science teams tend to collaborate with international researchers on projects 
where the North Korean side can provide marginal benefit through intense labour (that is, North 
Korea provides the grunt work) and that have civil-military dual-use applications.30 Their actual 
contribution to international scientific research is marginal and, while the quantity of research 
outputs has grown significantly under Kim Jong-un, it was starting from a low baseline.31 

Analysis of an international journal article dataset from SCOPUS between 2007 and 2016 shows 
that, of North Korean scientists who published articles while staying at overseas institutions, 
there were 62 people from 24 institutions in the Kim Jong-Il period (through 2011), while about 
150 people from 33 institutions were sent to overseas institutes in the Kim Jung-un period 
(from 2012).32 It is also presumed that North Korean scientists who are affiliated with both 
North Korea and other countries might have been dispatched from their North Korean institutes 
to overseas institutes. North Korea collaborated frequently with China and Germany, but since 
2012, most of the cooperation was with China. Specifically, the top Chinese organizations that 
published international journal articles with North Korea are Northeastern University and Jilin 
University (both in northeastern China near North Korea), the Chinese Academy of Sciences 
(in Beijing), and Zhejiang University (in southeastern China). In the Kim Jong-un period, 
Harbin Institute of Technology (in northeastern China near North Korea), Nankai University, 
Nanjing University, and Tsinghua University (all outside of northeastern China) emerged as 
new international cooperation institutions.33 Thus, while most of North Korea’s collaboration 
with foreign institutions was with Chinese universities in the northeastern border areas with 
North Korea, it shows an ability to branch out geographically, particularly as time went by.

At the same time, the political context in which international collaboration takes place has 
deteriorated considerably in the past ten years, since a previous flurry of articles on potential 
collaboration with North Koreans as a form of engagement.34 Since United Nations sanctions 
began in 2009, it has become increasingly difficult for North Korean researchers to collaborate 
with international researchers for several reasons. First, international travel by North Koreans 

30 Eungi Kim and Eun Sil Kim, “A Critical Examination of International Research Conducted by North Korean 
Authors: Increasing Trends of Collaborative Research between China and North Korea,” Scientometrics, 
No. 124 (2020), pp. 429-50.

31 Geum Hee Jeong, and Sun Huh, “Update: Bibliometric Analysis of Publications from North Korea Indexed 
in the Web of Science Core Collection from 1978 to July 2018,” Science Editing, Vol. 5, No. 2 (2018), pp. 
119-123; Geum Hee Jeong and Sun Huh, “Bibliometric and Content Analysis of Medical Articles in the 
PubMed Database Published by North Korean Authors from 1997 to July 2017,” Science Editing, Vol. 4, 
No. 2 (2017), pp. 70-75.

32 Hyun-Kyoo Choi and Gyung-Ran Noh, Analysis of International Scientific Journal Articles (SCOPUS) 
by North Korean Scientists: 2007-2016 (Daejeon, Republic of Korea: Korea Institute of Science and 
Technology Information, September 2017).

33 Ibid.

34 C. Campbell, “A Consortium Model for Science Engagement: Lessons From the US-DPRK Experience,” 
Science & Diplomacy,	No.	1	(2012);	R.	D.	Shelton	and	G.	Lewison,	“Scientific	Collaboration	as	a	Window	
and a Door into North Korea,” Scientometrics, No. 97 (2013), <https://doi.org/10.1007/s11192-012-0946-
8, https://doi.org/10.1007/s11192-012-0946-8>.
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is limited by sanctions (or at least countries that are enforcing sanctions). Second, there are bans 
on providing technical training or technical assistance to North Koreans that could be used in 
developing weapons, or to North Korean groups that could be involved in WMD development. 
In practice, this makes collaboration on most types of science or engineering projects difficult. 
Third, for research that requires funding from outside of North Korea, actually transferring 
funds from research grants into North Korea is very difficult, due to restrictions on banking 
with North Korean institutions, and on giving money to North Korea for anything besides 
humanitarian aid.

The final question is what North Koreans are getting out of these international collaborations. 
Here the question of intangible technology transfer arises. Scientific co-authoring can itself 
be seen as a form of communication that confers certain benefits on the co-authors. Through 
(often repeatedly) interacting on a specific research project, collaborators can transfer tacit 
knowledge among each other. By necessity, a research team working on a project must engage 
in significant back-and-forth technical communication. Even research projects where the 
specific tasks (and knowledge about how to engage in those tasks) are neatly bifurcated and 
siloed require communication about the overall direction of the project, what each research 
team will contribute, and the purpose of each task. 

This may not, as Stewart points out, directly lead to know-how about how to engage in 
industrial production of materials and equipment, given how specific (and often theoretical) 
much academic research is35 However, depending on their location, North Korean collaborators 
may also have the opportunity to work on equipment and study techniques that they would 
not otherwise have had access to within North Korea – this would be most evident in North 
Korean students and researchers who leave North Korea to study, or take up visiting researcher 
positions in foreign universities (usually, as above, Chinese universities). There are fewer 
opportunities to work on new equipment for North Korean collaborators who remain in North 
Korea and engage in virtual collaboration with foreign collaborators. 

In addition, given the repeated interactions of researchers across multiple research topics, 
individual researchers may transfer tacit knowledge to other people in North Korea and can 
bring in know-how from other researchers and research topics to improve their understanding 
of technology. In effect, North Korean researchers that engage in extensive international 
collaboration may be able to serve as conduits for tacit knowledge into North Korea.

6. Data and Methods 

Data

This paper draws on a dataset of 1,286 journal articles written between 1974 and 2018 
involving publications by North Koreans in international journals, and publications involving 

35 Ian J. Stewart, “The Contribution of Intangible Technology Controls in Controlling the Spread of Strategic 
Technologies,” Strategic Trade Review, Vol. 1, No. 1 (2015), pp. 41-55.
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collaborations between North Korean researchers and non-North Korean researchers in 
nuclear science (specifically nuclear physics, plasma physics, and nuclear engineering) and 
related fields, specifically radiation, isotopic separation, physics, chemistry, engineering, 
materials science, mathematics, and computer science. While some of these fields, particularly 
mathematics and computer science, are potentially only tangentially related to a nuclear 
program, they are useful in helping us understand how North Korea transfers knowledge across 
a range of scientific research categories. The journal articles were collected from non-North 
Korean journals indexed on Scopus, Web of Science, and CNKI (for Chinese journals). While 
there is a separate dataset of North Korean domestic journals, there are no known international 
collaborative papers published in North Korean journals.36 However, the next section tracks the 
North Korean authors who publish in both domestic and international journals.

Network Analysis

A given researcher in this methodology comprises the primary node in the collaboration network. 
The primary link codes is thus between two researchers who have co-authored a scientific paper 
together, with the width of the link representing the number of papers co-authored together. 
Research interaction that produces a published paper, particularly repeated interaction across 
multiple papers, is the primary means by which, we assume (for the purposes of this paper), 
that intangible technology is transferred from foreign researchers to North Koreans, and among 
North Koreans. In different network diagrams, besides the researchers, we also create links and 
nodes for: 1) the categories of research into which the paper falls; 2) the countries in which 
researchers were located; and 3) the organizations with which researchers were affiliated, 
where known. Thus, researchers were linked to their organizations (which formed their own 
node), and their countries (which also formed their own node).37

For networks with country nodes and links, we can see the countries where North Korean 
researchers are seeking to establish research ties, the density of those ties, and how this changes 
over time, possibly in response to sanctions, the availability of knowledge in different countries, 
or the willingness of countries to work with North Koreans. Greater density of ties with a given 
country would indicate that North Korea is relying on ties with researchers in that country; the 
relative density of ties relative to other countries indicates the extent of dependence on a given 
country.

For networks with research category nodes, we can see the extent to which working on papers 
within the same categories is creating clusters or linking otherwise unconnected researchers, 
which would indicate the existence of parallel research teams working on the same topics but 
not actually interacting. This would indicate siloing or duplication of effort. We can also see 
concentrations of research on certain topics, indicating the maturation and increasing focus 
on a given category as a matter of international collaboration, as well as the connections (and 

36 Philip Baxter, Justin V. Hastings, Philseo Kim, and Man-sung Yim, “Mapping the Development of North 
Korea’s Domestic Nuclear Research Networks,” Review of Policy Research, Vol. 39, Issue 2 (2021). 

37 This	categorization	is	self-reported	by	authors.	“Nuclear”	is	not	its	own	separate	category	but	is	included	
as a connected category. It has sub-categories of plasma physics, nuclear physics, and nuclear engineering.
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the density of those connections) between different research topics. This can indicate to us the 
extent to which research teams are interacting with other research teams. Greater interaction 
can lead to an integration and maturation of a research area. Increasing interaction between 
nuclear research teams and engineering research teams, for example, could indicate attempts 
to transition from basic to applied research, and build and operate nuclear-related equipment.  

Likewise, for networks with organisation nodes, we can see not only where the researchers 
with different network roles are located and which organisations are most active in promoting 
relevant research, but also the extent to which the organisations, rather than individuals, are 
connecting different research categories and individuals. If organisations serve as the brokers, 
connecting different researchers and institutions, this could indicate siloing and potential 
difficulties in knowledge transfer. This is because if two researchers in the same category are 
linked by one or more organisations, but not by co-authoring or other researchers, this means 
there are multiple research teams working on a topic but communicating directly. If researchers 
are able to establish personal links outside of their organisations, this would integrate a growing 
research community capable of person-to-person knowledge transfer.

Time Periods

In order to track the evolution of the structure of North Korea’s intangible technology transfer 
networks, we compare the networks across three time periods separated by major milestones 
in North Korea’s nuclear program – 1974 to 1994, the year of the Agreed Framework; 1995 
to 2006, when North Korea conducted its first nuclear test, and 2006 to 2018, when North 
Korea proclaimed that it had accomplished its nuclear deterrent objectives. We would expect 
different patterns of international collaborations in each time period based on the international 
environment faced by North Korea and the state of its indigenous capabilities. North Korea 
began its nuclear research program in the 1970s after receiving a research reactor from the 
Soviet Union, which began operating in 1965. From then until the end of the Cold War, North 
Korea built its nuclear research program, including a fuel rod fabrication plant and a uranium 
ore processing facility, largely at Yongbyon Nuclear Research Center, with help from Soviet 
and Chinese technicians, and engaged in research collaboration with other countries in the 
Communist Bloc.

However, the Soviets and Chinese grew suspicious of North Korean intentions and eventually 
withdrew their technical advisers, leaving North Korea to attempt to indigenize its program, 
and seek out technology, both tangible and intangible, on its own.38 The first Korean Peninsula 
nuclear crisis began in 1993 when North Korea, having been pressured by China and the 
Soviet Union to join to the Nonproliferation Treaty, showed non-compliance with safeguards 
inspections and announced its intention to withdraw from the NPT.

The first major milestone, the Agreed Framework, signed in 1994 by the United States and North 
Korea, ended the first Korean Peninsula nuclear crisis. Under the framework, the U.S. agreed to 

38 “China Withdrew the Experts in Nuclear Technology Deployed to North Korea,” Chosun Ilbo (Seoul), 
September 8, 1992.
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provide fuel oil and two 1000MW light water nuclear reactors to North Korea in exchange for 
North Korea shutting down and eventually dismantling its 5 MW graphite-moderated research 
reactor as well as freezing construction of two new graphite-moderated research reactors 
and pausing its withdrawal from the NPT.39 During the period after the Agreed Framework, 
North Korean officially remained in the NPT and there were no United Nations sanctions on 
transferring intangible technology to North Korea.

With the collapse of the Agreed Framework by 2003 in the face of slow progress on building 
the light water reactors and an apparent confession by North Korea that it had begun enriching 
uranium using centrifuge technology, the United States and North Korea adopted increasingly 
confrontational stances. This eventually culminated in the second major milestone, North 
Korea’s first (possibly fizzled) nuclear weapons test, on October 9, 2006. Over the next 11 years, 
North Korean nuclear weapons and missile tests alternated with increasingly onerous United 
Nations and unilateral sanctions, including those designed to inhibit intangible technology 
transfer. Finally, North Korea proclaimed in 2018 that it had accomplished its nuclear goals and 
was switching to focus primarily on economic development, ostensibly signalling the formal 
end of its need for foreign intangible technology transfer in nuclear-related fields.40 

7. Patterns of Intangible Technology Transfer

Previous work has found that North Korea has sought to evade sanctions or more generally 
avoid strategic trade controls (of physical goods and technology) or scrutiny of its businesses 
through a series of interlocking strategies, including obfuscating the involvement of North 
Korea or North Koreans in international transactions, structuring North Korea’s supply chain 
to appear legitimate for as much of the chain as possible, strategically choosing countries 
as suppliers or transit points with an optimal level of technological sophistication and trade 
linkages relative to willingness or ability to enforce sanctions and strategic trade controls, and 
straightforward smuggling.41

These strategies have generally led North Korea’s sanctions and trade control-busting networks 
to be structured in certain ways outside of North Korea. While North Korea uses a series of front 
companies incorporated in a variety of countries, genuine third-country firms and individuals 
do much of the logistical and administrative work surrounding moving goods to and from the 
North Korean land and sea borders with the rest of the world, meaning that North Korea solves 
many of its strategic trade control-related challenges by not solving them at all. North Korea 
also prefers to use countries, particularly for brokering activities and as transhipment points, 

39 Jonathan D. Pollack, “The United States, North Korea, and the End of the Agreed Framework,” Naval War 
College Review, Vol. 56, No. 3 (2003), pp. 10-50.

40 “Chairman of the KWP Kim Jung-un Proudly Declared Great Victory of Byungjin Line and Proposed 
a New Strategic Line for the Party [jo-seon-lo-dong-dang wi-won-jang gim-jeong-eun-dong-ji-kke-seo 
byeong-jin-lo-seon-ui wi-dae-han seung-li-leul geung-ji-nop-i seon-eon-ha-si-go dang-ui sae-lo-un jeon-
lyag-jeog lo-seon-eul je-si-ha-si-yeoss-da],” Korean Central New Agency (KCNA), April 21, 2018.

41 Justin V. Hastings, A Most Enterprising Country: North Korea in the Global Economy (Ithaca and London: 
Cornell University Press, 2016); Justin V. Hastings, “North Korean Trade Networks under Sanctions and 
Implications	for	Denuclearization,”	Asia and the Global Economy (forthcoming).
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that are geographically proximate to North Korea and may have political or capacity reasons 
why they may not enforce sanctions or strategic trade controls rigorously.42

The sanctions evasion strategies have an analogue in how North Korea’s international 
knowledge transfer networks have come to be structured over the last several decades. First, 
as discussed above, North Korean researchers have often obfuscated their nationalities and 
affiliations through arranging for affiliations at (usually) Chinese research institutions, and 
using the Pinyin transliterations of their Korean names, making them appear in the first instance 
to be Chinese researchers.

Second, while the specific scientific topics cannot be obfuscated (inasmuch as they are published 
in refereed international scientific journals), and many of the topics covered by North Korean 
international collaboration are not strategic per se (in that they are not directly applicable to 
CBRN or missile programs), the “legitimate” non-strategic collaboration networks help North 
Korea’s research community build knowledge in fields – physics, nuclear engineering, chemistry, 
and the like -- that can improve the general level of North Korean scientific research as well 
as the intangible technology North Korea is able to acquire. North Korea has developed an 
increasingly dense research community, with researcher interactions across research categories 
and institutions, which could provide it with knowledge in areas that may be useful as it builds 
its overall capacity, including in nuclear research.

Third, over the past several decades, the countries that have collaborated with North Korean 
researchers have changed, suggesting that North Korea may be attempting to maximize 
collaborations with those countries most willing to interact with it (and be less concerned about 
the strategic implications of those collaborations), and those countries that have technological 
expertise that North Korea wants. In practice, this has meant that during the Cold War North 
Korea relied on Communist bloc countries for knowledge transfer. After the Cold War, North 
Korea eventually developed a research network that had interactions with a large number of 
countries, even after sanctions began. This new research network was most intensely focused 
on collaboration with China, thus mitigating the effects of sanctions.

7.1. 1974-1994: From the Start of the Nuclear Program to the Agreed Framework

In the first period, North Korea’s overall research program was relatively small, and its 
international collaborations were concentrated in only a few countries. This can be seen in 
Figure 1, in which the nodes represent countries in which authors were located when publishing, 
and the links represent co-authoring relationships between authors in different countries, with 
the width of the line indicating the relative number of co-authoring relationships. During this 
period, while North Korea was not under sanctions, it was firmly in the Communist bloc, 
and most of its international collaborations necessarily involved doing joint research with 
other Communist countries. North Korea had particularly dense (and equal) ties with China, 
Bulgaria, and (East) Germany, although not, interestingly, with the Soviet Union (or later 
Russia), perhaps reflecting the USSR’s (and later Russia’s) disinclination to aid North Korea’s 

42 Ibid.
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scientific research after its suspicions about the nature of the DPRK’s nuclear program (Figure 
1).43 The USSR had possibly predicated its nuclear assistance to North Korea in the 1980s on 
North Korea joining the NPT in 1985.44 In general, North Korea followed the path of least 
resistance in choosing countries for international collaboration – it collaborated with those 
countries that were willing, for political reasons, to share knowledge with it.

Figure 1. Country networks (1974-1994)

In terms of the networks as defined by topic area, the fields covered in North Korea’s 
international collaborative research in the initial period were somewhat varied, but the density 
of the networks was relatively sparse. This can be seen in Figure 2, in which the blue nodes 
represent research categories, while the grey nodes represent individuals, and the black nodes 
represent countries. The links between individuals and categories indicate when an individual 
produces a paper in the category, while the links between individuals and countries indicate the 
individuals are located in that country when publishing, and the links between categories and 
countries indicate papers in those categories published by authors in those countries. Physics, 
chemistry, and to a lesser extent mathematics were the main fields where North Koreans 
collaborated with foreign researchers. A small number of researchers collaborated a large 
number of times, which would be indicative of a high potential for tacit knowledge transfer, at 
least in the specific fields of collaboration. In addition, many of the researchers who served as 
the main connectors between countries and North Korea were in fact foreign researchers, not 

43 The graphic uses present-day naming for countries, which may have been part of the USSR during the time 
period in question. 

44 François Carrel-Billiard and Christine Wing, Nuclear Energy, Nonproliferation, and Disarmament: 
Briefing Notes for the 2010 NPT Review Conference (New York: International Peace Institute (IPI), 2010), 
p. 29.
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North Koreans, meaning that North Korea was dependent on a small number of researchers 
overseas for its knowledge transfer. 

Taken together, this would also suggest that North Korea’s research collaboration network was 
not particularly robust since the research collaboration would be based on specific individuals 
(the absence of whom would impede continued contact in that field between North Korea and 
the rest of the world). Nor were the different fields studied particularly well integrated – there 
were few connections between engineering and physics, for example. This suggests that North 
Korea was not at this point able to link teams doing research on related topics, which is similar 
to the weaknesses in the integration of its domestic research networks in this period.45

Figure 2. Individual, country, keyword networks (1974-1994)

North Korea’s institutional landscape during the decades leading up to the Agreed Framework 
was also fractured, and researchers were either disconnected from other nuclear-relevant 
researchers, or were connected largely through affiliations in the same research institutions. 
Indeed, the two largest clusters of research in this period were both held together not by 
individual researchers but by institutions. In this period, these institutions included Kim Il Sung 
University, the Institute for Experimental Biology (of the DPRK), and the Academy of Sciences 
of North Korea. This can be seen in Figure 3, in which the green nodes represent organisations, 
and the grey nodes represent individuals. Organisations have a link to individual nodes when 
the individual is affiliated with that organisation when publishing a paper, while individuals are 
linked to each other when co-authoring on a paper. This could have hampered North Korea’s 
ability to transfer tacit knowledge within the clusters, given that interactions may have been 
mediated by the organization. Previous work has found that countries with “siloed” research 

45 Philip Baxter, Justin V. Hastings, Philseo Kim, and Man-sung Yim, “Mapping the Development of North 
Korea’s Domestic Nuclear Research Networks,” Review of Policy Research, Vol. 39, Issue 2 (2021). 
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institutions, in which researchers are linked through their institutional affiliations, rather than 
directly linked across institutions, appear to have problems transferring tacit knowledge within 
the country. The institutions themselves may serve as barriers for researchers within the same 
country to communicate.46

Figure 3. Individual, organization networks (1974-1994)

7.2. 1995-2006: From the Agreed Framework to the First Nuclear Test

Despite its reputation as an internationally isolated country, North Korea has survived in part 
because it has proven so adaptable to changing international conditions. This also applies to 
North Korea’s efforts to bring in intangible technology. With the collapse of the Communist 
bloc, North Korea’s international collaboration network changed significantly during the 

46 Philip Baxter, Adam Stulberg, and Justin V. Hastings, Examining Subject Matter Networks of Tacit 
Knowledge Development: The Pakistan Nuclear Program Case Study, (Atlanta: Georgia Institute of 
Technology, 2016); Justin V. Hastings, Adam N. Stulberg, and Philip Baxter, Technology, Materials, and 
Knowledge Transfer in Nuclear Proliferation Networks: Findings and Implications (Sydney: University of 
Sydney, 2015).
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Agreed Framework period. Ties with China came to dominate collaboration networks, but new 
ties to Western countries (particularly in the Nuclear Suppliers Group), as well as India, Israel, 
and Vietnam (Figure 4) also appeared. 

This suggests that North Korea was attempting to diversify its collaboration network as well 
as draw from countries outside the old Communist Bloc (in fact, the only countries in the 
Communist bloc that were among the primary collaborators with North Korea after 1994 were 
China and Vietnam), suggesting a search for more advanced intangible technology. Notably, 
North Korea was not under any United Nations sanctions before 2006, so the international 
political environment was as open for North Korean research collaboration, including potentially 
sensitive research, as it was going to get.

Figure 4. Country networks (1995-2006)

The topics in which North Korean researchers collaborated with international researchers also 
changed substantially (Figure 5). Materials science, chemistry, and (particularly) physics and 
engineering emerged not only as areas of significantly increased interest from North Korean 
researchers, but also served as focal points for developing international collaborations that could 
facilitate intangible technology transfer. By comparison, computer science and mathematics 
were relatively neglected. Combined with the concentration of international links shown in 
Figure 4, Figure 5 indicates North Korean researchers were developing intense, repeated 
research collaborations with Chinese researchers, particularly in physics and materials science, 
in the lead up to North Korea’s first nuclear test. 

An increase in overall publications and authors does not inevitably lead to greater density of 
collaboration in research networks – indeed, at least for domestic research networks, North 
Korean collaboration networks were denser than randomized sample networks of similar 
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size, suggesting that the research communities being built was denser than pure chance.47 The 
emergence of North Korean researchers who serve as brokers – the primary links between 
North Korea and international research collaborators (and countries) – also suggests that North 
Korea was building a group of researchers who could access and then pass on knowledge to the 
larger North Korean research community.

Figure 5. Individual, country, keyword networks (1995-2006)

The period before the first nuclear test also witnessed a consolidation of North Korea’s 
international research network in terms of organizations engaged in nuclear-related scientific 
research (Figure 6). In addition to Kim Il Sung University and the Academy of Sciences of 
North Korea, Kim Chaek University of Science and Technology in North Korea also came 
to prominence, as did a number of Chinese institutions, notably Tianjin University, Tsinghua 
University, and the China Institute of Atomic Energy. Institutions remained a primary 
means of connecting disparate research teams, meaning that there were not high levels of 
interconnectedness among researchers themselves. At the same time, relative to the previous 
period, direct connections among researchers were increasing. Together, these networks formed 
a large cluster within North Korea’s scientific research community which could be thought of 
as the beginning of a knowledge community capable of transferring knowledge into and within 
North Korea. More generally, combined with the North Korean brokers’ connections to the 
outside world, it suggests that North Korean researchers were becoming embedded within a 
larger international research community during this period. 

47 Philip Baxter, Justin V. Hastings, Philseo Kim, and Man-sung Yim, “Mapping the Development of North 
Korea’s Domestic Nuclear Research Networks,” Review of Policy Research, Vol. 39, Issue 2 (2021), pp.  
219-46.
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Figure 6. Individual, organization networks (1995-2006)

7.3. 2007-2018: From the First Nuclear Test to the Beginning of North Korea’s Diplomatic 
Pivot

From 2007 to 2018, during a time when North Korea was actively testing (and presumably 
improving) its nuclear weapons and missile technology and sanctions increased in response, 
North Korea’s research network expanded significantly in terms of the countries of the 
collaborators (Figure 7). During this period, the vast majority of North Korea’s research 
ties were Chinese collaborators, and to a much lesser extent German collaborators, perhaps 
reflecting a holdover from North Korea’s Cold War ties. North Korean researchers developed 
relations with collaborators in traditional Nuclear Suppliers Group countries such as France, 
the Netherlands, Belgium, Switzerland, and Australia (among others) and developing countries 
with improving technological capabilities, such as Malaysia and Indonesia, and maintained 
relationships with former Communist bloc countries such as Belarus, Vietnam, and Russia. 

The extensive– many countries had at least one research connection with North Korea – but 
also concentrated – the bulk of connections were with China – nature of the network suggests a 
strong dependence on China for technology transfer, but also a certain amount of opportunism 
by North Korean researchers in search of collaborative ties. Given that this period is also when 
sanctions began to interfere with international collaborations, the extensive network may show 
the dwindling non-Chinese collaborations as North Korea became dependent on China in a 
more hostile environment. 
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Figure 7. Country networks (2007-2018)

In the 2007-2018 time period, North Korea deepened its international collaboration networks 
in all areas, particularly physics, chemistry, engineering, and materials science (Figure 
8). Most of these links were to China. Just as importantly, the topics themselves showed 
increasing integration, as researchers involved in different but related fields begin to overlap in 
collaboration networks.

The topics most directly connected to nuclear research – “nuclear” (which includes relevant 
nuclear engineering, nuclear physics, and plasma physics research), radiation, and isotopic 
separation – and thus most likely to be subject to sanctions-related restrictions on the transfer 
of intangible technology (or, more directly, research collaboration and technical assistance), 
were also the most isolated from the rest of North Korea’s research clusters, although they were 
significantly more extensive in their international links than during the previous period. 

This leads to several conclusions. First, North Korea was increasing its international research 
links in potentially sensitive topics a few years before, or even at the same time as sanctions 
(including on intangible technology transfer) were increasing. Second, while the extensive 
deepening of ties in general science areas – physics, chemistry, engineering, and material 



72 Philip Baxter, Justin V. Hastings, Philseo Kim, Man-Sung Yim 

sciences – would not necessarily lead to technology transfer directly related to nuclear weapons 
development, they generally increased North Korea’s ability to access intangible technology 
through intensified research ties in related fields. Third, many of the general scientific topics 
did indeed contain specific research collaborations that had dual-use implications, particularly 
in physics, chemistry, and materials science, as documented by the Center for Nonproliferation 
Studies (CNS).48 North Korea’s burst in lithium processing research in North Korean domestic 
journals, for example, occurred in the years leading up to its return to nuclear testing in 2016.49 

Figure 8. Individual, country, keyword networks (2007-2018)

In the period where North Korea was improving its nuclear weapons and also facing increasing 
United Nations and unilateral restrictions on tangible and intangible technology transfers, its 
international collaboration networks actually increased in density relative to previous periods 
(Figure 9). As part of North Korea’s science and technology policy, from around 2011, Kim 
Jong-un appears to have had a policy encouraging North Korean researchers to publish in 
international journals, and implicitly to collaborate with foreign researchers, which may explain 

48 Joshua H. Pollack and Scott LaFoy, North Korea’s International Scientific Collaborations: Their Scope, 
Scale, and Potential Dual-Use and Military Significance, Center for Nonproliferation Studies (Washington, 
DC, 2018).

49 Justin V. Hastings, Haneol Lee, and Robert Kelley, “North Korea’s Lithium Research Networks and its 
Quest for a Hydrogen Bomb,” Korean Journal of Defense Analysis, Vol. 30, No. 3 (2018), pp. 337-52.
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the increase in collaboration density.50

By 2018, North Korea’s international collaboration networks were highly interconnected; there 
were only a few small research clusters within North Korea that were not connected to the large 
cluster. While institutions continued to provide the linkages among some clusters, by and large, 
North Korean researchers were embedded within larger research networks that were connected 
through co-authorships rather than institutions. It was during this period that North Korea’s 
domestic knowledge networks also gradually overcame their silos and established a larger 
community of interlinked research teams.51 Kim Chaek University of Science and Technology, 
and Kim Il Sung University remained prominent, but local Chinese universities (rather than 
the top central-level ones) such as Northeastern University and Jilin University also emerged 
as prominent collaborating institutions. This suggests that North Korea had, in this time period, 
evolved a research community that may be capable of integrating knowledge coming from a 
variety of sources.

Figure 9. Individual, organization networks (2007-2018)

50 Philip Baxter, Justin V. Hastings, Philseo Kim, and Man-sung Yim, “Mapping the Development of North 
Korea’s Domestic Nuclear Research Networks,” Review of Policy Research, Vol. 39, Issue 2 (2021); Joshua 
H. Pollack and Scott LaFoy, North Korea’s International Scientific Collaborations: Their Scope, Scale, 
and Potential Dual-Use and Military Significance, Center for Nonproliferation Studies (Washington, 
DC, 2018).; Kyung-Ran Noh, Eun-Jeong Kim, and Hyun-Kyoo Choi, “A Study on the Production of 
Science and Technology Knowledge in North Korea through International Academic Papers,” Journal of 
the Korean Biblia Society for Library and Information Science 27, No. 4 (2016); Eungi Kim and Eun Sil 
Kim, “A Critical Examination of International Research Conducted by North Korean Authors: Increasing 
Trends of Collaborative Research between China and North Korea,” Scientometrics, No. 124 (2020).

51 Philip Baxter, Justin V. Hastings, Philseo Kim, and Man-sung Yim, “Mapping the Development of North 
Korea’s Domestic Nuclear Research Networks,” Review of Policy Research, Vol. 39, Issue 2 (2021).



7.4. Individual researchers and international connections

While the networks in different time frames provide snapshots that show how North Korea’s 
knowledge networks have changed over time, tracking individual researcher careers can help 
to understand North Korea’s ability to assimilate tacit knowledge across time periods. While 
tacit knowledge is transferred through repeated interactions, the knowledge itself resides in 
individual researchers. As such, individual researchers with long careers are essentially the 
repositories into which, and from which, tacit knowledge flows (through their connections). It 
is useful to look briefly at individual researchers inside of North Korea who may serve as the 
primary repositories of North Korea tacit knowledge about nuclear-related topics.

Like most countries, North Korea has researchers who only publish in domestic journals, 
researchers who publish only in international journals, and researchers who are capable of 
publishing in both. Knowledge from foreign collaborators can be transferred into North Korea 
through collaborations with North Koreans who only publish in international journals (which 
would largely be North Koreans who began their research careers under Kim Jong-un), or by 
North Korean researchers who write on nuclear-relevant topics in both North Korean domestic 
journals and international journals.52 The push under Kim Jong-un to publish in international 
scientific journals meant that at times there were also North Korean-only teams of researchers 
publishing in international journals. This would not tell us anything about how international 
collaborations might lead to intangible technology transfer, although it would tell us about 
the ability of North Korean researchers, on their own, to develop international-level nuclear-
relevant research, and how long it took them. 

To look at North Korean researchers who could serve as conduits and repositories of nuclear-
related tacit knowledge, we combined a dataset of approximately 1,400 North Korean nuclear-
related scientific publications in domestic journals with the international collaboration dataset 
to find researchers who crossed between domestic publications and international publications.53

Of the sixty-one North Korean researchers who started off publishing in domestic journals 
on nuclear-relevant topics before moving to international journals, 17 later published in 
international journals in collaboration with foreign researchers. In all cases, the collaborators 
were at Chinese universities or research centers. In most cases, North Korean researchers who 
started off in domestic journals and made the jump to international journals did so after a 
number of years publishing in domestic journals. In one case, the first international publication 
came 33 years after the first domestic publication (Park Song-yon). However, the researchers 
involved in research that was more clearly dual-use moved from domestic to international 
collaboration and international journals more quickly; in the case of Kim Nam-chol, the lag 
was only 5 years.

There is evidence that North Korea was building a core group of researchers with longstanding 

52 Since foreign researchers do not publish in North Korean domestic journals, presumably North Korean 
researchers who only publish in domestic journals do not have direct exposure to international researchers. 

53 Philip Baxter, Justin V. Hastings, Philseo Kim, and Man-sung Yim, “Mapping the Development of North 
Korea’s Domestic Nuclear Research Networks,” Review of Policy Research, Vol. 39, Issue 2 (2021).
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experience and knowledge across rulers: these researchers were not put in place by Kim Jong-
un – the majority began publishing under Kim Jong-il and continued publishing well into Kim 
Jong-un’s rule. A short examination of these long-term North Korean researchers suggests that 
there is a small core group of researchers centered around the Department of Energy Science 
at Kim Il-sung University (Table 1), who are the main links between internal North Korean 
research groups and international research teams. The prominence of the Department of Energy 
Science in the transition between domestic and international level research suggests that it is 
the main (public) institutional node for tacit knowledge integration in North Korea.

In addition, the researchers who shifted from domestic journals to international journals 
in collaboration with foreign researchers had a lower median time between domestic and 
international journal publications compared to those who shifted to publishing in international 
journals without collaboration, suggesting that the core cadre actually consisted of two groups 
within the same institutions: one older group that began and continued in isolation, but accrued 
enough expertise to make the jump to international publications, and another younger group 
that built connections with Chinese research groups. While some of the Chinese collaborators 
were likely ethnic Korean Chinese and thus spoke Korean, it is not unlikely that at least some of 
the North Korean researchers spoke Chinese or English. As such, North Korea has historically 
relied on an isolated cadre for its institutional knowledge, but it has, under Kim Jong-un, begun 
building a new cadre that can bring in foreign know-how through international connections.

Table 1. Major North Korean researchers who have published nuclear-related articles in 
both domestic and international journals

Author Categories of 
Research

First 
international 
journal 
appearance

First 
domestic 
journal 
appearance

Time 
lag 
(years) 

Position
Other 
Countries 
Involved

An, Jongdo Nuclear Physics, 
Radiation 2015 1995 20

Department of 
Energy Science, 
Kim II Sung 
University

DPRK 
only

Choe, 
Yunsik

Plasma Physics, 
Radiation, Physics 
and Astronomy

2015 2007 8
Department of 
Physics, University 
of Science

China

Ho, Ilmun Nuclear 
Engineering 2020 1995 25

Department of 
Energy Science, 
Kim Il Sung 
University

DPRK 
only

Jang, 
Cholho

Materials Science, 
Radiation 2015 2007 8

Department of 
Materials Science, 
Kim Il Sung 
University

China
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Jin, Hakson

Nuclear Physics, 
Plasma Physics, 
Radiation, 
Materials Science, 
Physics and 
Astronomy

2012 2000 12

Department of 
Energy Science, 
Kim Il Sung 
University

China

Kim, Cholsu
Physics and 
Astronomy, 
Plasma Physics

2015 1997 18
Department of 
Physics, Kim Il 
Sung University

DPRK 
only

Kim, 
Namchol

Dual-Use, 
Radiation, Physics 
and Astronomy

2010 2007 3
Department of 
Physics, Kim Il 
Sung University

China

Kim, 
Songhyok

Dual-Use, 
Materials Science, 
Physics and 
Astronomy

2015 2010 5

Department 
of Theoretical 
Physics, Institute 
of Physics, State 
Academy of 
Sciences

China

Pak, 
Songchol Plasma Physics 2019 2016 3

Department of 
Physical Science, 
Kim Chaek 
University of 
Technology

DPRK 
only

Park, 
Songyon

Chemical 
Engineering, 
Chemistry, 
Radiation

2019 1986 33

Department of 
Energy Science 
(Radiochemistry), 
Kim Il Sung 
University

DPRK 
only

Park, 
Sungnam

Dual-Use, 
Materials Science, 
Radiation

2017 2007 10

Department of 
Energy Science, 
Kim Il Sung 
University

China

Ri, Sunggil Plasma Physics 2016 1996 20

Department of 
Energy Science, 
Kim Il Sung 
University

DPRK 
only

So, Chol
Nuclear 
Engineering, 
Materials Science

2017 2007 10

Department of 
Energy Science, 
Kim Il Sung 
University

China

U, Yongnam
Nuclear Physics, 
Radiation, Physics 
and Astronomy

2005 1992 13

Atomic Energy 
(Maybe 
Department of 
Energy Science), 
Kim Il Sung 
University

China
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8. Conclusion and Implications

Without inside knowledge of what the North Korean state intended, or what North Korean 
researchers were thinking, it is difficult to state what North Korea’s research community wanted 
to see happen in knowledge transfer from the 1970s onward. However, what we can observe 
from the networks created by their research collaborations is that (published) cooperation, 
and therefore scientific interaction, increased in density. While North Korea began with siloed 
research communities, different sub-networks gradually came together across institutions and 
topic areas within North Korea and elsewhere, particularly in the period after North Korea 
tested its first nuclear weapon. This suggests that tacit knowledge flow increased in North 
Korea over time.

Strategic trade controls on intangible technology transfer have always been complex. While the 
provision of explicit knowledge through technical assistance can be regulated, it is more difficult 
to enforce controls on, for example, emails of blueprints. However, in general, tacit knowledge 
is more difficult to transfer than explicit knowledge. Many of the activities involving close 
personal interaction in the same physical location – training sessions and workshops, scientific 
exchanges, employment of researchers abroad working on proliferation-sensitive topics – that 
would transfer knowledge to North Korea are banned by sanctions or could be curtailed with 
travel bans.

Research collaboration is more difficult to regulate, particularly inasmuch as researchers, 
through interaction with other researchers and exposure to research papers, can collect 
seemingly innocuous pieces of knowledge and put them together to use in strategic contexts.54 
While it may seem straightforward to ban collaboration with researchers in sanctioned 
countries – in this case North Korea -- as a means of preventing knowledge transfer, this paper 
suggests that North Korean research collaboration networks have followed a similar adaptive 
pathway as North Korean trade networks: geographically shifting toward countries that may 
offer the technologies in which North Korea is interested and/or that offer less regulatory 
hostility to collaboration between North Koreans and their researchers over time, obfuscating 
(where possible) the nature of North Korean involvement in the research, and embedding the 
research most directly relevant to strategic topics in networks of research collaboration in more 
innocuous fields. All of these strategies take place in a context in which North Korea has, over 
the long term, cultivated a scientific research community that has increased integration within 
and outside of North Korea as a way of increasing its ability to take in new knowledge. 

This has implications for how to think about strategic trade controls that target intangible 
technology transfer. First, a focus on specific pieces of knowledge may be too narrow. The 
extent to which a given single collaboration or interaction could be used to further a country’s 
weapons program should be understood not only in terms of the technical content of the research 
material produced by the collaboration, but the relationships built up between the collaborators 
over time, how the collaborators interact, and how that interaction is embedded in a larger 
network of institutional and research collaboration ties. 

54 Wyn Q Bowen and Christopher Hobbs, “Sensitive Nuclear Information: Challenges and Options for 
Control,” Strategic Analysis, Vol. 38, No. 2 (2014), pp. 217-29.
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Second, and relatedly, tacit knowledge transfer can be successful only if the country seeking it is 
able to absorb it. As a result, in thinking about strategic trade controls over intangible technology, 
strategic trade regulators may want to consider the capacity of the recipient country. This could 
be done through an assessment of the state of scientific research (as represented by research 
networks) in the country. This assessment would serve two purposes: first, it could assure that 
technology transferred could be absorbed by the recipient country’s research networks, and 
second, it could allow strategic trade regulators to assess the risk of proliferation-sensitive 
intangible technology being transferred to countries of concern. North Korea’s success in 
building weapons is a combination of not only integrating foreign knowledge, but also building 
a domestic research and development infrastructure that was focused on weapons acquisitions 
and that combined basic research with development and production.55 At the same time, the 
cohort within North Korea that is developing foreign collaborative networks and can transfer 
that knowledge within North Korea is surprisingly small.

Third, because strategic trade controls are theoretically not only supposed to stop the illicit 
transfer of sensitive materials and knowledge to particular end-users or for certain end-uses, 
but also allow (and even encourage) the transfer of non-sensitive materials and knowledge, 
looking at how North Korea (or another country) has structured its international collaboration 
networks can give us an idea about how to engage in technology transfer with states in ways 
that might encourage peaceful use of nuclear and other technologies. 

55 Stephan Haggard and Tai Ming Cheung, “North Korea’s Nuclear and Missile Programs: Foreign Absorption 
and Domestic Innovation,” Journal of Strategic Studies, Vol. 44, No. 6 (2021), pp. 802-829.
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Abstract

This article discusses the development and current state of strategic trade controls in the Kyrgyz 
Republic. It demonstrates the importance of bringing national legislation into compliance 
with international norms. Strategic goods, technologies, manufacturing, sales, transit, and 
possession are of primary concern for the Central Asian region. Although it is difficult to assess 
the degree to which the region or a particular country has a problem with regard to violations 
of strategic trade controls, the article identifies a lack of appropriate policies and practices as 
a significant issue. This is relevant for Central Asian countries to different degrees due to the 
specific characteristics of each country, including the Kyrgyz Republic. The article will also 
discuss how relevant international strategic trade control instruments are implemented in the 
Kyrgyz Republic, including United Nations Security Council resolution 1540 as well as policy 
instruments of the Organization for Security and Cooperation in Europe (OSCE), World Trade 
Organization (WTO), and United Nations Office of Drugs and Crime (UNDOC). The Kyrgyz 
Republic and other countries in Central Asia must take into account new risks and the spread of 
emerging technologies such as cyber technology and products, intangible transfers, Unmanned 
Aerial Vehicles (UAVs), Artificial Intelligence (AI), robotic systems, cryptocurrencies, new 
materials, and others, in order for their implementation of strategic trade controls to be 
effective. The article concludes with specific recommendations to strengthen strategic trade 
controls in the Kyrgyz Republic. 

1  Bakyt Kakchekeev has 20 years of development experience in Central Asia and has worked with many 
government and private sector actors. He conducts research and teaches about arms control, international 
relations, and regional security studies. Kakchekeev also has over 10 years of experience providing 
capacity building support in the areas of monitoring and evaluation tools, development and utilization,     
and policy reform to the Kyrgyz Government as well as projects and programs implemented in the Central 
Asia region. Kakchekeev holds a B.A. in International Relations and Oriental Studies, an LL.M in Law, a 
Ph.D. in Political Science, and is fluent in English, Kyrgyz, Turkish, Arabic and Russian. In addition, he 
chairs the International Relations Program at the Kyrgyz-Russian Slavonic University. 
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Introduction

The strategic trade control system in the Kyrgyz Republic is divided into control over Weapons 
of Mass Destruction (WMD) materials and technologies, and control over weapons and 
military equipment. The coordinating body for export controls is the State Commission for 
Military-Technical Cooperation (MTC) and Export Control under the Government of the 
Kyrgyz Republic (EC Commission). Certain decisions on the export and import of weapons and 
military equipment, as well as controlled goods, are carried out without a license in accordance 
with the decisions of the MTC and the EC Commission.

Export controls in the Kyrgyz Republic are based on the permitting procedure for carrying 
out foreign economic transactions with controlled goods and technologies. The export control 
mechanism enshrined in current legislation provides for the following procedures: 

a) Identification of controlled goods and technologies; 

b) Authorization procedure for the implementation of foreign economic operations; 

c) Customs control and customs clearance of the export of controlled goods and technologies; 

d) Foreign exchange control over the implementation of foreign economic transactions; and 

e) Application of measures of state coercion (sanctions) against persons who have violated or 
tried to violate export control legislation.

The Current Status of Strategic Trade Controls in the Kyrgyz Republic

The Kyrgyz Republic’s strategic trade control system is at an early stage of development. 
In 2003, the Export Control Law of the Kyrgyz Republic was adopted.1 It was developed 
on the basis of a model law commissioned by the Threat Reduction Agency of the United 
States Department of Defense in 1994 as part of the Nunn-Lugar program.2 In 1999, this law 

1  “On Export Control,” Law of the Kyrgyz Republic, No. 30. Electronic Database of Legal Acts of the 
Ministry of Justice of the Kyrgyz Republic, January 23, 2003, <http://cbd.minjust.gov.kg/act/view/ru-ru/ 
1154>.

2  Lawyers Alliance for World Security, “Model NIS Export Control Legislation,” The Nonproliferation 
Review (Spring-Summer 1995), pp. 58-63.
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was adopted with revisions in the Russian Federation, and in 2001 by the Interparliamentary 
Assembly of the Commonwealth of Independent States (CIS), where a model draft export 
control law was recommended to CIS countries. Despite the experience of the Kyrgyz Republic 
in non-tariff regulation of trade, systematic work on strategic trade requires further development. 
The U.S. funds experts to help on this through the OSCE since 2016.

The adoption of the Kyrgyz Export Control Law and national control lists was an important 
step, but only the first step. It should be noted that arms trade deals transactions carried out 
by the Defense Department are classified. Activities of the state enterprise “Kyrgyz Kural” 
(Kyrgyz Arms) are the subject of frequent scandals related to violations of international and 
national legal norms in arms deals. The development of the defense industry is a matter of 
private production or public-private partnerships, which, in turn, complicates studies into their 
conduct and obtaining quantitative data on arms and military equipment transactions due to the 
state regime of secrecy and commercial secrets. However, there is a steady stream of reports on 
attempts to violate arms trade rules by actors from the Kyrgyz Republic.3

The development of national control lists and their subsequent approval requires complex 
multistage coordination and consideration, which often means that timely responses to ongoing 
changes and challenges are hindered. One feature of the efficiency of export controls is the 
ability to both promptly respond to changes in the political situation and respond to specific 
events, as well as the ability to introduce, change, or cancel elements of control lists quickly. 
Nevertheless, the methodology for analyzing and responding to violations in the field of strategic 
trade has not been fully developed. Thus, violations that take place during the sale of weapons 
and military equipment, special purpose products, as well as attempts to use Kyrgyz companies 
for illegal supplies, does not affect control lists or lists of persons and companies subject 
to sanctions in the Kyrgyz Republic. The existing control lists with violators are limited to 
information about individuals and organizations involved in terrorist activities in the Republic. 
As a rule, individuals and organizations are included in the Financial Intelligence list by a 
verdict or decision of a court or as part of a criminal case and related operational assignment 
and mostly from Interpol lists. However, the multiple risk assessment factors adopted by the 
Financial Action Task Force (FATF) on Money Laundering (FATF) are not considered.

The national control lists themselves have a certain dualism since the lists for which the Ministry 
of Economy are responsible have a partial nomenclature of weapons, military equipment, and 
components for which the Ministry of Defense and the General Staff of the Kyrgyz Republic are 
also responsible.4 The control lists are not inclusive of the actual activities of the government 
bodies of the Kyrgyz Republic, or what would represent the political interests of the country. 
This, to a certain extent, indicates the artificiality and superficiality of the strategic trade control 
system in arms export control and the underdevelopment of this type of control.

Furthermore, the constitutional structure of modern Kyrgyzstan complicates work on national 
control lists. In the context of the existing dualism, there is uncertainty in terms of the functions 

3  Mostly attempts to use Kyrgyz companies for the transit of controlled items.

4  “On State Regulation of Foreign Trade Activities in the Kyrgyz Republic,” No. 41, July 2, 1997, <http://
cbd.minjust.gov.kg/act/view/ru-ru/541>.
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of the Prime Minister and the President to impose sanctions and special export control regimes, 
which means that there is no departmental responsibility for making a decision and its 
implementation. There is no legal basis for such activities. In contrast, for example, in the U.S. 
there is the law “On the Special Economic Rights of the President of the United States,” and a 
similar law exists in the Russian Federation. These laws give authority to the heads of state to 
introduce such measures. 

In Kyrgyzstan, tariff and non-tariff policies are the responsibility of the government, that is, 
the Prime Minister, but the approval of the national control lists falls to the President. Although 
export controls are a non-tariff regulation measure, probably, according to the intention of 
the drafters of the Law of the Kyrgyz Republic “On Export Control,” the political decision to 
introduce special types of controls directly related to export controls will be assigned to the 
President of the country. The newly adopted Constitution of 2021 still has this flaw.
The Kyrgyz State Customs Service Republic and the State Border Service does not play a 
role in suppressing violations of strategic trade controls. As noted above, the law enforcement 
services of foreign countries has revealed number of cases export control violations involving 
Kyrgyz citizens, firms, and infrastructure.5

When it comes to licensing, the weakest points in the system for regulated exports in the 
Kyrgyz Republic is the procedure for determining the end-user and identifying goods. The 
issues of identifying all the components in the transaction the supply chains and the reliability 
of buyers and brokers in material transfers have not been resolved. Intangible transfers are not 
considered a priority issue. The issues of financial supervision of transactions have not been 
resolved either.

A further structural problem of the national export control system is that, in fact, in the Kyrgyz 
Republic, export control is conditionally divided into at least four groups of goods:

• Goods regulated by the Export Control Law;

• Goods and commodity groups regulated by normative acts on military-technical 
cooperation;

• Goods regulated by the Kyrgyz Republic of Law “On Weapons;” and

• Goods that are not included in the above groups (for example, goods in the field of 
computer technology and ICT communications) – 

Regarding the fourth group, the sphere of responsibility from their control is the National 
Communications Agency and partially the State Security Committee, or the State Defense 
Committee. Drilling rigs are the realm of the State Geology Agency. For the goods and 
technologies in the fourth group, there is a need for certified experts in these technologies to 

5  Such as attempts to transit Northrop Grumman F-5 engines to Iran in early 2000 via Kyrgyzstan. See 
“International Arms Dealer Arrested for Conspiracy to Supply U.S. Fighter Jet Engines to Iran,” 
Department of Justice Office of Public Affairs, <http://www.justice.gov/opa/pr/international-arms-dealer-
arrested-conspiracy-supply-us-fighter-jet-engines-iran>.
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control goods regulated by weapons or aviation laws, pharmacology, and others. 
The fourth zone is also a risk from the perspective of strategic trade because these products 
contained in this group do not fall under existing classifiers due to their technological novelty, 
layout, or unlicensed reproduction of advanced technologies or material. There is no system 
for assessing the security risk of these technologies. The work of the export control system 
is narrowed in the civilian industry to the issuance of licenses for the supply of cyanide for 
the needs of mining companies, and in the military industry - to the sale of used weapons and 
military equipment through the state intermediary State Enterprise “Kyrgyz Kural”(Kyrgyz 
Arms), as well as support for the supply of products for some defense enterprises. Operations 
for the export, import, and transit of weapons are opaque and inaccessible to the public and are 
supervised by the Ministry of Defense of the Kyrgyz Republic, which, as in the past, leaves 
room for abuse in the issuance of licenses, as well as the sale of both surplus and other categories 
of weapons and ammunition.

The government of the Kyrgyz Republic has a tendency to delegate finding solutions for existing 
problems in the field of strategic trade development to other countries and organizations. The 
following lists areas where specific countries and programs helped build capacity:

• Legislative issues: Interparliamentary Assembly of CIS;

• Composing national control lists: U.S. Defense Threat Reduction Agency (DTRA); 

• In-house certification, identification of goods, training and supply of equipment: U.S. 
State Department;

• Strengthening of border and customs controls: U.S. Export Control and Related Border 
Security (EXBS) program, the European Union BOMCA program, Russia;

• Supplying WMD detection equipment: U.S. Department of Energy’s National Nuclear 
Security Agency;

• Regular border routine equipment: U.S., Russia, Turkey, the People’s Republic of 
China, and Kazakhstan;

• Control over conventional weapons (MANPADS and ammunition): NATO (USA, 
Germany, and Finland) implemented through the OSCE as the service contractor.

Some U.S. funding comes via service providers such as the World Customs Organization 
(WCO) and the UNODC, such as the U.S. Container Security Initiative.6 Some of the problems 
have to be solved within the framework of the Collective Security Treaty Organization (CSTO) 
since the government cannot transfer these issues to third parties. Thus, the agreement between 
the Russian Federation and the Kyrgyz Republic on the protection of information includes 
elements of control over non-material transfers. Kyrgyz-Russian military-technical cooperation 

6  “United States: Direct Assistance,” United Nations Security Council Resolution 1540 Committee,” Offers 
of Assistance, <https://www.un.org/en/sc/1540/assistance/offers-of-assistance/offers-from-member-states/
united_states.shtml>.
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agreement exempts all activities from any type of control such as export controls.7

The Kyrgyz Republic has willingly signed onto international instruments in the field of arms 
and military equipment and WMD control. However, Kyrgyzstan is not a member of the 
recognized international export control regimes (the Wassenaar Arrangements in the field of 
conventional arms control, the Australian Group on the Control of Chemical and Bacteriological 
(Biological) Weapons, the Missile Technology Control Regime, the Nuclear Suppliers Group, 
and Zangger Committee). It is within the framework of these regimes that information and 
experience is exchanged on existing and new practices of bypassing national export control 
systems by various actors and measures are being developed to prevent as well as to coherently 
counteract such crimes.

Overall, the Kyrgyz national strategic trade control system has a logical structure and legal 
framework. However, there are a number of issues that hinder its effectiveness. One is the 
lack of a clear division of responsibilities between government ministries. A second is having 
a clear policy and system for assessing risks and determining the reliability of the end-users of 
controlled products when issuing licenses for their export. A third is the lack of an independent 
expert analytical laboratory. Finally, there should be more Kyrgyz Government commitment in 
the form of increasing the budgets to finance strategic trade controls.

Addressing these issues requires, in addition to political will and transactional interest, a certain 
consistency, programmability, and a forward-thinking vision for reform. One way to achieve 
this could be to develop a program that overcomes the problems facing the Kyrgyz strategic 
trade control system. This program should overlap and complement government initiatives 
aimed at re-industrializing the country. The government and parliament, in the adopted plans, 
as a domestic and foreign policy, need to determine the country’s attitude to the priority of the 
defense sector, development of trade and economy, the acquisition of advanced technologies 
in the chemical, biological, information industries, as well as political instruments used in 
organizing or the termination of military supplies, technical transfers, as well as the transit of 
goods, services and technologies. It is necessary to develop both political instruments and the 
criteria contained in them for the application of unilateral sanctions against individuals and 
countries on the basis of a strategic trade system.

Conclusion

The development of the Kyrgyz strategic trade control system took place in a unipolar world 
on the basis of model legislation developed by U.S. initiatives. The Kyrgyz political elite was 
and continues to be guided by the philosophy of extreme neoliberalism in general, and with 
regard to issues of arms export controls in particular, does not make decisions based on logical 
planning but uses external funding programs to find solutions. The current foreign policy goal 
is not ensuring the future of the country’s security and stability but rather reducing transaction 

7  “On the Ratification of the Treaty Between the Kyrgyz Republic and the Russian Federation on the 
Development of Military-Technical Cooperation,” signed on June 20, 2017 in Moscow,” <http://cbd.
minjust.gov.kg/act/view/ru-ru/111741?cl=ru-ru#unknown>.
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value. This means that if a more advantageous offer appears, Kyrgyzstan can, and most likely, 
will easily leave many regimes and agreements if it sees in this a large transactional benefit for 
itself in the economic sphere, or in receiving other more significant dividends. This was proven 
in 2014 when Kyrgyzstan closed the Manas U.S. airbase under Russian pressure.8 

The issue of conventional weapons proliferation is not a priority for the country’s leadership, 
which is reflected in the dualism regarding who has authority for decisions in this regard. 
The overwhelming majority of contracts on controlled and military supplies were concluded 
within the framework of military-technical cooperation with CIS countries and are practically 
regulated in parallel with the law of the Kyrgyz Republic “On Export Control.”

The participation of the Kyrgyz Republic in the main international regimes for export control 
over arms such as UN Security Council resolution 1540 is controversial and demonstrates the 
need to continue developing technical capabilities in tracking and reporting implementation. 
This is being done by the U.S. directly via contractors such as the OSCE.9

To build a resilient system and make Kyrgyz strategic trade controls more effective, a program 
to strengthen state capacity is needed. This program should achieve the following: 

• Improve the system for issuing licenses; 

• Develop and put into operation a pilot version of the in-house export control system (in 
the companies “Dastan,” “BMZ,” “Nur,” SE “Kyrgyz Kural,” the Ministry of Internal 
Affairs of the Kyrgyz Republic); 

• Develop the potential for identifying critical technologies (creating an independent 
expert laboratory with international accreditation, introducing export controls to 
universities and research institutes of various types of property with the leading role 
of the National Academy of Sciences of the Kyrgyz Republic, the Council for Science 
under the Government of the Kyrgyz Republic, training and motivation of personnel); 

• Contribute to the system of law enforcement and law enforcement practice (to clarify 
the concepts of “general control,” “public domain,” “critical technology,” “criticality 
assessment,” “ICT export control,” etc., development and training in new methods of 
investigation of violations of export control over arms); 

• Strengthen the standardization of the control system over intangible transfers and adopt 
security standards, primarily for electronic means of information transmission, as well 
as the protection of critical infrastructure from cybercrimes, possibly based on the 
Russian GOST system, EU standards, or the American National Standards Institute 
(ANSI);

8 “Russia Tightens Control over Kyrgyzstan,” The Guardian, September 18, 2014, <https://www.theguardian.
com/world/2014/sep/18/russia-tightens-control-over-kyrgyzstan>.

9  “Preventing the Proliferation of Weapons of Mass Destruction: The Role of the OSCE in Support of 
UNSCR 1540,” OSCE, February 7, 2020, <https://www.osce.org/secretariat/444844>.
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• Regarding financial monitoring, the Kyrgyz Republic should introduce control over 
cryptocurrencies, electronic wallets, and other impersonal electronic means of payment;

• Introduce passports of transactions of export-import operations. At least once a year, 
the national control list should be updated to reflect the goods, the lists of countries, and 
companies that can supply weapons and military equipment.

• Work should be carried out to clarify the functional responsibility of the departments 
of the Ministry of Defense of the Kyrgyz Republic and the General Staff of the Kyrgyz 
Republic in the field of export control and weapons and military equipment. The activity 
of the state intermediary “Kyrgyz Kural” requires special attention, since it is the only 
intermediary agency in the republic that does not manufacture products or scientific 
developments but is a “legalized” monopolized intermediary in all transactions with 
weapons and military equipment. This should include the creation of an effective risk 
control and risk management system that prevents U-turns with sanctioned jurisdictions 
such as Iran, China, Russia or others. Secondary sanctions threats should be considered 
as well. 

• To effectively use strategic trade controls in the arsenal of the country’s political tools, 
it is necessary to adopt the Law on the Exclusive Economic Rights of the Head of State. 
Such a law should eliminate the dualism in the management of the export control system, 
legitimize political decision-making by the President of the country, and give the Prime 
Minister the right to approve and amend the “National Control Lists”. However, this 
initiative may be at risk due to the looming next constitutional reform and low political 
interest.

As a general recommendation, the structure of the government should change every one and a 
half to two years in order to abandon the practice of nepotism and political appointments down 
to the lowest level of civil servants. This practice is a demoralizing and destructive factor, 
harms continuity, and erodes an already small layer of professionally trained specialists.  
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Commentary
To Share or Not to Share?: 
The Challenge of Controlled 
Technologies in Research 
and Development (R&D) 
R U D I  D U  B O I S ,  J U L I A  B E L L ,  D R I E S  B E R T R A N D 1

Abstract

Globalization of world trade has not only led to an increase in the trade of goods but also to 
technology transfers on a global scale. In the wrong hands, advanced and sensitive technologies 
can pose serious compliance risks. Export controls have been implemented to impede the 
proliferation of advanced technology through the control of dual-use items to sensitive end-
uses and end-users. However, technology acquisition and transfer is hard for governments 
to monitor and control. Many governmental regulatory authorities currently lack the skills 
and resources to counter the growing threat of diversion of advanced technological items. 
Public-private cooperation should help in this respect. From their side, companies and R&D 
institutions that act as exporter have the legal responsibility to comply with export regulations 
and should therefore establish a robust compliance program in order to prevent dissemination 
of sensitive technologies. Non-compliance has legal consequences,  including significant fines, 
the loss of export privileges, as well as reputational damage.

1  Rudi du Bois is a Senior Advisor at Deloitte Belgium. He is an expert in export controls and sanctions 
with more than 30 years of experience in developing and implementing trade compliance programs, 
conducting risk assessments, and commodity classifications. Julia Bell leads Deloitte’s Global Export 
Controls & Sanctions team in London. She has led compliance-enhancing projects for a number of years in 
a variety of industries, including financial services, consumer products, oil and gas, aerospace & defence, 
manufacturing and the technology, media and telecommunications industries. She is a specialist in U.S., 
EU, UK, French, German and other EU Member State military, dual-use, and sanctions regulations. Dries 
Bertrand is a partner in Deloitte Belgium’s Global Trade Advisory practice, based in Brussels. He has over 
15 years of experience in the area of global trade and worked for various international companies providing 
global trade strategy, import / export compliance and global trade automation advice. 
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A Digital World

Barriers that once impeded the flow of information and technology have been progressively 
eroded. In a world where computing costs are plummeting, connectivity is becoming ubiquitous, 
and information flows freely, previously cost prohibitive tasks and business models are becoming 
more available to a larger amount of players. However, companies must effectively manage the 
balance between providing the access and agility to run their business while ensuring that data 
is secure and that the organization is compliant with governmental regulatory requirements.

This risk is compounded by an increase in the development of more sensitive technologies based 
on microchips and related products. This kind of technology has the capacity to substantially 
improve the accuracy and effectiveness of weapons at relatively low cost.

The Role of Western Technology

The current Russian aggression in Ukraine provides some useful lessons. The effective use 
of Western weapons by the Ukrainians- from the long range High-Mobility Artillery Rocket 
System (HIMARS) from the United States to the Anglo-Swedish Next Generation Light 
Anti-Tank Weapon (NLAW) - is now well known. More significant from the point of view 
of this commentary, however, is the role of “Western” (including from U.S. allies like Japan) 
microprocessor-type components incorporated into Russian equipment.

A study by the Royal United Services Institute (RUSI) in conjunction with Reuters revealed 
that in Russian equipment that had fallen into Ukrainian hands, there were no less than 450 
such components, with 318 from the United States, followed by 34 from Japan, and 30 from 
Taiwan.2 This took place despite strict Western sanctions since the Russian occupation of 
Crimea in 2014. A study of Iranian equipment sold to Russia showed a similar picture.3

This illustrates the key problems of control of such technology:

• First, that this technology is dual-use and not unequivocally military, and thus 
harder to identify;

2 James Byrne, Gary Somerville, Joe Byrne, Dr Jack Watling , Nick Reynolds, and Jane Baker, “Silicon 
Lifeline: Western Electronics at the Heart of Russia’s War Machine,” RUSI, August 8, 2022, <https://rusi.
org/explore-our-research/publications/special-resources/silicon-lifeline-western-electronics-heart-russias-
war-machine>.

3 “Dissecting Iranian Drones Used by Russia in Ukraine,” Conflict Armament Research, November 2022, 
<https://storymaps.arcgis.com/stories/7a394153c87947d8a602c3927609f572>.
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• Second, the items are small and easily concealed, especially in the flood of 
microchips  used for a plethora of civil applications;

• Third, even if designed in the United States, and to a lesser extent in Europe, 
much of this technology is manufactured in factories (fabs) in East and 
Southeast Asia, thus making diversion  easier.

Export Controls

Export controls have been implemented to impede the proliferation of advanced technology 
through the control of dual-use items to sensitive end-uses and end-users. The legal consequences 
of non-compliance with national export control regulations can be substantial, including 
significant fines, the loss of export privileges, as well harming a company’s reputation.

One example of how high fines might be in the case of violation is the case of Société Internationale 
de Télécommunications Aéronautiques SCRL (SITA), in which this Swiss company reached a 
USD $7.8 million settlement with the U.S. Department of Treasury’s Office of Foreign Assets 
Control (OFAC) in 2020.4 SITA is a global IT service provider that serves the commercial 
aviation industry. The company breached U.S. sanctions several times by providing services to 
Iranian and Syrian airline operators. SITA was under the jurisdiction of U.S. sanctions because 
the company’s server was located in the United States, the software provided for its clients 
was U.S.-origin and finally, the messaging services of the company were located in Atlanta, 
Georgia.

Another example of violations of technology-related export controls is the U.S. company 
NewTek, Inc. This company, located in Texas, sold video production technology and services 
to third-country distributors which were then resold to companies and individuals in Iran. 
Newtek provided software updates, reseller training, and other support to customers in Iran. 
OFAC and NewTek, Inc. agreed that NewTek would pay USD $189,483 in penalty. However, 
if NewTek had not voluntarily disclosed its violations, OFAC would have imposed a penalty 
of over USD $15 million.5

However, technology acquisition and transfer is hard for governments to monitor and control.6 
A case in point, as mentioned above, are the high-tech components and technology that still 
finds their way to Russia through the use of shell companies, academic and research institutions, 

4 Eric Sandberg-Zakian, “Insight: OFAC $7,8M Settlement with Swiss Company Expands Tech Enforcement,” 
Bloomberg Law, April 16, 2020, <https://news.bloomberglaw.com/white-collar-and-criminal-law/insight-
ofac-7-8m-settlement-with-swiss-company-expands-tech-enforcement>.

5 “Know Your Customer: OFAC, BIS Penalize Companies for Sales of “EAR99” Items and Services to 
Prohibited Parties Through Distributors,” JD Supra, September 22, 2021.

6 Andrea Viski, “Advanced Conventional Weapons and Emerging Technologies: Recognizing and 
Preempting Proliferation Threats,” 2022, <https://strategictraderesearch.org/wp-content/uploads/2022/02/
Advanced-Conventional-Weapons-and-Emerging-Technologies.pdf>.
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third- country distributors, or espionage.7

Evaluating Your Export Activity

As exporters, researchers and companies have the ultimate responsibility for complying 
with export controls and sanctions. There are four principal ways in which an export can be 
controlled, and each must be evaluated to confirm that the activity is compliant with export 
control regulations:

1. Item controls: Item controls are restrictions on the trade, provision and/or movement, of 
both tangible and intangible items that meet defined specifications. These can be inclusive 
of complete systems, equipment, components, materials, software, technical data, and 
services.

2. End-use controls: If an item is not listed on the relevant control lists, it may still require 
a licence to be exported under end-use controls. Historically, end-use controls were 
implemented to counteract Weapons of Mass Destruction (WMD) development and use, 
but they can also be applied in connection with prohibited military applications and other 
protective matters (e.g., internal repression of human rights, environmental protection, etc.).

3. End-user controls: The final recipient (end-user) of an item can also trigger the need for an 
export licence. End-user controls apply to certain entities or persons who have been added 
to a denied and/or restricted parties list (e.g., the U.S. Entity List, Denied Persons List, 
Unverified List, etc.) or specified within the applicable regulation.

4. Destination controls: Trade sanctions and embargoes are tools to implement trade restrictions 
against target countries for national security and/or other domestic interests, and may also 
serve as punitive measures. An example of this could be United Nation sanctions on a target 
country for upsetting international peace and security or internal human rights violations. 
Sanctions and embargoes can be unilateral or multilateral, and can be comprehensive (e.g, 
broad item and financial controls applicable to the entire country and its nationals, such as 
the DPRK) or targeted (e.g., limited to specific items and/or to specific entities affiliated 
with the country, such as the Russia Sectoral Sanctions).

What to Do?

Many governmental regulatory authorities currently lack the skills and resources to counter 
the growing threat of diversion of advanced technological items. Viski (2022) recommends 
that governments develop a strategy in order to raise awareness, enforce compliance, and build 

7 James Byrne, Gary Somerville, Joe Byrne, Dr Jack Watling , Nick Reynolds, and Jane Baker, “Silicon 
Lifeline: Western Electronics at the Heart of Russia’s War Machine,” RUSI, August 8, 2022, <https://rusi.
org/explore-our-research/publications/special-resources/silicon-lifeline-western-electronics-heart-russias-
war-machine>.
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public-private cooperation.8

It is the responsibility of the exporter to use the correct export classification and to determine if 
an export license is required. The exporter is also responsible for ensuring that the export is not 
destined to restricted end-uses, end-users, or destinations without an appropriate authorization 
in place. Therefore, companies and R&D institutions should raise awareness about the potential 
dangers of sharing research results and about the need to implement appropriate prevention 
and control measures such as export control classification and sanctioned party list screening. 
R&D institutions should also consider additional security measures such as physical security 
measures, limiting the dissemination of sensitive information with security recommendation 
by publishing only part of the research results, as well as requiring security clearances for 
individuals involved in high risk projects.9

A robust internal compliance program (ICP) is required not only to respond to the complexity 
of these challenges in today’s current environment, but also the challenges that will emerge as 
the regulatory environment evolves— which it will.

8 Andrea Viski, “Advanced Conventional Weapons and Emerging Technologies: Recognizing and 
Preempting Proliferation Threats,” 2022, <https://strategictraderesearch.org/wp-content/uploads/2022/02/
Advanced-Conventional-Weapons-and-Emerging-Technologies.pdf>.

9 “Guidance Note: Potential Misuse of Research,” European Comission, 2021, <https://ec.europa.eu/info/
funding-tenders/opportunities/docs/2021-2027/horizon/guidance/guidance-note-potential-misuse-of-
research-results_he_en.pdf>.
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