Strategic
Trade
Review
The Global Secondary Market
Proliferation Impacts and Risks

Special Issue - Emerging Technologies
Winter/Spring 2020

SPECIAL ISSUE:
Emerging and Foundational
Technologies
Next Generation Export Controls
New Approaches
Emerging Technologies and
Competition
Cheminformatics
Bolstering the Control of Chemical
Warfare Agents and their
Precursors
Blockchain
An Export Control Tool
Research Institutions
Emerging Technologies and
Export Control Law
Intangible Technology Transfers
New Approaches to Risk
Assessment

09

Contents
Letter from the Editor
Andrea Viski

01 — Used Goods, New Risks: Mitigating Proliferation
Impacts of the Global Secondary Market
Amanda Sayre and Thomas Gray
05

ISSN: 2506-9691

E-ISSN: 2406-5269
© Copyright 2020
Strategic Trade Research Institute
STR serves as an international forum
for advanced exploration of the
strategic trade field.
STR is a publication of the Strategic
Trade Research Institute (STRI). The
Institute’s mission is to contribute to
the
definition,
formation,
and
development of strategic trade as an
inter-disciplinary technical field and
contribute to a growing network of
strategic
trade
practitioners.

researchers

03

and

All articles in this journal have
undergone rigorous double-blind
peer review.
EDITOR-IN-CHIEF
Andrea Viski
EDITORIAL BOARD
Aaron Arnold
Sibylle Bauer

Richard Cupitt
Catherine Dill
Scott Jones

Brad Kabanuk
Rosa Rosanelli

Daniel Salisbury
Jonas Siegel

Filippo Sevini
Ian Stewart

Christopher Tucker
COPY, STYLE, AND LAYOUT EDITOR
Andrea Viski
WEBSITE
https://strategictraderesearch.org/
The author(s) of each article
appearing in this Journal is/are
solely responsible for the content
thereof. Any views expressed in
this publication are the views of
the authors and not necessarily
the views of the Editor or STRI.
The Strategic Trade Review
adheres to the Codes of Conduct
and the Official Guidelines of the
Committee on Publication Ethics
(COPE). The Strategic Trade
Review maintains a zero tolerance
policy for plagiarism, falsification
of data, misuse of third party
material, fabrication of results,
and fraudulent authorship.
This publication may not be
reproduced, transmitted, or
disseminated in any form, without
prior permission.

02 — Disrupting Export Controls: “Emerging and
Foundational Technologies” and Next Generation
Controls
Scott Jones
31
03 — Emerging Technologies and Competition in the
Fourth Industrial Revolution: The Need for New
Approaches to Export Control
Brigitte Dekker and Maaike Okano-Heijmans
53
04 —Leveraging Cheminformatics to Bolster the
Control to Chemical Warfare Agents and their
Precursors
Stefano Costanzi, Gregory Koblentz, Richard Cupitt 69
05 — An Institutional Blockchain as a Tool to Control
the Export of Dual-Use and Military Goods
Carmine Coscarella and Angelo Minotti
93
06 — Emerging Technologies and Export Control
Law: Challenges and Compliance Mechanisms for
Research Institutions from a European Perspective
Philipp Niggl
113
07 — Emerging Technologies and the Challenges of
Controlling Intangible Technology Exports
Nitish Suri
137

Volume 6, Issue 9, Winter/Spring 2020

Letter from the Editor

T

hrough the publication of the Strategic Trade Review, thematic projects, and training,
the mission of the Strategic Trade Research Institute is to build networks of research
and practice in the strategic trade field. The topic of emerging technologies has risen
to the forefront of nearly every discussion in the export control, sanctions, and national
security communities – and with that, a growing need has developed to address this topic in
an inclusive manner that facilitates dialogue among and between different stakeholders. This
issue of the Review is a step forward in sharing the latest research and analysis on emerging
technologies with the broader global strategic trade community.
Dimensions of the current challenge have been addressed in previous Strategic Trade Review
issues – how to control intangible technologies, how to assess risk, the use of catch-all controls,
outreach to exporters, for example – but current discourse has framed these issues in a new light,
that of a) trying to define emerging technologies and identify related threats and opportunities
b) assessing the relationship between strategic trade controls and emerging technologies c)
questioning existing national, regional, and international frameworks in light of the rapidly
evolving nature of technology transfer. Simultaneously, technologies are also being explored
as solutions to export control challenges. The current issue focuses on these themes through a
diversity of articles tackling either the challenges – or solutions – brought about by technology
in the strategic trade context.
This issue’s thematic focus is part of a broader initiative by the Strategic Trade Research Institute
to make sense of competing narratives on emerging technologies and to extricate sound researchbased policies and conclusions from conjecture. The strategic trade community should focus as
much on the opportunities presented by technology as its challenges and recognize this moment
as an opening to improve, if not revolutionize, existing governance frameworks. The technologyfocused articles are also accompanied by a thorough exploration of the proliferation risks of the
secondary market for controlled goods.
As the discussions surrounding these topics moves forward, I invite those practitioners and
researchers working on challenging strategic trade topics to actively join the Strategic Trade
Research Institute network by contributing to the journal and getting involved in our research,
training, and publication activities.
ANDREA VISKI
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Used Goods, New Risks:
Mitigating Proliferation
Impacts of the Global
Secondary Market
A M A N D A S AY R E A N D T H O M A S G R AY 1

Abstract
Economic, technological, and social trends have led to rapid growth in the market for used and
remanufactured goods, and with it, a potential threat: the export of used, dual-use commodities
that could contribute to the development of Weapons of Mass Destruction (WMDs). Export
control requirements apply to WMD-related commodities even beyond first sale, but knowledge of
these requirements is sometimes lost as commodities are sold and resold—and many “outdated”
products can still contribute to a WMD development program. As such, the secondary market
for listed commodities may pose proliferation risks and export control challenges that may
not be well understood. While measures may exist to mitigate the risks posed by the secondary
market, those measures may not have been systematically integrated into export enforcement
and outreach programs and secondary market resellers may not be aware of the requirements
associated with exporting these commodities. This article summarizes the findings of a study
that was performed to assess the secondary market to (1) identify dual-use commodities that
present a higher risk for resale in secondary markets and (2) outline approaches for relevant
authorities to address gaps in existing outreach, training, and enforcement programs. While
the initial analysis focused on the United States’ export control system, the corresponding
European Union export control numbers and multilateral export control regime references

1		 Amanda Sayre and Thomas Gray are Research Analysts at the Pacific Northwest National Laboratory.
Amanda is a certified U.S. Export Compliance Officer specializing in enforcement capacity-building and
targeting. Thomas is a former Navy nuclear engineer focusing on the intersection of technology and policy
as it relates to nuclear nonproliferation.
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have been added for completeness.
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Introduction
Economic, technological, and social trends are changing the way consumers think about used
commodities. Many consumers are now more willing to consider used or remanufactured
goods, and simultaneously, new technological innovations are making it more cost-effective
to recycle used commodities and easier to find buyers. Together, these changes have led to
rapid growth in the secondary market and, along with it, a new potential threat: the export of
used, dual-use commodities that could contribute to the development of Weapons of Mass
Destruction (WMDs).
While the export of WMD-related commodities is expected to be regulated throughout the
commodities’ lifetimes, knowledge of those export control requirements is sometimes lost
as commodities are sold and resold. Replacing older, used products with newer and better
technologies does not necessarily mean that the “outdated” products cannot still contribute to a
WMD development program. As such, the secondary market for listed commodities may pose
proliferation risks and export control challenges that may not be well understood. Furthermore,
while measures may exist to mitigate the risks posed by the secondary market, those measures
may not have been systematically integrated into export enforcement and outreach programs,
and secondary market resellers may not be aware of the requirements associated with exporting
these commodities. Considering these challenges, this article summarizes the findings of a
study assessing the secondary market to (1) identify dual-use commodities that present a higher
risk for resale in secondary markets, and (2) outline approaches for relevant authorities to
address gaps in existing outreach, training, and enforcement programs.

What is the Secondary Market and How Does it Relate to Export Controls?
To fully understand the secondary market for listed commodities, it was necessary to first
define the term listed commodities of interest for the secondary market. The authors did this
by defining and constraining two key terms: (1) secondary market and (2) listed commodities.2
Considering those definitions, the following sections discuss the legal controls for used listed
commodities, the challenges posed by the secondary market, and a review of the research that
has already been done in this area.
The authors defined the secondary market as the post-retail market for selling used, unwanted

2

Authors’ interviews, Seattle, January-March 2019.
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goods. These goods can be reused, remanufactured, or, in some cases, disposed (e.g., scrap).3
Unused goods sold as excess, or surplus, are excluded. One important source of secondary
market goods is the original buyers, who may come from industry, academia, or government.
Often, they resell their used goods by connecting directly with a buyer. However, sometimes
sellers want or need assistance to sell used commodities and may rely on a facilitator. Facilitators
help connect sellers to new buyers and can include general and specialty resellers, auction
houses (brick-and-mortar and online), scrap or recycling companies, and e-commerce sites.
These organizations might connect the buyer and seller (e.g., Craigslist or eBay) or take full
or partial ownership of the item to resell it (e.g., furniture consignment). Original equipment
manufacturers (OEMs) and distributors are included in this definition when selling used dualuse commodities.
The international export control regime is complex, and defining the term listed commodity is
therefore equally complex. Multilateral nonproliferation regimes and arrangements identify the
dual-use commodities and technology covered by export controls, while national governments
are responsible for implementing the rules and regulations to prevent their proliferation to
WMD programs. The U.S. Government controls the export of various physical commodities
and technical data for reasons related to national security, foreign policy, nonproliferation of
WMD, international obligations, and other reasons. Various U.S. agencies enumerate and set
controls for different types of commodities and export-related activities, including the U.S.
Department of State (military commodities), Department of Commerce (dual-use commodities),
Department of Energy (nuclear technology), Nuclear Regulatory Commission (nuclear
materials and equipment), and the Treasury Department (finances and embargos). This article
focuses on WMD-related dual-use commodities under the jurisdiction of the U.S. Department of
Commerce, specifically those commodities that are important for the development, production,
testing, or use of WMDs, but that also have commercial applications. Despite this article’s
focus on U.S. laws, there exists corresponding control language in the European Union (EU)
and multilateral export control regimes (MECRs). The authors have annotated other controls
(i.e., EU & MECR) only when they differ.
The U.S. Department of Commerce’s (DOC) Bureau of Industry and Security (BIS) maintains
the Commerce Control List (CCL) (15 CFR 774) within the Export Administration Regulations
(EAR), which includes items (e.g., commodities, software, and technology) subject to the
export licensing authority of BIS. For the purposes of this article, the authors will focus on
commodities. Commodities are identified by a five character alpha-numeric designation called
an Export Control Classification Number (ECCN). An ECCN is made up of four sections, the
“Heading,” “License Requirements,” “License Exceptions,” and “List of Items Controlled.”
Under each ECCN, BIS describes the items controlled, and it is common for one ECCN to
include many similar or related commodities. For this article, the term ECCN refers to the five
character parent designation (e.g., 1C354) while the term listed commodity refers to a discrete
item controlled on the CCL. In this report, the term “listed” preceding a commodity name (e.g.,
“listed mass spectrometer”) indicates that the item meets the control specifications enumerated
3

Remanufacturing describes the process in which a recovered good, or core, is transformed through
cleaning, testing, and other operations into a product that is tested and certified to meet technical or safety
specifications and has a warranty similar to that of a new product. Different industries sometimes apply
other terms, such as refurbishing, reconditioning, or rebuilding, to describe essentially the same process.
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in the CCL.4 The process used to select commodities of interest for this article is described in
the next section. This article does not consider non-listed commodities destined for proscribed
end-uses, such as a used tanker truck destined for use in a missile program.5
Consistent with multilateral arrangements, U.S. export control laws do not distinguish between
new and used commodities. If a used commodity still meets the control specifications, it is
still listed. The EAR states, in the Code of Federal Regulations (CFR) Chapter 15 Section
774 (15 CFR 774) Supplement No. 3 (d), that “the specifications in the [CCL] apply equally
to new or used goods. In the case of used goods, an evaluation by [BIS] may be carried out
in order to assess whether the goods are capable of meeting the relevant specifications.”6 No
public documentation exists regarding how this assessment is conducted or the criteria that
need to be met. For example, if a machine tool meets the control specifications under ECCN
2B001 but does not function or needs minor repairs, no published guidance exists to help
the owner determine applicable export controls, aside from seeking a determination from the
DOC. This article assumes that any item that meets the control specifications, when new, is
listed, regardless of whether a used version can still meet those specifications.
Secondary markets, particularly e-commerce markets, challenge the enforcement of export
control regulations on listed commodities. Zilinskas and Mauger (2015) capture this well:
“E-marketplaces…create a niche by providing visibility and a degree of legitimacy
for small and specialized vendors to sell products abroad. … In the past,
companies wishing to enter foreign markets would have to send out expensive trade
delegations to demonstrate their products in person. The harnessing of the Internet
for commerce, notably through e-marketplaces, has reduced the necessity of doing
so. The rise in export control cases involving these spaces raise concerns that
e-marketplaces permit would-be proliferators ‘to find suppliers who will not ask so
many questions.’ Importantly, these low-profile actors are able to sell secondhand
products through e-marketplace websites.”7
In comparison to OEMs, secondhand sellers may not be knowledgeable about the products they
sell or aware of the export control requirements that may apply, putting them at greater risk of
unintentionally exporting a listed commodity without a required export license. Additionally,
some resellers are at even greater risk, such as liquidation companies who may have limited
4

Listed commodities do not always require a license for export. The need for a license is determined based
on the country of destination, end-use, and end-user. Therefore, the authors use the word “listed” to indicate
that the commodity meets the control specifications enumerated on the Commerce Control List.

5

Tatsuya Kanemitsu, “Trader Arrested for Export Violation [Sic] to North Korea,” Global Trade Compliance,
May 19, 2009, <http://japantradecompliance.blogspot.com/2009/05/trader-arrested-for-export-violaitonto.html>.

6

United States Department of Commerce, Bureau of Industry and Security, 15 CFR 774 Supplement No. 3 (d),
January 6, 2020, <https://www.bis.doc.gov/index.php/documents/regulations-docs/2345-774-10-24-18/
file>.

7

Raymond A. Zilinskas and Philippe Mauger, “Biotechnology E-Commerce: A Disruptive Challenge to
Biological Arms Control.” CNS Occasional Papers, Vol. 21 (May 7, 2015), <https://www.nonproliferation.
org/biotechnology-e-commerce-a-disruptive-challenge-to-biological-arms-control/>.
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experience with the commodities being sold and who may not be able to differentiate between
an honest and dishonest declaration of end-use.
Further, cases involving the unlicensed export of dual-use commodities are difficult to
prosecute. In comparison with military commodities, where the intent is clear, the dual-use
nature of many non-military commodities introduces reasonable doubt.8 While cases involving
the secondary market resale of military commodities have been successfully prosecuted, the
authors’ interviews indicated that prosecuting cases involving the secondary market resale of
dual-use commodities is typically more difficult.9 The secondary market introduces additional
challenges to establishing intent because secondary market sellers are often less familiar with
the products being sold and may not understand the potential dual applications of the listed
commodities they sell. Nonetheless, experts cite examples, domestically and internationally, of
successful cases involving used listed dual-use commodities.10 However, in these cases intent
was easier to establish because the exporter could not deny knowledge that the destination
country or end-user was inappropriate. These challenges to prosecution highlight the importance
of outreach to the secondary market regarding listed commodities.
Another challenge to the secondary market as it relates to export controls is the presence
of a specific type of company – the facilitator. Facilitators offer a private platform (often
e-marketplaces in the modern secondary market) to connect buyers and sellers without the need
for facilitators to take ownership of any commodities. While the facilitator makes is easier and
faster for parties to connect, they also do not assume any legal liability for an export violation
since they do not assume ownership of the commodity. As one expert summarized, “generally
speaking, the [e-marketplace] has immunity in the United States…because it does not control
the items. Ultimately, the legal responsibility falls on the buyer and/or seller…”11
8

Military-related commodities, also called defense articles, are enumerated in the U.S. Munitions List
(USML) (22 CFR 121) and regulated by the International Traffic in Arms Regulations (ITAR) overseen by
the U.S. Department of State’s Directorate of Defense Trade Controls.

9

Gregory Kutz, “Internet Sales: Undercover Purchases on Ebay and Craigslist Reveal a Market for Sensitive
and Stolen U.S. Military Items,” U.S. Government Accountability Office, April 10, 2008, <https://www.
gao.gov/new.items/d08644t.pdf>.

10

Domestic Prosecution Example: See 1.) United States District Court in the Northern District of Illinois,
Eastern Division, Indictment: United States of America v. Hsien-Tai Tsai aka Alex Tsai, October 23,
2012, <http://dig.abclocal.go.com/wls/documents/alex-tsai-complaint.pdf>. The defendants illegally
exported used rotary grinding machines to Taiwan; and 2.) Department of Commerce, Bureau of Export
Administration, “Action Affecting Export Privileges; TAL Industries, Inc.; In the Matter of:TAL Industries,
Inc.,” Federal Register/ Vol. 66, No. 00, Wednesday, May 23, 2001, <https://www.govinfo.gov/content/
pkg/FR-2001-05-23/pdf/01-13024.pdf>. The U.S. Department of Commerce reached a settlement with
TAL Industries on charges of conspiracy to violate the EAR, misrepresentation and concealment, and and
violating conditions of ten export licenses. TAL Industries sought to acquire secondhand listed machine
tools for the purposes of manufacturing military systems. For examples of international prosecuritions, see
1) See Stephanie, Lieggi, Robert Shaw, and Masako Toki, “Taking Control: Stopping North Korean WMDRelated Procurement.” Bulletin of the Atomic Scientists, Vol. 66, No. 5 (September 2010): pp. 21–34. In
this case, Tadao Morita was found guilty in Japan for violating export controls for attempting to illegally
export used tanker trucks (not dual-use) to North Korea.

11

National Research Council, “The Global Movement and Tracking of Chemical Manufacturing Equipment:
A Workshop Summary,” edited by Kathryn Hughes and Joe Alper (Washington, DC: The National
Academies Press, 2014).
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Some facilitators have instituted systems and procedures on their platform to flag trades that
may potentially violate U.S. regulations.12 However, the sheer volume of trade and limited
incentives mean that many facilitators are unlikely to concern themselves with export control
requirements, absent regulatory changes to their responsibility. This article does not attempt to
analyze or recommend changes to U.S. regulations with regards to facilitators but aims instead
to highlight some of the challenges for export controls in the secondary market. The first step
to highlighting these challenges is understanding which listed commodities are of interest to
the secondary market. This will be addressed in the next section.
Despite the challenges discussed above, the authors did not find a systematic assessment of the
utility of secondhand dual-use commodities. While expert assertions and documented cases
suggested individual secondhand commodities can be and have been used, the entire secondary
market and its potential contributions of listed WMD commodities have not been systematically
evaluated.13,14 The closest study to such an assessment was performed by Stewart et. al.,
which analysed the manufacturing base for 26 proliferation-sensitive items.15 Specifically, the
study identified commodities suspected to have a secondhand or surplus market.16 However,
the study led by Stewart does not explain or justify its categorization, making it difficult for
others to validate their methodology. Stewart’s study excludes many key dual-use commodities
including machine tools, but it is a worthy first step.
Several papers examine listed commodities on e-commerce sites, but they focus on new or surplus
commodities rather than used commodities.17 Zilinskas and Mauger highlight secondhand
vendors for biological process equipment but they do not offer a comprehensive study. Further,
the cases mentioned above and statements from subject matter experts demonstrate the continued
value of secondhand dual-use commodities for civilian and military applications. Given the
noted limitations of previous work, this article aims to provide a comprehensive review of all
WMD-related dual-use commodities to identify those of high interest to the secondary market.

12

For example, eBay has developed the eBay Listing Violation Identification System (eLVIS), which is a
keyword-based system for flagging potential violations of various regulations, including ITAR, FDA, etc.

13

See Lucy Walker, “Countdown to Zero,” 2010; and U.S. China Security Review Commission, “Compilation
of Hearings Before the U.S. China Security Review Commission,” Washington, DC, U.S. Government
Printing Office, 2002.

14

Based on expertise and experience of the authors and subject matter experts in general.

15

Ian Stewart, Andrea Viski, and Nicholas Gillard, “The Manufacturing Base for Proliferation-Sensitive
Items,” Paper presented at the Institute of Nuclear Material Management Annual Conference, 2018.

16

Autoclaves, bellows-sealed valves, beryllium, calcium, capacitors, carbon fiber, controlled-atmosphere
furnaces, flash x-ray devices, flow-forming machines, frequency inverters, high-strength aluminum, highstrength materials, high-speed cameras, heavy water, isostatic presses, maraging steel, mass spectrometers,
neutron detectors, pressure transducers, radiation-shielded windows, reactor internals, reactor pressure
vessels, remote manipulators, triggered spark gaps, vacuum pumps, and zirconium.

17

Ian Stewart, “Procurement of Pressure Transducer Via Ebay from China,” Centre for Science and Security
Studies, King’s College London, September 24, 2014, <https://www.kcl.ac.uk/news/procurement-ofpressure-transducer-via-ebay-from-china>; Raymond A. Zilinskas and Philippe Mauger, “Biotechnology
E-Commerce: A Disruptive Challenge to Biological Arms Control.” CNS Occasional Papers, Vol. 21
(May 7, 2015), <https://www.nonproliferation.org/biotechnology-e-commerce-a-disruptive-challenge-tobiological-arms-control/>.
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Identifying and Prioritizing Used Listed Commodities
The authors developed a preliminary research methodology based on principles of qualitative
research using in-depth interviews and open-source research techniques. Acknowledging the
variety of commodities included on the CCL, the authors intentionally narrowed the scope of
commodities to appropriately focus interviews with subject matter experts (SMEs). Given that
scope, the authors developed criteria that would identify the listed commodities of interest
for the secondary market. SME interviews were the primary means of collecting data for the
analysis. The following paragraphs describe the analysis scope, the research design, and criteria
for assessing interest to the secondary market.
This analysis focused on commodities under the jurisdiction of the U.S. DOC as outlined in the
CCL of the EAR (15 CFR 774), specifically commodities important for WMD development,
production, testing, or use but that also have legitimate civilian applications. The authors have
included the corresponding Export Control Number (ECN) from the European Union’s DualUse Control List and MECR paragraphs when they differ.
The CCL includes hundreds of commodities, not all of which are applicable to WMDs (e.g.,
0A980 “Horses by sea”). Each commodity on the CCL has one or multiple Reasons for Control,
some of which are WMD-related.18 The authors selected commodities, for which the Reasons
for Control included the following:
•

Nuclear nonproliferation;

•

Chemical and biological weapons;

•

Missile technology.

Additionally, it should be noted that, while this analysis has a domestic focus, the CCL also
includes listed commodities which are derived from multilateral export control regime lists
issued by the Nuclear Suppliers Group (dual-use list), Missile Technology Control Regime,
Australia Group, and the Chemical Weapons Convention.
Since one ECCN can represent many controlled commodities, the authors carefully reviewed
each ECCN entry in order to identify the associated “List of Items Controlled.” In cases where
the “List of Items Controlled” included an item and its parts, the authors did not break it out
into two commodities, as that level of detail was beyond the scope of the preliminary article.
Additionally, the authors excluded software and technology (ECCNs in Groups D and E within

18

A complete list of the Reasons for Control is available in 15 CFR Part 738, CCL Overview and the Country
Chart, Department of Commerce, Bureau of Export Administration, <https://www.bis.doc.gov/index.php/
documents/regulation-docs/2254-part-738-commerce-control-list-overview-and-the-country-chart-1/
file>.
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the CCL structure).19 This exclusion is a practical matter: the authors focused only on physical
commodities traded through a secondary market. The authors also excluded commodities
subject to another agency’s jurisdiction (e.g., 0A002 Propulsion equipment for nuclear reactors,
which is subject to U.S. Department of State International Traffic Arms Regulations; EU ECN
ML17.g).
Based on all these considerations, the team identified 496 discrete WMD-related commodities
under 175 ECCNs. To prioritize the most important listed commodities for analysis, the authors
began by defining several criteria to transparently assess which listed commodities are of
interest to the secondary market.20 Those criteria included the following:
Reusability: Is the commodity reusable? A commodity’s reusability is important for identifying
used listed commodities sold on the secondary market. This criterion was designed to have a
Yes-No answer. Listed commodities assessed to be Not Reusable were excluded from further
consideration.
Likelihood of Reuse: What is the likelihood that the commodity will be reused? The criterion
Likelihood of Reuse closely follows the Reusability criterion. However, assessing the
likelihood of reuse required specific framing boundaries to determine whether the used listed
commodity would be desirable for WMD development, production, testing, or use. To maintain
consistency in responses, the likelihood of reuse was assessed using three characteristics: 1)
need for modification for reuse, 2) ease of modification for reuse, and 3) degraded performance
when reused.
Ability to Distinguish from Non-Listed Commodities:21 Is it possible to easily distinguish a listed
commodity from non-listed commodities? Listed commodities can be difficult to distinguish
from non-listed commodities without specific knowledge of the listed and non-listed models of
the commodity. It was not possible to identify any fixed commodity characteristics that make
certain commodities easier to distinguish as listed or non-listed. However, consideration of the
following characteristics assisted in assessing this criterion and excluding some commodities
from further consideration: 1) consistency between ECCN and OEM language, and 2) analysis
requirements for distinguishing list and non-listed commodities.
Frequency on the New Market: What is the frequency of the listed commodity on the new
market? Frequency on the New Market is another criterion defined for identifying listed

19

Technology refers to information necessary for the development, production, use, operation, installation,
maintenance, repair, overhaul, or refurbishing (or other terms specified in ECCNs on the CCL that control
“technology”) of an item.

20

For an example of these criteria applied to a high-interest listed commodity, see the section focused on
Machine Tools.

21

This criterion is included to address the second objective of this study: to identify gaps in current
research, outreach, training, and enforcement for export controls on the secondary market. Industry and
the enforcement community do not have the technical capability to distinguish some listed commodities
from non-listed commodities, particularly when destructive analysis or other technical analysis is required.
Therefore, those commodities were excluded as a practical matter, as any recommendations generated
from this analysis would not be useful to industry or the enforcement community.
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commodities of interest to the secondary market. Some listed commodities are rare on the new
market, and, therefore, not likely to be sold on the secondary market. Quantitative analysis of
the actual frequency of listed commodities in the secondary market is beyond the scope of this
preliminary article. Instead, the authors used listed commodities’ export frequency as a proxy to
extrapolate the frequency of listed commodities on the secondary market. The team determined
export frequency was the only way to approximate the trade in listed commodities since their
domestic trade is not well documented. Listed commodities with a low or rare occurrence on
the new market were excluded from this analysis.
Demonstrated Presence on the Secondary Market: Has the listed commodity been observed
on the secondary market? The authors understand that the criterion – Demonstrated Presence
on the Secondary Market – is closely related to Likelihood of Reuse. However, this criterion
is important, because in a few cases, the SMEs had experience with listed commodities on the
secondary market that had been reused in ways similar to WMD applications. In these cases,
the SMEs assessed these commodities to be of greater interest to the secondary market, even
when the other criteria above may have indicated otherwise.
Other Considerations: Are there regulatory or institutional considerations that make the listed
commodity of particular interest to the secondary market?
Once the authors had identified the listed commodities of interest to the secondary market, they
further prioritized those commodities by assessing each commodity on a scale (high, medium,
low) based on common characteristics of listed commodities and used items in general that are
present on the secondary market. Characteristics of high-interest listed commodities include:
•

Value Retention: Commodities that retain their value relatively well;

•

Quality Retention: Commodities that retain their quality or performance;

•

Expensive when New: Commodities that are relatively expensive when bought new. The
seller may want to recoup initial expenses and the buyer may be looking for a deal;

•

Adaptable: Commodities that may be adaptable to other working conditions and applications;
they are not specifically designed to meet the buyer’s needs;

•

Presence on the Secondary Market: Commodities that have a large secondary market (i.e.,
numerous resellers, multiple instances, known cases);

Medium and low-interest listed commodities were identified in relation to the above
characteristics for high-interest listed commodities. Commodities that were less expensive
when new, with a medium secondary market (fewer resellers, and fewer verified cases) were
considered medium interest. Finally, the team defined low-interest commodities as those with
little to no known secondary market.
Finally, using the criteria and characteristics discussed above, the authors conducted interviews
with 11 SMEs with expertise in broad areas such as biological and chemical production
equipment, nuclear commodities, missile commodities, industrial equipment, and with specific

13
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technical expertise, including graphite and mass spectrometers.22 The authors additionally
performed open-source research to further exclude some commodities from consideration and
identify which listed commodities are of greatest interest to the secondary market. The results
of applying that methodology are provided in the next section.

Results: Which Commodities are of Greatest Interest to the Secondary
Market?
A total of 496 commodities under 175 ECCNs were considered. The authors excluded 258
commodities (127 ECCNs) for the following reasons:
•

Not reusable (163 commodities);

•

Unlikely to be reused (33 commodities);

•

Rarely on the new market (37 commodities);

•

Indistinguishable from non-listed commodities (25 commodities).

Of the 496 commodities considered, 226 commodities (48 ECCNs) were identified as listed
commodities of interest to the secondary market: 30 commodities (7 ECCNs) are high interest,
11 commodities (8 ECCNs) are medium interest, and 197 commodities (33 ECCNs) are low
interest. The specific commodities in each group are provided in the following list:
High-Interest Listed Commodities23
Listed commodities of high interest for the secondary market include the following commodities:
•

Machine tools (2B001.a-d; N1B2a-d*) (2B201.a-c; N1B2a-c)

•

Mass spectrometers (3A233.a-d; N3B6)

•

Chemical process equipment (2B350; A, applies to entire entry)
− Chemical reactors (2B350.a)
− Agitators (2B350.b)

22		 Authors’ interviews with SMEs, Seattle and Richland, January-March 2019.
23		 The ECN and MECR correlations were sourced from the UK control list, which is the basis of the EU
control list. Many non-EU countries use the EU list as the basis of their control lists. The authors would
like to thank Tye Blackburn and William Szymanski (PNNL) for their effort to manually correlate ECCNs
to ECNs. The notation in this section is as follows: Commodity Description (ECCN/ECN; ECN only if
different than ECCN; MECR). MECR codes reference the originating regime by an initial code letter. If
the code is followed by an asterisk (*) the source text should be referred to for full details. The originating
regime notation is as follows: “A” for Australia Group; “C” for Chemical Weapons Convention; “M” for
Missile Technology Control Regime; and “N” for Nuclear Suppliers Group Dual-Use List.
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− Tanks (2B350.c)
− Heat exchangers (2B350.d)
− Distillation or absorption columns (2B350.e)
− Valves (2B350.g)
− Multi-walled piping (2B350.h)
− Pumps (2B350.i)
• Vacuum pumps (2B231; N3A8)
• Bellows seal valves (2A226; N3A3)
• Biological process equipment (2B352; A, applies to entire entry)
–

Fermenters (2B352.b)

–

Centrifugal separators (2B352.c)

–

Cross flow filtration equipment (2B352.d)

–

Steam sterilizable freeze-drying equipment (2B352.e)

–

Protective and containment equipment (2B352.f)

–

Aerosol testing chambers (2B352.g)

–

Aerosol challenge testing chambers (2B352.h)

–

Spraying and fogging systems (2B352.i)
Medium-Interest Listed Commodities

Listed commodities of medium interest for the secondary market include the
following commodities:
• Protective and detection equipment (1A004.a; N6A2*) (1A004.b; N6A1*) (1A004.c; A*)
• Toxic gas monitoring systems (2B351.a, 2B351.b; A)
• Analog-to-digital converter (3A002.h; no MECR exists)
• Accelerators (3A101.b; M15B5)
• Frequency changers (3A225; N3A1)
• High-voltage DC power supplies (3A226; N3A5) (3A227; N3A6)
• High-speed pulse generators (3A230; N5B6)
Low-Interest Listed Commodities
Listed commodities of low interest for the secondary market include the following commodities:
• Biological Materials
–

Human pathogens, zoonosis, toxins (1C351; A) (105 materials)

–

Genetic elements, genetically modified organisms (1C353; A) (6 organisms)
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–

Plant pathogens (1C354; A) (23 pathogens)

• Metals
–

Aluminum alloys (1C002.b.4; N2C13*) (1C202.a; N2C1)

–

Titanium alloys (1C002.b.3; N2C13*) (1C202.b; N2C13)

–

Tungsten (1C117.a; M6C7) (1C226; N2C14)

–

Hafnium (1C231; N2C8)

–

Zirconium (1C234; N2C15)

–

Molybdenum (1C117.b; M6C7)

–

Depleted uranium (1A290; no EU ECN or MECR exists)

• Graphite (1C298; EU ECN 0C004; no MECR exists)
• Superconducting solenoidal electromagnets (3A001.e.3, 3A201.b; N6A4)
• Gravity meters (6A007; M12A3*) (6A107; M12A3)
• Radiation-shielded windows (1A227; N1A1)
• Composites production equipment (various)24
• Furnaces (2B105; M6B4) (2B226; N1B4) (2B227.a-c; N1B7)
• Remote manipulators (2B225; N1A4)
• Cameras (various)25
• Lasers (various) 26
• Accelerometers (7A001; M9A3*, M9A5)
• Drone production facilities (9B610; no EU ECN or MECR exists)

Understanding High Interest Listed Commodities on the Secondary Market
As discussed in the Results section above, a prioritization of listed commodities of interest to
the secondary market is a key outcome of this study. Beyond the prioritized list, the authors
performed detailed analysis on several of the high-interest listed commodity groups to identify
trends, conclusions, and recommendations for actions and further research. While the authors
did not perform detailed analysis on all the medium- and low-interest commodity groups, some

24		 Composites production equipment (1B001.a; M6B1a*, N3B4) (1B001.b; M6B1b*) (1B001.c; M6B1c*)
(1B101.a; M6B1a; N3B4*) (1B101.b; M6B1b) (1B201; N3B4).
25		 Cameras (6A003.a.3, 6A003.a.4, 6A003.a.6; N5B3*) (6A203.a-c; N5B3).
26		 Lasers (6A005.a.2-3; N3A2b*) (6A005.b.2.a, 6A005.b.2.b; N3A2a*; N3A2b*) (6A005.b.4; N3A2a*)
(6A005.b.6.a, 6A005.b.6.b, 6A005.b.6.c, 6A005.b.6.d; N3A2c*) (6A005.c.2.a, 6A005.c.2.b; N3A2f)
(6A005.d.3.c; N3A2g*) (6A005.d.4.c; N3A2h) (6A005.a.4, 6A005.c.1.a, 6A005.c.1.b, 6A005.d.2; no
MECR exists) (6A205.a, 6A205.f; no EU ECN or MECR exists) (6A205.b; EU ECN 6A205.a; N3A2b)
(6A205.c; 6A205.f; N3A2c) (6A205.d; 6A205.b; N3A2d) (6A205.e; 6A205.c; N3A2e) (6A205.g;
6A205.d; N2A2g).
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of these commodity groups did yield interesting preliminary analysis, which can be provided
upon request.
The paragraphs below identify the key characteristics for high-interest listed commodities of
interest for the secondary market and provide a detailed analysis of the commodities identified
as high-interest. The authors also identified key characteristics for excluding many listed
commodities from further consideration and identified several cross-cutting trends related to
listed commodities on the secondary market, also included in the subsections below.
It is important to note that the companies identified in the following sections are for illustrative
purposes only to demonstrate that there are listed commodities on the secondary market
potentially sold by these companies. The authors did not attempt to evaluate or comment on the
export control compliance programs of these companies. The objective of this article is to raise
awareness of the potential export of listed commodities on the secondary market without an
export license, and the analysis below should not imply wrongdoing by any of the companies
mentioned.

Listed Commodities of High Interest
High-interest listed commodities to the secondary market were generally identified as: reusable;
having a high likelihood of reuse; distinguishable from non-listed commodities; and frequently
sold or observed on secondary markets. The following characteristics likely increase the
desirability of buying or selling a commodity on the secondary market that could be used for a
WMD application. This list of characteristics is not exhaustive and each of the characteristics
may not apply to all high-interest listed commodities, but it does provide a quick reference for
understanding which listed commodities may be relevant for the secondary market.
•

High Resale Value: These commodities are expensive because they are usually specialized.
Some are specially designed, making them less useable in other applications. Despite the
specialized nature of these commodities, when a company chooses to replace a piece of
equipment, they will often attempt to sell the old piece of equipment to recoup some of
their costs;

•

Can be Remanufactured or Refurbished:27 In addition to commodities that retain their quality,
commodities that can be refurbished or upgraded are also of high interest to the secondary
market. This is particularly true for commodities containing smaller parts and electronics,
where replacing a degraded component can extend the life of the larger commodity, similar
to replacing parts in a car;

•

Adaptable: These commodities are adaptable to other working conditions and applications.

27

While often used interchangeably, remanufactured and refurbished have very different meanings.
According to the U.S. International Trade Commission, “Remanufacturing is an industrial process that
restores end-of-life goods to their original working condition.” On the other hand, refurbishing is a less
robust process, where some maintenance and testing may be performed, but the commodity is not usually
disassembled.
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They are not specifically designed to meet only the original buyer’s needs.
Machine Tools
Finding: The potential to remanufacture previously unlisted machine tools to meet or exceed
control criteria is a serious issue that may require additional research.
Commodities referenced in this section include:
•

2B001.a-d, 2B201.a-c: Machine tools including turning machines, milling machines,
grinding machines, and electrical discharge machines.

Of the commodities researched, machine tools are some of the most widely reused commodities.
Machine tools are reusable, have a high likelihood of reuse, are distinguishable from nonlisted commodities, and are frequently sold and observed on secondary markets. See Figure
1 below for a complete elaboration of the research methodology for listed machine tools
on the secondary market. Machine tools have a high resale value and can be refurbished,
resulting in numerous interested buyers and sellers. Nearly every manufacturing industry uses
listed machine tools, including aerospace, automotive, general appliance, electronic, power
generating, and defence industries. Large machine tools with wide applications in the aircraft,
shipbuilding, and off-road vehicle industry rarely have sufficient accuracy to meet the control
criteria and are therefore non-listed.
Research Methodology:
Assessing Interest of Used Machine Tools to the Secondary Market
1. Is the commodity reusable? Yes.
2. What is the likelihood that the commodity will be reused? The likelihood of reuse is
great, given the high resale value of machine tools and ability to refurbish.
3. Is it possible to easily distinguish a listed commodity from non-listed commodities?
Yes.
4. What is the frequency of the listed commodity on the new market? The frequency of
machine tools on the new market is high.
5. Has the listed commodity been observed on the secondary market? Yes.
According to one industry study, the machine tool industry is strong, with consumption
totalling USD $8.142 billion in 2017, up 6.8 percent from the previous year.28 Moreover, the
industry has grown dramatically since the early 2000s. Growth was fuelled by increasing
international demand. In 2017, 12 of the top 15 countries that consume machine tools increased
their consumption from the previous year, and, perhaps most importantly, China raised its
2017 machine tool consumption by USD $1.780 billion in one year alone, corresponding to an
increase of 6.3 percent. Given this strong international demand for machine tools, exports of

28

Gardner Intelligence, “World Machine Tool Survey,” 2017, <https://www.gardnerintelligence.com/report/
world-machine-tool>.
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secondhand machine tools, either used or refurbished, is expected to grow as well.
Machine tools’ high resale value gives them a high return on investment. In 1992, the U.S. DOC
approved 572 export applications containing USD $454 million worth of machine tools, two of
which were valued at USD $1.8 million each.29 While more recent public data on consumption
of listed machine tools is not available, this data from 1992 clearly demonstrates the incentives
for buyers to purchase used machine tools. In fact, one machine tool reseller indicated that
“buying used can generate a five- or six-figure cost savings since used [machine tools are]
typically discounted at more than 30 percent off the original price.”30 The current average cost
of new listed machine tools is more than USD $800,000.31 Based on these numbers, a buyer
could expect to save USD $240,000 by purchasing a used machine tool instead of a new one.
Used machine tools are available from a variety of sellers including companies specializing
in reselling machine tools such as Advanced Machinery, ABL Technology, Asset Exchange,
CNC Exchange, and HGR Industrial Surplus, to name a few.32,33,34,35,36 In one search, it was
found that CNC Exchange, an online retailer specializing in used machine tools, had nine
Haas manufactured machine tools for resale that likely meet control specifications.37,38 Many
companies offer remanufactured tools and services, posing a challenge to export controls
related to machine tools and the secondary market. Additionally, with the development and
spread of improved control software, it is in some cases possible to remanufacture or modify
non-listed machine tools with new control software, allowing the machine to meet the technical
specifications on the CCL.39 This means that previously non-listed machine tools could
become listed following remanufacturing. The following companies specialize in retrofits and
remanufacturing: Hansford Parts and Products, Scott Machinery, and Texas Machine Tool

29

U.S. Congress, Office of Technology Assessment, “Export Controls and Nonproliferation Policy,”
Government Printing Office, 1994, <http://govinfo.library.unt.edu/ota/Ota_1/DATA/1994/9408.PDF>.

30

“Why Buy a Used HAAS CNC Machine,” Machine Tool Bids, February 28, 2017, <http://blog.
machinetoolbids.com/2015/07/09/why-buy-a-used-haas-cnc-machine>.

31

Authors’ interviews with SMEs, Seattle, January-March 2019. Author’s interviews with OEMs, Seattle,
January 2014.

32

“Advanced Machinery,” Advanced Machinery, <https://advanced-machinery.myshopify.com/>.

33

“CNC Lathe and Milling Machines – Used Machinery for Sale,” ABL Technology, <http://www.
abltechnology.com/en/>.

34

“Asset Exchange Corporation – Industrial Machine Appraisal, Remarketing, Auctions,” Asset Exchange,
<http://www.assetexchangeinc.com/>.

35

“We Buy, Sell, and Auction Used CNC Machines,” CNC Exchange, <https://www.cncexchange.com/>.

36

“Used Machinery and Industrial Equipment,” HGR Industrial Surplus, <https://hgrinc.com/>.

37

“Used Haas CNC Machines,” CNC Exchange, <https://www.cncexchange.com/machinery-sale/allmachinery-sale?field_manufacturer_value=Haas>.

38

These machine tools were reviewed by an SME with experience identifying listed machine tools. They
indicated that the machine tools were likely listed.

39

Authors’ interview with SME, Seattle, March 2019.
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International, LLC.40,41,42 The possibility to remanufacture machine tools to meet or exceed
control specifications requires further consideration but, in any case, the remanufactured
machine tool industry is strong and deserves attention. Many companies that use machine tools
have exported their used equipment to recoup some of their investment; however, depending on
the industry, these companies may not be aware of the requirements associated with exporting
these used machine tools, as it is not their normal business model.
Based on the authors’ research and SME interviews, a future study should take a deeper look
at the market for used machine tools and the technical requirements for upgrading non-listed
tools. Further, enforcement outreach should also focus on secondary market for machine tools.
Mass Spectrometers
Finding: While less common than machine tools, mass spectrometers are frequently found on
the secondary market.
Finding: A few specific industries (oil and gas, pharmaceuticals) frequently contribute used mass
spectrometers to the secondary market. Given the likelihood that these mass spectrometers may
be listed commodities and that these industries may not be aware of export control requirements,
it may be valuable to understand how these sales are being handled and whether licenses are
being appropriately requested for export.
Commodities referenced in this section include:
•

3A233.a-d: Mass spectrometers

Mass spectrometers are used to monitor the performance of uranium enrichment processes and
to analyze compounds in nuclear reprocessing facilities. They also have civilian applications
in analytical chemistry and the chemical and biomedical industry. Mass spectrometers are
reusable, have a high likelihood of reuse, are distinguishable from non-listed commodities, and
are frequently sold and observed on secondary markets. Used mass spectrometers have a very
high resale value and can be remanufactured.
The global market for new mass spectrometers was valued at USD $4.6 billion in 2016 and is
estimated to reach USD $7.9 billion by 2023.43 Mass spectrometers rank among the top listed
commodities exported from the U.S. each year.44 Key manufacturers of mass spectrometers
include Agilent Technologies, Inc., Danaher Corporation, Waters Corporation, Bruker

40

“High Precision Machining,” Hansford Parts and Products, <https://hpproc.com/>.

41

“Home | ScottMachinery,” Scott Machinery, <https://www.scottmachinery.com>.

42

“Machine Tool Remanufacturer,” Texas Machine Tool International, <http://www.tmiusa.com/
remanufacture.html>.

43

“Mass Spectrometry Market by Technology - Global Opportunity Analysis and Industry Forecast, 20172023,” Allied Market Research, 2017, <https://www.alliedmarketresearch.com/mass-spectrometrymarket>.

44

Authors’ interviews with SMEs, Seattle, January-March 2019.
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Corporation, Thermo Fisher Scientific, Inc., Perkin Elmer, Inc., Shimadzu Corporation, Kore
Technologies, Ltd., Dani Instruments S.P.A., and Leco Corporation.
Similar to machine tools, mass spectrometers have a high resale value, thus companies are
likely to resell used mass spectrometers to recoup their investment. As a result, many used
or refurbished mass spectrometers are sold on e-commerce sites and by the manufacturers
themselves. Specialized resellers are limited, but International Equipment Trading LTD and LabX
are examples of companies with large supplies of used or refurbished mass spectrometers.45,46
Finally, SMEs noted that some industries generate more used mass spectrometers than others.
Specifically, high-value industries, such as oil and gas or pharmaceuticals, typically spare no
expense to have the very best and newest equipment. In comparison with most other industries,
they are believed to sell used mass spectrometers more frequently.
It would be valuable for a future study to consider how the oil and gas and pharmaceutical
industries are handling the sale of used mass spectrometers and if they are being controlled
properly for export.
Chemical Process Equipment
Finding: Industrial trends, high initial investments, and good reusability result in great
quantities of specialized chemical process equipment on the secondary market, and this is
likely to continue.
Finding: Companies that specialize in the refurbishing and resale of glass-lined chemical
processing equipment may be a priority for industry outreach, considering the high percentage
of commodities expected to be listed.
Commodities addressed in this section include the following:
•

2B350 a-e, g-i: Chemical process equipment

•

2B231: Vacuum pumps

•

2A226: Bellows valves

The authors identified chemical process equipment as a high-interest commodity group for the
secondary market. Specifically, in this article, chemical process equipment refers to ECCN
2B350, which includes chemical reactors, agitators, tanks, heat exchangers, distillation or
absorption columns, valves, pumps, and vacuum pumps. Two specific commodities, incinerators
(2B350.j) and remotely operated filling equipment (2B350.f), are excluded from this list as
they are specially designed and rare even on the new market. The authors have not observed
multi-walled piping (2B350.h) for sale independently but assume it is included in the sale of
45

“International Equipment Trading Ltd. – Refurbished Analytical Laboratory Equipment,” International
Equipment Trading Ltd., <https://ietltd.com/>.

46

“New and Used Laboratory Equipment for Sale, Auctions, Wanted,” LabX, <https://www.labx.com/>.
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whole plants.47 This section also includes vacuum pumps (2B231) and bellows valves (2A226)
due to their similar characteristics.48
Chemical process equipment is of high interest to the secondary market primarily due to its high
probability of reuse given its longevity, durability, and ability to be refurbished. According to
several experts, some chemical process equipment is designed to last for decades.49 Moreover,
the chemical industry witnessed two important trends in recent years: (1) rapid growth focused
in Asia where it was not previously located and (2) consolidation, with many companies
specializing in the activities they do best and contracting out other tasks. Altogether, these
trends mean that the decommissioning and resale of chemical processing equipment is more
common, and, consequently, more used specialized chemical processing equipment may be
available in the world market.50 In fact, this trend is significant enough that the U.S. National
Research Council released a report in 2014 stating, “Chemical manufacturing equipment never
dies, but rather it comes back to life in some other form with some other use because of the
significant initial investment that is made in these items.”51
The high initial investment for chemical processing equipment also plays a large role
in its likelihood of being reused. Even though decontamination and dismantlement can be
expensive and time consuming, the return on investment can make the process worthwhile.
Multiple resellers, auction houses, and specialty organizations sell or facilitate the sale of used
equipment. For example, the Federal Equipment Company provides liquidation and auction
services; they have at least 50 glass-lined reactors between 100-20,000 litres for sale on their
website.52 Companies that specialize in plant dismantlement and relocation usually offer resale
or “investment recovery” services.53 In one case, R. Baker and Son recovered USD $4 million
of process equipment by auctioning off components and equipment from a Kimberly Clark
pulp mill.54 Commodities included heat exchangers, agitators, and pumps, some of which may
have been listed.

47

It is not unusual to see entire used chemical processing plants for sale. While double-walled piping is not
explicitly described in the description of these plants. It is possible that many of them may include doublewalled piping. For more information, see <http://www.ippe.com/Plants>.

48

Vacuum pumps are listed for nuclear nonproliferation under 2B231 and for chemical weapons under
2B350. Bellows valves (2A226) are controlled for both chemical weapons and nonproliferation.

49

National Research Council, “The Global Movement and Tracking of Chemical Manufacturing Equipment:
A Workshop Summary,” edited by Kathryn Hughes and Joe Alper (Washington, DC: The National
Academies Press, 2014).

50

Ibid.

51

Ibid.

52

For example, see <http://fedequip.com/inventory/Reactors/#/?_=1&filter.custitem_material_of_
construction=Glass%20Lined&page=3>.

53

For examples of these companies, see Phoenix Equipment Corporation, <https://www.phxequip.com/
resource-detail.39/process-plant-relocation-can-speed-expansion-save-money.aspx>.

54

R. Baker and Son, “Procter & Gamble Paper Pulp Mill: Asset Recovery, Decommissioning, Dismantling,
Demolition,” <http://www.rbaker.com/full_project.php?project=Procter-Gamble-Paper-Pulp-MillDecommissioning>.
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As with machine tools and mass spectrometers, a market for repairing and refurbishing chemical
process equipment exists. For example, listed chemical processing equipment is often glasslined, and the glass can develop defects or wear thin after years of use. Some defects of this
kind can be repaired using prefabricated repair kits of tantalum or tantalum alloy, or as a last
resort the entire surface can be reglassed.55 Reglassing is the complex process of repairing
old, damaged, or worn glass, returning affected equipment to a like-new state in only a few
weeks.56 The cost savings is said to be almost 50 percent of the list price of a new vessel. Given
the economic incentives for refurbishing chemical processing equipment, several companies
responded to this need, including De Dietrich Process Systems,Pfaudler, Empire Reglassing
and Equipment, and Glasslined Technologies Inc.57,58,59,60
As mentioned earlier, this article makes no effort to determine whether companies responsible
for selling used or refurbished listed chemical processing equipment are aware of the export
control requirements associated with this equipment. Naturally, only a small fraction of the
equipment sold by companies recovering these investments are likely to be listed commodities.
However, companies that infrequently sell refurbished equipment (e.g., reglassed chemical
processing equipment) may not be as familiar with export requirements unlike the OEM that
have more experience.
Given the strong secondary market for chemical process equipment and the good possibility
that listed commodities may exist in that market, outreach to resellers of used or refurbished
chemical process equipment and whole processing plants is advised.
Biological Process Equipment
Finding: Biological process equipment has a high likelihood of reuse and has been seen on the
secondary market.
Finding: The Do It Yourself (DIY) Bio community is an area where the secondhand market for
biological process equipment is likely to continue growing, and for that reason, more outreach
may be necessary.
Commodities addressed in this section include the following:
•

2B352.b-i: Biological process equipment

55

For more information on reglassing, see Jennifer Mayo, “What is Reglassing and How Can It Work for
You?,” De Dietrich Process Systems, April 13, 2015 <https://www.ddpsinc.com/blog-0/what-is-reglassingand-how-can-it-work-for-you>.

56

Within the commodity group of chemical processing equipment, reaction vessels, agitators, storage tanks,
containers, valves, and multi-walled piping can be reglassed.

57

Jennifer Mayo, “What is Reglassing and How Can It Work for You?,” De Dietrich Process Systems, April
13, 2015 <https://www.ddpsinc.com/blog-0/what-is-reglassing-and-how-can-it-work-for-you>.

58

“Recondition and Reglass,” Pfaudler, <https://www.pfaudler.com/en/products/recondition-reglass>.

59

“Reglassing,” Empire Reglassing & Equipment, <https://www.empirereglassingandequipment.com/>.

60

“Glasslined Technologies Inc,” <http://glasslined.us/>.
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The authors identified biological process equipment as a high-interest commodity group for
the secondary market. Biological process equipment (ECCN 2B352) includes fermenters,
centrifugal separators, cross-flow filtration equipment, steam-serializable freeze-drying and
spray-drying equipment, protective and containment equipment, aerosol testing chambers,
aerosol challenge testing chambers, inhalation chambers, and spraying and fogging systems.
P3 and P4 biological containment facilities (2B352.a) are of low interest as none were observed
on the secondary market, likely because they are special ordered by a purchaser. With this
exception, all the commodities in ECCN 2B352 are reusable and have a high likelihood of
reuse. They are easily identified, have a high frequency on the market, and have been observed
for sale on the secondary market.
The researchers Zilinskas and Mauger have thoroughly documented the reuse of biological
process equipment and their work supports an important conclusion reached by several
researchers: most biological process equipment is cheap, widely used, and easily available
secondhand.61 Moreover, it is not uncommon for end-users to repurpose or recondition
biological process equipment.62 This is particularly true with biotechnology and fermentation
industries “where process conditions are generally mild and non-abrasive, and for equipment
that has no moving parts.”63 This means that it is common and cost-effective to remanufacture
and resell biological process equipment on the secondary market. In fact, a quick search of
LabX, one online facilitator specializing in biological process equipment, yielded results for all
the commodities listed (aside from P3 and P4 biological containment facilities).
The market for secondhand biological process equipment will continue growing, particularly
considering the recent trend known as the “Maker Movement” or “DIY Bio.” New developments
in life sciences research launched a paradigm shift regarding where and how such research
is performed. Research once conducted by top research institutes and governments can now
be conducted at home or in small laboratories by DIY Bio enthusiasts. These small-scale
operations do not have support teams to assist them with navigating the legal and regulatory
requirements and responsibilities that accompany such research, which presents challenges to
enforcement of bio-related laws and regulations. Fortunately, this issue has gained the attention
of the U.S. Government, and programs are in place for outreach to the biological research

61

Raymond A. Zilinskas and Philippe Mauger, “Biotechnology E-Commerce: A Disruptive Challenge to
Biological Arms Control.” CNS Occasional Papers, Vol. 21 (May 7, 2015) <https://www.nonproliferation.
org/biotechnology-e-commerce-a-disruptive-challenge-to-biological-arms-control/>.; Robert Shaw,
“Export Controls and the Life Sciences: Controversy or Opportunity?” EMBO Reports, Vol. 17, Issue 4
(2016), pp. 474-80, <https://doi.org/10.15252/embr.201642254>.

62

Zilinskas and Mauger, “Biotechnology E-Commerce: A Disruptive Challenge to Biological Arms Control.”

63

National Research Council, “The Global Movement and Tracking of Chemical Manufacturing Equipment:
A Workshop Summary,” edited by Kathryn Hughes and Joe Alper (Washington, DC: The National
Academies Press, 2014).
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communities, including the DIY community.64,65 The export control community, from large
government outreach programs to industry export control offices, can support this outreach by
promoting export control awareness among new and existing biological research communities.
Like chemical process equipment, given the strong secondary market for biological process
equipment, the growing DIY Bio movement and the good possibility that listed commodities
may exist in that market, outreach to resellers of used or refurbished biological process
equipment is advised.
Listed Commodities of Medium, Low, and No Interest
The authors identified medium- and low-interest listed commodities based on the same
characteristics used for high-interest listed commodities: high likelihood of reuse and frequency
on the secondary market. However, these commodities also possessed characteristics that made
them less interesting from the perspective of this article, such as lower cost savings, lower
likelihood for remanufacturing or refurbishment, lower frequency on the new market, or being
indistinguishable from non-listed counterparts. Examples of medium interest commodities
include: toxic gas monitoring systems and frequency changers. Low interest commodities
include: radiation shielded windows and remote manipulators.
Another important result of this analysis was identifying listed commodities that have no
interest for the secondary market. A complete list of these commodities is beyond the scope of
this analysis. However, the authors identified the following commodity characteristics that were
useful in excluding interest for the secondary market: inability to be reused (i.e., consumable),
degraded performance with reuse, or specially designed for a discrete application. Commodities
of no interest include: fibrous and filamentary materials, propellants, and high explosives.

Cross-Cutting Issues
The authors identified several issues unique to the secondary market which transcend the
individual listed commodity discussion. These topics warrant further discussion.
Recycling of Scrap Metals and Other Materials
Finding: With current recycling processes, most metals cannot be recycled and returned
to the composition or performance required for listed commodities. However, consumer
and economic trends are changing rapidly in this area, along with innovations in recycling
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technology. Therefore, research should continue in this area.
Finding: Aluminum, titanium, and graphite are the materials most likely to be reused for
production of listed commodities.
In general, many materials (especially metals) are reusable and the recycling industry is growing.
The United Nations noted that metal reuse (or recycling) needs to dramatically increase to
meet the growing demands for critical metals including aluminum, molybdenum, titanium, and
tungsten.66 However, three necessary conditions must be met for recycling to be feasible:
1) A supply of material must exist. Many materials break down with use and cannot be
recycled. For example, the titanium pigment found in many paints cannot be easily
recovered. On the other hand, some metals retain their mass while in service, making
them good candidates for recycling;
2) The cost of identifying, collecting, processing, and transporting scrap materials must
be low enough to provide a profit margin for an entity that would perform those tasks;
3) The quality of recycled materials must be sufficient. In many cases, recycled
materials are used in lesser applications because recycling mixed materials dilutes and
compromises their composition. This means that some recycled materials may not be
ideal for strength-critical areas (e.g., WMD applications), unless it is possible to verify
the recycled material’s composition. While high-strength metals can be made from
scrap, it is only economical when the origin and composition of the metal are known,
like with new scrap.
Scrap can be described as either new or old. New scrap is generated during fabrication and
manufacturing operations, usually in the form of clippings, stampings, and turnings. These
items are usually segregated by material specification and returned to furnace operations where
the scrap is matched and melted into a product with the desired composition. The location of
new scrap recycling varies: some companies recycle onsite or release it to a contracted recycler,
others return it to the source which may be in a foreign country. Old scrap originates when a
product of the aforementioned manufacturing process is no longer economical to use (e.g.,
an old airplane). Unlike new scrap, which is usually recycled directly, old scrap may wait for
years until it is recycled and may be mixed with other old scrap materials. As a result, it is more
difficult to tell the origin of old scrap and, consequently, more difficult to recycle it to the same
standards for composition and strength. The one exception is graphite, for which the recycled
properties may be superior to those of its new counterpart, as it relates to WMD applications.67
Though recycling of graphite is uncommon, it may be wise to examine innovations and
increases in graphite recycling.
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Future research should focus on those companies recycling new listed scrap and those which
claim to produce listed materials from recycled scrap. Advancements in recycling approaches
that make the recycling of old scrap more economical at the quality required for WMD
applications should be monitored.

Institutional and Regulatory Issues to the Secondary Market
In conducting this analysis, the authors discovered several institutional and regulatory issues
relating specifically to the secondary market for some listed commodities. While a thorough
analysis of these issues is beyond the scope of this article, an overview of these issues is
provided below. These issues may deserve further investigation.
Biological Materials and Awareness of Requirements
Finding: Biological materials may be transferred on the secondary market by researchers
who are unaware of the export control requirements but may be more aware of safety-related
requirements.
SME interviews indicated that the transfer of secondhand biological materials between people,
often researchers, is quite common. However, the materials are usually shared, rather than
sold, between people, as part of the scientific method to validate results. Unfortunately, the
researchers engaged in these transfers may be more aware of safety-related requirements than
export control requirements, meaning that international transfers may be occurring without
proper export controls. This topic may warrant further inquiry.
Superconducting Solenoidal Electromagnets
Superconducting solenoidal electromagnets (SSEs) may be interesting to the secondary market
because the quantity on the market may be much greater than indicated by export license
records alone. This potential inconsistency may exist for two reasons: (1) exported SSEs are
exempt from license requirements when incorporated into Magnetic Resonance Imaging (MRI)
machines, and (2) a market for recycling MRI components does exist, meaning that it is likely
that used SSEs are being bought and sold.68 A future study could investigate whether SSEs
could be repurposed for other applications or if they are sufficiently “specially designed” to
limit their application to only MRI machines.

Conclusions and Recommendations
Based on the findings and analysis, select dual-use commodities are valued on the secondary
market. The authors recommend the following actions to enable companies and the U.S.
enforcement community to ensure secondary market compliance with export control regulations.
The findings from this article should be incorporated into existing and new export control
68
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trainings.
The U.S. government offers a variety of training opportunities for domestic and foreign entities
on export controls. These trainings should include a section on the secondary market and,
specifically the high-interest listed commodities found on the secondary market. Additional
research on high-interest listed commodities could improve identification and targeting of
these commodities which could enhance training materials.
Outreach efforts should prioritize specialty resellers and remanufacturers focused on any of
the high-interest listed commodities.
While large e-commerce facilitators such as eBay do undoubtedly facilitate the sale of used
listed commodities, outreach to these companies is more challenging for two reasons: 1)
they typically sell a wider variety of commodities, making it difficult to target outreach and
education, and 2) they may have less incentive for compliance, as they have less legal liability.69
Therefore, outreach efforts should prioritize specialty resellers (e.g., LabX) and companies
refurbishing specialized equipment (e.g., glass-lining companies) for high-interest listed
commodities. Outreach should focus on raising awareness of export control regulations and
building relationships in case these specialty resellers receive a suspicious inquiry. Enforcement
officials can identify and prioritize companies in their area of responsibility using export data
and online research. SMEs might be essential in identifying companies for outreach. Further,
government outreach efforts can focus on bringing together companies from similar industries,
so that companies with well-established compliance programs can help smaller companies in
establishing their compliance programs.
Outreach personnel should encourage companies to track export control information for the
listed commodities they use.
Companies understand the regulations governing the export of the listed commodities they sell
regularly, but they may be less informed about the regulations on the equipment they actually
use for manufacturing. Further, outreach efforts usually focus on ensuring companies follow
export control regulations for the listed commodities they produce and export. For companies
that use listed industrial equipment, outreach should also focus on export control plans for
this equipment. This could include recording the ECCN at the time of the original purchase,
creating and maintaining a record of each listed commodity they use, and using this information
to determine how the listed commodity should be excessed.
OEMs of listed commodities should include ECCNs in technical specifications.
Manufacturers of listed commodities provide the ECCN to a domestic buyer upon request. It
should be common practice for manufacturers to include the ECCN down to the subparagraph
level (if necessary) in the bill of sales and on the technical specification datasheet. This would
help maintain continuity of knowledge regarding the export control regulations governing that
69
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item.
OEMs should maintain a public list of all listed commodities and corresponding ECCNs.
It was much easier for the authors to identify used listed commodities with a model number. Dell
maintains a reference table of ECCNs, Harmonized Tariff Schedule Numbers, and Commodity
Classification Automated Tracking System codes.70 Companies could consider maintaining a
list of all their commodities and the corresponding ECCNs including non-listed commodities.
OEMs should consider adding ECCNs to commodity name plates.
In many industries, commodities are affixed with an information plate containing a variety of
information including certifications, technical specification, and manufacturer. For example,
pressure vessels are affixed with a National Board Number which can be tracked.71 However,
export control information is rarely attached. If companies included ECCNs on the name plates,
resellers and enforcement personnel would have an easier time referencing them.
One of the main arguments for not listing an ECCN is that control lists change over time. This
means a commodity meeting control specifications today might be non-listed (EAR99) in a few
years as technology and control lists change. Any easy solution could be to list the ECCN and
date then a potential seller would know that the commodity was listed at that time. They could
then cross reference the CCL from that date with the current version to see if the item meets the
current control language. Further, a published official cross reference between MECR, ECN,
and other prominent export controls should be publicly available. This is only one potential
solution; further research and outreach might be necessary to move forward with this idea.
Regulators should consider providing guidance on best practices, processes, and procedures to
help companies excess or dispose of their dual-use commodities securely.
No agreed upon definition of, or guidelines exist for, rendering a listed commodity useless.
Specific guidelines for rendering military commodities useless do exist, but no guidelines
exist for dual-use commodities. The Wassenaar Arrangement documented “Best Practices
for Disposal of Surplus/Demilitarised Military Equipment” provides some information
on rendering commodities useless, but the document stops short of providing activities or
instructions on how to dispose of military equipment.72 Guidance on end-of-life best practices,
processes, and procedures from regulators would help companies dispose of their dual-use
commodities securely.
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The export control community should monitor innovations in materials recycling, particularly
if these recycling methods can create recycled materials of a higher quality than new materials.
Presently, new scrap is the only material that could be recycled into listed materials. As recycling
practices improve, the importance of certain materials for the secondary market should be
revisited. For example, several SMEs stated that that powders cannot be reused. However,
studies related to additive manufacturing are changing long-held views regarding powder use
and recycling.73 Another example is carbon fibre, another single-use commodity, for which
industry is investigating potential technologies to reuse new scrap.
A group of industry leaders in the secondary market should be convened to understand
how they think about export control regulations and identify incentives that will encourage
secondary market sellers to improve their compliance with export control regulations. Resellers,
particularly facilitators, should consider listed commodities as part of their user agreement. For
example, eBay prohibits the sale of certain restricted items, which are enforced by monitoring
users with a variety of tools, including filters.74 Other companies should be encouraged to
institute similar procedures, but no general set of best practices currently exists for these
secondary market sellers.
In conclusion, economic and technological trends are changing the way consumers think about
used commodities. This has led to an expanding secondary market, and with it, the possibility
that some used listed commodities are being exported without appropriate export licenses.
This article concluded that listed commodities are being resold on the secondary market and
identified the commodities of greatest interest to the secondary market. These conclusions are
important for the implementation of export control regulations and it is hoped that the findings
from this article will be incorporated into current training and outreach programs on export
controls.
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Disrupting Export Controls:
“Emerging and Foundational
Technologies” and Next
Generation Controls
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Abstract
The U.S. export control system underwent a major reform beginning in 2010 in response to
rapidly changing global political and economic dynamics. Although significant, the reform was
administrative in effect only, as the underlying legal edifice, the Export Administration Act of
1979, was still formally lapsed. The recent and meteoric rise of China as a near-term technology
competitor galvanized Congress to enact a new export control law and complementary foreign
direct investment amendments. The focus of these efforts concern developing controls over
so-called “emerging and foundational technologies,” that confer and advance U.S. military
superiority and vouchsafe national security. The U.S. has launched similar campaigns before
in response to perceived risks to its technological preeminence. In 1979, the U.S. government
created the Military Critical Technologies Program (MCTP), the goal of which was to identify
and develop control strategies for emerging technology. By all accounts, the MCTP failed on
conceptual and, therefore, practical grounds. This article reviews the MCTP in light of the
current definitional and practical challenges posed by emerging and foundational technologies.

Keywords
Export controls, emerging technologies, technology, governance, trade, innovation,
technonationalism, geoeconomics

Introduction
After nearly twenty years in legal abeyance, the Export Administration Act of 1979 (EAA,
as amended) was repealed and permanently replaced by the National Defense Authorization
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Act of 2018 (NDAA) – specifically by the Export Control Reform Act (ECRA). During that
twenty-year period, Congress was unable to effectively orient and calibrate U.S. dual-use
export controls against a diverse array of threats – terrorism, “rogue states,” and emerging
powers – and ensure economic vitality through robust exports through revised legislation.
The EAA lapsed in 2001, a momentous year for both trade and security, the same year Al
Qaeda spectacularly attacked the United States and China joined the World Trade Organization
(WTO).
The EAA was designed to address the Soviet and associated communist world military
threat. The events of 9/11 and increasing concern with the proliferation of Weapons of Mass
Destruction (WMD) taxed both worldviews and the associated mechanisms of technology
control, the effect of which was conceptual paralysis. Described very simply, rising China, a
technologically-empowered China specifically, crystallized and consolidated the new rationale
for U.S. export controls and, as a novel development, foreign direct investment (FDI). The
specific nexus linking export controls and FDI is the bourgeoning effort to identify and control
“emerging and foundational technologies (EFT).” While the legacy export control concerns and
controls remain intact (e.g., WMD and military items), the U.S. technology control complex is
now charged with defining and expanding the scope of controls.2
The unique characteristics of the current technology control effort are unprecedented insofar
as the vague unease over EFT acquisition is not predicated upon an unambiguously defined
weapons taxonomy. In other words, EFT control list entries are in want of a weapon(s) and
not the other way around. The current U.S. and multilateral military and dual-use control lists
are based either on weapons systems or the components thereof. Artificial intelligence (AI)
is neither a weapon nor a clearly defined component in current WMD or military stocks. AI
military applications are, at this time, purely speculative or, if in beta, hypothetical and part of
the associated technology hype cycle.3 The proposed terms of art are likewise ambiguous and,
as presented in the NDAA of 2018, essentially meaningless.
As during the Cold War, the U.S. struggled internally and with its allies on scoping control lists.
This time, however, the undertaking is different in form and context. China is not the Soviet
Union, however aggressively the current strategic narrative contends otherwise. While always
concerned about the Peoples Liberation Army (PLA) reaching or surpassing strategic parity
with the U.S. military, the United States is now equally, if not more so, alarmed by China’s
“innovative capabilities” of deploying new technologies not otherwise already incorporated
2
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into existing or new defense systems.4 The announcement of Made in China 2025 resulted in a
paradigm shift in how war-planners and security officials define military superiority.
In historical context, the current conceptual crisis is not unique. Since the enactment of the
Export Control Act of 1949, the U.S. TCC has witnessed similar inflection points. The last
major reckoning occurred in 1976 culminating in the passage of the 1979 EAA, the recent
termination of which seeded the EFT issue. The debates and resulting policies of that period
can shed light on the current framing and definitional efforts. They can also reveal the necessary
limits of traditional control approaches, particularly at the multilateral level.
This article will review the strategic environment that led to the creation of the Military Critical
Technology Program (MCTP) in 1979, giving rise to the Critical Technology Approach to
defining export control parameters. The subsequent sections will analyze the impact of this
approach on how the United States managed rapid and globalizing technological changes. The
concluding section speculates on possible lessons to be drawn from earlier efforts to delineate
boundary conditions for “new” technologies and associated control mechanisms.

“The Release of Know-How is an Irreversible Decision:” The Bucy Report and
EAA of 19795
The modern U.S. export control system began with the enactment of the Export Control Act
of 1949 (ECA) and the establishment of the Coordinating Committee on Multilateral Export
Controls (COCOM) that same year.6 The singular focus of both systems was to curtail Soviet
and Chinese Communist acquisition of military, nuclear, and dual-use items and technologies
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that could be used to advance their respective military capabilities. 7 The initial list structure for
both U.S. and multilateral systems was exact, save for the inclusion of additional items on the
lists (e.g., unilateral controls). The size and content of the control lists were subjects of constant
debate within the U.S. and between NATO allies, a characteristic that persists into current export
control deliberations.8 Arguably, the less complicated and relatively static parts of the lists –
nuclear and directly military-related items – were uncontroversial. The bourgeoning dual-use
list, by its very nature, roiled consensus-building efforts on establishing control parameters.9
During the late 1960s, a number of factors dramatically affected the scope and practice of U.S.
export controls. U.S. Soviet bloc policy underwent a period of moderation, resulting in closer
economic and political ties with the Warsaw Pact states. For example, in May 1972, President
Richard Nixon visited Secretary General of the Soviet Communist party, Leonid I. Brezhnev,
in Moscow, becoming the first U.S. president to do so. A few months earlier, Nixon met with
Mao Zedong in Beijing. At the same time, Washington recognized and fostered the increasing
importance of trade to the U.S. economy.10 Lastly, with the rapid economic development of
European and East Asian economies, the U.S. lost much of its enforcement leverage over the
practice of multilateral export controls through the Mutual Defense Assistance Control Act (the
Battle Act).11
In response to these strategic and technological changes, the U.S. revised its dual-use export
control system in 1969 with the authorization of the Export Administration Act (EAA), which
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was significantly amended in 1979.12 The EAA of 1969 was a significant departure from the
earlier system, one largely based on an “economic warfare” model.13 The 1969 Act authorized
the Secretary of Commerce to fundamentally restructure and reduce the control list (Commodity
Control List) and streamline associated licensing procedures. Regarding the former, the list
pruning was predicated on retaining only items of “military significance.”14 In addition, the
EAA of 1969 included the first statutory provisions requiring that foreign availability be taken
into account in licensing determinations.15
In 1977, the EAA was further amended to capture the increasing nuance in U.S. foreign policy
with the Communist Bloc countries.16 The erstwhile binary Communist/Non-Communist export
control distinction was discarded for a policy comity model in which, for example, states like
Yugoslavia were treated differently from the Soviet Union in terms of export control policy.17
In 1981, China would be accorded this dispensation.
The various EAA amendments throughout the 1970s culminated in the passage of a new
export control act, the EAA of 1979.18 Like the 1969 Act, the EAA continued to emphasize
the importance of trade noting that export controls should only be imposed “to the extent
necessary...to restrict the export of goods and technology which would make a significant
contribution to the military potential of any other country or combination of countries which
12
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would prove detrimental to the national security of the United States.”19 The 1979 Act also
introduced the concept of “critical technologies” into the law for the first time.

The “Critical Technology Approach”
The critical technology approach emerged from a 1976 Defense Science Board Task Force
on Export of U.S. Technology report, “An Analysis of Export Control of U.S. Technology:
A DOD Perspective,” chaired by Fred Bucy, Chairman of Texas Instruments.20 The so-called
“Bucy Report” represented a radical departure from contemporary export control concepts
which focused primarily on material control. In defining “critical technologies,” the Bucy
Report established guidelines that: (1) advocate the control of design and manufacturing knowhow, as opposed to finished products; (2) concentrate on “active” transfers (e.g., transfers of
technology in which the interaction between East and West may be most intense, as opposed to
“passive” transfers); and (3) focus on technology that represents a “revolutionary” as opposed
to an “evolutionary” advance to the receiving nation.
While the 1969 Act, for the first time, captured the intangible dimension of export controls by
circumscribing “data and technical information” transfers, it was not until the Bucy Report
that U.S. export control officials reckoned with “technology,” and, more specifically, with
technology that was “critical” to U.S. military superiority.21 As Bucy noted, “The control of
design and manufacturing know-how is absolutely vital to the maintenance of U.S. technological
superiority. All other considerations are of secondary importance.”22
Throughout the late 1960s and early 1970s, U.S. officials gradually recognized the decline in
U.S. high technology dominance, as noted in the foreign availability provision in the EAA of
19

Export Administration Act of 1979, Pub. L. No. 96-72, 93 Stat. 503 (codified at 50 U.S.C. app. §§ 24012420 (1982)), § 2402(2).

20

A Report of the Defense Science Board Task Force on Export of U.S. Technology, “An Analysis of
Export Control of U.S. Technology - A DOD Perspective” (1976) reprinted in Transfer of Technology
and the Dresser Industries Export Licensing Actions: Hearing Before the Permanent Subcommittee on
Investigations of the Senate Committee on Governmental Affairs, 95th Congress, 2nd Session, 1978, pp.
33-89. The task force was chaired by J. Fred Bucy, executive vice-president of Texas Instruments.

21

Stuart McDonald observed that “Now, to Fred Bucy, with his background in semiconductors, a field
in which the intangible is infinitely more important in innovation than the tangible, the significance of
information must have been so obvious as scarcely to warrant the assertion. Yet, it had never been terribly
clear whether export controls did extend to know-how. Certainly the Export Administration Act of 1969
had bestowed authority to control data and technical information, but virtually all practical interest had
been in the control of exports of equipment - and in the era of detente even this emphasis had been
distinctly muted. In stating what is really no more than a truism from which there can be no convincing
dissent, Bucy was unwittingly opening a can whose worms are wriggling furiously more than a decade
later.” Stuart McDonald, Technology and the Tyranny of Export Controls: Whisper Who Dares (London:
Macmillan, 1990), p. 65.

22

A Report of the Defense Science Board Task Force on Export of U.S. Technology, “An Analysis of
Export Control of U.S. Technology - A DOD Perspective” (1976) reprinted in Transfer of Technology
and the Dresser Industries Export Licensing Actions: Hearing Before the Permanent Subcommittee on
Investigations of the Senate Committee on Governmental Affairs, 95th Congress, 2nd Session, 1978, pp.
33-89.
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1969. The Bucy Report, however, forcefully defined the nature of that erosion by differentiating
between consequential (“revolutionary”) and mundane (“evolutionary”) technology and where
the U.S. led in the former. The new terms of art – revolutionary and evolutionary technology –
would be the basis upon which the Commodity Control List was organized and, correspondingly,
licensing decisions determined.23
The ultimate recommendation of the Bucy Report concerned refocusing U.S. controls on “highvelocity strategic technologies” rather than on all but the most sensitive dual-use products. As
noted by Assistant Secretary of Defense for Global Strategic Affairs, Richard Perle:
“The Bucy report made an important breakthrough in the U.S. approach to the
problem. It placed the focus on the exporting of know-how and certain keystone
technologies, not products. Bucy’s approach reshaped American thinking about the
definition of technology, and it has led to important revisions in the categories.”24
As further elaborated in the report, the identification, designations, and control of “critical
technology” would be vested in the Department of Defense with “Knowledgeable individuals
from both government and the private sector contributing to the development of the following
information for selected technologies on an ongoing basis: identification of strategic
technologies and their impact on strategic missions; identification of key elements of critical
technologies; and tracking their rate of advance critical infrastructure requirements including
key manufacturing.”25
The unflattering portrait of the U.S. export control system presented by the Bucy Report
suggested that the then current list-based embargo approach was both economically and
strategically misaligned with the rapidly changing political and economic environment. The
recommended solution would materialize in the enactment of the 1979 Export Administration
Act in a form very much in line with Bucy’s recommendation. Ironically, this same vehicle –
created to identify “critical technologies” – would formally lapse with the authorization of the
Export Control Reform Act of 2018 (ECRA).

23

For example, the Report argues that “to preserve strategic U.S. lead time, export should be denied if a
technology represents a revolutionary advance to the receiving nation, but could be approved if it represents
only an evolutionary advance,” Ibid.

24

Richard Perle, “The Eastward Technology Flow: A Plan of Common Action,” Strategic Review (Spring
1984), p. 29.
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The Report was especially critical of the absence of control metrics, noting that the licensing process was
thoughtlessly extreme: “Although the number of items on the list has been reduced over the past three
years— it is still too long— and U.S. companies still encounter frustration in trying to obtain validated
licenses for high-technology product shipments to Communist countries … Of special concern is that there
does not appear to be selective prioritization of effort in screening the various classes of technology export.
The administration of export control appears to place equal emphasis on all requests, whether they be for
product sales or the more active mechanisms of technology transfer,” in A Report of the Defense Science
Board Task Force on Export of U.S. Technology, “An Analysis of Export Control of U.S. Technology - A
DOD Perspective” (1976) reprinted in Transfer of Technology and the Dresser Industries Export Licensing
Actions: Hearing Before the Permanent Subcommittee on Investigations of the Senate Committee on
Governmental Affairs, 95th Congress, 2nd Session, 1978, p. 28.
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“It has Become More and More Difficult to Distinguish Dual-use Technology
From Single-use Technology”: The Military Technology Control Program
(MTCP)26
The EAA of 1979 formally introduced the concept of “critical technologies” into the export
control lexicon. The critical technologies approach, which grew out of the Bucy Report of
1976, focuses on controlling the export of dual-use technologies rather than end products.
The EAA of 1979 required that the Secretary of Defense develop a list of “militarily critical
technologies” and that the Secretaries of Commerce and Defense would “integrate items on
the list of militarily critical technologies into the control list (Commerce Control List).”27
The resulting streamlined dual-use list would have the simultaneous virtue of economic and
national security efficacy by reorienting U.S. controls on, and only on, strategic technology
and “keystone equipment” unique to the U.S. The EAA further instructed that the truncated list
should inform multilateral controls.28
In response to the EAA provision, the Department of Defense (DOD) established the Militarily
Critical Technologies Program in 1980.29 The MCTP sought to provide an ongoing and
systematic identification, assessment, and analysis of goods and technologies that: 1) are mature
and critical to the U.S. military (the Militarily Critical Technologies List (MCTL)); and 2) are
developing and could improve military capabilities once mature (the Developing Science and
Technologies List (DSTL)). The MCTP delegated list development to the Institute for Defense
Analyses (IDA), which created a Technical Working Group (TWG) system to generate and
update the lists. The average yearly budget for the MCTP was approximately $2 million USD.30
The lists were based on a common set of 20 categories, the difference between lists designated
in terms of timeframe (see Table 1 and Figure 1).31 Each TWG, composed of academic, defense,

26

The quote continues: “There are almost no militarily significant technologies which do not also have
important peaceful uses. Indeed, in the highly industrialized modern world, while arms and ammunition
can still be identified, the distinction between implements of war and peaceful goods as well as the
technologies for their manufacture has become so blurred that whether an item is a sword or a plowshare
depends today not so much on how it is made but on how and by whom it is used ... So common is this
dual-use characteristic that it is almost impossible to draw up a list of items, whether goods or technology,
whose embargo will inhibit weapons development without including some items whose embargo will also
inhibit (the) peaceful trade activity.” in “East-West Technology Transfer: A Congressional Dialog with the
Reagan Administration,” A Dialog Prepared for the Use of the Joint Economic Committee of the United
States 39-387, December 19, 1984, p. 83.
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The Export Administration Amendments Act of 1985, Pub. L. No. 99-64, § 106(a)(2), 99 Stat. 120, pp.
128-29 (amending 50 U.S.C. app. § 2404(d)), amended the procedures for integrating the two lists. The Act
requires that a foreign availability test be applied to items restricted by the MCTL before it is integrated
into the CCL.

28

The Export Administration Amendments Act of 1985, Pub. L. No. 99-64, § 106(a)(2), 99 Stat. 120, p. 15.
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Program oversight is provided by Office of International Technology Security.

30

“Defense Technology: DOD’s Critical Technologies Lists Rarely Inform Export Control and Other Policy
Decisions,” July 2006, GAO-06-793, p. 4.

31

The MCTL was divided into three parts: Parts One and Two addressed weapon system technologies and
Weapons of Mass Destruction, while Part Three focused on Critical Development Technologies (CDT).
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and industry experts, identifies militarily critical technologies and the parameters at which
they are critical, based on definitions of what is militarily critical established by the Export
Administration Act.32 As defined by the MCTL, “critical technologies” are those which “when
fully developed and incorporated into a military system will produce increasingly superior
performance or maintain a superior capability more affordably.”33 Since 1980, the MCTL and
DSTL were truncated and select categories combined.

Figure 1. MCTL and DSTL Schematic (Source: Government Accountability Office)
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Figure 2. MCTL and DSTL Categories
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The EAA established a process for the Secretary of Defense to identify “militarily critical goods”and
technologies that should be considered by the Secretary of Commerce for inclusion on the Commerce
Control List. To identify critical technologies, the DOD is required to consider (1) arrays of design
and manufacturing knowhow; (2) keystone manufacturing, inspection, and test equipment; (3) goods
accompanied by sophisticated operation, application, or maintenance know-how; and (4) keystone
equipment which would reveal or give insight into the design and manufacture of a U.S. military system.
See, “Defense Technology: DOD’s Critical Technologies Lists Rarely Inform Export Control and Other
Policy Decisions,” July 2006, GAO-06-793, p. 5.
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Office of the Under Secretary of Defense for Acquisition and Technology, The Militarily Critical
Technologies List, February 1998, accessed at The Federation of American Scientists, <https://fas.org/irp/
threat/mctl98-2/mctl98-2.pdf>.
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The MCTL and DSTL were expressly not intended to become de facto control lists, but, instead,
were to inform licensing decisions, inform counterintelligence efforts, and contribute content to
the Commerce Control List (CCL) and, at that time, to the COCOM lists.34 Since its inception
in 1980, the MCTP failed to generate consistently updated and, according to designated U.S.
government consumers, relevant lists. In a series of assessments, the Government Accountability
Office (GAO) determined that the MCTL and DSTL were essentially useless. For example, a
2013 GAO report noted, “The MCTL is not used to inform export decisions — its original
purpose. Export control officials from DOD and the Departments of Commerce and State
reiterated their longstanding concern that the MCTL is outdated and too broad to meet export
control needs.”35
Bequeathed by the Bucy Report, the MCTL process was intended to identify and therefore
control only the most militarily significant items in terms of current and future inventories.
After the establishment of the MCTP, it quickly became apparent that the resulting MCTL
and DSTL could not meet their objectives for conceptual rather than technical reasons. For
example, a 1987 National Academy of Sciences report on U.S. exports controls noted that “the
Bucy criteria have strong theoretical appeal but have proven extremely difficult to put into
operation. They rely on distinctions — “critical,” “revolutionary,” ‘’keystone”— on which
opinions are widely variable and difficult to reconcile.”36 Similarly, the GAO highlighted the
conceptual challenges inherent in the MTCL process: “[A]ccording to DOD and Institute for
Defense Analyses officials, it is challenging to determine the parameter at which a particular
technology becomes militarily critical and is therefore subject to interpretation by the working
group.”37

34

The MCTL was never integrated into the Commodity Control List (CCL) as directed by the EAA. The
Export Administration Amendments Act of 1985, Pub. L. No. 99-64, § 106(a)(2), 99 Stat. 120, pp. 12829 (amending 50 U.S.C. app. § 2404(d)), amended the procedures for integrating the two lists. The Act
requires that a foreign availability test be applied to items restricted by the MCTL before it is integrated
into the CCL.
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Protecting Defense Technologies: DOD Assessment Needed to Determine Requirement for Critical
Technologies List Report to Congressional Committees, January 2013, GAO-13-157, p. 1.
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Committee on Science, Engineering, and Public Policy; National Academy of Sciences, National Academy
of Engineering, Institute of Medicine; “Balancing the National Interest: U.S. National Security Export
Controls and Global Economic Competition,”Panel on the Impact of National Security Controls on
International Technology Transfer, 1987, p. 129. As noted in the GAO (2006) report, “Reviewers were
unsure how to interpret “militarily critical” when reviewing the proposed updates and therefore did not
know how to comment.” The absence of a clearly delineated taxonomy and associated parameters was
not due to a failure of leadership or dedicated resources, but to the inherently subjective nature of the
identification process. “Defense Technology: DOD’s Critical Technologies Lists Rarely Inform Export
Control and Other Policy Decisions,” July 2006, GAO-06-793, p. 7.
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Ibid., p. 6. Interestingly, Bucy later criticized the MCTL effort as overly bureaucratic: “The MCTL is
the size of the New York phone book and worth a lot less. It’s a bastardization of the concept of critical
technology. The bureaucrats have taken a clear concept and turned it into a two-inch document that’s
absolutely worthless.” Fred Bucy as quoted in Willie Schatz, “The Hitch in High-Tech Trade,” Datamation,
Vol. 29 (October 1983,) pp. 148-59.
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Over time, the MTCL categories were increasingly neglected and lapsed, largely in tandem
with decreasing annual budgets for the MCTP.38 The central challenge, identifying and
circumscribing controls for emerging technology, proved insurmountable in practice. Until the
MCTL, control lists were the only means by which items were identified and defined. Unlike the
MCTL outside of the weapons systems categories (e.g., ground combat systems technology),
the defense (i.e., the United State Munitions List) and dual-use (ie., CCL) lists were developed
from pre-existing weapons systems. Nevertheless, the need to identify “emerging” critical
technologies remained acute.39
Parallel to the MCTP, other agencies developed similar “emerging technologies” identification
projects. In the mid-1980s, the Defense Technology Security Administration (DTSA) developed
a “Top Ten” list in lieu of the DSTL designed to help the DOD identify “paradigm-shifting
technologies” on or approaching the horizon to provide a basis for defense proposals on how
these technologies should be controlled and to inform decisions on how they may benefit the
military. Similarly, the U.S. Army and Navy maintain technology centers worldwide to monitor
and assess research efforts of foreign governments and industries to both inform science
and technology planning and identify “rapidly evolving” or “breakthrough” technologies.40
Although informed by the MCTP lists, these associated efforts were siloed and suffered the
same concept of operations limitations.
More recently, the Defense Security Service (DSS) developed the Industrial Base Technology
List (IBTL), a 25-category compendium of the science and technology capabilities under
development worldwide that have the potential to significantly enhance or degrade U.S.
military capabilities in the future. The IBTL categories are “correlated with legacy Military
Critical Technology List (MCTL) categories.”41 Specifically, the DSS uses the IBTL to assess

38

The MTCL was last revised in 2011, although the DOD was statutorily required to maintain the list.
Paul Roberts, “Funding Cut, Military’s List of Critical Defense Technologies Languishes,” The Security
Ledger, January 25, 2013.
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See, Steven D. Overly, “Regulation of Critical Technologies under the Export Administration Act of
1979 and the Proposed Export Administration Amendments of 1983: American Business Versus National
Security,” Journal of International Law and Commerce, Vol. 423 (1985).
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“Defense Technology: DOD’s Critical Technologies Lists Rarely Inform Export Control and Other Policy
Decisions,” July 2006, GAO-06-793, p. 15.
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“To organize its targeting analysis, DSS applies a system of categories and subcategories that identify and
describe technologies. In FY13, DSS ceased analyzing foreign interest in U.S. defense technology in terms
of the 20 sectors of the Militarily Critical Technologies List (MCTL), shifting instead to the 29 sectors
of the Industrial Base Technology List (IBTL). The newer system updates the categorization scheme to
incorporate emergent and cutting-edge technologies. “Targeting U.S. Technologies: A Trend Analysis of
Cleared Industry Reporting,” Defense Security Service, 2014, p. 6.
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foreign acquisition efforts of key U.S. technologies.42
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Figure 3. Industrial Base Technology List (IBTL)
Other agencies likewise developed new emerging technologies identification processes. For
example, to address controls on emerging technologies, in 2012 the Department of Commerce
Bureau of Industry and Security (BIS) developed the 0Y521 series, composed of 0A521 for
hardware, 0B521 for test equipment, 0C521 for materials, 0D521 for software, and 0E521
for technology and is described in a supplement to the Commerce Control List (CCL). BIS
will designate an item as included in ECCN 0Y521 based on whether the item has either (a)
“significant military or intelligence advantage to the United States” or (b) for “foreign policy
reasons.” The determination will not be based on “a classification of the item’s technical
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The GAO criticized DSS for developing another critical technologies list: “Faced with difficulty in
finding a suitable alternative to the MCTL that sufficiently meets its needs, DSS now plans to develop
its own technology reference. Such an undertaking will be time consuming and diverts resources from
other missions.” Protecting Defense Technologies: DOD Assessment Needed to Determine Requirement
for Critical Technologies List Report to Congressional Committees, January 2013, GAO-13-157, p. 17.
See also, Congressional Research Service, “Defense Primer: Emerging Technologies, October 23, 2019
and Christopher A. Bidwell, JD & Bruce W. MacDonald, “Emerging Disruptive Technologies and Their
Potential Threat to Strategic Stability and National Security,” Federation of American Scientists, September
2018.
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characteristics.”43 To date, only three 0Y521 entries have been registered.44
Maintaining the Technological Edge
As understood during the Cold War, “military superiority” was a concept relative to the
Communist Bloc countries and to the Soviet Union in particular. Military superiority was also
predicated on conventional weapons as opposed to Weapons of Mass Destruction (WMD),
a distinction codified in law and in conceptual practice.45 Indeed, with the exception of the
Atomic List, COCOM controls were almost entirely focused on conventional weapons items
and technologies.46 With the end of the Cold War, the primacy of military superiority as the
raison d’etre of export control policy became diffuse and subordinate to nonproliferation. As
Richard Cupitt observes:
“In the summer of 1990, the United States finally appeared ready to abandon
anti-Soviet containment as the basis for export controls. Critics pestered the
Bush administration to formulate a new rationale for export controls, but none
emerged. As some pundits pondered “the end of history,” concerns about another
military threat, the proliferation of Weapons of Mass Destruction and their means
of delivery, became ever more prominent.”47
In tandem with the collapse of the Soviet threat, the U.S. national security establishment became
acutely aware of the rapid rate of “technology-leveling” occurring throughout the global
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Since enactment in 2012, the 0Y521 listings are for biosensors, XBS epoxy systems, and targets for
the production of tritium. See BIS Federal Register Notices, <https://www.bis.doc.gov/index.php/allarticles/17-regulations?start=15>. More recently, BIS added a 0Y521 designation for artificial intelligence
(AI), or, more formally, geospatial imagery software “specially designed” for training a Deep Convolutional
Neural Network to automate the analysis of geospatial imagery and point clouds. See,“Addition of Software
Specially Designed to Automate the Analysis of Geospatial Imagery to the Export Control Classification
Number 0Y521 Series,” Federal Register, January 6, 2020 < is.gd/qgkeAx>.
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The new ECCNs are 0A521 (biosensor), 0C521 (XBS epoxy system), and 1A231 (Targets for the
Production of Tritium). See BIS Federal Register Notices <https://www.bis.doc.gov/index.php/allarticles/17-regulations?start=15>.
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See for example, Michael T. Klare, “Endless Military Superiority,” The Nation, June 27, 2002.
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Samuel Weiss Evans, “Revising Control Lists,” Flemish Peace Research Institute, March 2014, pp. 17-18.
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Richard T. Cupitt, Reluctant Champions: U.S. Presidential Policy and Strategic Export Controls
(Routledge: New York, 2000).p. 121.
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economy as a technology-trade-investment virtuous cycle restructured international markets.48
As noted in a 1999 Defense Science Board study on globalization and U.S. technological
superiority, “The strategic significance of global military-technological leveling cannot be
overstated. It presents a direct challenge to perhaps the (emphasis in original) fundamental,
if subliminal, assumption underlying the modern—and certainly post-Cold War—concept of
U.S. military superiority: that the United States enjoys disproportionately greater access to
advanced technology than its potential adversaries.”49
The rapid economic and, by extension, military rise of China throughout the early 2000s
resuscitated the earlier Soviet-era concept of conventional military superiority.50 As during
the Cold War, the logic of deterrence constrained bilateral nuclear threat dynamics. PLA
modernization, therefore, is the central threat, complicated by a bourgeoning awareness of
the potentially revolutionary impact of so-called “disruptive technologies” such as artificial
intelligence, additive manufacturing (i.e., 3-D printing), and quantum computing.51 Originally
a business school concept, disruptive or exponential technologies were soon adopted by
national security strategists. For example, in a Center for a New American Security report,
Ben FitzGerald and Shawn Brimley define disruptive technology in the defense sector as “a
technology or a set of technologies applied to a relevant problem in a manner that radically alters
the symmetry of military power between competitors” which then “immediately outdates the

48

For example, as economist Richard Baldwin notes: “Managerial and technical know-how became more
internationally mobile. After all, the offshored stages of production had to mesh seamlessly and evolve in
tandem with the rest of the production network. This ‘technology lending’ – which is very different from
the 1970s ‘technology transfer’ – could create advanced manufacturing activity in a developing nation in a
matter of months. Developing nations no longer had to follow Korea’s decade-long slog up the value chain
(a feat that dozens of developing nations tried and failed before the 2nd unbundling).” Richard Baldwin,
“Trade and Industrialization After Globalization’s 2nd Unbundling: How Building And Joining A Supply
Chain Are Different And Why It Matters,” NBER Working Paper, No. 17716, Issued in December 2011,
Revised in January 2013, p. 6.
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“Final Report of the Defense Science Board Task Force on Globalization and Security,” Office of the
Under Secretary of Defense for Acquisition and Technology, December 1999, p. 29.
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The re-emergence of “great power competition” with Russia and, more pointedly, China has impacted
the national security narrative regarding export controls, which had earlier focused on WMD and antiterrorism. For example, a recent Congressional Research Service report contends that: “The shift to
renewed great power competition has profoundly changed the conversation about U.S. defense issues from
what it was prior to 2014, leading to a reduced relative emphasis in the conversation on counterterrorist
operations (although such operations continue), and to a new or renewed emphasis in the conversation on
…. maintaining U.S. technological superiority in conventional weapons…” See “Renewed Great Power
Competition: Implications for Defense—Issues for Congress,” Congressional Research Service, R43838,
November 7, 2019, p. 6.
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The theory of disruptive innovation was first developed by Clayton Christensen of Harvard Business School
in his book The Innovator’s Dilemma: When New Technologies Cause Great Firms to Fail (1997). Dr.
Christensen used the term to describe innovations that create new markets by discovering new categories
of customers. They do this partly by harnessing new technologies, but also by developing new business
models and exploiting old technologies in new ways. See Clayton Christensen, The Innovator’s Dilemma:
When New Technologies Cause Great Firms to Fail (New Haven: Harvard Business Review Press, 1997).
See also Klaus Schwab, “The Fourth Industrial Revolution: What it Means, How to Respond,” World
Economic Forum, January 14, 2016 and James Manyika et al, Disruptive Technologies: Advances that Will
Transform Life, Business, and the Global Economy,” McKinsey Global Institte, May 2013, p. 6.
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policies, doctrines, and organization of all actors.”52 The focus on “innovation” and emerging
technologies animates the Pentagon’s current, third, Offset Strategy, as a means to “assure U.S.
military superiority.” 53 Since the creation of the MCTP, the “military superiority” imperative
remains intact and, as in earlier identification efforts, underspecified.

Emerging and Foundational Technologies: The MCTP by Any Other Name
The National Defense Authorization Act for Fiscal Year 2019 repealed the portion of the Export
Administration Act of 1979 that mandated the creation and maintenance of the Military Critical
Technologies List (MCTL). In December 2018, the U.S. Department of Defense cancelled the
related DOD Instruction 3020.46, thereby officially terminating the MCTP.54 As part of the
NDAA, Congress enacted the Export Control Reform Act of 2018 (ECRA). Section 1758 of
ECRA instructs that:
“The President shall establish and, in coordination with the Secretary, the Secretary
of Defense, the Secretary of Energy, the Secretary of State, and the heads of other
Federal agencies as appropriate, lead, a regular, ongoing interagency process to
identify emerging and foundational technologies that— (A) are essential to the
national security of the United States; and (B) are not critical technologies described
in clauses (i) through (v) of section 721(a)(6)(A) of the Defense Production Act of
1950, as amended by section 1703.”
The “critical technologies” not otherwise captured in the new designations include current
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Ben Fitzgerald and Shawn Brimley, “Game Changers: Disruptive Technology and U.S. Defense Strategy,”
CNAS Publication, September 2013, p. 11. See also Jennifer J. Snow, Entering the Matrix: The Challenge
of Regulating Radical Leveling Technologies, (Monterey: Naval Post Graduate School, 2015), p. 5.
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Secretary of Defense,” October 31, 2016. See also, Paul McLeary, “The Pentagon’s Third Offset May Be
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eroding,” Foreign Affairs, December 18, 2017.
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“This Instruction, under the authority of DoD Directive 5134.01 (Reference (a)), establishes policy, assigns
responsibilities, and prescribes procedures for developing and maintaining the MCTL as initially mandated
by section 2401 et seq. of title 50, United States Code (also known as the Export Administration Act of
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military, nuclear, and dual-use controls.55
In the context of the passage of ECRA, it is noteworthy that Congress had been unable to
reauthorize the lapsed EAA (2001) to enact new dual-use export control legislation for nearly
twenty-years.56 The rapid techno-industrial rise of China – particularly its Made in China 2025
industrial policy – galvanized and concentrated collective Congressional attention sufficiently
to dramatically reorient U.S. export and foreign direct investment controls.57 The addition of
EFT strongly suggested that the extant military and dual-use lists were insufficient to safeguard
U.S. “national security” and assure military superiority.58 Although ECRA does not define
“national security,” a request for comment BIS published in November 2018 described the
national security concerns to be addressed by the effort -- to identify now uncontrolled items that
“have potential conventional weapons, intelligence collection, weapons of mass destruction,
or terrorist applications, or [that] could provide the United States with a qualitative military or
intelligence advantage.”
On November 19, 2018, BIS published an Advanced Notice on Proposed Rulemaking
(ANPRM) seeking public comment on criteria for identifying “emerging technologies,” with
an ANPRM for “foundational technologies” expected at a future date. The ANPRM includes
fourteen broad representative categories of technology from which BIS seeks to determine
what kinds of emerging technologies are important to U.S. national security for which effective
export controls should be implemented: The following technologies are listed in the ANPRM:
55

As defined in the NDAA, critical technologies consist of the following: “(a) Defense articles or defense
services included on the United States Munitions List set forth in the International Traffic in Arms
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in Supplement No. 1 to part 774 of the Export Administration Regulations (EAR) (15 CFR parts 730-774)
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material covered by 10 CFR part 110 (relating to export and import of nuclear equipment and material). (e)
Select agents and toxins covered by 7 CFR part 331, 9 CFR part 121, or 42 CFR part 73. (f) Emerging and
foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act of 2018.”
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See Ian Fergusson and Paul Kerr, “The U.S. Export Control System and the Export Control Reform
Initiative,” Congressional Research Service, March 2019, R41916.
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In terms of investment controls, the NDAA included the Foreign Investment Risk Review Modernization
Act (FIRRMA). FIRRMA reforms the Committee on Foreign Investment in the United States (CFIUS)
process currently used to evaluate and address national security-related concerns related to foreign
investment into the United States. FIRRMA’s most substantial change was to the scope of “covered
transaction,” which defines much of CFIUS’s jurisdiction, to include “critical technologies.” As defined in
ECRA, critical technologies include “emerging and foundational technologies.”
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The catalyzing effect of Chinese “Civil-Military Fusion” efforts cannot be underestimated. In particular,
a seminal study, the “DIUx Report,” analyzed the rapid rate at which the Chinese government sought to
acquire and invest in “emerging technologies,” while at the same noting, “DoD does not currently have
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controls to protect technology products from being shipped to U.S. adversaries.” Defense Innovation Unit
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1. Biotechnology
2. Artificial intelligence (AI) and machine learning
3. Position, Navigation, and Timing technology
4. Microprocessor technology
5. Advanced computing technology
6. Data analytics technology
7. Quantum information and sensing technology
8. Logistics technology
9. Additive manufacturing (e.g., 3D printing)
10. Robotics
11. Brain-computer interfaces
12. Hypersonics
13. Advanced materials
14. Advanced surveillance technologies
The ANPRM also includes a list of illustrative examples of such technologies for each of
the above categories (e.g., computer vision and national language processing within the AI
and machine learning category). The ANPRM also notes that the definitional process will be
ongoing through the inter-agency process, private sector outreach, the Emerging Technology
Technical Advisory Committee, and the Committee on Foreign Investment in the United States
(CFIUS).59
EFT, as categories, are defined neither in the NDAA nor in the ANPRM. While definitions are
the apparent goal of the Commerce-led interagency effort, EFT is fundamentally similar in form
and broad conceptualization to the earlier MCTL and DSTL programs. “Emerging,” as the name
suggests, concerns technologies “that are likely to emerge and includes basic research, applied
research, and advanced technology development,” which describes the DSTL. “Foundational”
would seem to imply coverage over “technology areas that DOD assesses as being crucial to
the continued superior performance of U.S. military systems or as being able to improve the
affordability of U.S. military systems,” which characterize the purview of the MCTL.60 Unlike
the EAA of 1979, the NDAA does not establish a dedicated program, the MCTP, but designates
a Technical Advisory Committee (TAC) platform.61
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Interestingly, the MCTL was also intended to inform CFIUS decisions. However, according to DOD
officials, the MCTL was not used to inform these decisions. Instead, the DOD relied on input from technical
experts in the Directorate for Defense Research and Engineering on an ad hoc basis. See, GAO, “Defense
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GAO-05-686, September 28, 2005, p. 22.
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Militarily Critical Technologies Program,” Proc. SPIE 5798, Spaceborne Sensors II, May 19, 2005. The
Export Control Reform Act (ECRA) required Commerce to establish an Emerging Technology Technical
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The public responses to the ANPRM have been predominantly negative, arguing that specific
controls were not, in the main, practicable.62 Complaints varied on a continuum regarding
the USG approach to defining emerging technologies, arguing that the government should
have started with very specific technologies rather than working from general categories. In
other words, the onus should be on the government to establish why and how a technology
is a national security threat a priori, not the other way around. One commentator succinctly
captured this dilemma in the ANPRM process: The ANPRM notes that:
“Certain technologies, however, may not yet be listed on the CCL or controlled
multilaterally because they are emerging technologies. As such, they have not yet
been evaluated for their national security impacts.” These two sentences are at
the heart of the problem of defining emerging technology within an export control
framework. The uncertainties and ambiguities around emerging technology make
them difficult if not impossible to govern from an export control perspective, and
yet this is exactly what the process to be established through this ANPRM is tasked
to do.”63
In many respects, the MCTP labored under the same constraints: defining military significance
in the absence of a clear connection to a weapons system. Even with considerable resources,
institutions, and expertise, the earlier Congressional mandate foundered.64 The current
compendium of “emerging technologies” is similarly organized and delegated and, therefore,
unlikely to result in significant additions to the CCL. Furthermore, the revolutionary and
disbursed commercial nature of the ANPRM emerging technologies militates against wholesale
or rapid additions. Non-U.S. sources of supply, for example, are increasingly ubiquitous.65
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Technologies”,” Samuel Evans, Research Fellow in the Program on Science, Technology, and Society at
Harvard University’s Kennedy School of Government. Source: <t.ly/DE95l>.
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Martin Chorzempa of the Peterson Institute for International Economics recently noted: “The new
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For example, as noted in a recent Chamber of Commerce report: “A unilateral approach to export control
is ineffective. Chinese consumers can source many blocked items from non-U.S. sources. Ironically,
unilateral control may accelerate China’s development of emerging technologies through nationalization
and the strengthening of local industries in mainland China.” The American Chamber of Commerce in
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Unlike the EAA of 1979, the identification of EFT under ECRA requires “any technology
identified pursuant to subsection (a) be added to the list of technologies controlled by the
relevant multilateral export control regimes.”66 If the proposal is not accepted during a threeyear period, then the proposing agency must justify the existence of unilateral controls. As
explored in other sources, the current and future prospects of multilateral export control regime
cohesion, sufficient to generate the necessary consensus on control list additions, is exceptinally
unlikely.67 Even under less political fraught times, consensus on control list and new member
additions is challenging.68
This cycle of emerging technologies consideration has evolved to the extent that the national
security establishment is more highly attuned to the off-the-shelf basis upon which current
U.S. military preeminence is based.69 Specifically, as noted in the ANPRM, BIS cautiously
circumscribes the classification effort to only those “specific emerging technologies that are
important to the national security of the United States for which effective controls can be
implemented that avoid negatively impacting U.S. leadership in the science, technology,
engineering, and manufacturing sectors.”70 Nevertheless, despite such attentiveness, artificial
intelligence is still neither defined or currently used in a weapons system.
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Conclusion: Rebus sic Stantibus
Established in 1980, the MCTP was of limited practical utility. As revealed by GAO and other
analyses, the MCTL and DSTL constructs were too broad and/or imprecise to be of direct
use in controlling exports and investments and in conditioning control lists. These limitations
notwithstanding, the extant military and dual-use control lists continued to operate seamlessly
precisely because they are based on established weapons systems or platforms.71
As noted by former Assistant Secretary of Commerce for Export Administration Kevin Wolf in
Congressional testimony on export control reform under the NDAA,
“Deciding what the right national security controls should be over commercial
items that are not specific to military applications with respect to China (or any
other country) ultimately boils down to how one defines “national security” … The
process also includes identifying the commercial items that are required for the
development, production, or use of WMD. Then, experts in each technology area
work backwards from the identified threat to describe the technical characteristics
of commercial items necessary for the development, production, or use of such
items. Regulators, in a well-established interagency process, then work to add the
items to the regulatory control lists of the United States and its multilateral regime
allies. In sum, my main general point today is that the application of export controls
in ways that are unclear, unpredictable, or unilateral generally ends up harming
the very interests they were designed to protect.”72
With the exception of the closing of the so-called “dual-use gap” in the Nuclear Suppliers Group
(NSG) in 1991, the nuclear control lists, for example, have changed little. WMD, as currently
defined, are not rapidly developing technologies. The concern regarding emerging technologies
has focused nearly entirely on those of “militarily significance.” Insofar as specific categories
have been identified, they cannot be operationalized from a control perspective precisely
because they are disconnected from a clearly defined threat.73 For example, in a report on the
defense industrial base, the U.S. Department of Defense observes that “The next generation
of weapons will require advanced software, artificial intelligence, and machine learning, but
traditional manufacturing processes continues to build the systems, platforms, and munitions
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that deliver kinetic effects. Both aspects of the industrial base are needed for long term economic
growth and national security”74 AI, to take one representative genre technology, is currently
and increasingly will fuel further innovations across all social domains. However, it is possible
only to speculate as to how emerging technology will affect national security.75 As such, by
definition, it cannot be export controlled any more than the MCTL or DSTL contributed to the
CCL.
In this context, the more meaningful question to pose concerns the process by which technology
is managed as a function of and defined by national security. The conceptual challenges presented
by the current illustrative EFT list concerns our erstwhile national security categories. The
associated control mechanisms – primarily export controls – were predicated on clearly defined
threats and, ideally, an attendant assessment on control viability (e.g., foreign availability
analyses).76 In particular, the current national security discourse is tendentiously fixated on a
perceived “innovation gap,” one that can be managed through the traditional technology control
policies and procedures.77 The current “Revolution in Military Affairs” moment is narratively
contiguous with its various predecessors, focused as they were on technology-driven military
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disruptions.78 The MCTP resulted from the associated anxiety regarding a possible Soviet
military technology breakout.
The current MCTP approach is burdened with the same conceptual limitations and lacks the
more considerable institutional heft afforded by a budget line and dedicated institutions.79
More fundamentally, the present-day global commercial environment and R&D ecosystem is
a profound countervailing force that radically undermines the proposed solution set: export
controls.80 As such, any meaningful control effort will require multilateral definitional and
procedural support, a highly unlikely prospect given the current U.S. unilateral turn and
important commercial applications of the concerned technologies. Indeed, the effective merging
of investment and export controls in the FY19 NDAA suggests that controlling technology will
require not only an institutional but also a conceptual restructuring of the concept “military
superiority.” Lastly, the control imperative will require need modes of technology governance.
As one analyst recently observed, “Today’s technological advances are deemed disruptive not
only in market terms but also in the sense that they are provoking disruptions of legal and
regulatory orders and have the potential to disturb the deep values upon which the legitimacy
of existing social orders rests and on which accepted legal and regulatory frameworks draw.”81
The emerging governance model must necessarily reconcile the inherent limitations of export
controls with the economic and political realities of accelerating technology diffusion and
global supply chains that do not adhere to the Westphalian model.
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Abstract
Amid intensifying Sino-U.S. competition for technological leadership and geopolitical
hegemony, the U.S. government in August 2018 announced the Export Control Reform Act
(ECRA) tailored to so-called emerging technologies. This unilateral push caused uncertainty
with governments worldwide as well as within the current Multilateral Export Control Regimes
(MECRs), in particular the Wassenaar Arrangement (WA). This article posits that innovative
approaches to export control are needed to deal with new challenges posed by today’s emerging
technologies. Lacking a broad consensus on the potential military and civilian uses of emerging
technologies, these technologies are arguably “omni-use” rather than “dual-use” in character.
Moreover, the rise of new security concerns and ethical considerations – including related to
human rights – is blurring the lines between economic and national security. A case study of the
Netherlands, a global leader in various high-tech sectors, illustrates the challenges of dealing
with these changes and the U.S. push for action. Voluntary, principles-based arrangements
are needed to complement governments’ efforts within the formal export control regimes.
Building on theories of transnational global governance, trusted communities are highlighted
as a particularly valuable instrument to engage relevant stakeholders, in particular from the
private sector.
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Introduction1
Export control is best defined as restrictive measures that governments implement to limit the
spread and/or use of certain goods and services with the ultimate aim of protecting national
security and promoting foreign policy. It is a supply-side measure, originally established by the
United States and its allies to control the outflow of military equipment and dual-use items –
items that can be used for both military and civil purposes – to the Communist bloc during the
Cold War. Today’s negotiations about export control are complicated by greater interdependence
of the U.S., Chinese, and European markets, meaning that new export controls will have far
greater implications for existing trade flows. Since then, four multilateral export control regimes
(MECRs) have been established and over 50 countries have developed comprehensive export
controls on dual-use items drawing upon the lists of the MECR.2
Today, emerging technologies pose a new challenge to the existing MECRs, particularly for
the Wassenaar Arrangement (WA) which deals with conventional arms and dual-use goods
and technologies. Emerging technologies, as such, are not a new phenomenon – the world has
seen tremendous technological developments in recent decades. Three key characteristics of
emerging technologies today, however, distinguish them from the technologies for which the
existing export control measures were originally designed. These are the digital, intangible
nature of the emerging technologies; the fact that the private sector plays the lead role in
developing emerging technologies; and the use of these intangible technologies in a broad range
of civil and military applications, making them increasingly omnipresent in society. These
characteristics are key reasons why the existing regimes – and the traditional, government-led
approach to export control – are increasingly challenged to adjust norms and regulation in a
way that keeps up with rapid changes in the nature and origin of technologies, as well as modes
of power.
While traditional export control mechanisms – customs and licensing – are increasingly unfit
tools to regulate fast-changing digital technologies, the changing context is adding a further
challenge to the MECRs. Historically, export control regimes have been established to counter
possible security threats related to the export of certain items to specific end-uses, users, and
destinations of concerns. Now the stakes are even larger as the norms and standards for the
use of the now-emerging technologies are not yet defined, leading to a race for technological
supremacy. This changing context seems to be at the core of the Sino-American trade-tech
conflict and is an important explanatory factor as to why the United States has, since late 2018,
has been pushing the debate forward by way of its Export Control Regulation Act (ECRA).
ECRA lists fourteen technology categories that the U.S. government may subject to export
control regulations in the future. This unilateral push complicates any effort to find a consensus
between the various countries and stakeholders, as well as the members of the WA. For example,
many European countries do not fully share U.S. concerns about certain countries such as Iran,
and do not wish to resort to protectionist policies to contain China, even if the U.S. is Europe’s
1
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closest ally.
The existing multilateral regime hence needs to adjust if it is to keep up with the latest rapid
developments in a changing geopolitical context and amid a great power rivalry. This article
contributes to the discussion on the future of the MECR – specifically, the WA – by outlining
the debates on the shift from physical to digital technologies, the (yet to be defined) norms
and standards underpinning the discussions about reforming the WA, and possible other ways
forward, complementing inter-governmental discussions in the WA. In doing so, the focus
is on the political rather than the technical dimensions of the debate. It is argued that the
top-down government-led approach through the MECRs alone no longer suffices and that
new export control approaches that focus on principles and voluntary agreements are needed.
Trusted communities are highlighted as a valuable instrument to engage relevant stakeholders,
complementing governments’ efforts in formal export control regimes.
This article begins with a discussion of the concept of emerging technologies, aiming to clarify
the difference between today’s emerging technologies and the dual-use technologies subject to
the WA. The authors propose a conceptual shift from dual-use to omni-use and omnipresent
technologies, in recognition of the fact that the now-emerging technologies are omnipresent in
society, combined with the fact that a broad consensus on the potential (and “good”) military
and civilian uses of items is lacking. Next follows an analysis of proposed regulation in the
United States, which is also pushing trade partners – including in the European Union (EU)
– into action. This is illustrated by way of a case study of the Netherlands. Lastly, the article
considers paths ahead, building on transnational global governance and epistemic communities’
literature to discuss ways forward and propose the introduction of “trusted communities” as a
viable complement to the WA, thereby upholding its relevance for the future.

Emerging Technologies: Omnipresent and Omni-Use
The existing export control regimes cover two categories: conventional military goods; and
dual-use items, consisting of goods, software, and technology that can be used for both civilian
and military applications. Technology, in export control regulations, is defined as “specific
information which is required for the development, production, or use of a controlled item.”3
The export control regimes find their history in the establishment of the Coordinating Committee
for Multilateral Export Controls (CoCom), which coordinated restrictions on the export of
military items and technologies to the Soviet Communist bloc.
Today, four separate export control regimes constitute the MECRs: the Australia Group (AG),
the Missile Technology Control Regime (MTCR), the Nuclear Suppliers Group (NSG), and the

3
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19, 2017.
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successor of CoCom, the WA.4 All four regimes are non-binding political arrangements, which
support informal consultative mechanisms among their members. By promoting transparency
and dialogue, these multilateral “soft-law” guidelines, which are translated into legally binding
obligations or “hard law” at the national level, create responsibility for transfers and contribute
to regional and international security and stability.5
To add clarity to the essence of the challenges facing the WA, two additional categories
of technology that governments may wish to control are outlined in this article: critical
infrastructure; and (the now-emerging) omni-use technologies. The critical infrastructure
of a country consists of gas, water, and electrical infrastructure and is deemed critical for a
country’s sovereignty and daily functioning. Even though many companies that deliver critical
infrastructure are privatized, governments have to protect these against hostile takeovers at
all costs as these companies are vital for the national security as well as economic safety of a
country. The critical infrastructure category of a country was, until now, defined quite limitedly,
with only gas, water, and electricity at its core. However, as illustrated also by the global
debate surrounding the adoption of Chinese 5G technology in critical government networks,
the increasing importance of information and communication technologies (ICT) to secure the
day-to-day activities of critical infrastructure is increasingly complicated and controversial.6
Emerging technologies are new, potentially disruptive technologies with elements that will
continue to develop in the future to reach their full potential.7 Moreover, the technical standards
are not yet internationally agreed upon and the risks for national security and economic safety
of any country are not yet identified.8 Emerging technologies are not a new concept, but the
technologies now developed pose a challenge to the WA in ways that previous emerging
technologies did not. This article proposes the term “omni-use” for the emerging technologies
now up for debate, in recognition of the fact that three key characteristics distinguish them
from the emerging technologies for which the regimes’ export control measures were originally
designed.
The first characteristic concerns the nature of the technologies, which has shifted from physical
items to intangible “digital” technologies and technical know-how.9 This shift is embedded in
the fourth industrial revolution, characterized by “a fusion of technologies that is blurring the
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lines between physical, digital, and biological spheres.”10 Technologies can now be transferred
between countries without physically crossing national borders, thereby bypassing customs
authorities that are normally tasked with dual-use export control. Second, the private sector,
rather than the public sector, is in the lead in designing and developing omni-use technologies.
This is a significant change from the post-1945 decades, when the state was vital in the process
of technological innovation in defense, in what came to be called the “military-industrial
complex.” Back then, the state provided the critical financial resources required to take
embryonic technologies and develop them at a speed unlikely to be matched by the civilian
market. Now, the state mainly harvests and refines for defense purposes the technological
developments spurred in the private sector, and increasingly more often in small and mediumsized enterprises (SMEs).11 Moreover, these companies trade across borders and are at times
unaware of the potential use of their technologies by specific end-users. This relates to the third
key characteristic that distinguishes emerging technologies today from earlier times, namely
the fact that the intangible technologies can be implemented in a broad range of civil and
military applications, making them increasingly omnipresent in society. Subjecting specific
items to export control thereby becomes increasingly difficult, as one particular item may
consist of many elements and a variety of technologies.
Further adding to the challenge is the fact that omni-use technologies may not automatically
fall into the realm of the WA, which focuses on dual-use items. Members do not agree on
the possible implications for national security of emerging technologies because of diverging
ethical norms and standards. Network intrusion software and surveillance technologies, for
example, are considered by some governments as beneficial for public safety, while others
emphasize privacy concerns. Hence, the diversity in potential application and integration at
all levels in society renders newly emerging technologies omnipresent in society and thereby
extremely difficult to control via the dual-use control lists of the WA. In addition to the
omni-use technologies being used for new applications, these can also allow old items to be
performed in a new way. This could lead to situations in which current policies do not offer
sufficient guidance and discussions over which ethical understandings and societal conventions
of existing regulations may be challenged.12
The WA has guidelines to implement export control regulations for intangible transfers of
technology controls, but the regime’s best practices document on implementing the intangible
transfer of technology controls does not meet today’s challenges.13 This is illustrated by
the debates on additive manufacturing, which encompasses all 3D printing and associated
10

Klaus Schwab, “The Fourth Industrial Revolution: What it Means and How to Respond,” Foreign Affairs,
December 2015.

11

James Manyika, William H. McRaven, and Adam Segal, Innovation and National Security: Keeping Our
Edge, (Washington DC: Council on Foreign Relations, September 18, 2019), pp. 8–9 and 69–74.

12

Jean-Lou Chameau, William F. Ballhaus, and Herbert Lin, “ELS Framework for Emerging Technologies
and National Security,” in Jean-Lou Chameau, William F. Ballhaus and Herbert Lin, eds., Emerging and
Readily Available Technologies and National Security: A Framework for Addressing Ethical, Legal, and
Societal Issues (Washington, DC: National Academies Press, 2014), p. 116.

13

Wassenaar Arrangement, “Best Practices for Implementing Intangible Transfer of Technology Controls,”
2006, <https://www.wassenaar.org/app/uploads/2019/consolidated/ITT_Best_Practices_for_public_
statement_2006.pdf>.

58

Brigitte Dekker and Maaike Okano-Heijmans

technologies such as scanning technologies. Additive manufacturing technology in itself
does not pose a national security threat, but its capability to produce 3D printed objects based
on a digitally transferable blueprint does, as this may include a wide range of items that are
normally subject to strict customs control.14 With the increased accessibility of 3D printers,
and considering the technology’s potential to reduce costs and the environmental footprint of
exporting products, additive manufacturing will most likely become a central part in society
and supply chains.15
Additive manufacturing is one of the fourteen categories of emerging technologies that are
tentatively identified in ECRA for control. This shows that the categories – also including artificial
intelligence (AI) and robotics – are extremely broad; in the case of additive manufacturing,
encompassing every blueprint for 3D printing, even if actual items that need to be subjected to
control are limited. The categories are thereby too focused on the manufacturing process rather
than on the characteristics and end-use of the final product.

At Stake: Competitiveness, Norms, and Standards
The absence of technical norms and standards – and the growing norm gap between countries –
underpinning the debates on economic competitiveness exacerbates the difficulties even more.
The WA focuses on items and technologies that could have a civilian and military purpose, but the
scope is limited as it does not cover control of software that is generally available to the public.
This poses a challenge both for the items that already exist but are used for new applications
because of recent software possibilities (e.g. a self-driving car), or new technologies where
the possible security risks are not yet known. Besides, omni-use technologies are primarily
intangible technologies (know-how, technical data, or software), which increases convergences
between physical items and software flows and complicates regulations to control them.
Underpinning the rapid technological developments, definitional and normative debates
concerning their omni-use and omnipresence complicate the decision-making process in the
WA. Establishing whether technology is an omni-use technology, including its possible military
purpose, is a challenge with the current 42 members of the WA. Every actor’s opinion is informed
by a combination of economic, ethical, legal, political, and strategic considerations – which
are increasingly diverging globally. Therefore, the discussions about adding technologies to
the list is not merely a discussion about whether or not an item has a military application, but
also about which country can push its ideas and norms on the application of it. Even when
an agreement is reached, a discussion about how controls should apply and what constitutes
“good” and “proportional” regulation is on the table and will be politicized in the light of the
discussion on standards. Innovative solutions are required to regulate the transfers of software
and technical data underpinning the emerging technology items, considering the ease with
which it can be developed and transmitted worldwide.
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The U.S. Push for Action: Ally or Competitor of the EU?
Amid great power rivalry and the shift from a unipolar to a multipolar world, the U.S.
pushed for action to counter Chinese ambitions in omni-use technology sectors. In line with
the U.S.’s protectionist course of recent years, the U.S. government announced the Export
Control Regulation Act (ECRA) in its National Defense Authorization Act for Fiscal Year
2019.16 This is a U.S.-only “hard law” measure that includes fourteen categories of emerging
technologies that could be subject to export control in the future.17 These categories largely
mirror the categories of Made in China 2025 (MIC2025) in which the Chinese government
pronounced the aim to become independent from the West by 2025, and include primarily
high-tech technologies such as semiconductors and artificial intelligence.18 As the U.S.
Congress did not define what constitutes emerging technologies, except for publishing the list
of fourteen technology categories that may be emerging technologies and subject to ECRA in
the future, the U.S. Commerce Department’s Bureau of Industry and Security issued a request
for comment.19 Following a comment period in which more than 230 companies, business
associations, academic institutions, and governments submitted feedback, the Commerce
Department’s Bureau of Industry and Security (BIS) is working towards ECRA’s entry into
force in 2020.
The contest for leadership in the development of emerging technologies and the writing of norms
and standards for their use is a key explanatory factor for the U.S. government’s push for new
legislation. There is a vast grey area, however, where Washington’s actions may be informed
by national security concerns and ethical considerations – such as balancing the rights of the
individual with the collective, or the right to privacy – or by a desire to curb China’s rise as a
technological power. Network intrusion software and surveillance technologies, for example,
have become new areas of concern. The U.S. regards China as a revisionist power that actively
seeks to challenge the power, influence, and interests of the U.S. by eroding its prosperity
and security.20 This is mainly translated into concerns over Chinese forced technology transfer
and intellectual property (IP) theft, which are exacerbated by China’s far-reaching technology
drive, as outlined in MIC2025. With this program, the Chinese government acts on its ambition
14

“H.R.5515 - John S. McCain National Defense Authorization Act for Fiscal Year 2019,” 115th Congress of
the United States of America, Washington D.C., August 13, 2018.

17

A second key part of the National Defense Authorization Act (NDAA) is the Foreign Investment Risk Review
ModernizationAct (FIRRMA).Although ECRAand FIRRMA– i.e. export control and investment review – are
closely intertwined, the focus in this article is on export controls governed under ECRA: H.R. 5515,
National Defense Authorization Act for Fiscal Year 2019. See Ibid.

18

The full list comprises the following categories: biotechnology; artificial intelligence (AI) and machine
learning technology; position, navigation and timing (PNT) technology; microprocessor technology;
advanced computing technology; data analytics technology; quantum information and sensing technology;
logistics technology; additive manufacturing; robotics; brain-computer interfaces; hypersonics; advanced
materials; advanced surveillance technologies.

19

Stephen Ezell and Caleb Foote, “How Stringent Export Controls on Emerging Technologies Would
Harm the U.S. Economy,” Innovation Technology & Information Foundation, May 2019, <https://itif.
org/publications/2019/05/20/how-stringent-export-controls-emerging-technologies-would-harm-useconomy>.
“United States’ 2017 National Security Strategy (NSS),” Government of the United States, Washington
D.C., December 2017.

20		

60

Brigitte Dekker and Maaike Okano-Heijmans

to be a global manufacturing, cyber, and science and technology innovation superpower. This
unprecedented industrial policy triggered considerable criticism and concern in Western
countries, prompting the Chinese government to stop referencing the plan, albeit not giving up
on its economic and strategic goals.21
Although ECRA primarily constitutes a hard-law protectionist move by the U.S. government,
the regulations that will follow from this procedure will have far-reaching implications for daily
operations of global companies, as the regulations will also be applicable to every technology
consisting of more than 25 percent U.S. material, because of the extraterritorial jurisdiction
of U.S. law. This extraterritorial jurisdiction, despite being controversial in international law,
allows U.S. companies and the government to block re-exports of products consisting of more
than 25 percent U.S. material to countries on the U.S. Entity List – the export blacklist of the
U.S. – and is enshrined in the U.S. export administration regulations (EAR).22,23 When the U.S.
withdrew from the Joint Comprehensive Plan of Action (JCPOA), better known as the “Iran
Nuclear Deal,” the EU immediately took action against this extraterritorial jurisdiction. The
U.S. would re-impose sanctions on Iran, thereby blocking any export from EU capitals to Iran
through its extraterritorial jurisdiction. The European Commission included an annex on the
EU Blocking Statute to mitigate the effects of the re-imposed extraterritorial U.S. sanctions to
nullify the effect in the EU of any foreign court ruling based on the foreign laws listed in its
annex and to allow EU operators to recover in court any damages caused by the extraterritorial
application of the specified foreign laws. This may also apply to the controls pushed for by the
U.S. in the field of export controls on emerging technologies. Reforming the WA becomes a
challenge because of this, exacerbated by the increased gap in norms between the members.
Therefore, the forthcoming ECRA regulations will not solely be a business decision, but also
a political dilemma for the EU: either to follow the U.S. or to push for the protection of EUbased companies against the extraterritorial jurisdiction of the U.S. Moreover, because the
regulations will significantly affect respective EU Member States, the ministries responsible
for executing export control regulations oftentimes lack the capacity to deal with a sudden
increase of export license requests.

Case Study: The Netherlands
The case of the Netherlands is useful to gain a better understanding of the challenges involved
with updating regulations that prohibit the unlicensed export of certain new, omni-use
technologies to specific end-users. The Netherlands has a strong position in specific niche
markets for the high-technology sector – specifically semi-conductors, photonics, and quantum
21
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technology – with value-chains closely intertwined with the U.S. and Chinese markets. The
concerns of numerous Dutch stakeholders about the near and long-term implications of the use
and control of emerging technologies – especially by the Chinese government – are similar
to those of the U.S. government, and the Netherlands Ministry of Economy and Climate has
identified key technologies, published in a list corresponding with the categories identified by
the U.S. government.24
Considering the breadth and depth of transatlantic and U.S.–Netherlands political, economic,
and military ties, the Netherlands might be expected to follow the U.S. in its regulations.
This seems, however, not to be the case; diverging understandings of economic and national
security of the Netherlands and the U.S. hinder fruitful cooperation. The explicitly Chinafocused approach of the U.S., in comparison to the economy-focused Dutch vision, complicates
cooperation even more.
Historically, whereas economic security is considered part of national security in the U.S.,
economic security and national security have been separated institutionally and practically
in the Netherlands, as in most other EU Member States. More recently, however, the overlap
between economic security and national security is increasingly discernible in both the U.S.
and the Netherlands. In the Netherlands, economic security refers to an efficient economy
that is protected from threats that have the potential to disturb its functioning. To the Dutch
government, achieving economic security is a core strategic interest, as its businesses are
extensively integrated into global value-chains. Upholding national security interests solely
relates to protecting vital Dutch interests and critical infrastructure against a divergent range of
threats, such as terrorist threats or floods, that could have a disruptive effect on Dutch society.
In the U.S., relations between the government and businesses are stronger, as the private sector
has successfully linked IP protection to innovation, innovation to global competitiveness, and
global competitiveness to national security. This has resulted in a historically strong convergence
between economic and national security. Concerns about weakening U.S. supremacy in hightechnology and IP-sensitive industries are therefore also a national security issue for the
respective responsible departments in the U.S. Department of Defense, the U.S. intelligence
community, and U.S. industries.
The ethical considerations of today’s debates have caused a shift in both the Dutch and the
U.S. approach. The dividing line that has been apparent in the Netherlands between economic
and national security is slowly vanishing, as reflected in the gradual convergence of the two
concepts in the National Security Strategies of 2007 and 2013.25 In the U.S., the high-tech
industry is now increasingly pushing for the opposite: a stricter distinction between economic
and national security issues. While agreeing with the need to implement export control
24
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regulations to maintain technological superiority, industry voiced severe concerns about
the proposed broadening of export control regulations in the first call for comments on the
announced categories of emerging technologies in ECRA.26
Although small in size, the Netherlands is a global leader in various high-tech sectors, making
it an important bilateral partner for the U.S. In recognition of this, the U.S. and the Netherlands
have engaged in bilateral consultations and regulatory coordination, especially in response to
the U.S.’s export control reform proposals.
In the field of export control, however, bilateral arrangements are no substitute for an effective
regime of a third (that is, non-EU) country with one EU Member State, such as the Netherlands.
Even though a bilateral agreement will potentially promote U.S.–Dutch business cooperation,
an effective multilateral export control regime must involve all member states that encompass
the Schengen Area as a whole. After all, foreign companies exporting from one specific
EU Member State can engage in so-called “license shopping” – that is, using the free flow
of goods, persons, and services within Schengen to export technologies that are subject to
export regulations to another Schengen country that has not yet adopted such export control
regulations. In this way, Member States can be used as a third intermediary country, thereby
bypassing the strict export control regulations of specific Schengen countries.
Revising the EU’s export control regime is a significant challenge, however, as Member States
have divergent views and relationships with the U.S. and China, and not every Member State
will be involved directly with stricter export control regulations, since only a few have a hightechnology sector. Discussions towards this end – that is, a recast of EU regulations dating back
to 2009 – had been ongoing before the publication of ECRA, but have yet to be concluded.
Clearly, however, a coherent EU policy with stricter punishments would be a stronger stance
against the extraterritorial jurisdiction of the U.S. Moreover, the EU could be a respective
powerful force for regime change and increase the win-set of the Netherlands in negotiations
with the U.S.

Voluntary Measures Complementing the WA: Trusted Communities
The international debate to define emerging technologies – here referred to as omni-use – is
slowly moving forward, and establishing norms and standards is a growing challenge in the
context of great power rivalry. At the same time, technological developments and unilateral
action by some states are moving faster than in the past. Clearly, these two trends complicate
discussions within the WA, as not all members agree to – or even on the need for – multilateral
guidelines on specific issues, on which they have yet to develop a clear position of their own. At
the same time, the semi-annual meetings and sometimes highly politicized discussions within
the WA further complicate any fast decision-making process at the multilateral level.
A more innovative approach complementing the WA process is therefore needed to push
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the debate on emerging technologies forward. Turning to voluntary instruments seems
promising, refocusing from a rules-based to a principles-based approach. As a first step, socalled “trusted communities” can create valuable partnerships between a range of stakeholders
based on shared principles. These communities may include government officials, businesses,
lawyers, and researchers, domestically or across countries. Through regular meetings between
a fixed membership group, trusted communities contribute to information-sharing and best
practice exchange in an informal, closed environment. Ultimately, trusted communities serve
as a confidence-building and knowledge-sharing instrument that benefits all stakeholders,
enhancing understanding and cooperation between government and businesses, and discussions
on technological developments and future regulation.
Transnational Global Governance in Flux
Trusted communities can be positioned in the broader transnational global governance
literature, which proposes that non-state actors are influential players in the policy-making
process.27 Epistemic communities are the most well-known subset of this, defined as a grouping
of scientists linked by their professional ties and ideas in their specific area of expertise.28
Bound together by their knowledge, the added value of epistemic communities – even with a
small membership – lies in their strong internal cohesion. Particularly at times of uncertainty,
governments and politicians tend to ask for new ideas and innovative proposals. The extent to
which such communities interact with government officials fluctuates, and their influence on
the policy-making process hence also varies – between groups and over time. While epistemic
communities commonly arise without any government or official influence, governments
play an increasingly catalytic role in gathering experts. Otherwise similar to traditionally
evolved epistemic communities, these groups are positioned within government structures,
as independent agencies.29 Epistemic communities evolving without government interference
have been particularly successful in the environmental field where debates tend to be highly
politicized and technical. For its part, the European Commission has been instrumental in the
creation of various “high-level groups of wise persons” to provide it with advice – for example,
on the European financial architecture for development.30
Next to epistemic communities, which are mostly based on shared scientific knowledge, the
transnational global governance literature introduces transnational advocacy networks and
communities of practice.31 Transnational advocacy networks consist of non-governmental
organizations such as human rights groups or nonproliferation movements that share values
and ideals. Communities of practice are made up of various stakeholders – either groups or
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individuals – that are tied together by a specific topic and their desire to share information, best
practices, and experiences to develop on a professional level.32 These communities differ from
epistemic communities, which are bound together by their knowledge, while transnational
advocacy networks are united in their ideals, and communities of practice by their wish to
share information.
More recently, and particularly relevant to the field of export control, a rise of privatization
of transnational governance is being observed. Key in this trend is a growing need – and
willingness – for engagement between government and private-sector representatives. State
actors have less access to necessary technological know-how, complicating efforts to regulate
increasingly global challenges, while businesses are more inclined to abide by self-imposed
rules of standards, voluntarily setting a precedent for other companies. Motorola Corporation,
for example, has effectively contributed to setting telecommunications standards through its
chairmanship of the International Telecommunication Union.33 Critics argue that this might
trigger a shift to states being merely rule-takers rather than rule-makers, and undermine equity
among states.34 Others argue that only private sector firms will have the capacity for research,
technology, and development to address and tackle global challenges in the 21st century.35
Beyond Epistemic Communities: Trusted Communities
The narrow definition of epistemic communities has been subject to substantial criticism in
the academic field. In particular, the inclusion of scientists solely in one specific field seems
to hamper constructive multidisciplinary solutions, recognizing new trends and successful
translation of knowledge into power.36 Therefore, the execution of epistemic communities could
be extended beyond the current narrowly defined definition. The inclusion of a multidisciplinary
team, consisting of businesses, lawyers, government officials, and researchers could lead
to discussions among a diverse range of experts and result in widely shared consensus.37
The inclusion of government officials would prevent governments from becoming merely
rule-takers, and statements deriving from the trusted community can be perceived as more
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legitimate as they would be based on consensus among experts across the field.38 Although
more uncommon in Europe, consultative bodies that bring together a diversity of stakeholders,
including business, are not a new phenomenon. In Japan, for example, deliberation councils
(shingikai) have long served as lines for communication between groups – mainly government
officials, business representatives, and experts – that operate in distinct but, in reality, linked
environments.
Trusted communities offer government officials direct access to academic and private-sector
expertise on the global value-chains, the latest technological developments, and the economic
context wherein policymakers have to make decisions that also impact domestic businesses.
By consulting with the relevant industries, more accurate policies can be implemented,
while simultaneously possible gaps in the current policies can be monitored. The influence
businesses gain in the decision-making process may be of great value as not only they but
also the government are in uncharted territory with regards to emerging technologies in
the changing geopolitical context. The consultative sessions with all parties may also be an
incentive for companies to increase their due diligence concerning international cooperation.
By discussing which regulations are necessary or not to safeguard global trade, self-regulation
and responsibility of companies may increase.
Consultative trusted communities can present an opportunity also for SMEs that are often
unaware of possible global tensions and the repercussions of export to specific parties – either
for the end-use or end-user. A regular dialogue between representatives of SMEs, start-ups,
multinational companies, government officials, and academia active in the field of emerging
technologies can contribute to information- and best practices sharing among them. Discussing
regulations focused on the SMEs could balance a number of concerns that these parties may
have concerning export control regulations, the end-use of their technology and broader
geopolitical discussions. At the same time, trusted communities are a tool of “preventive
diplomacy” whereby governments can sensitize enterprises operating in the field to a variety
of evolving export control concerns.
The U.S. government has been a frontrunner on such trusted communities, having initiated
so-called “communities of caution” that aim to share information on tech-transfer threats.39
The inclusion of both state and non-state actors in one consultative trusted community has so
far, however, been controversial in Europe. A close relationship between the government and
industry is historically related to increased industry influence in politics, a practice fueling
resistance in most European states. While the strict division of business and politics was long
proven successful, with the new geopolitical tensions and the rise of emerging technologies,
government and industry are experiencing – albeit to varying degrees – similar challenges
globally. The establishment of trusted communities as a consultative organ consisting of
government officials, business representatives, and academia, could thus be an answer to the
increased overlap between the domains.
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Regular gatherings help to build trust among members, which is required for a frank discussion
on the necessities to define or redefine an export control regime, including the ethical
considerations and normative debates that fit our increasingly globalized world. Non-state
actors, including from industry and academia, have to engage voluntarily in global governance.
Previously, voluntarily abiding by the norms set by a transnational network was considered a
limitation, but as trusted communities also include state actors, the benefits of direct influence
in the policy-making process and standard-setting could outweigh this. One condition for this is
the scope of the trusted community, as it has to be both sector-specific, but also needs to include
like-minded states, companies, and academia. When multiple domestic trusted communities
start to discuss their ideas, competition in thoughts can commence, which eventually enhances
the international debate on emerging technologies and export control.

Conclusions
In today’s rapidly changing and increasingly polarized world, technological developments
improve lives globally, but also present new national security risks. Harnessing the current
wave of technological development and mitigating its potential threats are vital for gaining an
economic and military advantage over potential global rivals in the future. For a long time, the
U.S. has led the race for technological supremacy, but the now emerging omni-use technologies
pose new challenges next to the vast opportunities they offer. To maintain its technological
supremacy and standard-setting ability in the 21st century, the U.S. is pushing – once again –
for new export control mechanisms to coordinate restrictions on the export of certain items to
specific end-users, uses, and destinations of concerns.
Washington’s protectionist and mercantilist considerations are perceived by many other
governments – including that of the Netherlands – as problematic, even if its ethical concerns
are more widely shared between developed countries. Add to this the deeper economic
interdependence stemming from the global technological value-chains and it is clear that the
challenge today is vastly greater than in the years following the Second World War when the
first MECR was created.
The WA would be the natural regime to turn to, but the intangible nature of the technologies,
the fact that today the private sector – rather than the public sector – plays the lead role in
the development of emerging technologies, and the lack of consensus in identifying which
actors present a proliferation threat and which items have omni-use potential in today’s society
complicate this avenue. This article argues that the discussion needs to move beyond existing
debates on the inclusion of emerging technologies in dual-use lists. Shifting the debate to the
omni-use and omnipresence of emerging technologies is a valuable step towards acknowledging
the particularities of today’s emerging technologies.
In addition, trusted communities that bring together government officials, business
representatives, and experts with a stake in specific high-tech sectors appear to be an innovative
way forward. These groups may be a means to support the multilateral export control regime
and to push for norms and standards, while simultaneously not excluding upfront other vital
players within the global value-chain.
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In the future, trusted communities could either transform into a consultative body within
an existing framework – such as the WA – or on the national level merge into government
structures. Either way, trusted communities provide room to discuss ethical, legal, and societal
dimensions of emerging omni-use technologies. They help to ensure that governments keep
up with rapid technological developments – thereby contributing to more appropriate policy
responses and regulation – and are at the same time a tool of “preventive diplomacy” whereby
governments can sensitize relevant SMEs to a variety of concerns in export control with regard
to end-users, uses, or destinations of concern. As a voluntary confidence-building measure
involving a range of stakeholders rather than only government officials, trusted communities
are thereby an important addition to hard regulation and soft law measures that have so far
characterized the MECRs.
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Leveraging Cheminformatics to
Bolster the Control of Chemical
Warfare Agents and their
Precursors
S T E FA N O C O S TA N Z I , G R E G O R Y D . KO B L E N T Z , R I C H A R D T . C U P I T T 1

Abstract
International frameworks and national legislation contain lists of controlled chemicals that can
be employed as chemical warfare agents or precursors for their synthesis. The development and
wide adoption of a cheminformatics tool could overcome several practical problems inherent
to the way in which the identification of such chemicals is currently conducted, namely: the
same chemical can be identified with a multitude of synonyms; different versions of the same
chemical, for instance isotopically labeled versions, have different registry numbers; some
lists define whole families of related chemicals of concern in a single entry, thus complicating
certification of compliance; and lists of controlled chemicals are subject to change and must be
kept current. Composed of an up-to-date database of relevant lists of controlled chemicals with
an associated easy-to-use software, this tool would help address these problems by converting
any entered chemical name or registry number into a chemical structure, and automatically
checking whether that structure matches any entry of the database. Efforts by the Pistoia Alliance
for the control of regulated narcotic and psychotropic substances has led to the development of
commercial software that can be used as a starting point for the development of the proposed
cheminformatics tool for nonproliferation purposes. By helping frontline officers and chemical
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industry to handle families of chemicals, this cheminformatics tool could facilitate the inclusion
of families of chemicals in control lists, thus closing potential proliferation loopholes. Finally,
beyond chemical warfare agents and precursors, this cheminformatics tool could be generally
used to handle any list of controlled chemicals.

Keywords
Australia Group, border controls, chemical database, chemical security, chemical weapons,
cheminformatics, compliance, Chemical Weapons Convention, export controls, Markush
structures

1. Introduction: International Lists for the Control of Chemical Warfare Agents
and Precursors
A number of international frameworks such as the nearly universal Chemical Weapons
Convention (CWC), the Australia Group (AG), and the Wassenaar Arrangement, contribute to
a coordinated multilateral effort to stem the proliferation of chemical weapons (CW). To serve
this purpose, these frameworks contain lists of chemicals that can be employed as chemical
warfare agents (i.e. the toxic chemicals on which chemical weapons are based) or precursors
for their synthesis. Some of the lists exclusively comprise individual chemicals, with each
entry in the list identifying a specific chemical. Other lists comprise both individual chemicals
as well as families of related chemicals, defined as a central chemical scaffold bearing a number
of attached variable chemical groups. Both types of entries consist of one chemical name, with
no synonyms given, which identifies either an individual chemical or a family of chemicals.
Moreover, for individual chemicals, the lists also report the associated Chemical Abstract
Service (CAS) registry number.2 In the paragraphs below, the authors give a brief survey of the
lists contained in the above-mentioned international frameworks. Subsequently, the remainder
of the article is dedicated to discussion regarding why dealing with lists composed of chemical
names and registry numbers makes it impractical to identify controlled chemicals and discuss
how such problems could be overcome by the development and wide adoption of a suitable
cheminformatics tool.
In its Annex on Chemicals, the CWC contains a tiered system of three schedules of chemicals
meant to support the verification regime imposed by the convention.3 Importantly, beyond
supporting the Convention’s declaration requirements and verification regime, the CWC
schedules are also incorporated by various countries in their export control lists. Each schedule
is divided into a part A, which lists chemical warfare agents, and a part B, which lists chemical
precursors. Schedule 1 comprises chemicals that are regarded exclusively or almost exclusively
2

The Chemical Abstract Service (CAS, <https://www.cas.org>) Registry of the American Chemical Society
is a collection of the disclosed information available on chemical substances published in the scientific
literature. Each substance in the registry is assigned a unique numeric identifier, the CAS Registry Number.

3

The 1993 CWC is an international treaty that poses a complete ban on chemical weapons and has currently
been ratified or acceded to by 193 State Parties; Organisation for the Prohibition of Chemical Weapons
(OPCW), Chemical Weapons Convention, <https://www.opcw.org/chemical-weapons-convention>.
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as chemical warfare agents or precursors for their synthesis. Conversely, Schedules 2 and 3
comprise dual-use chemicals that also have legitimate, non-military commercial applications,
on a smaller scale for Schedule 2, and on a larger scale for Schedule 3.4 While some of the
entries in the CWC schedules identify individual chemicals, others identify families of related
chemicals. Including families of chemicals in the CWC schedules is important as it allows
a single entry to cover a large group of structurally related chemicals without the need to
enumerate them.5 To avoid confusion, it should be noted that the CWC schedules do not need
to be taken as an exhaustive list of chemical warfare agents. Indeed, the CWC does not limit
the definition of chemical weapons to those in the schedules, but includes all “toxic chemicals
and their precursors, except where intended for purposes not prohibited under this Convention,
as long as the types and quantities are consistent with such purposes.”6
The Australia Group, a group of more than 40 countries that coordinate their export control
regulations on dual-use equipment and material that could be used to produce chemical and
biological weapons, has compiled a list of chemicals that can be used as precursors for the
synthesis of chemical warfare agents.7 The Australia Group’s “Chemical Weapons Precursors”
list comprises a total of 65 chemicals. Of these, 40 are listed in part B of one of the three CWC
schedules (either as individual chemicals, or by virtue of being included in one of the families
of chemicals listed in the CWC schedules). Conversely, the remaining 25 chemicals are not
covered by the CWC schedules. The Australia Group’s Chemical Weapons Precursors list,
however, does not include families of chemicals. Instead, the 65 chemicals that it covers are
explicitly enumerated as individual compounds.
Similarly, the Wassenaar Arrangement, an international framework that was established in
1996 to provide greater transparency of transfers of conventional weapons and dual-use items,
includes on its Munitions List 7 (ML7), inter alia, a range of chemical agents with military
applications.8 In particular, the chemical agents listed in ML7 include the CWC Schedule 1
chemicals, the incapacitating agent 3-quinuclidinyl benzilate (BZ), which is a CWC Schedule
2 chemical, and lists of chemical defoliants and riot control agents, neither of which is included
in the CWC schedules. With the exception of the families of chemicals listed in CWC Schedule
1, all the remaining CW-related entries in the Wassenaar Arrangement ML7 are enumerated as
individual chemicals. Beyond CW proliferation, two other export control arrangements, the
Nuclear Suppliers Group (NSG) and the Missile Technology Control Regime (MTCR), include
chemicals that are regarded as a threat for nuclear and missile proliferation in their control lists,
explicitly enumerated as single chemicals and annotated with CAS registry numbers.

4

CWC Annex on Chemicals, <https://www.opcw.org/chemical-weapons-convention/annexes/annexchemicals/annex-chemicals>.

5

Stefano Costanzi and Gregory D. Koblentz, “Controlling Novichoks After Salisbury: Revising the Chemical
Weapons Convention Schedules,” The Nonproliferation Review (2019), <https://www.tandfonline.com/
doi/full/10.1080/10736700.2019.1662618>.

6

In CWC Article II, Paragraph 1 (a), <https://www.opcw.org/chemical-weapons-convention/articles/
article-ii-definitions-and-criteria>.

7

Australia Group, <https://australiagroup.net/en/>.

8

The Wassenaar Arrangement, <https://www.wassenaar.org>.
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Other lists of controlled chemicals, often based on the lists in the above-mentioned
international frameworks, have been crafted by international and domestic bodies to support the
implementation of the CWC mandates, export controls, and homeland security. For example,
the World Customs Organization (WCO), through its Strategic Trade Control Enforcement
(STCE) Implementation Guide, provides, inter alia, information to customs administrations
on how to implement trade controls on strategic chemicals, and contains an annex (Annex V)
that compiles many of the individual chemicals (but not families of chemicals) listed by the
CWC, Australia Group, NSG, MTCR, and the Wassenaar Arrangement.9 As another example,
the Chemical Facility Anti-Terrorism Standards (CFATS) of the U.S. Department of Homeland
Security (DHS) contains an appendix (Appendix A) that provides a list of more than 300
chemicals of interest, including, inter alia, chemical warfare agents and precursors for their
synthesis.10

2. A Cheminformatics Solution to Help Navigate Lists of Chemical Warfare
Agents and Precursors
The way in which frontline officers working in the areas of border security, customs, homeland
security, and export controls currently conduct the identification of chemical warfare agents and
precursors falling within the scope of international verification, export control, and domestic
security control lists is affected by two main problems.
The first problem faced by government officials and employees of chemical companies tasked
with confirming whether a given chemical is part of a control list is that such lists identify
chemicals of concern through names and registry numbers rather than through chemical
structures. Identifying whether a chemical is covered by a control list is not straightforward,
as chemicals can be identified through a multitude of synonyms.11 Hence, as illustrated in
Section 3 (Example 1), the fact that a chemical name is not found in a list does not guarantee
that the name under scrutiny is not a synonym of one of the listed names. The inclusion of CAS
registry numbers in control lists addresses the synonyms problems, as it is straightforward
for frontline operators to verify whether a given registry number is included in a list of

9

World Customs Organization, “Strategic Trade Control Enforcement Implementation Guide,” 2019,
<http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/enforcement-and-compliance/tools-andinstruments/stce-implementation-guide/stce-implementation-guide_en.pdf>. Annex V, which lists more
than 250 chemicals by CAS number, appears on pages 143-145.

10

U.S. Department of Homeland Security, “CFATS, Appendix A: Chemicals of Interest (COI),” <https://
www.dhs.gov/cisa/appendix-chemicals-interest>.

11

In chemical nomenclature, names provide a description of the structure of a molecule, defining the
molecule’s central scaffold, the chemical groups attached to the central scaffold, and the positions on the
central scaffold where the groups are attached. In turn, each chemical group can be formed by its own
scaffold with chemical groups attached to it. The International Union of Pure and Applied Chemistry
(IUPAC) has developed recommendations for a standardized chemical nomenclature. See <https://iupac.
org/what-we-do/nomenclature/>. However, as the complexity of a molecule increases, so does the number
of synonymous names that unambiguously describe its structure.
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controlled chemicals.12 However, different salts, tautomers, stereoisomers, and isotopically
labeled variants of the same chemical have different registry numbers.13,14,15 As a result, as also
illustrated in Section 3 (Example 1), the fact that a registry number is not included in a list
does not guarantee that the chemical identified by the number is not just a different form of a
controlled chemical. As discussed in Section 3, controlling less frequent variants of a chemical,
such as rare stereoisomers or isotopically labelled variants, is gaining increasing importance
due to the changing chemical weapons proliferation landscape.
A second problem lies in the fact that several of the entries on chemical weapon verification
and export control lists, such as the CWC schedules, refer to whole families of chemicals rather
than individual chemicals. Covering whole chemical families is very important as closely
related chemicals often interact with living organisms in a similar manner. Hence, as discussed
in Section 4 of this article, the inclusion of whole families of chemicals in export control
lists avoids dangerous proliferation loopholes. However, the inclusion of families of chemicals
complicates the work of customs officers and export control officials, as inferring whether a
given chemical under scrutiny is a member of one the listed families is not a straightforward
task for non-chemists. Notably, as illustrated in Section 4 (Example 3), chemical names and
CAS registry numbers are not useful for identifying whether a chemical is a member of one of
the families of chemicals included on a control list.
To surmount these shortcomings, the authors propose the development and wide adoption of
a customized, easy-to-use cheminformatics tool, comprised of a database capable of storing
structures of individual chemicals as well as whole families of related chemicals, and an
associated user-friendly software tool to query that database. The proposed cheminformatics
tool would make it easier for frontline officers and chemical industry employees to automatically
assess whether a given chemical under scrutiny falls within the scope of a control list by: a)
seamlessly converting any entered chemical name or registry number into a chemical structure
and automatically establishing the equivalence of all its salts, tautomers, stereoisomers, and
isotopically labeled variants, prior to querying the database, thus addressing the current
overreliance on chemical names and registry numbers; and b) automatically checking whether
any entered chemical fits the definition of one of the chemical families stored in the associated
database, thus addressing the difficulties that non-chemists would face when trying to manually

12

CAS registry numbers are included on lists of controlled chemicals promulgated by, among others, the
CWC Schedules, the Australia Group export control list, the Wassenaar Arrangement Munitions List, the
WCO Strategic Trade Control Enforcement Implementation Guide, national legislation and regulations
from various countries, as well as domestic security lists such as the chemicals of interests listed by the
Chemical Facility Anti-Terrorism Standards (CFATS) of the U.S. Department of Homeland Security
(DHS).

13

Tautomers are molecules that have the same formula but different connectivity (structural isomers,
particularly due to changes in the position of a hydrogen – or more in general a single atom or group –
within the molecule) and are rapidly interconverted into each other.

14

Stereoisomers are molecules that have the same formula and the same connectivity between their constituent
atoms, but differ for the spatial orientation of their atoms.

15

Isotopically labeled molecules are molecules in which one or more of the constituent atoms is substituted
with a less common isotope of the same atom (isotopes are atoms with the same number of protons but
different number of neutrons).
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fulfill this task.
In addition to being used by government agencies responsible for export control, customs
enforcement, domestic security, and verification of compliance with the CWC declaration
requirements, the cheminformatics tool could also be used by chemical manufacturers and
shippers, including those that produce chemicals on a small scale and offer custom synthesis
services, to ensure compliance with export control regulations as well as for the verification
requirements mandated by the CWC. Lastly, the availability of a suitable cheminformatics tool
could support the expansion of current export control lists, by allowing a wider inclusion of
whole families of chemicals.
The proposed effort to develop a cheminformatics tool to bolster the control of chemical
weapons and precursors has some parallels to the Substance Compliance Service Project,
a project organized by a group of pharmaceutical and technology companies, the Pistoia
Alliance. The Substance Compliance Service Project is meant to provide organizations working
in the pharmaceutical and life sciences domains with tools to identify controlled substances,
intended as narcotic and psychotropic drugs, that are regulated under national and international
legislation. As the authors will discuss in Section 6.2, this project has led to the development of
two commercial cheminformatics tools that would constitute an excellent starting point for the
implementation of our proposed tool.16

3. Challenges to Relying on Chemical Names and Registry Numbers to Identify
Controlled Chemicals
As discussed in Section 2, the fact that a chemical name or a CAS registry number is not
included in a list of controlled chemicals is not sufficient to conclude that the list does not cover
the chemical in question, or one of its variants, including salts, tautomers, stereoisomers, and
isotopically labeled variants. This point is well-illustrated by Example 1, which demonstrates
how a multitude of chemical names and registry numbers can be associated with the same
chemical, as chemical names have a multitude of synonyms and different variants of the same
chemical are assigned different CAS registry numbers.
Notably, subjecting to strict controls all variants of the chemicals of concern, including those
that are only synthesized in small volumes, is of particular importance in the current chemical
weapons proliferation landscape, given that, as illustrated in Example 2, chemical weapons are
used not only in large quantities as Weapons of Mass Destruction (WMDs), but also in smaller
quantities for counterinsurgency or even very small quantities for assassination purposes.17
Consequently, it would be advisable to remove exemptions from export controls for chemicals
16

Daniel Taylor, Stuart G. Bowden, Reinhard Knorr, Derek R. Wilson, John Proudfoot, and Anne E. Dunlop,
“The Pistoia Alliance Controlled Substance Compliance Service Project: From Start to Finish,” Drug
Discovery Today, Vol. 20, No. 2 (2015), pp. 175-180 , <https://www.sciencedirect.com/science/article/pii/
S1359644614003870>.

17

Rebecca Hersman and Suzanne Claeys, “Rigid Structures, Evolving Threat: Preventing the Proliferation
and Use of Chemical Weapons,” CSIS Briefs (2019), <https://www.csis.org/analysis/rigid-structuresevolving-threat-preventing-proliferation-and-use-chemical-weapons>.
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that are typically produced in small quantities or sold for low dollar values.18 Indeed, the need
to control less frequent variants of controlled chemicals was recently underscored by the
Scientific Advisory Board (SAB) of the Organization for the Prohibition of Chemical Weapons
(OPCW), the international organization charged with ensuring the implementation of the CWC,
which recommended that “isotopically labelled compound or stereoisomer related to the parent
chemical specified in the schedule should be interpreted as belonging to the same schedule.”19
3.1. Example 1: Many names and CAS registry numbers are associated with a VX precursor
The Australia Group lists a chloroethylamine precursor for the synthesis of the nerve agent VX
with the name N,N-diisopropyl-(beta)-aminoethyl chloride and the CAS registry number 9679-7. The same chemical, however, can be identified with other synonyms, including, among
others, N,N-diisopropyl-2-aminoethyl chloride and N,N-Diisopropyl-2-chloroethylamine
(Figure 1).

N,N-Diisopropyl-(beta)-aminoethyl chloride
N,N-Diisopropyl-2-aminoethyl chloride
N,N-Diisopropyl-2-chloroethylamine
N-(2-Chloroethyl)-N-(1-methylethyl)-2-propanamine
Figure 1. The same chloroethylamine precursor for the synthesis of the nerve agent VX
can be identified with different synonyms, four of which are shown in the figure.

18

For instance, for ECCN 1C350 items, “a license is not required for sample shipments when the cumulative
total of these shipments does not exceed a 55-gallon container or 200 kg of a single chemical to any one
consignee during a calendar year,” U.S. Commerce Control List (CCL). Category 1 - Special Materials and
Related Equipment, Chemicals, “Microorganisms,” and “Toxins,” <https://www.bis.doc.gov/index.php/
documents/regulations-docs/2332-ccl1-10-24-18/file>.

19

OPCW, “Response to the Director-General’s Request to the Scientific Advisory Board to Provide Further
Advice on Scheduled Chemicals,” SAB-23/WP.1, April 28, 2016, <https://www.opcw.org/sites/default/
files/documents/SAB/en/sab-23-wp01_e_.pdf>; and OPCW, “Report of The Scientific Advisory Board on
Developments in Science and Technology for the Fourth Special Session of the Conference of the States
Parties to Review Figure the Operation of the Chemical Weapons Convention,” RC-4/DG.1, April 30,
2018, <https://www.opcw.org/sites/default/files/documents/CSP/RC-4/en/rc4dg01_e_.pdf>.
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The SciFinder tool of the American Chemical Society identifies the same chemical with yet
another synonym, N-(2-chloroethyl)-N-(1-methylethyl)-2-propanamine (Table 1). Moreover,
a SciFinder search for this chemical retrieves nine entries, each with a different CAS registry
number, which are different salts, complexes, or isotopically labelled versions of the same
chemical (Table 1) –– each of these variants could be used to synthesize VX.20 This example
demonstrates that it is not possible to comprehensively identify a chemical only through its
name or its CAS registry number.
Name

CAS number

N-(2-Chloroethyl)-N-(1-methylethyl)-2-propanamine

96-79-7

N-(2-Chloroethyl)-N-(1-methylethyl)-2-propanamine hydrochloride

4261-68-1

N-(2-Chloroethyl)-N-[1-(methyl-d3)ethyl-1,2,2,2-d4]-2-propan1,1,1,2,3,3,3-d7-amine hydrochloride

75174-04-8

N-(2-Chloroethyl-1,1,2,2-d4)-N-(1-methylethyl)-2-propanamine
hydrochloride

69277-06-1

N-(2-Chloroethyl-2-14C)-N-(1-methylethyl)-2-propanamine hydrochloride

69277-09-4

Tetrachloro-(T-4)-cobaltate(2-) dihydrogen, compd. with N-(2chloroethyl)-N-(1-methylethyl)-2-propanamine

252230-07-2

N-(2-Chloroethyl-2-14C)-N-(1-methylethyl)- 2-propanamine

741623-74-5

N-(2-Chloroethyl-1,1,2,2-d4)-N-(1-methylethyl)-2-propanamine

774486-54-3

N-(2-Chloroethyl)-N-[1-(methyl-d3)ethyl-1,2,2,2-d4]-2-propan1,1,1,2,3,3,3-d7-amine

774488-89-0

Table 1. CAS Registry entries for the chemical N,N-diisopropyl-(beta)-aminoethyl
chloride, a chloroethylamine precursor for the synthesis of the nerve agent VX (source:
SciFinder).
3.2. Example 2: Small quantities of chemicals are being employed for counterinsurgency and
assassinations
For counterinsurgency purposes, a single munition filled with grams or kilograms of nerve
agent could be sufficient. As reported by the French government, an unexploded grenade
found in Syria was found to contain about 100 ml of sarin at an estimated purity of 60%,
equivalent to about 60 grams of the nerve agent.21 Each of the eight to twelve Volcano rockets
used in the 2013 Ghouta attack in Syria carried approximately 50-60 liters of sarin, equivalent
20

In analogy with the OPCW SAB recommendation that “isotopically labelled compound or stereoisomer
related to the parent chemical specified in the [CWC] schedule should be interpreted as belonging to the
same schedule”, it would be advisable that entries in lists of controlled chemicals, including the Australia
Group list, be interpreted as comprising all variants of the same parent structure.

21

France, “National Executive Summary of Declassified Intelligence: Assessment of Syria’s Chemical
Warfare Program,” September 2, 2013, <https://www.diplomatie.gouv.fr/en/country-files/syria/events/
article/chemical-attack-in-syria-national-evaluation-presented-by-jean-marc-ayrault>.
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at most to 50-60 kg of the agent in the unlikely scenario of 100% purity.22
Milligrams of some of the most toxic nerve agents are sufficient for assassination purposes.
The assassination of Kim Jong-nam at the Kuala Lumpur airport, Malaysia in February 2018
and the attempted assassination of Sergei and Julia Skripal in Salisbury, United Kingdom in
March 2018 exemplify the security threat posed by small quantities of chemical warfare agents.
Kim Jong-nam was killed with a binary form of the nerve agent VX.23 Two VX precursors were
applied in sequence by two different individuals on the face of the victim where the precursors
reacted together giving rise to the deadly nerve agent. Given the toxicity of the nerve agent VX,
less than 10 mg are sufficient to kill a 70 kg person through dermal contact.
The attempted assassination of Sergei and Julia Skripal, which also led to the subsequent
poisoning of two police officers and two persons in the nearby town of Amesbury, was carried
out with a Novichok agent—a chemical belonging to a family of nerve agents developed by the
Soviet Union under the Foliant program.24 According to the OPCW, the amount of Novichok
agent associated with the Salisbury incident “should probably be characterised in milligrams.”25
This is consistent with an estimated lethal dose comparable to that of the nerve agent VR, for
which the dose that would kill 50% of the individuals exposed through dermal contact (LD50) is
around 0.1 mg/kg or lower.26 The faux perfume bottle recovered from the home of the victims
in Amesbury contained at most 5.5 ml of Novichok agent, which is probably equivalent to five
to six grams.27
22

“Attacks on Ghouta: Analysis of Alleged Use of Chemical Weapons in Syria,” Human Rights Watch,
September 10, 2013, <https://www.hrw.org/report/2013/09/10/attacks-ghouta/analysis-alleged-usechemical-weapons-syria>.

23

Tomomasa Nakagawa and Anthony T. Tu, “Murders with VX: Aum Shinrikyo in Japan and the assassination
of Kim Jong-Nam in Malaysia,” Forensic Toxicology, Vol. 36, No. 2 (2018), pp. 542-544, <https://link.
springer.com/article/10.1007/s11419-018-0426-9>.

24

Costanzi and Koblentz, “Controlling Novichoks After Salisbury”; Lev A. Fedorov, Chemical Weapons in
Russia: History, Ecology, Politics (Moscow, Russia: Center of Ecology Policy of Russia, 27 July 1994);
and Marcin Kloske and Zygfryd Witkiewicz, “Novichoks – The A Group of Organophosphorus Chemical
Warfare Agents,” Chemosphere, Vol. 221 (2019), pp. 672–682 < https://www.sciencedirect.com/science/
article/pii/S0045653519300542>.

25

OPCW, “OPCW Spokesperson’s Statement on Amount of Nerve Agent Used in Salisbury,” May 4, 2018,
<https://www.opcw.org/media-centre/news/2018/05/opcw-spokespersons-statement-amount-nerve-agentused-salisbury>.

26

According to Mirzayanov, the most potent Novichok agents have a toxicity comparable to that of the
nerve agent VR or higher. See Vil S. Mirzayanov, State Secrets: An Insider’s Chronicle of the Russian
Chemical Weapons Program, (Denver: Outskirts Press, 2008), pp 143-145. It should be noted, however,
that the results of recent computational studies are not in agreement with Mirzayanov’s claim. In particular,
see Lars Carlsen, “After Salisbury Nerve Agents Revisited,” Molecular informatics, Vol. 38 (2019),
p.1800106, <https://onlinelibrary.wiley.com/doi/abs/10.1002/minf.201800106>; and Hanusha Bhakhoa,
Lydia Rhyman, and Ponnadurai Ramasami, “Theoretical Study of the Molecular Aspect of the Suspected
Novichok Agent A234 of the Skripal Poisoning,” Royal Society Open Science, Vol. 6, No. 2 (2019), p.
181831, <https://royalsocietypublishing.org/doi/full/10.1098/rsos.181831>.

27

Martin Robinson, “Novichok James Bond-Style,” The Daily Mail, September 6, 2018, <https://www.
dailymail.co.uk/news/article-6138471/Novichok-James-Bond-style-Perfume-bottle-used-Salisburyassassins-scientists.html>.
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This example illustrates how chemicals that are not typically produced in large quantities pose
a security threat, given that chemical warfare agents can be employed for counterinsurgency
and assassination purposes.

4. Importance of Including Whole Families of Chemicals in Control Lists
Structurally related chemicals often have a similar biological activity, in other words, they
interact similarly with living organisms. For this reason, claims in pharmaceutical patents
very commonly cover large families of structurally related chemicals.28 Such practice allows
pharmaceutical companies to protect not only the specific chemical that is being evaluated as
a drug candidate but also its structural analogs, thus preventing the development of similar
drugs by competitors. Similarly, the CWC Schedules list several families of related chemicals
along with individual chemicals of concern.29 This approach allows the CWC Schedules to
cover a large chemical space. However, other lists relevant to chemical weapon proliferation,
for example the list of precursor chemicals compiled by the Australia Group, are composed
exclusively of individual chemicals. As a result, even if such lists are long and detailed, they
are not comprehensive and may not include many of the precursors that can be employed in
the manufacturing of chemical weapons. Moreover, lists that encompass individual chemicals
only cover chemicals of current concern, leaving analogues that could be synthesized in the
future unregulated.
Enumerating individual chemicals makes it easier for companies and government officials to
verify whether a compound is subject to export controls. However, this approach also makes it
easier for proliferators to find loopholes. In particular, as illustrated by Example 3, this approach
may allow proliferators to work around the constraints posed by export control lists by seeking
analogs of the controlled compounds that are not covered by the lists. Moreover, as illustrated
by Example 4, this approach makes it impractical to cover large families of chemical warfare
agents and their precursors, despite the responsibilities of states under the CWC. Conversely,
listing whole families of chemicals of concern rather than individual chemicals grants a broad
coverage of related chemicals that are likely to have similar toxicological properties since they
are based on the same structural scaffold.
Despite the advantages that it offers, listing families of chemicals also poses some practical
problems for those who are tasked with ensuring compliance with verification, export control,
customs, and domestic security regulations. Specifically, this requires the ability to infer whether
a given chemical of interest falls within the definition of one of the listed families, which is not
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David A. Cosgrove, “Markush Structures and Chemical Patents,” in Nathan Brown, ed., Scaffold Hopping
in Medicinal Chemistry (Weinheim, Germany: Wiley, 2013), pp. 15–38, Michael F. Lynch, “Generic
Chemical Structures in Patents (Markush Structures): The Research Project at the University of Sheffield,”
World Patent Information, Vol. 8, No. 2 (1986), pp. 85-91; and Szabolcs Csepregi, Nóra Máté, Róbert
Wágner, Tamás Csizmazia, Szilárd Dóránt, Erika Bíró, Tim Dudgeon, Ali Baharev, and Ferenc Csizmadia,
“Representation of Markush Structures: From Molecules Toward Patents,” Journal of Cheminformatics,
Vol. 3, No. S-1 (2011), p. 7.
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For an example of an entry of the CWC schedules that identifies a family of related chemicals, see Figure
3.
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a straightforward task for non-chemists. This problem is well illustrated by Example 5.
4.1. Example 3: Listing families of related chemicals allows a broad coverage of chemicals of
proliferation concern
As discussed in Example 1, the Australia Group lists a key chloroethylamine precursor for the
synthesis of the nerve agent VX, namely N,N-diisopropyl-(beta)-aminoethyl chloride (Figure
1). However, the Australia Group does not list N,N-diethyl-(beta)-aminoethyl chloride, the
analogous precursor for the synthesis of VM and VR, both of which are very lethal nerve agents
(Figure 2). Percutaneous exposure studies conducted with different animal models indicate that
VM’s LD50 (the dose that causes lethality in 50% of the exposed population) is comparable to
that of VX (although in some species it is up to three times higher).30 VR’s LD50 is estimated to
be up to 10 times lower than that of VX.31 When Syria acceded to the CWC in 2013, it declared
the possession, among other chemicals, of 25 tons of the chloroethylamine precursor for the
synthesis of VM or VR, possibly acquired or produced as a consequence of the fact that, in
2002, it encountered difficulties in procuring precursors for the preparation of VX.32,33
Unlike the Australia Group, which covers the mentioned VX precursor but not the precursor
for VM or VR, the CWC covers both precursors as part of entry 2B10 of Schedule 2, which
features a general family of 2-chloroethylamines (Figure 2).
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Department of the Army, Chemical Agent Data Sheets, Vol. 1, Edgewood Arsenal Special Report EOSR-74001 (Aberdeen Proving Ground, MD: Edgewood Arsenal 1974), <http://www.dtic.mil/dtic/tr/
fulltext/u2/b028222.pdf>.
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<https://pubs.acs.org/doi/10.1021/acschemneuro.8b00148>.
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the Organophosphorus Nerve Agents VM and VX,” Proceedings of the Royal Society A, Vol. 471 (2015),
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VX precursor
N,N-Diisopropyl(beta)-aminoethyl
chloride
CAS: 96-79-7

VM and VR precursor
N,N-Diethyl-(beta)aminoethyl chloride
CAS: 100-35-6

Covered by
CWC Schedule 2

Covered by
CWC Schedule 2

Covered by the
Australia Group

Not covered by the
Australia Group

Declared by Syria

Declared by Syria

Both precursors are
covered by entry 2B10 of
CWC Schedule 2

Where R can be:
Me, Et, n-Pr or i-Pr

Figure 2. N,N-Diisopropyl-(beta)-aminoethyl chloride, a precursor for the synthesis of the
nerve agent VX is covered by the Australia Group export control list. However, analogous
precursors for the synthesis of the nerve agent VM, N,N-Diethyl-(beta)- aminoethyl
chloride is not. Both chemicals are covered by Schedule 2 of the Chemical Weapons
Convention (CWC) as members of a family of 2-chloroethylamine compounds identified
by entry 2B10. The chemical structure on the right is a “Markush” structure, a common
way of representing families of chemicals by drawing a shared scaffold with variable
chemical groups (R groups) attached. The variable substituents in the three precursors
and the corresponding R groups in the Markush structure are marked in red.
Hence, export control legislation that incorporates the CWC schedules, such as that in force
in the United States and the European Union, does cover the chloroethylamine precursor for
the synthesis of VM or VR.34 As this example illustrates, adopting a family-based approach
to chemical control lists allows for a much wider coverage than listing individual chemicals,
thus covering dangerous loopholes that would remain open by listing exclusively individual
chemicals.
4.2. Example 4: Enumerating all chemicals comprised in a family of chemicals requires
chemistry skills
The VX precursor discussed in Examples 1 and 3 is not enumerated explicitly in the CWC
schedules. Conversely, as illustrated in Figure 3, entry 2B10 of Schedule 2 identifies the family
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For U.S. legislation, see U.S. Commerce Control List (CCL). Category 1 - Special Materials and Related
Equipment, Chemicals, “Microorganisms,” and “Toxins,” October 24, 2018, <https://www.bis.doc.gov/
index.php/documents/regulations-docs/2332-ccl1-10-24-18/file>. For EU regulations, see EU Commission
Delegated Regulation EC 1382/2014, October 22, 2014, <https://trade.ec.europa.eu/doclib/docs/2015/
january/tradoc_152996.pdf>.
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of chemicals depicted on the left. Whenever an entry of a control list refers to a whole family
of chemicals, as in the case of entry 2B10 of the CWC schedules, individual members are not
explicitly enumerated, perhaps with the exception of some examples. Conversely, the entry
defines the family as a central scaffold (N,N-Dialkyl aminoethyl-2-chloride) with variable
substituents (methyl, ethyl, normal propyl or isopropyl) attached to it (Figure 3).
Entry 2B10 of CWC Schedule 2

Entry 2B10 of CWC Schedule 2, enumerated

Where R can be:
Me, Et, n-Pr or i-Pr

Figure 3. Entry 2B10 of CWC Schedule 2 reads as follows “N,N-Dialkyl (Me, Et, n-Pr or
i-Pr) aminoethyl-2-chlorides and corresponding protonated salts.” In the left panel, the
entry is represented as a Markush structure, while the right panel enumerates all of the
chemicals that fall within the scope of the entry’s definition. The variable substituents
and the corresponding R groups in the Markush structure are marked in red. The only
member of entry 2B10 listed by the Australia Group is enclosed in a yellow box.
Any chemical that fits the definition is a member of the family. In the case of entry 2B10 of the
CWC schedules, the family of chemicals defined by this entry comprises ten members, one of
which is the VX precursor discussed in Examples 1 and 3 (encased in a yellow rectangle). The
ten chemicals that comprise the family are not explicitly enumerated. Thus, their chemical names
or CAS registry numbers are not included in the entry definition, and, consequently, cannot be
used to identify the ten chemicals as members of the family. As a result, the identification of
the ten chemicals as members of entry 2B10 of the CWC schedules requires the ability to infer
that their chemical structure fits the definition of the chemical family provided in the entry. As
this example demonstrates, it would not be straightforward for a non-chemist to identify all of
the individual chemicals that are members of the same family.
4.3. Example 5: New entries added to the CWC Schedules define large families of chemicals
In the aftermath of the Skripal incident with Novichok described in Example 2, the Director
General of the OPCW called on the SAB to conduct a literature review on “next generation
toxic chemicals capable of acting as nerve agents” and assess whether such chemicals and their
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precursors fall under the CWC’s scheduled chemicals.35 As the SAB has long noted, the CWC’s
list of scheduled chemicals were finalized twenty-five years ago and should be reviewed in
light of subsequent developments.36 In November 2019, the 24th Conference of State Parties of
the CWC adopted two proposals to add toxic chemicals that were developed or researched as
chemical warfare agents during the Cold War, namely Novichok agents, including the agent
used in Salisbury, and certain carbamates, to CWC Schedule 1.37,38 The addition of these toxic
chemicals to CWC Schedule 1 will enter into force 180 days after the notification of the decision
by the OPCW Director-General to all State Parties and the United Nations Secretary-General.39
The first proposal, jointly submitted by the United States, Canada, and the Netherlands, is
composed of two elements, each of which covers one large family of related Novichok agents
(Figure 4).

Figure 4. General structures of Novichok agents covered by the joint proposal, shown as
Markush structures, with the variable R groups marked in red.
The other proposal, submitted by the Russian Federation, is composed of four elements.
The first two elements of the Russian proposal cover a subset of the two Novichok families
listed by the joint proposal. The third element covers an additional Novichok agent, listed
as an individual chemical. The fourth element covers two families of carbamates, which are
chemically unrelated to the Novichok agents, and were researched as chemical warfare agents
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C-24/DEC.5, November 27, 2019, <https://www.opcw.org/sites/default/files/documents/2019/11/
c24dec05%28e%29.pdf>.
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by the United States and other countries during the Cold War. 40
Although the joint proposal and the Russian proposal differ in multiple, important ways,
they both contain entries that define large families of chemicals.41 Adopting a family-based
approach is crucial given the large number of structurally-related chemicals that were reportedly
synthesized and researched (and, in the case of the Soviet Foliant program, developed into
chemical weapons) by the chemical weapons programs of various countries during the Cold
War.
Following the recent decision to include of the above-mentioned chemicals in CWC Schedule
1, it is advisable that a thorough review of the precursors for their synthesis be conducted with
the goal of including those that constitute a high proliferation threat in arms control verification
and export control lists. This appears particularly important in light of the fact that, as revealed
by Vil Mirzayanov, a chemist formerly involved in the Soviet chemical weapons program, one
of the goals of the Foliant program was to devise chemical warfare agents based on precursors
that were projected not to be included in the schedules of the upcoming CWC.42 Given the large
scope of the families of chemicals that are about to be added to CWC Schedule 1, it seems
inevitable that a family-based approach will have to be adopted to ensure effective coverage of
such precursors.
This example illustrates how it would be impossible for verification and export control lists
to effectively cover Novichok-related toxic chemicals and precursors without listing entire
families of related chemicals.

5. Keeping Verification and Export Control Lists Current is Paramount
In a rapidly changing chemical proliferation landscape, it is vitally important for government
authorities and chemical companies to have easy access to current and complete lists of all
chemicals of concern. Failures to update such lists, or to ensure the wide promulgation of such
lists, can create loopholes in the export control system and fuel the proliferation of chemical
weapons. A study of Japanese enforcement of import-export regulations found that 27 percent
of violations had been committed because the culprit was not aware of the relevant laws and
regulations and another 13 percent because they had improperly interpreted the rules or had
made operational errors in their application.43 This problem is well described by Example 6.
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5.1. Example 6: Export of chemicals to Syria
There have been several cases of European companies shipping controlled chemicals to Syria
without the proper export licenses. These cases demonstrate the criminal, reputational, and
financial risks that companies face if they run afoul of export control regulations in this sensitive
area, even if the alleged violation is not intentional or is not prosecuted.
In June 2012, the Australia Group created a Syria-specific control list, beyond those chemicals
already included on the common control list, to be implemented on a national basis by all of
its members. In June 2012, the European Union promulgated new export control regulations,
subsequently updated with various amendments, which, beyond posing additional restrictions
on the chemicals already present in the general EU export control lists, requires prior
authorization for the export to Syria of a list of chemicals that were not part of the list of
items already controlled under the EU’s dual-use export regulations. These are chemicals that,
although widely used in the chemical industry for non-military purposes, are of concern for
their possible role as precursors for the synthesis of chemical warfare agents. Among others,
the EU included dichloromethane and diethylamine on its Syria-specific control list in 2012
and added isopropanol of 95% purity or higher, acetone, and methanol in 2013.44 Isopropanol
is one of the key precursors that Syria has used to produce the nerve agent sarin. In 2013, Syria
declared to the OPCW that it possessed 133 tons of the chemical and it had to destroy this
stockpile under OPCW supervision.45
In May 2018, Belgium Customs initiated a lawsuit against three Flemish companies for the
shipment of controlled chemicals to Syria without receiving proper export licenses. AAE
Chemie Trading, the wholesaler that supplied the chemicals, Anex Customs which provided
administrative services to AAE Chemie, and Danmar Logistics which transported the chemicals,
and two managing directors of these companies, were accused of exporting 168 tons of highly
pure isopropanol, 219 tons of acetone, 77 tons of methanol, and 21 tons of dichloromethane to
Syria between May 2014 and December 2016.46
During the trial, the companies argued that they were not aware of this licensing obligation.
They claimed that at the time, the Customs tool TARWEB did not mention that an export
license was required,and that was the reason why AAE Chemie had not applied for the required
44
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Regulation (EU) No 36/2012 concerning restrictive measures in view of the situation in Syria, June 15,
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license. According to a lawyer for the defendants, the licensing requirement for shipments of
isopropanol to Syria was not added to the tool until April 19, 2018, one day after a Belgian
newspaper published an article about the shipments.47 An audit conducted by Belgian Customs
of their handling of this case also revealed numerous weaknesses in their internal procedures
and capabilities. According to the audit, “most control weaknesses are in the first line.” Customs
officers reported that they were under time pressure, that it was difficult for them to consult
European legislation using the internal Customs system, they received insufficient training, and
Internet access was problematic.48
On February 7, 2019, the Antwerp Criminal court convicted the Flemish firms and company
officials of violating Belgian export control regulations. The court imposed conditional fines on
the three companies totaling EUR €921,443, fined the two managers a total of EUR €846,443
EUR, and imposed prison sentences of 12 months for one manager and four months for the
other. By this time, AAE Chemie had declared bankruptcy, reportedly as a direct consequence
of this case.49
In June 2019, a coalition of non-governmental groups asked prosecutors in Belgium and
Germany to investigate whether the Belgium chemical producer and distributor BASF
Antwerpen NV, the German chemical manufacturer Sasol Germany GmbH, and the German
chemical wholesaler Brenntag AG and its Swiss subsidiary, Brenntag Schweizerhall, exported
isopropanol and diethylamine to Syria in 2014 without the proper authorizations.50 Both
chemicals, beyond their legitimate uses in the chemical and pharmaceutical industries, can be
employed as precursors for the synthesis of nerve agents. The shares of Brenntag declined 5.8
percent as a result of the alleged export control violations.51 The companies claimed that the
customer was a pharmaceutical company in Syria that produces medicine under license from
the Swiss firm Novartis.52 In August 2019, German prosecutors decided there were insufficient
grounds to prosecute Brenntag for export control violations.53
This example illustrates the importance of ensuring that informatics systems and databases of
47
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controlled chemicals are promptly updated to reflect changes in legislation. Indeed, it could
be argued that TARWEB would have been able to identify the chemicals listed on the Syriaspecific legislation if only it had been updated more quickly.

6. A Cheminformatics Tool to Bolster the Control of Chemical Warfare Agents
and their Precursors
To solve the various issues described above, the authors recommend the development
and wide adoption of an easy-to-use cheminformatics tool that would allow government
agencies responsible for customs enforcement, export controls, domestic security, and arms
control verification, as well as employees of companies that produce and ship chemicals, to
automatically assess whether a given chemical under scrutiny falls within the scope of a control
list. In particular, the proposed tool would allow frontline operators to enter a chemical of
concern through a variety of means and would subsequently:
i. Automatically convert any entered chemical name or registry number to a chemical
structure and automatically establish the equivalence of all of its salts, tautomers,
stereoisomers, and isotopically labeled variants, prior to querying the associated database,
thus addressing the ineffectiveness of the current practice of verifying compliance
with export control lists solely on the basis of chemical names and registry numbers;
ii. Automatically check whether any entered chemical fits the definition of one of the chemical
families stored in the associated database, thus addressing the difficulties that non-chemists
would face when attempting to manually fulfill this task.
The proposed cheminformatics tool should consist of (1) an annotated database of chemical
structures and (2) an associated, easy-to-use software interface intended to query the database
to automatically assess whether a given chemical is included in a control list. To achieve
scalability and facilitate the installation and maintenance of the system, the back end of the
cheminformatics tool should run on a centrally managed remote server. This approach would
ensure that the tool had the necessary scalability, reliability, and accessibility. To facilitate
usage, the front end should be available via the web as well through dedicated apps for a variety
of operating systems, including those that run on mobile devices. As illustrated by Example 6,
it will be important to ensure that all the lists of controlled chemicals featured in the database
are promptly updated to reflect the most current legislation, thus addressing the difficulties of
controlling chemicals in a rapidly changing proliferation landscape. A remotely administered,
central database would take the burden of updating the lists of controlled chemicals off of the
user. The next section provides a detailed description of the desirable features of the database
and the associated interface, while the following section addresses existing technology on
which the cheminformatics tools can be based.
6.1. An annotated database of chemicals that can handle Markush structures and an associated
software with an easy-use interface
The recommended database of chemical structures should comprise all the chemicals listed
by international frameworks for the control of chemical warfare agents, precursors for their
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synthesis, and strategic chemicals in general (see Section 1), as well as all relevant national
export control lists and lists of chemicals of domestic security concern identified by individual
countries. Importantly, it should be capable of handling both individual chemicals as well as
families of chemicals. Specifically, the tool should be able to handle families of chemicals
through the use of “Markush” structures, in other words, structures that identify families of
related chemicals by defining a central scaffold with one or more variable substituents attached
to it, also known as R groups (for an example of a Markush structure, see Figure 1).54 The
database should also be capable of handling exceptions for compounds that, although falling
within the scope of a listed chemical family, are not covered by these control lists. This
approach, which is already adopted by the CWC Schedules, is essential to avoid practical
problems deriving from the inclusion in the control lists of extremely common chemicals as
well as industrial chemicals produced in large quantities. Lastly, the database should be divided
into sections, each pertaining to a specific jurisdiction, in order to allow users to query only
specific sections rather than the entire database, if desired.
Cheminformatics software tools can be used to query databases of chemical structures.
A cheminformatics software intended to bolster the control of chemical weapons and their
precursors should leverage a cheminformatics back end to query the above-mentioned
annotated database of controlled chemicals and automatically assess whether a given chemical,
entered through an easy-to-use front end, is subject to export control, domestic security, and/or
arms control verification requirements (Figure 5), tailored to the regulatory regimes in different
jurisdictions.
Enter CAS #:
or
Enter chemical name:
or
Draw structure

Convert to
structure

Establish the
equivalence of
tautomers,
stereoisomers,
and salts
Convert to
isotopically
unlabeled form

Query the database of
controlled chemicals

1. Verify if the chemical is
included in one or more
control lists

or
Scan structure

2. Determine Harmonization
System (HS) code

Figure 5. Simplified, schematic representation of the cheminformatics tool. In addition to
checking whether a chemical is included in one or more control lists, the tool would also
determine the Harmonization System (HS) code of the query chemical.
54
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To further assist agencies responsible for export control and customs enforcement, as well
as chemical manufacturers and traders, the software should also automatically determine the
Harmonized System (HS) code associated with the chemicals listed in these control lists.55
Very importantly, a cheminformatics software intended to bolster the control of chemical
weapons and their precursors should be endowed with an easy-to-use interface that can be easily
operated by users without extensive training in chemistry. For example, to facilitate the work
of frontline officers, it will be useful to include in the software the ability to enter chemicals
of interest by directly scanning a printed figure of the structure. This would be particularly
beneficial for chemicals that do not have an associated CAS registry number (e.g. a member of a
controlled family of chemical without a CAS registry number). As the authors have mentioned,
identifying chemicals through names is not straightforward. Drawing structures would be more
effective but could prove a difficult task for non-chemists. Scanning printed structures would
provide a simple way to input chemical structures without the need to draw them.
6.2. Existing technology for the development of the cheminformatics tool
As discussed in Section 4, claims in pharmaceutical patents often cover large families of
structurally related chemicals to allow companies to protect a wide portion of the chemical
space around a given drug, thus preventing the development of similar drugs by competitors.56
As a result, Markush structures are very common in pharmaceutical patents and databases
that can handle Markush structures have been developed for the pharmaceutical sector. In
particular, the American Chemical Society produces and maintains MARPAT, a database of
more than 1.1 million searchable Markush structures found in chemical patents.57 Similarly, the
software companies ChemAxon and Biovia offer JChem Base and Biovia Direct, respectively,
which are both database systems capable of handling Markush structures.58 In parallel with the
development of databases that can handle Markush structures as well as individual chemicals,
software tools have been developed that allow a user to enter a specific chemical and use it
to query said databases. These tools include the SciFinder and STN tools of the ACS, ,which
can query the MARPAT database, and the ChemAxon and Biovia tools, which can query the
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Vol. 3, No. S-1 (2011), p. 7.
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JChem Base and Biovia Direct databases.59,60,61 These tools allow users to enter a chemical
of interest in a variety of ways, including by typing chemical names or registry numbers or
drawing chemical structures, and subsequently use the entered chemical to query the database.
These software tools have very robust engines to automatically convert any entered chemical
name or CAS registry number into a chemical structure prior to launching the query and to
automatically associate all salts, tautomers, stereoisomers, and isotopically labeled variants
of the same chemical species. Such an approach avoids the problems associated with the nonuniqueness of chemical names and the fact that different variants of the same chemicals have
different CAS registry numbers as illustrated in Example 1.
This technology is ideally suited to support the development of a database of chemical warfare
agents and precursors listed in relevant national and international legislation and regulations.
In fact, based on the JChem Base and the Biovia Direct technology, the software companies
ChemAxon and Scitegrity have already developed and offer cheminformatics tools composed
of a database with an associated software for controlled substances chiefly intended as
prescription and illegal narcotic and psychotropic drugs. The ChemAxon and Scitegrity tools
named Compliance Checker and Controlled Substances Squared (CS2) were improved or
developed within the scope of the Substance Compliance Service Project of the Pistoia Alliance
to provide pharmaceutical companies with tools to identify substances that are controlled under
national and international legislation.62
Although primarily focused on controlled narcotic and psychotropic substances, Compliance
Checker and Controlled Substances Squared also offer some coverage of control lists relevant
to chemical weapons and precursors. In particular, both tools cover the three CWC Schedules
and the EU regime for the control of exports, transfer, brokering, and transit of dual-use items.63
As of January 2020, however, neither tool covers the 2012 EU regulation mentioned in Example
6, which requires prior authorization for export to Syria of a list of chemicals, including
isopropanol, not covered under the EU’s dual-use export regulations. In addition, Compliance
Checker also covers German control lists related to CWC implementation and the export of
military weapons,while Controlled Substances Squared covers the Australia Group’s Chemical
Weapons Precursors List.64,65 As a result, Compliance Checker and Controlled Substances
Squared are both well suited for developing a cheminformatics tool that can bolster the control
59
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“Compliance Checker,” <https://chemaxon.com/products/compliance-checker>; and Scitegrity,
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of chemical weapons and their precursors through the addition of all relevant national and
international lists of controlled chemicals. Of note, both tools are already structured in a way
that allows users to select one or more jurisdictions of interest prior to launching a query.
Moreover, Scitegrity already offers a tool, named ExpediChem, that determines the HS code of
a chemical from its chemical structure.66
As discussed, it may be useful to include a feature that allows users to input query chemicals by
scanned printed molecular structures. Neither Compliance Checker nor Controlled Substances
Squared are endowed with such a feature. However, technology to fulfill this task has been
developed.67 Among others, the National Cancer Institute has developed an open source
application to fulfill this task called OSRA (Optical Structure Recognition Application).68 The
scanning feature of the software tool that the authors propose could be based on these existing
or similar algorithms.
It is worth noting that although the front end of a cheminformatics tool intended to support the
control of chemical weapons and precursors should be designed in a way that makes it easy to
use for non-chemists, frontline officers might have to redirect more complex cases to officials
with additional training.

7. Conclusions
To bolster the control of chemical warfare agents and their precursors, the authors propose the
development and adoption of a cheminformatics tool composed of a database and an associated
software. This tool is intended to help frontline officers and chemical companies overcome
major problems that currently make it cumbersome to thoroughly check whether a chemical of
interest is included on a list of controlled chemicals.
First, by converting any entered chemical name or registry number into a chemical structure,
the proposed tool would allow a thorough checking of control lists, unhindered by the fact that
the same chemical can be identified with a multitude of synonyms and that different versions
of the same chemical will have different registry numbers associated with them.
Second, the proposed cheminformatics tool would make it easier to handle control lists that
encompass whole families of related chemicals of concern in addition to individual chemicals.
In particular, the proposed tool will allow operators to automatically confirm whether a chemical
belongs to one of the listed families of chemicals.
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Although the technology for its implementation largely exists, a cheminformatics tool must be
designed to have an easy-to-use interface geared toward non-chemists and be tailored to the
regulatory requirements of different jurisdictions. Such an interface should allow users to input
chemicals in several different ways and should produce an easy-to-interpret output that clearly
indicates whether the queried chemical falls within the scope of that jurisdiction’s control lists.
Also, very importantly, a thorough study will have to be conducted in order to identify relevant
national and international control lists and add them to the database, which will have to be
promptly updated as the lists are amended.
By helping frontline officers as well as chemical and shipping companies to handle families
of chemicals, the adoption of a cheminformatics tool could also foster, in the long term,
expansion of control lists that currently exclusively list single chemicals, such as the list of
chemical precursors produced by the Australia Group or the WCO Strategic Trade Control
Enforcement Implementation Guide, to include families of chemicals. The addition of families
of chemicals to control lists would make these lists more comprehensive and more resilient to
changes in the proliferation landscape, thereby closing loopholes that would allow proliferators
to seek chemical warfare agents or precursors closely related to controlled chemicals but not
encompassed by the control lists.
Finally, although the focus of this paper is on chemical weapons nonproliferation, the proposed
cheminformatics tool can be generally outfitted with datasets relative to any list of controlled
chemicals. For instance, datasets could include, among others, the explosive precursors listed by
Programme Global Shield, the chemicals that pose a threat for nuclear or missile proliferation
listed in the NSG and MTCR, as well as narcotic and psychotropic precursors covered by the
Pistoia Alliance project.69 This would provide frontline officers with a single tool to handle all
lists of controlled chemicals, independent of the reasons for their control.
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a Tool to Control the Export of
Dual-Use and Military Goods
CA R M I N E CO S CA R E L L A A N D A N G E LO M I N OT T I1

Abstract
International security requires accurate export control of dual-use and military items. Ideally,
all goods moving across borders would be checked. However, this is currently unaffordable,
since it would imply excessively slowing down customs clearance operations and, consequently,
trade itself. To achieve this goal, the authors propose a system of institutional blockchains
and smart contracts for those parties involved in cross-border trade. Blockchain could be
further improved with artificial intelligence and machine learning algorithms to autonomously
determine whether or not a good in transit is dual-use or military. This would lead to increased
accuracy in identifying goods being transited cross-border and decrease time spent waiting for
customs’ inspections and authorizations.
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Introduction
Monitoring companies’ distribution chain is difficult, expensive and – because inspections
and audits tend to be random – not particularly comprehensive. End-users have their own
difficulties: they may be aware of an item’s place of origin, but they do not know details about
the existing network behind that item, the producers, distributors, transporters, or any of the
warehouses or storage areas through whose hands or doors the item may have passed. Supply
chains, in general, remain relatively obscure. Therefore, some of the problems concerning the
export of dual-use technology are related to fragmentation in the logistics process, differences
in the implementation of international agreements, and large volumes of trade and commerce
that have all contributed to the creation and exploitation of illegal supply networks.in dual-use
goods and technologies.
According to numerous authoritative sources, as well as reporting from the United Nations and
the United States, North Korea and Iran have been able to remain relatively well-connected
to the global trade system – while avoiding financial sanctions – thanks to networks of shell
companies that obscure the source of payments. In addition, these states have built partnerships
with foreign financial institutions, exploited jurisdictions with poor export control measures,
and falsified import and export documents for the transit of controlled items for nuclear
applications.1,2,3,4,5 On its webpage dedicated to the control of dual-use items, the Italian Ministry
of Economic Development states that:
“An effective system of export control of dual-use items is necessary to ensure
compliance with the international commitments and responsibilities assumed
by the States that have adhered to the export control regimes, in particular with
regard to nonproliferation. The existence of a common system of harmonised rules
and policies on export controls in all EU Member States is a prerequisite for the
free movement of dual-use items within the European Union. The export of dualuse goods and technologies is governed by a variety of regulations, criteria, and
procedures which respond to national and international security requirements.
Council Regulation (EC) No 428/2009, and subsequently amended, establishes a
Community regime for the control of exports of dual-use items and technology
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theatlantic.com/international/archive/2018/05/iran-sanctions-trump-nuclear-turkey/560819/>.
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Claudia Rosett, “Our Nagging North Korea Problem,” The Journal of International Security Affairs, No.
27 (Fall/Winter 2014), <http://www.securityaffairs.org/sites/default/files/issues/fall_winter2014.pdf>.
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Kambiz Foroohar, “To Avoid Sanctions, North Korean Ships Often Switch Names,” The Sydney Morning
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Liu Zhen, “How North Korea Evades UN sanctions,” South China Morning Post, October 12, 2017,
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listed in Annex I.”6 ,7
This article will highlight the role that blockchain technology can assume in combating illicit
transfers in the international market.
The United States’ Congressional Research Service (CRS) has published numerous white papers
on the topic of blockchain. Notable among these is “Blockchain and International Trade.”8 The
paper explores the potential for blockchain in “increasing the efficiency and security of customs
and border control, food and product safety supply chain traceability, or other applications.”
In addition, the World Trade Organization (WTO) has dedicated several papers to emerging
technologies in international trade. A WTO report on the future of world trade points out the
huge impact that the Internet of Things, artificial intelligence, blockchain, and 3D printing can
have on “the way we trade, who trades, and what is traded.”9
In “Can Blockchain Revolutionize International Trade?” the WTO again deals with this issue,
highlighting how the disruptive characteristics of blockchain, when paired with smart contracts,
“could help administer border procedures and national single windows [...] in a more efficient,
transparent and secure manner, and improve the accuracy of trade data.”10
In light of the above, the writers propose to set up a blockchain shared by the main parties
to trading operations, in order to improve accuracy in the export control of dual-use and
military items, resulting in the enhancement of both international security and commercial
competitiveness.
The article is organized as follows: section one describes blockchain technology and the
benefits of adopting it; section two highlights the importance of digital identities; section three
underlines the key role of smart contracts; section four investigates potential contributions of
the Internet of Things; section five examines the idea of using blockchain as an export control
tool; and Section six proposes an integration of blockchains with artificial intelligence.
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1. Blockchain Technology as an Export Control Tool
Blockchain is a new technological paradigm based on Distributed Ledger Technologies
(DLTs).11 This technology uses cryptography and a distributed ledger between two parties in
order to perform different types of operations, ranging from simple value transfer operations
to complex operations that involve the execution of a real digital contract called a “smart
contract.”12 This ledger and the transactions recorded in it are persistent, immutable, and
practically incorruptible. The blockchain concept excludes the need for a third party or
intermediary between the parties involved in the transaction, since a consensus algorithm is
clearly defined within the network.
Blockchain technology potentially represents the most disruptive means of controlling the
“life” of a good or item, including during export. Customs procedures are now not only a
question of being able to check the geographical route from the point of origin to the point of
destination, but also a check on all intermediate points on the route in terms of both space and
time. In other words, it monitors all points on the supply chain.
In addition to providing traceability in the export of goods and technologies, blockchain also
allows end-users to verify the authenticity of the item, to understand if a given good is really
what is expected, and to identify its current location at a specific point on the globe. In this
way, it can assist corporations in adhering to and benefiting from international regulations
and policies regarding import and export. Several multinational companies (notably De Beers,
Walmart, and Maersk) have already been experimenting with the idea of adopting blockchain
to monitor the implementation of European Union trade standards and policies.13,14,15
The solution proposed in this paper achieves important and substantial benefits. It would:
(1)

Increase transparency in all stages of the export process;

(2)

Increase visibility in the export process;

(3)

Increase trust among stakeholders;

(4)

Reduce fraud;

11
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(5)

Reduce risk;

(6)

Reduce costs;

(7)

Decrease counterfeiting;

(8)

Decrease delays in transmitting document;

(9)

Reduce human error.
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The use of blockchain will achieve these benefits by decentralizing data and removing
centralized archives and systems that could represent the so-called Single Point of Failure
(SPOF).16 Moreover, blockchain lends itself well to use in situations requiring consensus or
agreement among parties that do not necessarily trust one another. All users linked to the
blockchain have the ability to verify the status of a transaction at any time and at any point of
the export, without ambiguity or points of disruption.
Blockchain can also eliminate the need for “manual” human input. There are many documents
and certificates that need to be managed in international trade, which are often subject to
tampering – such as counterfeiting due to corruption or sinister efforts at social engineering –
while en route to their destination.
Blockchain allows for the representation of a physical good as a virtual good so that:
∑ The physical good is tracked along its the geographical path and follows the expected
normative steps of export;
∑ The virtual good is simultaneously “transcribed” on the blockchain to ensure that
everyone agrees with the transfer, thereby avoiding disputes in terms of legitimacy.
This “transcription” contains a series of attributes required for control, such as a unique
identification mark, the quantities involved, GPS-derived position, etc. The information
inputted into the blockchain by specific users is authentic because the digital identity of the
user is authentic. This authenticity is guaranteed by the encrypted digital signature.
The level of transparency offered by blockchain also means that any “interaction” carried
out within the system is traced, documented, and made available to anyone who wants to
reconstruct particular inputs, adjustments, or inspections.17

2. The Relevance of Digital Identities
The blockchain, therefore, can be a valuable tool for controlling the export process. In order to
16

“Single Point of Failure,” Blockgeeks Thesaurus, <https://blockgeeks.com/thesaurus/single-point-offailure/>.
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support this claim, it is necessary to analyze the current process in place.
In order to use blockchain as a control tool, stakeholders must be “translated” into digital
identities. Each of them can have a different degree of interaction with the blockchain, such as
varying levels of data visibility (partial or total), or in terms of access to information within the
blockchain. The creation of digital identities is a fundamental step in establishing the basis of
a trusted network of users. Responsibility for creating these identities could be assigned to an
agency or agencies of the European Union, in order to ensure that a user’s real identity matches
their digital identity. At the company level, such identity verification could be carried out at the
moment that the digital identity is created to better monitor any illegal activities and therefore
further increase oversight, control, and security.
The identity component of blockchain technology is achieved through the use of cryptographic
keys. The combination of a public key and a private key creates a strong digital identity reference
based on ownership. On the one hand, it is possible to “sign” digital information using one’s
own private key; on the other hand, it is possible for anyone to verify the signature’s authenticity
using the signer’s public key. Each stakeholder, therefore, is provided with a digital identity
with which they can interact with the entire system.

3. The Key Role of Smart Contracts
A smart contract is a key component of using blockchain as an export control tool.18 These
contracts can be used to exchange money, property, and anything of value in a completely
transparent and conflict-free manner without the involvement of intermediaries.
A smart contract can be “built” on the blockchain, meaning that:
∑ The logic and reasoning to be applied to the contract is established as programming
code;
∑ Each smart contract is stored and replicated on the blockchain;
∑ The contract is executed by the network that maintains the blockchain;
∑ The distributed ledger is updated as appropriate.
In general, a smart contract can:
∑ Carry out computations;
∑ Keep information;

18

A digital contract is “smart” because it “self-executes” itself through the “if-this-then-that” paradigm and
performs specific actions only after one or more required conditions have occurred. Smart contracts are
therefore autonomous and do not require the involvement of third parties.
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∑ Start a specific action;
∑ Securely send transactions to other accounts.
Benefits of the smart contract include:
∑ Autonomy – it is not necessary to rely on the potentially risky involvement of third
parties;
∑ Trust – all documents are encrypted on the distributed ledger, which all involved parties
can access;
∑ Redundancy – documents are duplicated and maintained on the blockchain, avoiding
the risk of loss;
∑ Security – with encryption, smart contracts can be made inaccessible to any malicious
parties;
∑ Speed – smart contracts are self-executing and do not require manual action;
∑ Savings – the costly involvement of third parties is unnecessary;
∑ Accuracy– an automated system reduces the potential for error;
∑ Transparency – since there is always a DLT paradigm at the blockchain’s core.
Blockchains and smart contracts can be a valuable tool as well as an innovative technological
solution for management and assist in the control of dual-use goods and technologies. Below
(Figure 1) is an indication of how this could work.

Figure 1. Logical scheme of the solution
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The blockchain solution described in this section is derived from European Union application
for the export of dual-use goods with data drawn from EU Member States and their customs
agents, in order to increase the transparency level and to facilitate information exchanges at
border points.19 It is clear, however, that the proposed solution can also to be applied to different
actors beyond the EU. It should also be noted that the blockchain suitable for controlling the
export process of dual-use goods is a permissioned blockchain that reflects the principles of
“community.” In the future it could move towards a public blockchain to respond more clearly
to the principles of transparency and participation that underlie the blockchain paradigm.
Thanks to this model, it is easy to understand that all the processes and information exchanges
that take place between stakeholders can be replaced by a decentralized and autonomous
mechanism requiring a close relationship between smart contracts and blockchain. It clearly
defines the relationships between all the parties involved and adds a fundamental aspect: trust.
In addition to all necessary information and data, the smart contract code is able to incorporate
the agreed conditions, and to automatically carry out the subsequent requirements. These
conditions and actions are specified in the blockchain and are therefore transparent, reliable, and
safe, since they are distributed among all stakeholders, with communication maintained secure
conduits allowing for the discussion of private or particularly sensitive issues. Ultimately, smart
contracts represent the digitization of an extremely complex process, and have the potential to
make control of dual-use goods and technologies more effective.
The process of incorporating blockchain and smart contract is outlined below (technologies
flexibility adopted makes it possible to manage all types of authorizations). It should be noted
that each step requires robust communication among the stakeholders.
(1) The exporter requests authorization for export via a “Smart Contact Platform” through
the Italian Ministry of Economic Development (MISE);
(2) The platform “converts” the exporter’s request into a smart contract containing all the
rules and regulations with which the exporter must comply;
(3) The smart contract is placed in a “pending” status;
(4) The MISE Advisory Board provides positive feedback on the proposal (if the feedback
is negative, the exporter should be informed accordingly, noting any specific actions
required to amend the request);
(5) MISE implements the smart contract that becomes transparent and immutable through
the sharing process on the blockchain;
(6) All stakeholders are informed of the contract terms and of the contract’s launch.
From this point on, every step of the smart contract will incorporate specific detailed
information into the blockchain, allowing for the transparent, immutable, and shared
dissemination of information;

19

These forms are made available on the website of the Italian Ministry of Economic Development.
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(7) The export process is initiated;
(8) As necessary, the smart contract’s conditions – exact, accurate, and known to all – enable
it to verify the legitimacy of the export, promptly inform stakeholders of changes and
progress, and updating data on the blockchain, as necessary;
(9) The previous step continues until confirmed delivery, and the export process is complete.

4. The Contribution of the Internet of Things
A technological paradigm that could support the process described above is the Internet of
Things (IoT).20
This consideration is important because the main challenge in realizing an approach incorporating
blockchain, such as the one proposed above, is to understand how to correlate a physical good
to the corresponding digital good. The solution may be rather straightforward, such as applying
information labels to goods in a manner similar to that used with food products at a grocery
store, but incorporating special types that enable more data and information to be processed.
These modified barcodes would require particularly sturdy physical labels to protect both from
accidental damage or counterfeiting attempts during the export process.
Currently, there are some valid ways to guarantee the physical security of a good, and it is
important to underline that the association between a physical and a digital good must be
unambiguous. Among these, it is worth mentioning Quick Response (QR) codes, Near-Field
Communication (NFC), and Radio Frequency Identification (RFID).21,22,23
A QR code is a two-dimensional barcode consisting of black modules arranged within a white
square pattern. It generally stores information in order to be read by a smartphone or a tablet.
These codes can contain web addresses, texts, SMS, phone numbers, e-mails, etc. and can be
read by a particular app (a so-called “QR readers.”)
NFC technology (jointly developed by Philips, LG, Sony, Samsung, and Nokia), provides
short-range bidirectional wireless connectivity, up to 10 cm. Communication is two-way and
takes place by creating a peer-to-peer network between NFC nodes that come into contact as
they approach each other. The operating frequency is 13.56 MHz and the communication can
reach a maximum transmission speed of 424 kbit/s.

20

The “Internet of Things” indicates a whole set of devices, sensors, and devices connected to the Internet
and able to exchange data.
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23

“Glossary of RFID
terms#Anchor-50274>.

Terms,”

RFID

Journal,

<https://www.rfidjournal.com/site/glossary-of-
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RFID technology uses the radio frequencies and data storage capacity of specific electronic tags
to identify and/or automatically store information about objects, people, animals, etc., even at
a significant distance. These tags react to specific queries made by special readers who, even if
acting mainly as readers, can also perform writing operations. RFID technology can be divided
into two families: passive and active RFID. In the first case, the reading systems provide the
tags with the energy required to enter into operation and, depending on the operating frequency
(from low to very high), react at different distances. In the second case, the tags have their own
power supply thanks to a long battery life. In this case, distances are longer, up to 100-500
meters.
Of these three, RFID is the most suitable option for use with the export control blockchain since
it has the advantage of long-range utility, can be encrypted to prevent cloning or counterfeiting,
and incorporates both Physical Unclonable Function (PUF) and GPS technology (as hybrid
RFID tags have been introduced that work with GPS transceivers).24,25,26
Each RFID chip is uniquely identified and shared on the blockchain in terms of both its ID
and the data it provides. This means that the smart contract can be programmed to alert all
stakeholders, for example, in the following cases:
∑ The RFID chip does not report any data, alerting the stakeholders that the asset could
be compromised;
∑ The RFID chip communicates with a different ID, indicating that the chip may have
been counterfeited;
∑ The chip communicates information other than what is expected, in another sign that
the shipment may have been compromised.

5. Tailoring the Blockchain Approach to Control the Export of Dual-Use and
Military Goods
For the sake of clarity, the export process has been divided into specific steps below, accompanied
by explanatory figures to better highlight the key role of the blockchain and smart contract, as
well as the fundamental contribution of the IoT.

24

Claire Swedberg, “PUF Technology Catches Clones,” RFID Journal, September 4, 2008, <http://www.
rfidjournal.com/articles/view?4304>.

25

Srinivas Devadas, Edward Suh, S. Paral, Ross T. Sowell, T. Ziola, Vinod Khandelwal, “Design and
Implementation of PUF-Based “Unclonable” RFID ICs for Anti-Counterfeiting and Security Applications,”
Semantic Scholar, 2008, <https://www.semanticscholar.org/paper/Design-and-Implementation-of-PUFBased-%22Unclonable%22-Devadas-Suh/16067e259fb094ab2087b81e4ef672ec2c4c3a18>.

26

“Has RFID Been Integrated With GPS?,” RFID Journal, September 17, 2013, <http://www.rfidjournal.
com/blogs/experts/entry?10729>.
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5.1 Step 0
In compliance with Article 10 of Italian Legislative Decree 221/2017, the application for export
of dual-use and military items must be accompanied by specific documentation.27 The exporter,
therefore, submits the authorization request using the MISE “Smart Contract Platform” in order
to digitally provide the information. The platform then prepares the smart contract, pending the
opinion of the MISE Advisory Board. If the result is positive, the export process begins, with
the smart contract used as business logic for subsequent checks. In case of a negative outcome,
or in case the exporter decides to start the export of a good without requesting authorization,
there would be no corresponding digital good on the blockchain, enabling the customs agents
to react immediately. The process described is shown in Figure 2.

Figure 2. Interaction example between the dual-use good and institutional blockchain step 0
5.2 Step 1
The export process begins with the dual-use good (Figure 3).

27

Italian Legislative Decree 221/2017, <http://www.gazzettaufficiale.it/eli/id/2018/1/17/18G00007/sg>.
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Figure 3. Interaction example between the dual-use good and institutional blockchain step 1
5.3 Step 2
The geographical path the good will take, as well as all of the good’s identifying and related
data recorded on the blockchain (including Step 0 data). The dual-use good, while in transit,
meets all of its anticipated checkpoints (Figure 4).

Figure 4. Interaction example between the dual-use good and institutional blockchain step 2
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5.4 Step 3
At customs checkpoints, the RFID tag transmits the collected data to the smart contract, which
verifies its correctness on the basis of what is established a priori, recorded on the blockchain,
shared by all stakeholders, and (Figure 5).

Figure 5. Interaction example between the dual-use good and institutional blockchain step 3
5.5 Step 4
The export process continues until the dual-use good reaches its final destination. Also, in this
case, the communication process involves all stakeholders (Figure 6).

Figure 6. Interaction example between the dual-use good and institutional blockchain step 4
Now suppose that, during the process, the good is compromised before it reaches a customs
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checkpoint (Figure 7).

Figure 7. Interaction example between the dual-use good and institutional blockchain –
compromised good
5.6 Step 1
As before, the RFID tag transmits the collected data to the smart contract in order to verify its
correctness, as recorded on the blockchain and shared by all stakeholders.
5.7 Step 2
The data are not valid, the export process is stopped (Figure 8).

Figure 8. Interaction example between the dual-use good and institutional blockchain –
compromised good – steps 1, 2
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5.8 Step 3
All stakeholders are informed of the good’s compromise.
5.9 Step 4
The RFID tag communicates the recorded data to the blockchain and the smart contract verifies
that the process is not legitimate due to (for example):
∑ Unexpected GPS positions of the asset;
∑ Incorrect RFID tag identification data;
∑ Unfulfilled terms and conditions of its contract;
∑ Irregular documentation.
Compromise of the good in transit could take place both physically and through cyber-related
means. To prevent this, the Physical Unclonable Function (PUF) can be used, which makes
the cloning of RFID chips impossible, ensures the unambiguous function and production of
the chips, and provides security protocols to ensure the authenticity of a good (the physical
characteristics of silicon and the variations in the manufacturing process of integrated circuits
are exploited), even when a network connection is unavailable.28 Additionally, GPS technologies
contribute to making the process less vulnerable to attackers.29
Customs offices around the world need to make themselves ready for blockchain and smart
contract-enabled goods and update to digital processes rather than relying on paper-based ones.
These offices will need to equip themselves with RFID readers suitable for handling a large
flow of goods.
In addition, the data stored and shared between blockchain stakeholders will allow continuous
verification of the RFID chip’s data integrity, which is, de facto, the digital version of the
physical good. The lawful digital version of the good has already been approved and validated
by the network nodes, so a good customs inspection must reflect this digital passage, otherwise
it is an indication that fraud has occurred.
Transparency, immutability, decentralization, and validation of data typical of the blockchain
paradigm that will help prevent attackers from modifying the data held at network nodes (an
attacker would have to attain very high computational power, as well as be able to compromise
the several copies of the distributed ledgers).

28

Pim Tuyls, Lejla Batina, “RFID-Tags for Anti-Counterfeiting,” in Pointcheval D. (ed.), Topics in Cryptology,
– CT-RSA 2006. CT-RSA 2006. Lecture Notes in Computer Science, Vol. 3860 (Berlin: Springer, 2006),
<https://link.springer.com/chapter/10.1007/11605805_8>.

29

Ruijian Zhang, “A Transportation Security System Applying RFID and GPS,” Journal of Industrial
Engineering and Management, Vol. 6, No. 1 (2013).
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6. Integration with Artificial Intelligence
As previously mentioned, the smart contract is capable of autonomously verifying the occurrence
of certain established conditions and automatically carrying out established requirements.
Integrating blockchain with a smart contract, therefore, creates an entire system that makes a
decisive leap forward in terms of reliability, transparency, and security. At the same time, the
smart contract prevents subjective interpretations of the export agreement or eliminates the
ability of the various stakeholders to make independent and conflicting decisions on how the
contract is implemented.
This valuable integration can be further refined and evolved through the contribution of
Artificial Intelligence (AI).30 In this way, the process of exporting a dual-use item can be both
automated and continuously improved thanks to AI’s ability to continuously process massive
amounts of data. In 2019, the Italian Ministry of Economic Development published “Proposals
for an Italian strategy for artificial intelligence,” in which it highlighted:
“With the spread of distributed ledger technologies (of which the blockchain is a
specific case) and in particular of smart contracts, the role of artificial intelligence
could become even more relevant according to some experts, especially if some
problems related to computational cost and scalability of DLT solutions will be
overcome in the coming years. The decentralized nature of these technologies and
the possibility to validate the data collected from them will thus allow a greater
accuracy of AI systems, as well as to distribute the computational power over
several nodes, potentially reducing costs and therefore the accessibility of the
technology.”31
AI and Machine Learning (ML) are often, incorrectly, used as interchangeable expressions.32
AI represents a wider concept of machines capable of performing tasks in a way that can be
considered “intelligent,” while the ML is an AI application based on the idea of providing
machines the access to data in order to enable them to learn autonomously.
With the passing of time, the term “AI” has evolved from simply referring to computers
carrying out more and more complex calculations to its current usage, signifying imitation of
the “human” decisional processes and on the execution of “human” tasks. A key factor that has
contributed to “teaching” machines to think and understand in a human way mirrors the way that
human neural networks classify information. In AI, this “feedback loop” allows the machine to
understand whether its decisions are right or wrong, thus changing future behavior. Similarly,
the AI algorithm undergoes a “training” phase through which it can learn and improve itself.
30

“Artificial Intelligence,” Encyclopædia Britannica, August 17, 2018, <https://www.britannica.com/
technology/artificial-intelligence>.

31

“Proposte per una Strategia Italiana per l‘Intelligenza Artificiale,” Ministry of Economic Development,
July, 2019, <https://www.mise.gov.it/images/stories/documenti/Proposte-per-una-strategia-italiana-2019.
pdf>.

32

“Machine Learning,” Encyclopædia Britannica, <https://www.britannica.com/technology/machinelearning>.

An Institutional Blockchain as a Tool to Control the Export of Dual-Use and Military Goods

109

This process is continuous and dynamic, allowing the system to increase its “experience” just
as if it were a human.
Basically, machine learning can be seen as a way to achieve artificial intelligence.33 There are
several types of machine learning, including:
∑ Supervised learning, involving the provision of specified inputs and desired outputs
with the aim of enabling the machine to define a general rule that associates the input
with the correct output;
∑ Unsupervised learning, which does not involve any predetermined inputs as in
supervised learning, but allows the machine identify structures on its own;
∑ Reinforcing learning, where a machine interprets its actions and involvement with its
environment in order to achieve some optimal outcome;
∑ Semi-supervised learning, that consists of providing the machine with an incomplete
dataset for training, without defining a desired output.34,35
There is also a strong relationship between AI and IoT, which can be viewed similarly to
the relationship between the brain and the human body. As the body picks up sensory inputs
(sight, touch, hearing), the brain analyzes the data and determines what to do next. The IoT
(the “body”) allows for the acquisition of an enormous amount of data, which in turn vastly
improves the level of Artificial Intelligence accuracy. AI (the “brain”) then optimizes the
adoption and collection of data from the IoT environment, establishing a positive loop.
In the world of dual-use technology, the use of blockchain and smart contracts will undoubtedly
increase the reliability and transparency of an entire system, allowing that system to achieve
the desired outcomes in line with related laws and regulations. A smart contract “executes what
it has been programmed for” in full compliance with what has been established in advance by
the parties. Therefore, smart contracts should be equipped with AI, thereby strengthening and
increasing the smart contract’s decision-making capabilities, as well as managing and filtering
all of the data that the sensors placed on dual-use goods transmit to a specific IoT platform. The
benefits are many and varied, including:
∑ Reduction of informational noise;
∑ Reduction of false negatives;

33

Calum McClelland, “The Difference Between Artificial Intelligence, Machine Learning, and Deep
Learning,” December 4, 2017, Medium, <https://medium.com/iotforall/the-difference-between-artificialintelligence-machine-learning-and-deep-learning-3aa67bff5991>.

34

Ronald van Loon, “Machine Learning Explained: Understanding Supervised, Unsupervised, and
Reinforcement Learning,” February 5, 2018, Big Data Made Simple, <http://bigdata-madesimple.com/
machine-learning-explained-understanding-supervised-unsupervised-and-reinforcement-learning/>.

35

Pierre Lison, “An Introduction to Machine Learning,” University of Oslo, October 3, 2012, <http://folk.
uio.no/plison/pdfs/talks/machinelearning.pdf>.
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∑ Correlation of data received from different sources;
∑ Improvement in the accuracy of AI;
∑ Evolution of the smart contract.
Some potential benefits enabling smart contracts with AI are:
(1) An improved ability to manage export applications submitted to MISE. This could be done
by enabling real-time verification of the application’s adherence to procedural constraints
and requirements, and avoiding the need for future revisions of the application;
(2) An interpretation of Council Regulation (EC) No. 428/2009 that sets up a regime for
controlling dual-use exports;
(3) Better management of exceptional cases and/or the occasional “black swan.”36
In the first case, AI could manage export applications by coding “grey areas” not managed by
a smart contract. This would result in shorter processing times and quicker and more consistent
export approval or rejection decisions.
The second case is undoubtedly interesting, but at the same time crucial: evaluating whether a
good can be considered dual-use or not, without requiring a human decision. A smart contract
equipped with AI could not only recognizes the nature of a good (dual-use or not), but also
associate it autonomously to the correct category of Council Regulation Annex I. This would
also result in continuous learning and higher analytical accuracy.
The third case is particularly challenging: making the smart contract so “smart” that it can
manage any doubts, disputes, imprecisely codified rules or instructions, or even manage socalled “black swans.”37,38
AI, therefore, would be placed at the center of the entire blockchain system and would not only
intelligently automate the process of exporting dual-use goods, but would also allow, through
ML, the system to refine and improve its own activity in a continuous and dynamic way.
Figure 9 represents the central role in the blockchain system that AI could acquire.

36

Nassim Nicholas Taleb, “The Black Swan: The Impact of the Highly Improbable,” The New York Times,
April 22, 2007, <https://www.nytimes.com/2007/04/22/books/chapters/0422-1st-tale.html>.

37

“An event or occurrence that deviates beyond what is normally expected of a situation and that would be
extremely difficult to predict.”

38

“Definition of Black Swan,” Financial Times Lexicon, <http://lexicon.ft.com/Term?term=black-swan>.
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Figure 9. The AI central role
In light of the above, the relationship between blockchain, smart contracts, and AI is so
powerful that the concept of Blockchain Intelligence can now be introduced.39 Blockchain
Intelligence will ensure the correct and efficient execution of autonomous operations. It will
encompass areas like smart contract quality assurance, checking for vulnerabilities within the
smart contract code, as well as blockchain performance control and automatic detection of
malicious behaviour. To use an expression common in technological innovation communites,
combining blockchain and AI makes smart contracts smarter.40
Combining these two approaches outlines that AI could not be used without the assurance
of the safety and reliability of the data provided by blockchain and vice versa the value of
many blockchain applications will be limited without AI. In conclusion, complementary data
development and sharing between AI and blockchain maximizes the efficiency and effectiveness
of a export system, particularly in the case of dual-use goods and technologies.

7. Conclusions
At the end of 2015, the Italian National Cybersecurity Laboratory drafted “The Future of

39

Zibin Zheng, “Blockchain Intelligence: When Blockchain Meets Artificial Intelligence,” arXiv.org,
December 11, 2019, <https://arxiv.org/pdf/1912.06485.pdf>.

40

“Combining Blockchain and AI to Make Smart Contracts Smarter,” Global Legal Blockchain Consortium,
November 27, 2017, <https://legalconsortium.org/uncategorized/combining-blockchain-and-ai-to-makesmart-contracts-smarter/>.
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Cybersecurity in Italy: Strategic Project Areas” white paper to describe the main cybersecurity
challenges facing Italy in the next five years.41 Among the “Enabling Technologies” described
in Chapter four, blockchain and distributed ledger technologies were highlighted. From that, the
following should be mentioned among the objectives related to the development of Distributed
Ledger technology:
“The supply chain is the basis of today’s production and distribution processes on
a global scale and comprise various activities, including: contract management,
payments and invoice issuance, labelling and packaging, logistics and transport. In
this regard, solutions must be developed that allow for the use of DLTs for efficient,
reliable and transparent tracking of interactions taking place in a supply chain,
with the aim of significantly reducing costs due to poor performance and errors of
current management processes, often partially entrusted to human operators. The
proposed solutions will also represent an important deterrent for illegal activities,
as the transactions reported in the ledger will be relatively easy to use for antifraud and anti-counterfeiting checks.
As a result, the entire supply chain will become more efficient and safer, with
important impacts on management costs, authentication guarantees of end products,
and the possibility to reliably reconstruct the entire history of any product, from its
origin to its retail distribution”.
This article attempts to address some of the challenges presented in the white paper. Using
blockchain as a tool to support the control of exports of dual-use goods and technologies allows
for numerous benefits, such as streamlining authorization procedures, so that the Italian market
can better compete on the international market. Additionally, it would improve national and
international security, both in terms of physical and infrastructural security, as well as in terms
of the information present in export application data.
Incorporating AI into blockchain is a significant step forward in effectively managing the export
control of dual-use goods and technologies. AI will allow Customs officials to maximize the
benefits of machine learning in their devices and sensors in order to determine whether a good
in transit is dual-use or not. Finally, this incorporation would increase capacity for conducting
inspections, while improving the accuracy and reliability of export controls over time.

41

Italian National Cybersecurity Laboratory of Consorzio Interuniversitario Nazionale per l’Informatica and
Laboratorio Nazionale di Cybersecurity, “The Future of Cybersecurity in Italy: Strategic Project Areas,”
January 2018, <https://www.consorzio-cini.it/images/Libro-Bianco-2018-en.pdf>.
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Abstract
Horizon 2020 is the current framework program under which the European Union (EU)
implements its objective of promoting scientific research, especially in the field of emerging
technologies. Under the conditions of participation for Horizon 2020 projects, a cross-border
transfer of information and know-how is inevitable. A Horizon 2020 project can therefore be
considered a prototype for trans-boundary research undertakings. Due to the transnational
provision of information, export control law is applicable. The most crucial challenges for
project partners in such research undertakings are identifying sensitive projects, determining
whether the technology transmitted within the particular project is subject to export control
law, and complying with relevant legislation. These challenges can be met by an adequate
organizational structure within the research entity in combination with an internal system
based on the usage of specially created checklists at different checkpoints at critical stages of
the project containing questions allowing an assessment relating to the applicability of export
control provisions. The whole system is characterized by a four-eye principle which means
that the assessment by a scientist laid down in those checklists is reviewed by a legal expert.
Precisely through this cooperation, those challenges can be mastered. This article provides an
insight into the legal structure of Horizon 2020 projects, describes the export control regimes
governing the EU, introduces a potential organizational structure as well as an internal system
1		 Philipp H. Niggl is a multidisciplinary legal advisor at the legal department of the Fraunhofer-Gesellschaft
zur Förderung der angewandten Forschung e.V., Europe’s leading organization for applied research
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meeting the above requirements, draws conclusions for international research undertakings in
general, and concludes with a case study.

Keywords
European Union, Horizon 2020, trans-boundary research projects, future and emerging
technologies, dual-use, export control legislation, compliance mechanism, private-public
partnerships

Introduction
Science, research and innovation are essential for human progress. They not only increase
the competitiveness of an economy, but also serve as drivers for, inter alia, the promotion of
human health, safety, the protection of the environment, and prosperity in general.2 In order
to fulfil the above mentioned role, two aspects are fundamental for the exercise of science and
research: freedom and transparency.3
From a content perspective, research must be as free as possible from, among other things,
legal restrictions, in order to achieve maximum progress. This basic idea is backed by the
principle of academic freedom. The modern world of research, which is characterized by global
networking, worldwide information flow, and international cooperation between scientists,
illustrates the importance of transparency in this field.
However, completely unregulated, free, and transparent research constitutes a considerable
security risk, as research can be used specifically for the development of Weapons of Mass
Destruction (WMDs). The same applies to the possibility that research results that were
originally obtained with civilian intentions may be misused for military or even terrorist
purposes.
The resolution of this tension between the need for deregulation in favor of scientific progress
balanced with the need for control in favor of security policy considerations is the task of
the respective international multilateral export control regimes and/or national regulations,
whereby the optimal resolution comes close to squaring the circle, especially in research on
emerging technologies. Existing literature has already dealt intensively with the challenges
for international regulatory regimes regarding research in those technologically cutting-edge

2

“Bundesbericht Forschung und Innovation 2018 – Hauptband - Forschungs- und innovationspolitische
Ziele und Maßnahmen,” Bundesministerium für Bildung und Forschung, <https://www.bmbf.de/pub/
Bufi_2018_Hauptband.pdf>, p. 12, 96; “Wissenschaftsfreiheit und Wissenschaftsverantwortung – Empfehlungen zum Umgang mit sicherheitsrelevanter Forschung,” Deutsche Forschungsgemeinschaft/Leopoldina, <https://www.dfg.de/download/pdf/dfg_im_profil/reden_stellungnahmen/2014/dfg-leopoldina_forschungsrisiken_de_en.pdf>, p. 9.

3

“Wissenschaftsfreiheit und Wissenschaftsverantwortung – Empfehlungen zum Umgang mit sicherheitsrelevanter Forschung,” Deutsche Forschungsgemeinschaft/Leopoldina, <https://www.dfg.de/download/pdf/
dfg_im_profil/reden_stellungnahmen/2014/dfg-leopoldina_forschungsrisiken_de_en.pdf>, p. 9.
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areas. 4
Internationally active research institutions, especially in the field of emerging technologies,
are also confronted with challenges for scientific practice resulting from those conflicting
interests. In order to achieve radical scientific breakthroughs, an international exchange of
knowledge among corresponding research hotspots is almost unavoidable. The developments
in the field of quantum technology are an example. The People’s Republic of China and the
United States are investing heavily in research and development in this area.5 The same applies
to the European Union (EU) under its Horizon 2020 research funding program that promotes
cross-border research for EU Member States and with associated countries.6 One priority of the
program is the promotion of research and development in the field of emerging technologies,
whereby the area of quantum technology is a lighthouse project. From a purely scientific point
of view, research cooperation between Chinese, American, and European research institutions
would not only be promising but also urgently required in order to accelerate innovation.
However, since a large number of quantum technology applications can serve both civilian
and military purposes, the provisions of the respective export control laws must be observed in
these kinds of cross-border transactions in order to take into account the global security policy
considerations outlined above.
In the absence of appropriate literature, this article will identify specific challenges that research
institutions face in their research on emerging technologies along with potential mechanisms
that can guarantee effective compliance with export control law. This will be illustrated by the
example of European research projects under the Horizon 2020 framework program. However,
the article will also demonstrate that the conclusions drawn in this respect can be applied to
all trans-boundary projects that conduct research in those technologically cutting-edge areas.
The challenges arising from the relevance of the export control provisions as well as potential
mechanisms ensuring effective compliance will be presented after a brief introduction to the
legal bases of European research funding followed by a detailed description of the Horizon
2020 program and the export control regimes governing Europe. Finally, a case study will
illustrate the challenges and demonstrate the implementation of said mechanisms.

4

E.g. Mirko Himmel, “Emerging Dual-Use Technologies in the Life Sciences: Challenges and Policy
Recommendations on export control,” SIPRI, Nonproliferation and Disarmament Papers No. 64, September
2019; Kolja Brockmann, “Challenges to Multilateral Export Controls: The Case for Inter-Regime Dialogue
and Coordination,“ SIPRI, December 2019.

5

Jeanne Whalen, “The quantum revolution is Coming and Chinese Scientists are at the Forefront,”
Washington Post, August 18, 2019.

6

Associated Countries, according to Article 7 Regulation (EU) No. 1291/2013: Iceland, Norway, Albania,
Bosnia and Herzegovina, North Macedonia, Montenegro, Serbia, Turkey, Israel, Moldova, Switzerland,
Faroe Islands, Ukraine, Tunisia, Georgia, and Armenia. See “Associated Countries,” European
Commission, <https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/3cpart/h2020hi-list-ac_en.pdf)>.
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The Funding of Scientific Research within the European Union
The European Union is an international association composed of 28 Member States. The
Treaty on the Functioning of the EU (TFEU) and the Treaty on the EU (TEU) establish the
EU’s constitutional basis in which the common objectives of the EU and its Member States are
anchored. In addition to objectives such as the realization of the European Internal Market, the
EU also has a mandate for activities like the promotion of scientific research. The latter is being
accomplished via so-called framework programs that set the general conditions for research
funding by the EU.
Horizon 2020 is the EU’s current framework program and has a funding volume of approximately
EUR €77 billion (equivalent to approximately USD $87 billion) and focuses inter alia on
research concerning future and emerging technologies.7
I. Legal Framework for Funding of Scientific Research within the EU
Article 179 (1) of the TFEU sets the tone for the funding of scientific research within the EU:
“The Union shall have the objective of strengthening its scientific and technological
bases by achieving a European research area in which researchers, scientific
knowledge and technology circulate freely, and encouraging it to become more
competitive, including in its industry, while promoting all the research activities
deemed necessary by virtue of other Chapters of the Treaties.”
This article will explain how these objectives are fulfilled by giving a concise overview of the
essential legal bases for funding cross-border scientific research within the EU. This should
provide guidance especially to those readers who are unfamiliar with the relevant provisions
of EU law.
It should be noted at the outset that in the context of a Horizon 2020 project, three levels of
regulations have to be distinguished:8
1. Level One: The fairly abstract articles of the TFEU which state the above-mentioned
objectives and enact the adoption of a framework program, represent the top level;
2. Level Two: At this level the more specific regulations of the particular framework
program come into play;
3. Level Three: At the third and last level, the most specific provisions governing the
particular Horizon 2020 project in detail, namely the Grant Agreement (GA) and
Consortium Agreement (CA), must be observed. Those rules constitute the essence and
implementation of the requirements set by the two levels mentioned above.

7

Article 6 (1), Regulation (EU) No 1291/2013.

8

Other sources define even more levels of regulations. For example see Matthias Ruffert, “Artikel 182
AEUV,” in EUV/AEUV, eds. Christian Calliess and Matthias Ruffert (Munich: C.H. Beck Verlag, 2016),
recital 1.
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Illustration 1. Hierarchy of provisions concerning a Horizon 2020 project
1. Rules Set by the TFEU (Level One)
The TFEU sets out its regulatory regime for research, technological development, and space
within Title XIX, Articles 179-190 of the TFEU.9 The most crucial aspects for accomplishing
the goals outlined in Article 179 of the TFEU, and thus funding cross-border scientific research,
are contained in Article 182 of the TFEU.
This provision first stipulates that a corresponding multi-annual framework program must
be adopted by particular organs of the EU and delineates the obligatory content of such a
program. The framework program should set out the scientific and technological objectives to
be achieved by the repertoire of measures referred to in Article 180 of the TFEU as well as their
relevant priorities.10 In addition, it is necessary to indicate the broad lines of such activities, the
maximum overall amount, details of the EU’s financial contribution, and the respective shares
in each of the activities provided for.11
Second, the Article 182 (3) of the TFEU governs that the implementation of the framework
program shall be executed through specific programs developed within each activity. This
defines the detailed rules for implementation, duration, and provision for the means deemed
necessary.
In summary, the relatively abstract provisions of the TFEU lay out the objective for funding

9

“Space“ refers to both to the promotion of research and to increasing the competitiveness of industry in this
area. See Hans-Heinrich Trute and Arne Pilonik “Artikel 189 AEUV – Raumfahrtpolitik,” in EUV/AEVU,
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scientific research within the EU, list the available measures to achieve the set goals, and
crucially stipulate the need for and the content-related specifications of a framework program.
2. Provisions Set by the Funding Framework Horizon 2020 (Level Two)
The framework program for research funding based on Article 182 of the TFEU and runing
from 2014 to 2020 is called Horizon 2020 and is the eighth of its kind. Horizon 2020 was
adopted by means of a Regulation (Regulation (EU) No 1291/2013 – hereafter: Regulation
Horizon 2020), which constitutes a directly applicable act that is binding on all EU Member
States. The provisions of the framework program at issue represent the implementation of the
rules set by the TFEU.
It is worth noting that on January 1, 2021, the ninth framework program of this kind will be
launched under the name Horizon Europe. According to the adoption timeline published by
the EU, the Council and European Parliament are currently negotiating and will subsequently
adopt the program.12
a) Objectives and Priorities of Horizon 2020
Article 5 (1) of Regulation Horizon 2020 sets out the general objective of the eighth framework
program of the EU and thus implements the requirements contained in Article 182 (1) of the
TFEU:
“The general objective of Horizon 2020 is to contribute to building a society and
an economy based on knowledge and innovation across the Union by leveraging
additional research, development and innovation funding and by contributing to
attaining research and development targets, including the target of 3 % of GDP for
research and development across the Union by 2020. It shall thereby support the
implementation of the Europe 2020 strategy and other Union policies, as well as
the achievement and functioning of the European Research Area (ERA).”
This general objective is to be achieved by means of three mutually reinforcing priorities
which are enumerated in Article 5 (2) of the Regulation Horizon 2020: 1) excellent science, 2)
industrial leadership; 3) societal challenges. The main objective of “industrial leadership” is
to enhance industrial research and therefore competitiveness of the European industry in key
enabling technologies.13 The goal of the priority “societal challenges” is to find ways in which
a variety of politically pressing research topics, ranging from climate change to demographic
change or security-related issues, can be tackled and solved.14
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In considering the priority of “excellent science” and its mission of creating an environment
where groundbreaking research can thrive, it becomes clear that the writers of Regulation
Horizon 2020 recognized the importance of research and the funding of projects in the field of
future and emerging technologies.
The significance of research in that area lies in achieving progress and solutions to scientific
challenges of all kinds as well as sowing “seed[s] for future industrial leadership and for
tackling society’s grand challenges.”15 It therefore also reinforces the other two pillars of
Horizon 2020. The European Commission’s 2018-2020 work program, which complements the
framework program, reflects this important role as one main priority is explicitly the promotion
of future and emerging technologies (FET) and the establishment of an appropriate research
environment.16
The work program distinguishes three areas for the promotion of FET-projects into which
potential undertakings can be divided. The first and financially most heavily-funded branch
is called FET Open. As the name implies, it is without thematic restrictions and thus supports
all “early stage science and technology research exploring new foundations for radically new
future technologies by challenging current paradigms and venturing into new unknown areas.”17
The second area is FET Proactive. In contrast to the already presented branch, it is thematically
restricted and “features a selection of ambitious emerging technology topics derived from
extensive consultation and advice from the FET Advisory Group” that embrace undertakings
related to research on areas such as artificial organs, environmental challenges, and highperformance computing.18
The third branch covers so-called “lighthouse projects” and is called FET Flagship. Two
examples of such flagship projects include quantum technology as well as research concerning
the human brain.19
In conclusion, one of the main focuses of the Horizon 2020 framework program is research in
the field of future and emerging technologies.
b) Rules of Participation Concerning Horizon 2020 Projects
A second set of rules has been put into place to regulate participation in Horizon 2020 projects
as well as the direct relationship between donors and project participants. Article 9 of this
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Regulation (Regulation (EU) No. 1290/2013 – hereafter: “Regulation on Participation”) sets out
the minimum requirements with exceptions only possible under strict conditions. In principle,
there must be at least three legal entities involved, all of which must be established in different
Member States or associated countries and legally independent of each other.
“Legal entity” within the meaning of the Regulation on Participation is defined as any natural
person or any legal person created and recognized as such under national law, Union law, or
international law, which has legal personality and which may, acting in its own name, exercise
rights and be subject to obligations (Article 2 (1) No. 13 of the Regulation on Participation).
The commonality of the potential participants is thus their legal capacity.
As a result of this broad definition, publically-funded entities such as non-university research
institutions, universities, and colleges can be suitable project partners as well as industrial
research entities. Moreover, it opens the field for private-public partnerships. The fact that
the founders of the framework program also had private-public partnerships on their minds is
clearly expressed in Regulation Horizon 2020 (Article 25 of Regulation Horizon 2020, as well
as Recital 40). It is expected that this type of collaboration will increase the impact of funded
projects and synergies when financial resources from the framework program and those of
the private sector are brought together in key areas. Private-public partnerships can therefore
have a significant impact on reaching Europe’s wider competitiveness goals, leveraging private
investment, and helping to tackle societal challenges.
It should be noted that as a Horizon 2020 project participant, not only those legal entities who
are established in one of the EU Member States come into consideration, but also those who are
established in so-called associated countries in the meaning of Article 7 of Regulation Horizon
2020. Whether a third country is a so-called associated country is governed bilaterally between
the EU and the country concerned. This aspect is of significant relevance looking at Horizon
2020 projects from an export control perspective as a transfer to a Non-Member State is usually
dependent on much higher requirements than an intra-Community transfer of goods between
Member States.
The last requirement is the independence of project participants. According to Article 8 of the
Regulation on Participation, participants shall be regarded as independent of each other where
neither is under the direct or indirect control of the other or under the same direct or indirect
control as the other.
c) Interim Result
In conclusion, the EU’s eighth framework program focuses on and promotes, inter alia, projects
in the field of future and emerging technologies within the pillar of scientific excellence.
Moreover, private-public partnerships on the basis of the hoped-for greater impact of funding in
terms of achievement of objectives are allowed and desired. In practice, private-public research
partnerships in the fields of emerging technology are common within the EU.
3. Legal Structure of “Horizon 2020 Projects” (Level Three)
After the provisions of the above mentioned Regulations clarified the articles of the TFEU, a
further specification is made at this level regarding the execution of the concrete project.
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At this level, the external relationship between the EU and the project partners and the internal
relationship between the project partners are now contractually regulated.20 In order to take
sufficient account of these dual objectives, two different treaties, namely the Grant Agreement
and the Consortium Agreement, are drafted and agreed upon.
a) The Grant Agreement (GA)
The GA essentially regulates the external relations between the EU (typically the European
Commission) and the project participants. The negotiations for the project participants are
carried out by the so-called coordinator which is determined by the participants from among
their ranks. In this respect, there is no established catalogue of selection criteria. The coordinator
is often the initiator of the research undertaking or alternatively the project participant with
the most appropriate administrative capacity. This coordinator has the task of communicating
between the project partners and the EU, receiving EU funds and distributing them to the
consortium participants, as well as coordinating the exchange of information between the
consortium and the EU. The coordinating function does not bring any superior legal position
with it. Rather, in a consortium, all project partners stand side by side on an equal footing,
irrespective of any role allocation within the concrete project.
In terms of content, all Horizon 2020 GAs are strongly influenced by a Model Grant Agreement
(hereafter MGA) created by the EU.21 This MGA consists of a so-called core text as well as
attachments.
The core text is divided into seven chapters.22 These contain, in addition to a general introductory
chapter, inter alia sections on the actions to be taken to implement the project, details of the
grant, the rights and obligations of the project participants, and the division of beneficiaries’
roles and responsibilities. In more detail there are provisions governing, amongst other things,
proper implementation, involvement of third parties, the administration of the grant, intellectual
property rights, as well as gender equality, ethics, export, conflicts of interest, confidentiality,
security-related obligations, and data protection.
The attachments contain, in addition to the technical description of the project, a definition of
the role and contribution of each participant for the implementation of the undertaking and the
budget as well as the forms required for reporting.
b) The Consortium Agreement (CA)
The CA regulates the relationship between the project partners during the implementation of the
funded project and thus the so-called internal relationship of the consortium. Article 24 (2) of
the Regulation on Participation commits the project participants to conclude such an agreement
to regulate their rights and obligations to each other while at the same time complying with the
20
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GA.
The CA regularly includes clauses regarding the internal organization of the consortium, the
distribution of EU funding, rules on dissemination, use and access rights, arrangements for
settling internal disputes, and liability, indemnity, and confidentiality agreements.23
Unlike the GA, the CA has no official EU model. But in the Guidance on How to Get Your
Consortium Agreement, the Commission fulfills its obligation under Article 24 (2) of the
Regulation on Participation and issues a guideline.24 Based on this guideline, the private sector
has developed its own templates for a CA.25 The best known is the DESCA template, which was
created by various parties from science and industry.26 Among others, Fraunhofer-Gesellschaft
as the leading organization for applied science and research in Europe was part of the core team
which created the DESCA template.27
II. Interim Conclusion
At this point, it should be concluded that every Horizon 2020 project is regulated in detail by
the GA and the CA which are based on the specifications of the framework program and which,
in turn, derive from the TFEU standards.
The decisive criterion for the eligibility of research projects under the Horizon 2020 program
is that several project partners from several countries cooperate with each other to enable an
international exchange of know-how, resources, and technologies. This international exchange
and especially the collaboration of project partners in private-public partnerships acts as
catalysts for progress in research and science in general. It is precisely this cross-border and
mutual provision of technology and know-how that opens the scope for export control law.

Legislation Governing European Export Control
One of the fundamental principles of the European Union is the basic doctrine of conferral of
competences. This means that the EU can only take regulatory action in those areas in which
the sovereign Member States have transferred the corresponding competence to the EU.
In principle, the cross-border transfer of goods is to be assigned to the common commercial
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policy of the Union (Art. 206 et seq. TFEU) and the EU has therefore the exclusive competence
in this area pursuant to Art. 3 (1) lit. e of the TFEU. In this respect, however, narrow exceptions
apply, for example in Art. 346 (1) lit. b, (2) of the TFEU, which, in turn, leaves room for
national regulations.
For this legal reason, a combination of European and national regulations exists in Europe to
prevent the proliferation of WMDs and the transnational transfers of goods and technologies
that pose a security threat:
The cross-border transfer of dual-use-goods, technology, and software is regulated at the EU
level. The authoritative document on export controls is Regulation No. 428/2009 which is listbased and directly applicable in each Member State. According to Art. 346 (1) lit. b), (2) of the
TFEU, however, the transfer of conventional armaments (including the associated technology
and software) remains within the competence of the individual Member States. To this extent,
corresponding national regulatory regimes exist which are also list-based.
Finally, it should be noted that most Member States, as well as the EU itself, are members of
the relevant multilateral export control regimes and therefore updates and adjustments to the
list items are made at regular intervals in accordance with those multilateral treaties.28,29

Challenges Arising from Export Control Provisions when Realizing a “Horizon
2020 Project
Knowing that a Horizon 2020 project requires according to the Regulation on Participation the
cooperation of at least three legal entities from different Member States or associated countries,
a cross-border transfer among those participants concerning technology and know-how is
almost inevitable.
This mutual cross-border provision of technology and know-how means that export control
law applies. The following paragraphs explain the role of the participants in such a project as
well as a potential mechanism to tackle the challenges ahead.
The key challenges, especially for research projects related to future and emerging technologies,
are as follows: First, to identify and filter sensitive projects from the mass of uncritical research
undertakings; second, to determine whether the exchanged technology or know-how can be
assigned to a specific list-item of the relevant export control regimes; and third, to comply with
these provisions where applicable.
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Identifying Critical Horizon 2020 Projects
I. Description of the Challenge
Under the Horizon 2020 framework program, research projects can be funded in all conceivable
disciplines and consequently be provided with the financial means to enable their actual
implementation. In the field of future and emerging technologies this is illustrated by the funding
area of FET Open which does not provide for any thematic restrictions or specifications and
therefore only the radical novelty of the idea pursued is decisive for eligibility for funding.
However, the Commission makes it clear that only research projects which pursue purely
civilian applications should have access to funding under Horizon 2020. The intention of a
purely civilian application is therefore the decisive criterion.30 Initially, this excludes research
directly oriented towards military purposes from funding.
It should be noted, however, that it is typical in research that the intention at the beginning of
a project and the actual output are not necessarily congruent. Consequently, research projects
can be initiated with a purely civilian objective and be eligible for funding under Horizon
2020, but the goods and technologies actually achieved and exchanged within the international
consortium can nevertheless be classified as armaments or dual-use goods under the relevant
export control regimes. This means that, despite the Commission’s guidance note and the
researchers’ civilian intentions, it is not possible to generally decline a potential security threat
from Horizon 2020 projects. Therefore, every cross-border transfer of technology and goods
within a Horizon 2020 project must be examined for whether it contributes to proliferation or
distribution of WMDs or whether there is a risk of misuse for military or terrorist purposes.
For these reasons, the first challenge is to identify potentially sensitive Horizon 2020 projects that
may pose a security threat and filter them from the masses of uncritical research undertakings.
This is a crucial issue as this is the first step to ensure ultimate compliance with export control
legislation and prevent armaments as well as dual-use-goods and technologies from being
internationally distributed without the proper authorization.
II. Mastering the Challenge
Mastering this challenge can be accomplished by implementing the following mechanisms and
instruments.
1. Implementing an Appropriate Organizational Structure
Especially for research institutions - both industrial and academic - that reach a certain size
and therefore carry out a multitude of different research projects in a wide scientific range, an
appropriate organizational structure is required to master the challenge of identification.
A decentralized structure based on a clear hierarchy is a potential and promising instrument
to get an overview of all research projects within the institution, which is the first step to
ensure proper identification. This applies for the industrial sector and public academic research
30
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facilities alike.
A member of the executive board of the non-university research institution or the president
of the university should typically be at the top of such a hierarchy as he or she is ultimately
responsible for compliance with export control legislation.31,32,33
Since a single person can hardly have an absolute view of all projects and processes within the
facility, the research institution should be divided into smaller organizational units according to
their scientific orientation and provided with their own department head who is considered part
of middle management. In turn, the head of each unit is accountable to the person in charge (e.g.
the member of the board or the executive management or the president of the university) and
assumes responsibility for ensuring that the export control laws within the small departments
are observed. For each of these small organizational units, an export control officer should also
be appointed to assist the department head in the implementation of appropriate measures as
well as the actual researcher in matters relating to export control law.
Only this chain of command can ensure that all research projects are examined on the basis of
whether export control regulations apply. In parallel, legal expertise should be available at any
time, typically from the legal department or a special research and knowledge transfer office of
the research institution.
In addition to providing legal advice and support, the responsibilities of those legal experts
should include the provision of training, lectures or presentations, and circulating newsletters
and the like on a regular basis. Through the latter, the awareness, familiarity, and expertise of
the academic personnel can be maintained or improved as there can be considerable differences
in this respect.
2. Introduction of an Internal System
To ensure that future and emerging technologies falling under the scope of export control law
are identified, an internal system should be introduced which guarantees that crucial research
projects containing security-relevant technologies are brought into the compliance process.
It should be noted that at various points in almost all phases in connection with a Horizon 2020
project, a transfer of technology and know-how relevant under export control law can take
place. This is also a challenge that the internal system has to master.
In the following section, the author presents a possible internal system that meets the above
31
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mentioned requirements and relies on a checklist-based screening procedure. In order to make
the display more comprehensible, this is to be done within the standard workflow of a Horizon
2020 project.
Each Horizon 2020 project starts with a call for proposals by the responsible EU organ. Following
the call for proposals, potential project partners emerge and contact each other to evaluate and
discuss the feasibility of the undertaking. At this stage it should be examined from a legal point
of view whether a so-called Non-Disclosure Agreement (NDA) should be concluded in order
to ensure the confidentiality of each institution’s sensitive data that might be exchanged during
this early correspondence. Moreover, it should be analyzed whether, within the framework of
these discussions between the potential project partners, export control-relevant technology
and/or know-how might be transferred across borders. In that regard, a first checkpoint should
be introduced at this stage. This is accomplished by having a specially designed checklist
filled out by the responsible scientists which raises questions on the nature and intended uses
of the information that is exchanged at that stage as well as on the receiving research partner
and the country of destination. Subsequently, this checklist has to be sent to the internal legal
department for further assessment. By reviewing the answers and results, a conclusion can be
made by the legal department about whether the exchanged information must be considered as
sensitive technology from an export control perspective. Such a checklist procedure based on
a “four-eye principle” with the involvement of scientists and the insitutions‘ legal departments
should ensure that through the combined expertise in the respective areas, the identification of
whether a technology is covered by the scope of export control law or not can succeed.
As already mentioned, this interaction is of particular importance in the field of emerging
technologies in order to correctly identify critical research projects as well as make an accurate
determination about whether the transferred technology is of export control relevance. If the
review of the legal department reveals that there are no obligations under export control law, it
can be pursued without further ado.
However, if through the process red flags are identified, one should consult with responsible
authorities, discuss further procedures, and take the necessary steps.
In the further course and as soon as the discussions solidify regarding the intention of the
execution of the project, the coordinator is determined. This is, as described above, one of the
potential participants in the project who will be responsible for communicating with the EU
institutions and for other administrative as well as coordination tasks. At this point, it becomes
necessary to differentiate selectively. This distinction depends on the position of the project
partner within the undertaking.
If the project participant has been designated as coordinator, they must sensitize the other
project partners regarding questions of export control law and inter alia request their technical
data and to merge these to the extent that they are necessary for the official proposal preparation.
Concurrently, the coordinator sends the already introduced checklist to the other project partners
in this phase, which like the above mentioned questionnaire should check the export control
relevance of the information sent to the coordinator for the preparation of the proposal. If the
result indicates the need for action, prior to the transfer of the information, compliance with the
relevant regulations is required. In the event that a project partner does not send the checklists
or otherwise fails to comply on this issue, the coordinator himself has no independent authority
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or right to enforce the project partner’s cooperation on the matter.
However, the consortium as a whole often has the legal ability to exclude the affected project
partner from the undertaking (after a written notice by the coordinator and the expiration of
a 30-day period without remedial action by the project partner concerned) due to breaches
of substantial contractual obligations.34 It should also be borne in mind that the particular
project partner transferring sensitive information cross-border must be treated as the exporter
and therefore as the responsible entity according to European export control provisions. This
applies to universities, non-university research institutes, and industrial research entities alike.
These statements are in line with the proposition above that the coordinating function does not
bring any superior legal position with it.
If the project participant is only a “normal” project partner and not the coordinator, the last
mentioned step can be omitted partially. In such a case, the project partner has to complete one
of those checklists and hand it over to the coordinator so as to contribute to the creation of the
proposal.
Next, the completion and submission of the official proposal takes place, in which the tasks, the
project partners, and goals are described. Afterwards, contract negotiations regarding the GA
and the CA begin. If the proceedings are positive, project approval by the EU stands at the end
of these phases. As soon as the project approval has taken place, the actual research activities
begins.
In this context, it should be noted that Article 37.3 of the GA contains an export clause and
stipulates that “one must comply with national, European and international export control
regulations.” Furthermore it determines that “before the beginning of the research activity, the
coordinator must submit to the responsible EU organ a copy of any export or transfer licenses
required under EU, national or international law.”
The existence of Article 37.3 of the GA demonstrates that in most cases, only through the
carrying out of actual research activities does an export control-relevant exchange of technology
take place. The transfer of sensitive technology before the approval is granted (see above – e.g.
when exploring potential project partners or preparing the proposal) is rare.
The hallmark of a comprehensive and functional system, however, is to have oversight over
every possible transfer of technology and know-how, and thus of every action relevant to export
control law, and to install corresponding control points.
Therefore, after submitting the proposal but before beginning the actual research actions usually for the first time, in exceptional cases again - a checklist must be completed. If the
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project partner was appointed coordinator, they must send this checklist to the other participants
and ensure that they are processed. The results of all these questionnaires should be obtained by
the coordinator and summarized in an interim report.
Conversely, “normal” project participants must send the checklist to the corresponding
coordinator. The corresponding interim report is then sent to the Commission.
As far as the project continues to move forward according to the proposal and the interim report,
no further export control checklist-based screenings are necessary until the end of the project.
However, if changes in the project occur, be they technical or with regard to the occupation of
the consortium, a new export control inspection may need to be carried out by using the same
checklists.
In summary, the regular queries via checklists mean an increased onus on scientists in their
everyday life, and might even be perceived as an obstacle to scientific practice and academic
freedom. However, these interventions are to be regarded as justified in view of the underlying
outstanding global and national security policy interests. It is only through the regular interplay
of scientific and legal expertise that the challenge of identification can be mastered effectively.
3. Other Mechanisms to Identify Critical Research Projects
Another potential mechanism that can contribute to the identification of security-relevant
projects are the procedures that are intended to guarantee their compatibility with ethical
concepts.
In Germany, for example, the Deutsche Forschungsgemeinschaft (German Research
Foundation) requires the creation of framework conditions for ethically responsible research.
The establishment of an internal so-called Kommission für Ethik sicherheitsrelevanter
Forschung, meaning Commission for Ethical Safety-relevant Research, represents the preferred
mode. This process is in line with the ethical code of conduct required by the EU.
Horizon 2020 projects require a special process to ensure compatibility with ethical concepts.35
Already in the application phase, the potential participants have to carry out a self-assessment
in order to assess the ethical relevance of the particular research project.36 The result is then
passed on to an independent group of experts and/or qualified staff in a special panel who may
carry out another screening and assessment depending on the results of the self-assessment.37
At regular intervals, checks and audits can be carried out by this independent body as well.38
Consequently, the requirements of national conduct correlate with EU provisions since the
internal commission for ethical safety-relevant research already discusses the ethical aspects
of the present project in a phase prior to commencement of the actual research activity which
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can also be considered as the self-assessment required under the EU ethical code of conduct.
In this commission, it makes sense to also include an expert in export control law as a constant
member of this panel, who can also refer to the legal problems in discussions with the scientists
and, if necessary, initiate legal action to ensure compliance with export control legislation.
III. Lessons Learned and Conclusions for Large Trans-Boundary Research Projects
The lessons learned from the above are:
•

Although only research projects that pursue a purely civilian application are eligible
for funding under Horizon 2020, the actual output of those projects that is to be
internationally transferred might still be classified as armaments or dual-use-goods or
technology and therefore pose a security threat;

•

Identifying and filtering potentially sensitive research projects from the masses of
uncritical projects is crucial for ultimately complying with relevant provisions;

•

An adequate organizational structure, an internal checklist-based screening system, as
well as procedures to ensure the compatibility of research projects with ethical concepts,
are mechanisms to mitigate the risks and master the challenge.

Moreover, it should be clarified that those lessons drawn from the paragraphs above can be
applied to large trans-boundary research projects in general.
The challenge of identifying and filtering sensitive projects from the masses of uncritical
research undertakings is very much alike for every research institution participating in
many different trans-boundary research undertakings at the same time. General answers
to whether certain research projects due to the sector or discipline they are assigned to are
not subject to export control provisions are hardly possible. Rather, case-by-case decisions
are necessary to take into account all of the situation’s particularities. As explained above,
the researchers’ intention at the beginning of the undertaking can only be an indicator
but, according to European legislation, can never be the decisive criterion. Since the risks
and challenges are identical in this regard, the mechanisms explained are also adequate
measures for research institutions involved in large trans-boundary research projects.

Determining Whether Future and Emerging Technologies are Relevant under
Export Control Law
I. Description of the Challenge
The next important challenge is to ensure an accurate determination whether a specific future
and emerging technology developed in a Horizon 2020 project is subject to export control
law.European export control regulations apply when either the exporter has been informed
by competent authorities that the intended use of the goods and technologies in question
is in connection with certain weapons or other armaments (Article 4 (1), (3) of Regulation
(EG) No. 428/2009), or the purchasing country or the country of destination are subject to an
arms embargo (Article 4 (2) of Regulation (EG) No. 428/2009), or the goods or technology
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to be transferred are listed in the annexes of the relevant export control regimes (Article 3 of
Regulation (EG) No. 428/2009).
Consequently, if Article 4 of Regulation (EG) No. 428/2009 is not applicable in the specific
situation – this being the regular case, - it all comes down to the question whether the good
or technology at issue is listed. If the latter is the case and the other requirements are fulfilled,
export control laws are applicable. However, this alternative has a crucial weakness, since
those lists can only reflect the state of the art at the time of enactment or at the most recent
update of the regime. Due to the rapid progress in research and development, these lists cannot
keep up with the scientific state of the art. It could be said that in some situations the lists are
often already outdated at the time of their release.
This leads to significant difficulties in the area of future and emerging technologies because of
their groundbreaking character. In particular, it could lead to a strictly literal approach: Because
of rapid innovation in the field, an explicit listing of future and emerging technologies can be
excluded. One could therefore argue that export control law does not apply because of a lack
of listing. Consequently, even critical technologies that pose a threat to security and/or might
further the proliferation of WMDs could be transferred worldwide without export control
authorization and thus without fear of sanctions under European and Member States’ law.
II. Mastering the Challenge
If no export authorization is required according Article 4 of Regulation No. 428/2009 in the
situation in question, there are two possibilities from the exporter’s point of view according to
the current legal situation: one could follow either the literal or a purposive approach.
It is clear that a literal approach is preferable from an exporter`s point of view whose only goal
is to keep bureaucracy as low as possible and avoid any kind of sanction.
But this way of conduct is inefficient looking at the broader doctrines and principles underlying
the export control law and should be rejected based on the following reasons:
First, it ignores the circumstances of individual cases, including the potential uses for malevolent
purposes of the good and technology in question. Second, a purely literal and thus very narrow
interpretation would undermine the meaning and purpose of export control law.
The aims of export control law are to the prevent proliferation of WMDs and the distribution of
goods and technologies capable of posing a threat to global security interest. In order to meet
these goals, a more purposive approach is required. Accordingly, the decisive factor should
be whether comparable goods and technologies are covered by the relevant lists. If this is the
case, the competent authority should be contacted in order to obtain a correct evaluation of the
good or technology to be transferred and assess potential risks. This requires close cooperation
between scientists, legal experts, and competent authorities. This cooperation is also ensured
by the potential mechanisms introduced in the previous chapter.
Ultimately it is up to the exporter which approach to choose in the specific situation. Therefore,
it should be the responsibility of the European or Member States’ legislator to tackle this issue
in order to secure comprehensive export controls on emerging technologies. One option could
be setting a legal framework obligating the exporter to take the comprehensive approach.
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Another option could be to add a specific item to the lists of relevant export control regimes
generally covering emerging technologies in certain sectors. In this respect, the United States
could be used as a role model. The U.S. has responded to this challenge by initiating a procedure
for purposed rulemaking regarding emerging technologies.39 Until the actual enactment of list
classifications, the Bureau of Industry and Security (BIS) has the authority to subject certain
technologies to export controls “in specific circumstances or on case-by-case bases.”40 This is
a very promising step to meet this challenge.
In Europe however, a procedure realizing one of those options has not taken place yet. Therefore,
emerging technologies seem to be the Achilles’ heel for European export control.
III. Lessons Learned and Conclusions for Large Trans-boundary Research Projects
From the above analysis, the following lessons can be learned:
•

Due to the cutting-edge character of emerging technologies, an explicit listing in the relevant
export control regimes can be excluded. This might seduce exporters to a literal approach
on European and Member States’ legislation meaning that when there is no requirement for
export authorization under Article 4 of Regulation (EG) No. 428/2009 because of the lack
of listing, export control law is not applicable;

•

There are two options to ultimately tackle this challenge but this requires action by the
European and respective the Member States’ legislator: Option one is the obligation of
exporters to a comprehensive approach screening the relevant lists for comparable goods
and technologies to the emerging technology at issue. Option two is the addition of a
specific classification covering emerging technologies in general.

As explained in this section, the European list-based export control regimes are not perfectly
suited for comprehensively subjecting emerging technologies that pose a threat to security
interests to export controls.
The challenge, however, is identical for every exporter involved in a large trans-boundary
research project that is subject to a list-based export control regime. If there is a specific list
item covering emerging technologies, the challenge has already been tackled by the relevant
legislator. If this is not the case, a comprehensive approach by a responsibility-conscious
exporter is the only way to minimize the risk underlying the challenge.

Complying with Export Control Law
I. Description of the Challenge

39

“Review of Controls for Certain Emerging Technologies,” Bureau of Industry and Security, Department of
Commerce, Washington D.C., November 19, 2018.

40

Adrienne Braumiller, Vicky Wu, Megan Mohler, “United States Export Control Reform Act and Emerging
Technologies,” Braumiller Law, August 15, 2019, <https://www.braumillerlaw.com/united-states-exportcontrol-reform-act-and-emerging-technologies/>.
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In the event that a concrete Horizon 2020 project is classified as potentially sensitive by the
above mentioned internal screening system and - given the regular case - could be assigned to
a classification on a relevant export control regime list after an adequate legal determination,
export control law applies.
Following from this is the urgent requirement to comply with export control regulations and
therefore to initiate the licensing of exports. This administrative task of licensing is still within
the competence of Member States’ authorities despite of the shift of competences to the EU
concerning the transfer of dual-use goods and technologies explained earlier.41
The challenge during this stage is to apply the regulations of the export control regimes
properly.42
II. Mastering the Challenge
In order to meet the challenge, a clear distribution of responsibilities in this regard within the
organizational structure of the research institution is required.
While the export of dual-use goods to embargoed countries (often by way of separate EU
Regulations) is prohibited at the EU level, the same applies at the national level to conventional
armaments. This distinction can also be traced back to the shift of competences between the
Member States and the EU. In such a case the exporter must ensure compliance with these
provisions. But this scenario is almost negligible since embargoes on Member States or
associated countries are highly unlikely.
However, if the technology at issue is listed in the Annexes of national and European export
control legislation and thus must be considered security-relevant (or for any other legal reason
is subject to authorization), the role of the exporter and respectively its legal department will
be to start an appropriate interaction with competent authorities by notifying them about the
transfer at issue as well as submitting all relevant documents in order to obtain authorization.
III. Lessons Learned: Conclusions for Large Trans-Boundary Research Projects
Lessons learned from the above are:
•

When a Horizon 2020 project is filtered and identified as sensitive and the technology
deriving from this specific undertaking must be classified as listed in the annexes of the
relevant export control regimes, export control regulations are applicable and compliance
is required;

•

A clear distribution of responsibility within the organizational structure concerning the
interaction with competent authorities, meaning, among others, initiating the licensing

41

Mirko Himmel, “Emerging Dual-Use Technologies in the Life Sciences: Challenges and Policy
Recommendations on Export Control,” SIPRI, Non-Proliferation and Disarmament Papers No. 64,
September 2019, p. 3.

42

European Regulation 428/2009 does not include sanctions for violations of its provisions. This is again
within the competence of EU Member States. Member State laws contain sanctions for violations of
national and European export control law. The sanctions reach from financial penalties to incarceration.
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process, is necessary, to ensure compliance from an administrative perspective.
Again, these challenges and methods of mastering them are not necessarily exclusive to Horizon
2020 projects as they can be found and applied in any trans-boundary research undertaking.
IV. Interim Result
In summary, it should be noted that the project participants themselves are considered exporters
and therefore are accountable for the creation of an environment that meets the above mentioned
requirements.
In order to master the different challenges and ultimately comply with export control legislation,
the combination of an appropriate organizational structure and a working internal screening
system is necessary. All those instruments rely upon but also ensure the collaboration of
scientific personnel and legal experts since it is crucial that all stakeholders have a sense of
awareness for the questions of export control law and have access to legal expertise where
needed.
Implementing all these measures into everyday academic life inevitably leads to an additional
financial burden for research institutions. However, this is significantly less severe than the
possible sanctions for violations of export control law.
Moreover, the conclusions drawn can be applied to large trans-boundary research projects in
general. The risks and the underlying challenges arising in scientific undertakings regarding
research in the area of emerging technologies are identical as shown above. Therefore, the
introduced measures and systems can also be used in large trans-boundary research undertakings
to ensure ultimate compliance with export control regulations.

Case Studies
The following is a case study that is based on an actual, already completed Horizon 2020
project, but has been modified in certain aspects.
I. Scenario
A research project funded under Horizon 2020 was designed to (further) develop neutron and
gamma ray detection and identification systems and technologies to achieve effective container
inspection at border controls.
This project fell into the funding category FET Open, as radically new ideas and approaches
should be implemented. The consortium was made up of around 20 project participants, both
from industry and the public academic sector, established in various EU Member States, so
it could be qualified as a private-public partnership. Each of the participants contributed to
the success of the project through various different efforts. The role of the project participant
established in Germany was merely to carry out tests on the mechanisms developed by other
participants and to compile reports that summarized the test results obtained.
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After completion, the latter were to be sent to the coordinator in France.43 However, no devices
were developed or exported. Before the start of the scientific activity, it was not apparent that the
conduct of the tests would lead to results of export control relevance. However, this changed in
the course of the implementation of the project. The actual test results achieved, which would
be sent to France by way of those reports at issue, eventually developed a certain bearing that
made the applicability of export control law possible.
II. Handling
Now the role of the project participant established in Germany shall be examined.
The practical application of the just introduced organizational structure and internal system, in
the present constellation, is as follows:
First, the challenge of identification must be mastered.
Due to the circumstances mentioned above, it can be assumed that material relevant for export
control has not been transferred either in the phase of exploration

by the project partners on the
feasibility of the project or in the run-up to the preparation of the proposal. Since such sensitive
transfer was not expected or intended during the implementation of the project either, Article 37.3
of the GA, which requires the gathering of relevant export licenses prior to the commencement
of concrete research activities, was not applicable and thus had no consequences.
Nevertheless, the checklists mentioned several times had to be completed at these critical
points, but led to no need for action from the exporting project participants. The fulfillment of
this screening obligation was ensured by the export control officer in the responsible research
unit according to the preferred decentralized organizational structure.
However, since a change occurred in the output of the research project with regard to the
actual results achieved, another checklist-based screening should be carried out according to
the system presented above. The screening must take place before the reports are sent to the
French coordinator.
After processing the checklist by the responsible scientist and review by the legal department,
the following picture emerged: By definition, technology is qualified in the sense of the German/
European export control law as specific information which is required for the development,
production, or use of goods. The fact that the results contained in the report are required for the
use of the detection and identification of neutrons and gamma rays and that none of the possible
exemptions (informational cannot be considered as basic research or in the public domain, nor
as the minimum necessary information for a patent application) is to be assumed in the present
case..
Due to the nature of the results as being related to an instrument of detection, as well as the
means and substances used in those systems, the classification as armaments and thus the
43

According to Article 9 of the Regulation on Participation, the coordinator and thus the recipient of those
reports could also be established in associated countries. For a listing see footnote 6 or 20. In such a case,
the technology transfer would have to be qualified as an export under national and European export control
law and not as an intra-community transfer, which in turn would lead to increased requirements.
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applicability of the national export lists can be excluded. The assessment of the technology as
a dual-use good, however, is further within the range of the possible. Thus, the first step of the
challenge of identification was successfully completed. Through this checklist-based screening,
a potentially sensitive project was filtered from the masses of harmless undertakings.
Moreover, since the sending of those reports was within the responsibility of the German
project partner, it was his task to ensure compliance for this potentially sensitive transfer as he
must be considered as the exporter according to export control law.
Now the challenge of achieving an accurate determination whether the information falls under
the scope of export control law has to be tackled. In this case, the purposive approach should be
applied and therefore assessed whether comparable goods or technologies are listed.
In particular, a listing according to 1E201, 1C233, 1E001, or 1A004 of Regulation (EC) No.
428/2009 (hereafter; Regulation on the Transfer of Dual Use Goods) was conceivable. If a
listing on this regulation is to be affirmed, then the transmission of the test results would qualify
as an intra-Community transfer under Article 22 of the Regulation on the Transfer of Dual-Use
Goods, which in turn would require a permit.
However, due to the new nature of the technology, the lack of explicit listing and the associated
uncertainty regarding the export control relevance of the test results, it was now necessary
to contact the competent authority in order to make a correct assessment as to whether the
technology at issue could actually be assigned or compared to a listed good.
Long and intensive correspondence between scientists, the legal department, and the competent
authority was now be necessary to resolve this matter. During that period of time, a listing
was even considered to be predominantly probable by the competent authorities. In the end,
however, it was concluded that, given all the technical details, a listing was not evident and
the technology could be transferred to France via those reports with no further permits being
required.
Consequently, after the challenge of identification”was mastered, no further action was required
by the German project participant.

Conclusion
Due the nature of Horizon 2020 projects, a cross-border transfer of technology and know-how
is guaranteed. The challenges arising from the subsequent applicability of export control law
must be tackled by each of the project partners and the consortium as a whole. Research in
the field of future and emerging technologies intensifies those challenges in particular, as the
groundbreaking character of those technologies increases the difficulties of identifying critical
projects and technologies and subsequently complying with relevant export control legislation.
By having an appropriate organizational structure as well as an internal system which meet the
above mentioned requirements in place, these issues can be properly addressed. Introducing
such an internal system is within the responsibility of each project partner as soon as a crossborder transfer becomes necessary. An internal system relying on checklist-based screenings
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at crucial stages within the project implementation process in conjunction with an appropriate
organizational structure present a potential mechanism with which a project partner can live up
to their role as a responsible exporter.
Moreover, the conclusions drawn in this article can be applied to trans-boundary research
projects in general. This being said, all the risks and challenges described can be found not only
in Horizon 2020 projects but also in every other large trans-boundary research undertaking,
especially when conducting research on emerging technologies. Consequently, the potential
compliance mechanisms can also be used as adequate measures to ensure compliance with
export control law in those situations as well.
In conclusion, this article provides a guideline for research institutions to resolve the tension
of conflicting interests in the best possible manner and thereby create an environment where
scientific research can thrive and coexist in harmony with export control compliance.
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Emerging Technologies and
the Challenges of Controlling
Intangible Technology Exports
NITISH SURI1

Abstract
This article addresses the challenge of controlling emerging technologies in the absence of an
objective mechanism that can provide for meaningful parameters to put them under a control
list. A model is developed to identify parameters that determine technology controllability
and also enable relevant score-based analysis to present decision makers with an assessment
criteria of the proliferation risk of the emerging technologies. The Technology Proliferation
Risk Score (TPRS) suggested in the article is determined through the parameters scored based
on the data collected on relevant technologies from different sources. National governments
can incorporate the TRPS model for risk assessment of technologies in their governance
mechanisms to determine the controllability of technologies at early stages of emergence.
Considering the vast potential of software and emerging technology transfers, it is pertinent
that national export policies be ahead of their time to ensure nonproliferation due to export
controls on high risk technology.
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Introduction
International, multilateral, and regional instruments require countries to regulate the export,
brokering, and transit/trans-shipment of military equipment and dual-use items. These
regulations, referred to as dual-use and arms export controls, cover a wide range of physical
goods, including conventional arms, Weapons of Mass Destruction (WMD) and their delivery
systems, and conventional arms and WMD-related parts and components. In addition, they
cover different types of software and technology—defined as including both technical data and
knowledge and technical assistance—that is specially designed or required for the development,
production, or use of controlled items. Controls on transfers of software and technology are
generally considered to be an essential aspect of dual-use and arms export controls. Many of
the items that are subject to control—particularly more complex and technically advanced
conventional weapons—are less effective if the recipient does not have access to relevant
software or technical data to enable or enhance their use. Knowledge and technical assistance
can also be crucial to the successful production of certain types of WMD.
India has a robust export control system that is managed by the Directorate General of Foreign
Trade (DGFT) in the Ministry of Commerce.2 India is adherent to various international export
control treaties and regimes. In particular, India has been a State Party to the Biological and
Toxins Weapons Convention (BTWC) since 1974 and State Party to the Chemical Weapons
Convention (CWC) since 1996. It is also a founding member of the IAEA and an active
participant in nuclear safety and security instruments including safeguards implementation
since 1971, under the agreement with the IAEA for the application of safeguards to civilian
nuclear facilities (INFCIRC/754). Furthermore, India complies with United Nations Security
Council resolution 1540, subscribes to the Hague Code of Conduct in June 2016, and is a
member of all main multilateral export control regimes (the Missile Technology Control
Regime, the Wassenaar Arrangement, and the Australia Group) with the exemption of the
nuclear related ones (the Nuclear Suppliers Group and the Zangger Committee). However,
India’s export control list is fully harmonized with the control lists of all four multilateral
export control regimes.
Export of commercial dual-use commodities, software, and technology is subject to controls
as per the export control list of India (SCOMET - Special Chemicals, Organisms, Materials,
Equipment, and Technologies). Section III under India’s Foreign Trade (Development and
Regulation) Act prohibits, restricts, or otherwise regulates the import or export of goods,
services, and technology.3 The DGFT has laid down the policy and procedure for export control
for items listed in categories I-V and VIII of the SCOMET list.4
India has adopted trade controls for technology transfer under its SCOMET list and considering
the volume of technology and software exports from the country, it is relevant for India to
2

“Export Control Guidelines – SCOMET Help,” Directorate General of Foreign Trade, India, April 24,
2019, <https://dgft.gov.in/sites/default/files/SCOMEThelp24042019-converted.pdf>.

3

“Foreign Trade Development and Regulations Amendment Act,” India, 2010, <https://dgft.gov.in/sites/
default/files/Foreign_Trade_%28Development_%26_Regulations%29_Amendment_Act%2C_2010.
pdf>.
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have a robust mechanism in place to control intangible technology transfer both to companies
and individuals outside India and also foreign nationals within India. The technology can
more readily be carried or transmitted across borders especially due to rapid growth of digital
connectivity. Emerging technologies pose further challenges to countries for controlling the
transfer of intangible technology. There is a need to understand whether and how to control
this and in India’s context, adopt best and advanced global practices to counter this challenge.
These are the questions this article tackles.
The focus on export control of intangible technology and software assumes significance in
countries like India that export a huge volume of software products and services to almost all
countries in the world. India’s IT(Information Technology) and ITeS (Information Technology
and enabled Services) industry grew to USD $181 billion in 2018-2019.5 Exports from the
industry increased to USD $137 billion in FY19 and out of that 21.80 percent of the total
exports are of Research and Development Software products to around 80 countries.6 The
cloud market in India is expected to grow threefold to USD $7.1 billion by 2022 with the help
of increasing adoption of Big Data, analytics, artificial intelligence, and the Internet of Things
(IoT).7 In such a scenario, it is pertinent to develop a robust system to mitigate the risk of
proliferation of technology meant for non-civilian purposes.
This article focuses on emerging technologies and the suggested ways and means to control
them and includes a broad strategy for technology transfer control to counter the risk of
proliferation citing global best practices. Governments’ export control policies associated with
electronic transfers of technology are still developing.
The article is intended to identify the parameters for determining the proliferation risk to
control intangible technology transfer with the emergence of new technologies, evaluate risk
proliferation factors against each parameter, and identify policy recommendations, especially in
the context of countries like India. The article also presents conclusions and recommendations
focused on the steps that could be taken by the Indian government, companies, and research
institutes to both streamline controls on transfers of software and technology and improve
their effectiveness. These suggestions are intended to address some of the challenges and gaps
identified by the article as well as steps that could be taken to develop a more harmonized
approach on certain issues. Finally, the conclusions look at the need and potential to complement
the application of export controls to software and technology with other governance tools,
such as risk engines and end-to-end encryption and systems of self-regulation, particularly in
the research field and academia. As a result, new national laws and international mechanisms
might be required. However, adoption of effective mechanisms is likely to be controversial and
therefore a need exists for a risk-based, targeted approach, as well as international cooperation.

5

“Key Findings in the Indian IT and ITeS Industry Report,” India Brand Equity Foundation, September,
2019, <https://www.ibef.org/industry/information-technology-india.aspx>.
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“Nasscom Cloud: Next Wave of Growth in India,” Nasscom, August 2019, <https://www.nasscom.in/
knowledge-center/publications/nasscom-cloud-next-wave-growth-india-2019>.
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Technology and Nonproliferation Controls
The four major export control regimes all require their members to adopt controls on intangible
technologies as well as on goods. The approach taken by the export control regimes has largely
been to control the intangibles associated with technologies that are otherwise controlled. The
designs for missile propulsion systems, for example, are likely to be considered controlled and
thus cannot be exported without a license. Currently, intangible technology is defined by the
Wassenaar Arrangement as:
“Specific information necessary for the development, production, or use of
[controlled] goods or software” where... “information takes the form of technical
data or technical assistance;” “Technical data may take forms such as blueprints,
plans, diagrams, models, formulae, tables, engineering designs and specifications,
manuals and instructions written or recorded on other media or devices such as
disk, tape, read-only memories;” “Technical assistance may take forms such as
instruction, skills, training, working knowledge, consulting services.”
Technical assistance may involve transfer of technical data as defined by the Wassenaar
Arrangement. In India, paragraph 2(m) of the Foreign Trade (Development & Regulations)
Amendment Act of 2010 defines technology as “any information (including information
embodied in the software), other than information in public domain that is capable of being
used in (i) the development, production and use of any goods or software (ii) the development
of, or the carrying out of an industrial or commercial activity or the provision of service of any
kind.”8 Section 13(2) and 13(3) of the WMD Act of 2005 provide restrictions on the transfer
of technology. Section 13(2) clarifies that any transfer of technology of an item whose export
is prohibited under the Act is prohibited. Section 13(3) specifies that when any technology is
notified under the Act or any other relevant act, as being subject to transfer controls, the transfer
of such technology shall be restricted to the extent notified thereunder.
Under SCOMET policy, transfer of any controlled technology is not allowed a) by a person
or from a place within India to a person or place outside India; b) by a person or from a place
outside India to a person, or a place, which is also outside India (but only where the transfer is
by, or within the control of, a person who is a citizen of India, or any person who is a resident
in India).9 Hence, transfer of controlled technology to foreign nationals is barred by any person
who is a citizen of India or any person who is a resident in India, even if it happens outside
India.
It is mandatory for all companies and their subsidiaries registered in India and all other
business entities operating in India and involved in the manufacture, processing, and use
of Special Chemicals, Organisms, Materials, Equipment and Technologies (SCOMET) to
obtain permission from the Directorate General of Foreign Trade before entering into any

8

“Foreign Trade Development and Regulations Amendment Act,” India, 2010, <https://dgft.gov.in/sites/
default/files/Foreign_Trade_%28Development_%26_Regulations%29_Amendment_Act%2C_2010.
pdf>.
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arrangement or understanding that involves an obligation to facilitate or undertake site visits,
on-site verification, or access to records/documentation by foreign governments or foreign
third parties, either acting directly or through an Indian party or parties.10 Requests for such
permissions are considered in the way requests for export/import licenses are considered.

The Dilemma of Controlling Emerging Technologies
Ensuring control over intangible technology transfer is a challenge. Transfers of software and
technology through intangible means can occur through the electronic transfer of data or the
oral transmission of information. There are several different means through which technology
transfers may take place including:
1.

Commercial and government sales

2.

Scientist, engineer, student, and academic exchanges

3.

Co-development and co-production agreements

4.

Commercial proposals and associated business visitors

5.

Trade fairs, exhibits, and air shows

6.

Sales to third-party nations

7.

Multinational corporation transfers

8.

International programs (such as fusion, space, and high energy)

9.

International meetings and symposiums on advanced technology

10. Dummy corporations
11. Knowledge acquired after mergers and acquisitions
With the emergence of new technologies, the risk of proliferation through the above means
and the types of technology transfer have also increased. There is a need to have appropriate
controls on the export, re-export, or transfer of emerging technologies. The Bureau of Industry
and Security of the U.S. Department of Commerce sought assistance from exporters and other
stakeholders to identify emerging technologies with proliferation relevance.
Some of the categories of the emerging technologies with potential risk for proliferation include:

10
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•

Biotechnology (e.g., nanobiology, synthetic biology, genomic and genetic editing to build
viruses, and neuro-tech)

•

Artificial intelligence and machine learning technology (e.g. neural networks and deep
learning, evolution and genetic computation, computer vision, planning, etc.)

•

Navigation, and timing technology

•

Microprocessor technology (e.g., systems-on-chip or stacked memory on chip)

•

Advanced computing technology (e.g., memory-centric logic)

•

Data analytics technology (e.g., visualization, automated analysis algorithms, or contextaware computing)

•

Quantum information and sensing technology (e.g., quantum computing, encryption, or
sensing)

•

Logistics technology (e.g., total asset visibility or distribution-based logistics systems)

•

Additive manufacturing (e.g., 3D printing);

•

Robotics (e.g., micro-drone and micro-robotic systems. swarming technology, selfassembling robots, and molecular robotics);

•

Brain-computer interfaces;

•

Hypersonics (e.g., flight control algorithms, propulsion technologies, and specialized
materials);

•

Advanced materials (e.g., adaptive camouflage, functional textiles, or biomaterials);

•

Advanced surveillance technologies (e.g., face-printing and voiceprint technologies);

Policy-makers are faced with the challenge of ensuring that the competitive edge of domestic
high-tech companies in the global market will not be damaged if such emerging, cutting-edge
technologies are included in the scope of export control lists. Their challenge is to determine
which export of emerging technology poses a risk to national security and has a higher
proliferation risk. This calculation is necessary for governments intending to regulate the
transfer of emerging technologies through export controls.
Framework for Analysis
The author analyzed the work of the Nonaka Innovation Cycle Model on the knowledge transfer
and conceptual models like the Capability Acquisition Model (CAM) for transfer of intangible
technology to suggest a standard model to evolve the concept of identifying parameters that
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take into account controllability while judging what needs to be controlled.11,12
Gorman has identified several types of knowledge, including declarative (what), procedural
(how), judgemental (when), and wisdom (why), suggesting that each type of knowledge had
both tacit and explicit elements.13 Nonaka’s innovation cycle models knowledge transfer as a
spiral process and each type of knowledge can be transferred in a different way.14 He states
that tacit knowledge is subjective and experience-based and cannot be expressed in words,
sentences, numbers, or formulas, often because it is context specific. This also includes
cognitive skills such as beliefs, images, intuition, and mental models as well as technical skills
such as craft and knowhow. Explicit knowledge is objective and rational knowledge that can
be expressed in words, sentences, numbers, or formulas (context free). It includes theoretical
approaches, problem solving, manuals and databases.
Adapted Capability Acquisition Model
To understand the transfer of intangible technology, Ian J Stewart suggested the Capability
Acquisition Model. He studied the process of capability indigenization which more often
involves the acquisition or emulation of a capability that already exists elsewhere in the world
rather than creating new ideas.
The model suggests that in order to achieve the target capability, the acquirer of technology
can progress iteratively inwards as their possession of tacit knowledge increases. This inward
progression allows them to utilize explicit knowledge, materials, and equipment more fully in
reaching their target capability.15 Both tacit and explicit knowledge are required for capability
acquisition to be successful. Tacit knowledge acquisition is a prerequisite to acquisition of
capability. It is suggested in the model that it is the progression of tacit knowledge that allows
progress to be made towards realizing a capability, thus implying that acquisition of equipment
or materials and availability of explicit information alone would not result in successful
capability acquisition.
A further refinement of this model involved the integration of the “technology readiness levels”
(TRL) model. A key reason for integrating TRLs into the CAM model is that it allows the model
to consider the contribution of research and development to the acquisition of a capability.16
This is particularly important in relation to intangible technology controls, as research and
development can fall within the scope of controls but the nature and scope of these controls is
generally poorly understood.

11

Ikujiro Nonaka and Takeuchi Hirotaka, “The Knowledge-Creating Company: How Japanese Companies
Create the Dynamics of Innovation (New York: Oxford University Press, 1995).

12

Ian J. Stewart, “The Contribution of Intangible Technology Controls in Controlling the Spread of Strategic
Technologies,” Strategic Trade Review, Vol. 1, Issue 1 (Autumn 2015), pp 48-55.

13

Michael E. Gorman, “Types of Knowledge and Their Roles in Technology Transfer,”Journal of Technology
Transfer Vol. 27, No. 3 (2002), pp. 219-231.

14

Ibid, p. 12

15

Ibid.

16

Ian J Stewart, “Examining Intangible Controls,” Project Alpha, Kings College, Vol 1, June 2016, pp 2-8.
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Emerging Technologies – Technology Proliferation Risk Score (TPRS) Model
Forecasting emerging technologies and their impact, especially in the security field rather
than just from an economic perspective, is inherently difficult and to some extent elusive.
However, if dialogue with both exporters and researchers can provide information about a
technology early on, predictions, risk identification, and the development of adequate standards
and parameters could be streamlined. The approach to assessing emerging technologies and
to distinguishing between basic and applied research — therefore understanding when export
control exemptions may apply — often differs significantly between scientists and authorities.
Some authorities have started supporting the use of so-called technology readiness levels
(TRLs), a scale originally developed by the National Aeronautics and Space Agency (NASA),
to establish common general standards for technological development.17
The proposed Technology Proliferation Risk Score takes inspiration from the adapted CAM
and utilizes the TRL suggested in the model to determine the risk assessment of emerging
technologies.18 It measures proliferation risk and provides the TPR score from one to ten, on
the basis of proliferation risk criteria. Proliferation risk is the likelihood of a state or non-state
actor obtaining sensitive technology within a given time period. Proliferation risk criteria are
the reference points against which the significance of risk is evaluated and measured.
The Adapted Capability Acquisition Model fails to identify the proliferation risk associated
with the technologies. There is a need to develop new tools and approaches for understanding,
limiting, and managing the risks posed by the proliferation of intangible technologies. This
article focuses on the risk assessment of new emerging technologies and the methodology to
be applied to score these technologies based on their proliferation capability.

Image 1. Framework for analyzing and calculating proliferation risk score

17

“Technology Readiness Level,” National Aeronautics and Space Administration, October 29, 2012, updated
on August 7, 2017, <https://www.nasa.gov/directorates/heo/scan/engineering/technology/txt_accordion1.
html>.

18

Ian J. Stewart, “The Contribution of Intangible Technology Controls in Controlling the Spread of Strategic
Technologies,” Strategic Trade Review, Vol. 1, Issue 1 (Autumn 2015), pp 48-55.
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This analytical/predictive tool for comprehensive proliferation risk assessments will provide
important information for discussions and decisions regarding export control options for
controlling intangible technology transfers.
These assessments will:19
•

Exploit approaches for analysing difficult-to-quantify proliferation risk factors or indicators
(e.g. potential to proliferate, accessibility, and level of damage);

•

Evaluate diverse risk proliferation factors by analyzing the data for technologies to
understand the trade-offs and potential risk of proliferation;

•

Apply these tools to score technologies and display the results in a useful format for decision
makers to control these technologies.

Technology Risk Proliferation Score Criteria
Fred A. Manuele is the first to use the term “risk scoring system” for operational risk
assessments.20 He states that two-dimensional risk assessment matrices using likelihood (L) of
event occurrence and severity of consequence (S) have been commonly used in risk assessment
exercises. However, as risk scoring systems with three or four risk factors are becoming more
common, adding a third or fourth factor such as failure detectability, control effectiveness, and
vulnerability or other can be useful.

Image 2. Technology proliferation risk parameters

19

“The Objective of the NEET’s Proliferation and Terrorism Risk Assessment (PTRA) Subprogram,” United
States Office of Nuclear Energy, <https://www.energy.gov/ne/nuclear-energy-enabling-technologies/
proliferation-and-terrorism-risk-assessment>.

20

Fred A Manuele, “Risk Assessment and Hierarchies of Control – Professional Safety,” May 2005, pp 38-39
<https://aeasseincludes.assp.org/professionalsafety/pastissues/050/05/030505as.pdf>.
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This article analyzes the technology proliferation risks by determining the parameters for
assessing the proliferation risk of technologies. The parameters include: the severity in terms
of the possible consequence or impact of the technology if transferred outside the country and
into the hands of the non-state actors or high risk countries and the vulnerability of a specific
technology which is the exposure of a particular technology and measures the capability of
the non-state actors to access a particular technology. The detectability factor is the degree to
which a specific technology transfer to a non-state actor or high risk countries is detected by
the enforcement agencies.
Severity (S)
Severity is a measure of the possible consequence of a technology transfer to a non-state
actor or enemy state. Severity associated with a risk is normally assigned a score, level, or
rating. This will be measured on a rating of one to ten. A one rating relates to the remote
possibility of causing minor severity harm, a ten rating being a risk with very likely probability
of causing catastrophic harm. The severity assessment matrix ranks two items: the probability
of occurrence of harm and the severity of that harm due to technology proliferation.
Severity Score (Severity harm from Technology Proliferation)
Probability of
Catastrophic
Serious
Moderate
Minor
Proliferation
Very Likely
10
9
8
7
Likely

Unlikely
Remote

9

8

6
4

7

6
3

5
2

6

4
1

Table 1. Severity assessment matrix
Vulnerability (V)
Vulnerability is a measure of the degree to which a particular technology or the system
associated with it is likely to be used for proliferation, manufacturing of a WMD, or exposed
globally. The vulnerability will be measured on the basis of the scoring of the following factors:

S.No.
1
2
3

Vulnerability Factor

Vulnerability Score

Capability to reverse engineer
technology
Ability to substitute for
conventional manufacturing/
processes

Cost of acquisition of emerging
technology

High/Yes

Low/No

1

0

1

0

0

1
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4

Barrier of entry to acquire or learn
technology

0

1

5

Design–Build–Test cycle of
Technology (Short -1, Long – 0)

1

0

6

Existing Self-Regulating
Instrument/ Regulatory Framework

1

0

7

Cyberattack Vulnerability
(Technology transfer through Cloud
computing or insecure servers)

1

0

8

Dual-use Capability (Applicability
in developing WMDs)

1

0

9

Development of Standards to
transfer technology

0

1

10

Technology Readiness Level (More
than 6) *

1

0

Vulnerability Score

Max - 10, Min - 0

Table 2. Vulnerability scoring matrix21
The various vulnerability factors to be analyzed in scoring the emerging technologies include
the following:
•

Capability to reverse engineer technology – The Institute of Electrical and Electronics
Engineers (IEEE) defines reverse engineering as “the process of analyzing a subject system
to identify the system’s components and their interrelationships, and to create representations
of the system in another form or at a higher level of abstraction,” where the “subject
system” is the end product of software development.22 Reverse engineering is a process of
examination only: the software system under consideration is not modified (which would
make it re-engineering or restructuring). Reverse engineering can be performed from any
stage of the product cycle, not necessarily from the functional end product. The capability to
re-engineer an emerging technology raises the risk of proliferation of that technology. The
high probability of reverse engineering an emerging technology will raise the vulnerability
risk;

21

The TRL Score as suggested by the Adapted Capability Model from Ian J Stewart. See Ian J Stewart,
“Examining Intangible Controls,” Project Alpha, Kings College, Vol 1, June 2016, pp 2-8.

22

E.J Chikofsky and J.H Cross, “Reverse Engineering and Design Recovery: A Taxonomy,” IEEE Software,
Vol. 7 (January 1990), pp. 13–17.
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•

Ability to substitute for conventional manufacturing/processes: The ability of an
emerging technology to be a potential substitute for conventional processes or manufacturing
increases the possibility of wide adoption of such a technology. The higher the adoption
rate of the technology, the higher the risk to control it. Therefore, a high adoption rate
signifies high vulnerability of the emerging technology;

•

Cost of acquisition: The cost of acquiring an emerging technology is a determining
factor. Cheap technology products have higher probability of proliferation as compared to
technologies that have high cost to acquire. Higher cost of acquisition will signify lower
vulnerability;

•

Barrier of entry to acquire or learn technology: Barriers to entry are the obstacles or
hindrances that make it difficult for new companies to enter a given market. These may
include technology challenges, government regulations, patents, costs or education, and
licensing requirements. High barrier to entry of an emerging technology will signify low
vulnerability;

•

Design–build–test cycle of technology: Also known as the application development
life-cycle in Information Technology, it is a process for planning, creating, testing, and
deploying an information system. The systems development life cycle concept applies to a
range of hardware and software configurations. There are usually six stages in this cycle:
requirement analysis, design, development and testing, implementation, documentation,
and evaluation. The shorter the cycle to develop a new technology system, the higher the
vulnerability of that technology to proliferate;

•

Existing self-regulating instrument/regulatory framework: This includes international
and regional agreements, national laws and regulations, policies and guidelines, codes of
conduct, terms and conditions of funding instruments, and education and awareness-raising
exercises covering the emerging technology. Any existing self-regulating instrument/
regulatory framework will reduce the risk of proliferation of the emerging technology. The
higher the regulatory framework, the lower the vulnerability;

•

Cyberattack vulnerability (technology transfer through cloud computing or insecure
servers): The vulnerability of an emerging technology to be the target of cyberattacks raises
the proliferation risk significantly. This especially applies in the case of cloud computing
and transfer of technology through online services. While cloud computing models are
full of advantages compared to on-site models, they are still susceptible to both inside
and outside attacks. Therefore, cloud developers need to take security measures to protect
their users’ sensitive data from cyber-attacks. Any emerging technology that can be easily
hosted in the cloud or transferred through online services is at higher risk of cyber-attack
and therefore more vulnerable to proliferation;

•

Dual-use capability (applicability in developing WMDs): This refers to the trade in
dual-use items – goods, software, and technology that can be used for both civilian and
military applications and/or can contribute to the proliferation of WMD. Many emerging
technologies have high dual-use potential signifying their higher proliferation risk;
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•

Development of standards to transfer technology: Developing standards for data privacy
related to technology at the international level could enable a more level playing field for
companies. At the same time, they could also moderate possible future risks that could result
from the exploitation of data sets using machine learning and artificial intelligence. The
likelihood of cyber-security standards and codes being effective is considerably higher if
they are developed by or in conjunction with the scientific community through a continuous
process of review and exchange that is able to respond to rapid scientific developments and
public opinion. Development of such standards lowers the vulnerability of the technology;

•

Emerging technology readiness level(TRL): To gauge the maturity of technology
acquisition, it is useful to measure emerging technologies against Technology Readiness
Levels(TRL). Following initial development by NASA, industries have widely accepted
the TRL scale as a way of measuring the maturity of the application of technology. Ian
Stewart has applied the TRL scale in his Additive CAM model. The use of TRLs enables
consistent, uniform discussions of technical maturity across different technologies.

The TRL Scale includes the following levels:
Technology Readiness
Level1

Description

TRL 1

Basic principles observed

TRL 3

Experimental proof of concept

TRL 2
TRL 4
TRL 5

Technology concept formulated
Technology validated in lab

Technology validated in relevant environment (industrially
relevant environment in the case of key enabling technologies)

TRL 6

Technology demonstrated in relevant environment (industrially
relevant environment in the case of key enabling technologies)

TRL 7

System prototype demonstration in operational environment

TRL 8

System complete and qualified

TRL 9

Actual system proven in operational environment (competitive
manufacturing in the case of key enabling technologies; or in
space)
Table 3. Technology readiness level

A TRL six indicates that the technology’s capability has been determined. A TRL six technology
has a fully functional prototype or representational model. A TRL seven technology requires
that the working model or prototype be demonstrated in a working environment. A TRL eight
technology has been tested and is ready for implementation into an already existing technology
or technology system. A TRL score of six and above signifies a mature stage of technology
acquisition and is a factor in determining the potential proliferation vulnerability of the
technology.
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Detectability (D)
Detectability is the ability to detect technology exposure to a non-state actor before it causes
harm. The purpose of considering detection is to ensure that potential or actual transfer of
technology can be identified with enough time to take action before the harm is caused.
It is determined on the basis of the technology regulations currently in place other than the
export controls. It can be determined on the basis of the availability of a specific technology. If
the technology is available with only a few companies within a country, it is to be determined
whether these companies have internal compliance programmes to ensure that an unwanted
technology transfer is reported. Detectability is scored from zero to ten (zero being high
detectability and ten low detectability).

S. No.

Detectability Factor
Industry Compliance
Program

Detectability Score

Medium

Low

0

1

2

Degree of digitization

2

1

0

Government Regulations

0

1

2

Specific Targeting
capability

2

1

0

2

1

0

Do It Yourself(DIY)
Capability
Detectability

High

High Detectability – 0, Low Detectability - 10
Table 4. Detectability scoring matrix

•

Compliance program: An effective export control compliance program where technologies
are being developed or implemented is important to lower the risk of their proliferation.
This also ensures effective detection of any proliferation;

•

Degree of digitization: This determines the degree to which the technology has been
digitized by exporters. A higher degree of digitization will make it difficult for the
proliferation to be detected;

•

Government regulations: Active regulatory frameworks to audit emerging technologies
and a mechanism to generate intelligence from exporters to determine the proliferation
capability of an emerging technology is a critical factor in detecting risk of its proliferation;

•

Specific targeting capability: The higher targeting capacity of proliferation of a technology
in a limited region or specific set of industry reduces the ability to detect it. The lower the
specific targeting capability, the lower the detectability in case of proliferation;

•

Do It Yourself(DIY) capability: The DIY capability of a technology depends on the ability
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to commonly exchange information in order to build it in the DIY community. This may
provide an attractive option for non-state actors to easily adapt to the new technology.
The higher the DIY capability of a technology, the lower the probability of detecting its
proliferation.
Calculating Risk of Emerging Technologies
The various risk factors under the three parameters of severity, vulnerability, and detectability
are evaluated and a score for each of the parameters is used to calculate the overall TPRS score
as below:

Image 3. Calculating TRPS
The Technology Proliferation Risk Score may be analyzed by decision makers to control the
export of emerging technologies. An indicative matrix to analyze the TPR Score is shown
below:

Image 4. TPRS score matrix
The TPRS may be calculated for the emerging technologies by the governments to analyze the
risk associated with their transfer and if the risk is high, decision makers can initiate steps to
put these technologies in control lists and regulate their transfer. A high risk score signifies high
severity, high vulnerability, and low detectability. The following outcomes based on the TPRS
are included in the Score Matrix:
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•

Minimal risk: Technologies with TPRS score with low severity, low vulnerability, and
high detectability risk do not need focus from the export control perspective;

•

Industry awareness: Technologies with TPRS score from 3.1 to 5.9 signify lower risk
of proliferation but exporter awareness may be introduced for these technologies as a
preventive measure;

•

Pre-export control list: Technologies with TPRS score relatively higher and between six
to 7.9 may be included in a “pre export control” list that may function as a watch list for
emerging risk of future proliferation if exporter compliance is not checked;

•

Export control list: A high risk score signifies technologies with high severity and impact
if exported in wrong hands, high vulnerability to proliferation and low detectability risk.
Such technologies may be included on a country’s control list with the requirement of
obtaining export license.

Case Study: Additive Manufacturing and Biotechnology23
Additive manufacturing (AM) is a rapidly emerging technology with growing relevance for
WMD proliferation. The rapid pace of AM development makes it increasingly difficult to
keep track of its potential impact on proliferation pathways. More recently, the convergence
of biotechnology with emerging technologies, including additive manufacturing, has become
a particular focus since these technologies hold tremendous promise but also increase the
possibilities for misuse of biotechnology and the proliferation of biological weapons. They
could also provide new possibilities for biological weapon use and increase the exposure of
digitized biological data and operating parameters to cyberattacks.
Additive manufacturing and biological use of this technology has been applied as a case study of
an emerging technology to determine its proliferation risk using the TPRS Model as a test case.
While determining the TPRS score, the following methodology has been used after analysing
the proliferation factors and risk parameters for this emerging technology with a limited scope
of indicating the proliferation risk.
•

Severity: Additive manufacturing describes a broad category of advanced automated
manufacturing techniques. It can produce objects of virtually any shape or form by depositing
layer upon layer of material and fusing them together using a variety of techniques, such
as liquefied extrusion, inkjet printing, stereolithography, sintering, and laser, or electron
beam melting. In a biological weapon, bio-printing a suitable pathogen can infect the target
and cause illness or death after dissemination without being affected by environmental
conditions or being significantly mitigated by medical treatment and biodefence measures.
The severity of proliferation of such biological weapons in the hands of non-state

23

Kolja Brockmann, Sibylle Bauer, Vincent Boulanin, “Arms Control and the Convergence of Biology and
Emerging Technologies” SIPRI, March 2019.
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actors is catastrophic while the probability of this occurring is likely. Therefore,
the severity score is nine per the Severity Scoring Matrix.
•

Vulnerability: Additive manufacturing machines rely on digital build files, initially in
the form of computer-aided design (CAD) files or similar formats, which can encode the
dimensions of the desired object and subsequently in machine-specific formats that include
the operating parameters and commands that the AM machine needs to execute in order to
produce the object’s desired performance characteristics. The digitization of the blueprints
and commands—the information that is necessary for the production of an item—allows for
easy transferability of the technology using electronic media (e.g. email) or decentralized
information-sharing platforms (e.g. cloud storage). Additive manufacturing has already
been adopted by the biomedical sector for a variety of applications. The main advantage
that many of the applications seek to exploit is the ability of AM machines to produce
individualized items without the need to produce new moulds each time, to reconfigure
machine tools, or to draw on extensive manual manufacturing skills. AM is established
as a production technology for customized biomedical implants or prostheses, such as hip
and dental implants.The Vulnerability Matrix for AM and biotechnology is specified in the
Table below:
Vulnerability Scoring Table: Additive Manufacturing and Biotechnology
S.No.
1
2
3

Vulnerability Factor

Capability to reverse engineer
technology

5

Design–Build–Test cycle of
Technology (Short -1, Long – 0)

6

Existing Self-Regulating
Instrument/ Regulatory
Framework

8

0

Cost of acquisition of emerging
technology
Barrier of entry to acquire or
learn technology

Cyberattack Vulnerability
(Technology transfer through
Cloud computing or insecure
servers)
Dual-use Capability
(Applicability in developing
WMDs)

Low/No

1

Ability to substitute for
conventional manufacturing/
processes

4

7

High/Yes

1
0
0
1

1

1
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9

Development of Standards to
transfer technology

10

Technology Readiness Level
(More than 6)

1
1

Vulnerability Score

7

Table 5. The vulnerability score of additive manufacturing and biotechnology is 7
•

Detectability: The use of bio-printing is less mature, but a variety of applications are in
the developmental phase or in the early stages of commercialization. While the ability to
print fully functional donor organs that can be implanted and sustained in a human body
is probably decades away, the production of different kinds of tissue for medical research
and testing is more advanced. AM technology provides a multipurpose manufacturing
capability that can potentially substitute for other, controlled production equipment.
In addition, the digitization in build files with much of the information required for the
production of a controlled product means that it can now be more readily transferred—
whether electronically, without having to pass through customs in a material form, or
through the travel of a person with the necessary expertise. Advances in AM could thus
have a significant impact on the effectiveness of export control as a nonproliferation tool as
it could increase the reliance on transfers of data, which are assumed to be more difficult to
track and control by licensing and enforcement agencies. The detectability score as per the
TPRS model is shown in the table below:
S. No.

Detectability Factor
Industry Compliance
Program
Degree of digitization
Government Regulations
Specific Targeting
capability

Do It Yourself(DIY)
Capability
Detectability(Additive
Manufacturing and Biotechnology)

Detectability
High

Medium

Low
2

1
1
2
1
7

Table 6: The detectability score for AM and biotechnology is seven
TPRS Score: The technology Proliferation Risk Score for additive manufacturing and
biotechnology as per the model detailed above is:
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= TPRS Score (7.6)

The TPRS Score of 7.6 indicates that the emerging technology of AM and biotechnology falls
under the category of a “pre export control” list that may function as a watch list for emerging
risk of proliferation in future, if exporter compliance is not checked.

Policy Recommendations for Intangible Technology Transfer Control
The government and exporters can adopt specific strategies to deal with the emerging
technologies based on technology’s risk score including assisting exporters to put in place
strict compliance for technologies that are in pre-control list stage with a relatively high risk
of proliferation. The author has detailed the policy recommendations for intangible technology
transfers in the context of reforms in export control policies of developing countries like India.
The TPRS model has been constructed with the intent to be used by policy-makers when
assessing the proliferation risk of the technologies. In this context, the author has suggested the
following policy recommendations:
1. Emerging technologies under the export control regimes
The Wassenaar Arrangement recognizes that the implementation of controls on software and
technology represents an important aspect of participating states’ export control systems.24 A
Statement of Understanding attached to the General Technology Note states that participating
states have agreed to treat controlled technology “with vigilance in accordance with national
policies and the aims of this regime.” The policies of different member states differ when it
comes to putting the technologies into their control lists. This is more of an issue in the field
of dual-use export controls than military goods given that the latter are more clearly defined
and understood. Moreover, it is also particularly relevant in the field of technology controls
where establishing what is and is not subject to control can be a difficult process that is open
to interpretation.
In such a scenario, the export control regimes should develop a mechanism to objectively
determine the emerging dual-use technologies which needed to be controlled. Lists of such
dual-use technologies with a high proliferation risk score (with high vulnerability, high severity,
and low detectability) should be maintained by the export control regimes to assist member
states in putting emerging technologies into their national export control list.
2. Controlling emerging technologies under export control lists in various countries
Various governments including the Government of India should evolve a mechanism to
identify the emerging technologies that have high proliferation risk and include them in the
export control lists under the controlled category. An emerging technology advisory committee

24

The Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods and
Technologies,” The Wassenaar Arrangement, 2013, <http://www.wassenaar.org/controllists/index.html>.
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may be created to advise the government on proliferation risk of emerging technologies in
close coordination with exporters. The process should involve collecting and analyzing data
on the emerging technology in close coordination with exporters and identifying the severity,
vulnerability, and detectability of the emerging technology based on the suggested TRPS model
to put it into the control list.
3. Technology checker tool
Governments should create a checker tool that is designed to identify export license requirements
for export of controlled items to certain destinations. The OGEL checker tool as developed
by the Department of International Trade in the United Kingdom is specific to the export of
controlled goods.25 It is recommended that a similar checker tools be developed within various
export control regimes to help exporters identify export license requirements for both goods
and technology.
4. Government-industry outreach
Various governments actively engage exporters in technology export control compliance
programs. Governments in countries like India may assist exporters in implementing strategic
trade management compliance through an outreach program. It is recommended that a system
for exporter outreach be institutionalized in the form of a technology transfer compliance
outreach program. The program should focus on export control compliance-related awareness
campaigns specifically for technology companies. The government should come up with
detailed technology transfer compliance guidelines and provide export compliance training to
companies and their staff as part of the program. Further, this should help in gathering relevant
data for the TPRS model.
5. Exporter compliance best practices
A robust technology transfer compliance program for exporters can help organizations dealing
with the export of dual-use emerging technologies to avoid being regulated. In the TPRS model,
the emerging technologies falling under the pre-control list stage in the proliferation risk score
assessment can avoid moving to the next stage of proliferation risk if exporters demonstrate
efficient export control compliance. The technology proliferation risk score can provide these
exporters with an opportunity to work on their internal compliance.
Intangible technology transfers are still a challenge for many medium and small enterprises
in developing countries. The author studied best practices followed globally by technology
companies and the following best practices are recommended for protecting technologies that
are already in the control lists, or even conforming to provisions set in export control laws or
falling under the pre-control list category of the TPRS model:

25

“Open General Export License (OGEL) Checker Tool,” Export Control Organization, Department of
International Trade, UK Government, <https://www.ecochecker.trade.gov.uk/spirefox5live/fox/spire/
OGEL_GOODS_CHECKER_LANDING_PAGE/new>.
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Export risk engine

To provide efficient and effective risk assessment of online activities, technology
exporters use risk engine tools. The risk engine can be utilized to analyze a range of
indicators associated with an activity to determine the probability that the activity is
fraudulent especially in cases where the technology or information is controlled. Used
today by leading banks, credit and debit card issuers, and other organizations worldwide,
the risk engine detects, analyzes, scores, and manages online activity for the purpose of
consumer protection. It reduces the risks of privacy and compliance exposure, lowers
the level of fraud, detects possible impersonators, and identifies new fraud trends as
they develop to protect any proliferation. Companies should integrate their systems
with the risk engine to provide efficient and effective risk detection of online activities
of its employees handling sensitive information. The engine monitors the end users’
activity and ensures detection of any activity online in secure official environment.
ii.

End-to-end data encryption

Software and Technology companies should have cryptographic protection of data such
that the data are not in unencrypted form between an originator (or the originator’s
in-country security boundary) and an intended recipient (or the recipient’s in-country
security boundary), and the means of decryption are not provided to any third party. The
originator and the recipient may be the same person.
iii.

Strengthening data storage in cloud computing

The Bureau of Industry and Security of the U.S. Department of Commerce issued
specific guidelines for end-to-end encryption of data and data storage over the cloud
environment for U.S companies.26 The governments of other countries should also issue
specific guidelines for cloud storage and end-to-end encryption of data for companies
located outside U.S.
iv.

Technology specific export control study groups in industries

Exporters should be encouraged to dedicate resources for export control compliance and
technology and software exporters specifically should create in-house export control
study groups that classify the technologies and software being developed. This screening
should be mandatory before the technology is transferred or the software is released.
The export control study group should assist the company in the process of getting an
export license in case the technology is controlled. The group should be responsible for
training the staff and making them aware of the export control compliance.

26

“Emerging Technology and National Security Policy,” Bureau of Industry and Security, U.S. Department
of Commerce, <https://www.bis.doc.gov/documents/bis-annual-conference-2018/2239-cloudy-with-achance-of-technology-transfer-breakout-rev-13may2018/file>
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v.

Technology exporters should strengthen cybersecurity
Cyber security is relevant in the current scenario where non-state actors are increasingly
making attempts to hack systems and servers to steal sensitive data. Export control in
organizations handling sensitive information and data is about securing their systems
from the unauthorized access of hackers. The exporters must design more secure systems,
compartmentalized software or information, focus on air gapping networks (network
segmentation) and provide limited access to computers with controlled information.
Awareness and vulnerability training must be provided to the employees vulnerable
to cyber-attacks. The 2FA verification with hardware key access can be provided to
prevent phishing attacks and the companies must install network intrusion detection
systems especially where the controlled information is stored.

Conclusion
Emerging technologies pose a radical challenge for export controls and demand a new approach.
It has been difficult for countries and export control regimes to keep up with the pace of new
technologies. It has also been difficult to come to a consensus on why a certain technology
should be controlled and thereby establishing the proliferation relevance of an emerging
technology is a key challenge that often requires a long consultation process. In the case of
emerging technologies, nations are particularly cautious not to compromise new industries
and limit the potential of their development and competitiveness globally. The impact and
applicability of emerging technologies is often limited and their ultimate potential can be
somewhat ambiguous. For emerging technologies, there is no objective mechanism yet that
can provide for meaningful parameters to put them under a control list. Therefore, introduction
of controls in the absence of such mechanism is complicated.
In this article, the author has attempted to identify parameters that determine technology
controllability, evaluate the risk factors under each parameter, and enable relevant score-based
analysis to present decision-makers with an objective assessment of the proliferation risk of
emerging technologies. The Technology Proliferation Risk Score suggested in the article is
determined through the parameters scored based on the data collected on relevant technology
for which the proliferation risk score is to be calculated. The TPRS model has a limitation and
dependence on the detailed technology dataset before the parameters can be scored. However,
the model provides a framework for risk assessment for the emerging technologies and a test
case has been studied at a macro level to analyze and score the proliferation risk of additive
manufacturing and biotechnology.
Governments can incorporate the TRPS model for risk assessment of technologies in their
governance mechanisms to determine the controllability of technologies. Various policy
recommendations for the government have been suggested to bring the policies up-to-date
with the risk of proliferation of emerging technologies. Recommendations include global best
practices that can be adopted to strengthen export control compliance by exporters. This finds
more relevance in the context of developing countries like India’s where intangible technology
transfer is still in an evolving phase and its export control is based on voluntary disclosure.
Considering vast potential of software and technology exports globally, it is pertinent that
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national export policies are ahead of their time to ensure nonproliferation due to export controls
on high risk technology.
Future Research
The risk proliferation factors required for each parameter to score vulnerability, severity, and
detectability can be further expanded as per the requirements of the technology. The model can
also be detailed for a particular group of emerging technologies like quantum technologies since
it may require specific parameters to assess risk. In the next stage, the potential controllability of
a technology can be analyzed as a parameter along with severity, detectability, and vulnerability
for assessing proliferation risk of emerging technologies under the TPRS Model.

