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Letter from the Editor

� 3

N
ow entering its third year of production, with nearly fifty articles published to date, the 
Strategic Trade Review continues to expand its global presence and influence research, 
policy, practice, and education. With its inclusion under the umbrella of the Strategic 
Trade Research Institute, a non-profit research organization dedicated to building 

networks of strategic trade research and practice, the journal is reaching an ever-wider audience 
and connecting a global community.

With export controls and sanctions at the forefront of news headlines and used increasingly as 
powerful foreign policy instruments, connecting strategic trade stakeholders makes it easier to 
forecast and more effectively counter security challenges. Clear organization, easy accessibility 
to knowledge, and close connectivity among experts and influencers are essential elements of 
impact and change. The Strategic Trade Review, along with the other activities of the Strategic 
Trade Research Institute, is built on the strength of a growing community of readers, authors, peer 
reviewers, association members, and its board. 

The current issue includes scholarly articles from researchers and, due to the importance of sharing 
practical perspectives and case studies, a new feature devoted to publishing the work of strategic 
trade practitioners. The challenges of proliferation finance, capacity-building, defense exports, 
emerging technologies, and others tackled in this issue requires communication and the joint effort 
of both researchers and practitioners. All articles continue to undergo the rigorous selection and 
peer-review process to ensure that they advance the state-of-the-art and contribute new analysis, 
experiences, and perspectives. As the journal’s reach and impact continues to expand, I invite 
readers to join our community and actively contribute to the advancement of the strategic trade 
field.

A N D R E A  V I S K I
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Abstract

Emerging technologies are novel, rapidly developing, display disruptive potential, and feature 
prominently in research and industrial development. However, they lack the agreed technical 
standards and conclusive common assessment of their risks that forms the basis of multilateral 
export controls. This article seeks to improve the understanding of key features of emerging 
technologies and the specific export control challenges that they pose for multilateral export 
control regimes, national authorities, companies, and research and academia. It examines the 
impact of these challenges in the case of additive manufacturing and considers the utility of 
temporary control list series and catch-all controls. In doing so, the article identifies good 
practices and inherent limitations in the application of exports controls to emerging technologies. 
It concludes that industry and research communities should be key partners in determining when 
controls are appropriate and should contribute their expertise to the development of controls 
that are implementable and sustainable. This cooperation should be part of a comprehensive 
approach to applying export controls to emerging technologies that continuously engages with 
all relevant stakeholders and is supplemented by other soft governance mechanisms.

Keywords

Export controls, emerging technologies, multilateral export control regimes, technology, 
technical parameters, compliance, governance, additive manufacturing, 3D printing
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proliferation risks and challenges to controlling additive manufacturing.
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Introduction

Emerging technologies are commonly described as presenting a key challenge to established 
structures with revolutionary or disruptive potential. The impact of robotics on the labor 
market, of additive manufacturing on global supply chains, or of artificial intelligence on 
decision-making processes are cases in point. When defining emerging technologies more 
abstractly, one can discern key features, such as their disruptive potential, rapid speed of 
development, and their lack of agreed technical standards or a common assessment of their 
risks. The role of emerging technologies and the challenges that result from their characteristics 
are increasingly part of discussions on international security, particularly in the field of arms 
control and nonproliferation. Export controls are one of the traditional governance approaches 
employed to limit the impact of emerging technologies on the proliferation of conventional and 
unconventional weapon systems. However, there are a number of challenges to the effectiveness 
of export controls, which apply particularly in the context of emerging technologies, that require 
further clarification and analysis. This article therefore seeks to improve the understanding 
of these challenges to the main stakeholders and governance mechanisms. It highlights the 
importance of the role of engagement with industry and researchers in mitigating the impact of 
the inherent limitations of export controls and in the development of good practices.

Emerging technologies pose a number of challenges to the design, effective implementation, 
and compliance with export controls. It should however be noted that emerging technologies 
are not a new phenomenon but have presented a challenge for export controls in the past. In 
many cases, the specific challenges they present are therefore neither new nor unique and have 
previously been encountered in the context of other controlled goods or technologies. However, 
emerging technologies present a specific combination of challenges and uncertainties that limits 
the effectiveness of traditional export control approaches. In addition, governments are less 
involved in the development of emerging technologies with military and dual-use applications, 
decreasing both their access to expertise and leverage on the direction of the development of 
emerging technologies.2

Using export controls to limit the impact of emerging technologies on the proliferation of 
conventional and unconventional weapon systems is one of the traditional governance approaches 
that is both being frequently prescribed or dismissed as an outdated governance tool.3 However, 
these discussions often do not clarify what qualities characterize emerging technologies as a 
category and instead settle with an analysis of one example, without considering the issue in 
more general terms. Emerging technologies are commonly characterized as a new challenge 
to existing governance frameworks, but they are solemnly examined as a recurring issue with 
different technologies falling in the same category over time. In addition, especially in the case 
of export controls, a general evaluation is often made without an examination of the individual 
challenges to the effective application of export controls for each relevant stakeholder.

First, this article will define and discern the key features shared by emerging technologies that 

2	 Ben FitzGerald and Jacqueline Parziale, “As Technology Goes Democratic, Nations Lose Military 
Control,” Bulletin of the Atomic Scientists, 73:2 (March 2017), p. 102.

3	 For example, Ibid, p. 106.
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are relevant to the application of export controls. Second, it will outline the specific export 
control challenges that emerging technologies present for the main stakeholders: the multilateral 
export control regimes; national authorities; companies; and research and academia. Third, 
it will examine the manifestations of these challenges and existing practices in more detail 
by discussing the traditional control list approach of the export control regimes –– using the 
continuing debate over controls on additive manufacturing (AM) as a case study –– and two 
prominent cases of national controls: temporary listings of technologies on national control 
lists and the application of catch-all controls. Finally, it will identify some good practices in 
applying and facilitating export controls on emerging technologies, reflect on the inherent 
limitations to using export controls to help control emerging technologies, and highlight the 
importance of integrating export controls with other governance mechanisms.

What are Emerging Technologies?

To frame the discussion in this article, it is necessary to establish what defines an emerging 
technology. The term has become a buzzword that makes an appearance in many contemporary 
articles, blog posts, podcasts, and reports. However, there is no agreement on a definition of the 
term and its broad usage has made it difficult to utilize it as a distinct category. It is therefore 
helpful to disaggregate the term and consider its meaning in the context of nonproliferation 
and export control. It should be noted that “technology” as used in “emerging technologies” 
encompasses what is commonly defined as “technology,” meaning “machinery and equipment 
developed from the application of scientific knowledge.”4 However, the definitions in export 
control regulations commonly limit the scope of “technology” to “specific information which 
is required for the “development,” “production,” or “use” of a controlled item.”5 This article 
will retain the broader definition when using the term “emerging technology” while assuming 
the more narrow definition of “technology” when using it in the context of export controls.

The term “emerging” suggests certain qualities of a technology and is often used interchangeably 
with “new” or “rapidly developing,” but usually describes a more complex concept. Rotolo, 
Hicks, and Martin analyzed commonalities of existing definitions of “emerging technologies” 
and identified five main attributes: “(i) radical novelty, (ii) relatively fast growth, (iii) coherence, 
(iv) prominent impact, and (v) uncertainty and ambiguity.”6 For the purpose of this analysis 
–– in the context of nonproliferation and export control –– these translate into a number of key 
features that are shared to a large extent by the emerging technologies discussed as examples 
in the following sections. Emerging technologies have novel elements that displays disruptive 
potential but have not yet reached their full potential. They are rapidly developing, have 
already been adopted by some industries, and are usually at the center of targeted research 

4	 See Concise Oxford English Dictionary, 12th ed., s.v. “technology.”

5	 “List of Dual-Use Goods and Technologies and Munitions List,” WA-LIST (16) 1 Corr. 1, Wassenaar 
Arrangement on Export Controls for Conventional Arms and Dual-use Goods and Technologies, February 
17, 2017; “Equipment, Software and Technology Annex,” Missile Technology Control Regime, October 
19, 2017.

6	 Daniele Rotolo, Diana Hicks, and Ben R. Martin, “What is an Emerging Technology?,” Research Policy, 
44:10 (December 2015), p. 1831.



and development efforts. No agreed technical standards have been established that define the 
qualities that raise proliferation concerns and there is no conclusive common assessment of 
their risks.

There is a broad range of different types of emerging technologies that are commonly attributed 
with enabling or disruptive qualities. This article is mainly concerned with those emerging 
technologies that are attributed with having a significant impact on international security and the 
proliferation of conventional weapons, chemical, biological, and nuclear (CBN) weapons, and 
their delivery systems. These types of technologies are within the scope of what export controls 
aim to control and are therefore relevant examples when examining the challenges posed by 
emerging technologies. They include production technologies, such as additive manufacturing, 
commonly referred to as 3D printing, advanced biotechnologies, such as synthetic biology and 
gene editing, advanced weaponry, such as lethal autonomous weapons systems (LAWS), and 
applications of computing capabilities or machine learning, including artificial intelligence.7 
Several technologies have previously fit this category and have since entered the mainstream, 
shedding some of the above-mentioned features, for example, high performance computers and 
arguably more recently, remotely piloted unmanned aerial vehicles (UAVs). 

Challenges in Applying Export Controls to Emerging Technologies

The Multilateral Export Control Regimes

List-based export controls are the traditional governance tool employed to limit the misuse and 
irresponsible and illegal transfer of conventional weapons, CBN weapons, and their delivery 
systems. Export controls seek to address the supply side of the wider proliferation challenge 
by limiting access to sensitive goods and technologies. Export controls were initially deployed 
to help maintain technological advantages and prevent the spread of weapon technologies to 
adversarial states. In 1950, several NATO members initiated the Coordinating Committee 
for Multilateral Export Controls (COCOM) to prevent the spread of strategic goods and 
technologies to the Eastern Block.8 After the collapse of the Soviet Union, the focus of export 
controls shifted to the prevention of the proliferation of weapons of mass destruction and 
their delivery systems and the destabilizing accumulation of conventional weapons through 
the establishment of the multilateral export control regimes (hereafter the regimes). The four 
major international regimes today are the Wassenaar Arrangement on Export Controls for 
Conventional Arms and Dual-Use Goods and Technologies (Wassenaar Arrangement, WA), 

7	 See for example. Natasha E. Bajema and Diane DiEuliis, “Peril and Promise: Emerging Technologies 
and WMD,” Emergence and Convergence Workshop Report, National Defense University, October 13-
14, 2016 (Washington, D.C.: National Defense University Press, May 2017), <http://wmdcenter.ndu.
edu/Portals/97/Documents/Publications/Articles/2016%20Workshop%20Report%20FINAL%205-12-17.
pdf?ver=2017-05-12-105811-853>; and Amy J. Nelson, “The Impact of Emerging Technologies on Arms 
Control Regimes,” Presentation delivered as part of 31st ISODARCO Winter Course on: “The Evolving 
Nuclear Order: New Technology and Nuclear Risk,” January 7-14, 2018, <http://www.isodarco.it/courses/
andalo18/paper/iso18-AmyNelson.pdf>.

8	 For a detailed account see Michael Mastanduno, Economic Containment: CoCom and the Politics of East-
West Trade (Ithaca, N.Y.: Cornell University Press, 1992).
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the Australia Group (AG), the Nuclear Suppliers Group (NSG), and the Missile Technology 
Control Regime (MTCR).9 Each of these regimes maintains one or multiple control lists that 
specifies the goods and technologies that should be subject to licensing requirements in its area 
of concern. While most countries that are members of the regimes or voluntarily subscribe 
to their control lists directly implement the regimes’ guidelines and lists, in the case of dual-
use goods and technologies, the European Union (EU) has instead adopted a regulation that 
combines the regime control lists and some additional EU list items and is directly applicable 
in its Member States.

In the context of emerging technologies, it should be noted that export controls are but one 
mechanism in the international effort to limit the proliferation of military technologies, CBN 
weapons, and their delivery systems. Numerous other hard and soft security tools contribute 
to this effort. Export controls on the transfers of goods and technologies represent one of the 
primary top-down governance tools but they are almost always supplemented and supported 
by other instruments. The disruptive potential that characterizes many emerging technologies 
beyond the creation of proliferation risks, however, is not necessarily the factor that export 
controls seek to address. Governance tools in other areas are often more tailored to address the 
broader societal challenges created by emerging technologies, such as the restructuring of labor 
markets and retraining of workers due to increased automation and the employment of robotics 
in manufacturing.

To maintain its control lists, each regime has its own, albeit similar, procedure in place that 
allows revisions and modifications. These changes most commonly take the form of the 
introduction of a new list item, the amendment of a list item or the de-control of a list item. 
For any modification of the lists, one state or a group of states needs to submit a formal 
proposal. In some regimes, the justification for the modification must satisfy specific criteria 
agreed on to determine what should be controlled. All decisions in the regimes are taken by 
consensus and therefore require political and technical agreement by all members. Proposals 
for the introduction of new list items and the amendment of existing list items to account for 
technological advancements or to update obsolete definitions are the most common procedures 
when seeking to address emerging technologies.

There are a number of challenges to the effectiveness and applicability of export controls as a 
tool to control emerging technologies, as well as to the procedures within the current system. 
The ability of the multilateral export control regimes to react in a timely manner and provide 
balanced controls has frequently been called into question. Critics of the regimes assert that 
their focus is too much on what to control, while disregarding why and how to control goods and 

9	 See “List of Dual-Use Goods and Technologies and Munitions List,” WA-LIST (16) 1 Corr. 1, Wassenaar 
Arrangement on Export Controls for Conventional Arms and Dual-use Goods and Technologies, February 
17, 2017; “Equipment, Software and Technology Annex,” Missile Technology Control Regime, October 
19, 2017; “Guidelines for Nuclear Transfers,” annexed to IAEA document INFCIRC/254/Rev.13/Part 
1, Nuclear Suppliers Group, November 8, 2016; Nuclear Suppliers Group, “Guidelines for Transfers of 
Nuclear-Related Dual-Use Equipment, Materials, Software, and Related Technology,” annexed to IAEA 
document INFCIRC/254/Rev.10/Part 2, November 8, 2016; and “Australia Group Common Control Lists,” 
Australia Group.
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technologies.10 However, while a list-based approach naturally centers around the controlled 
items, the regimes also act as a source of guidance materials, provide a forum for members to 
exchange experiences and information on denials, and they incorporate non-list-based controls, 
such as catch-all provisions. Nevertheless, coming to a consensus on why a certain technology 
should be controlled and thereby establishing the proliferation relevance of an emerging 
technology is a key challenge that often requires a long consultation process. Accommodating 
the concerns — regarding the impact and proportionality of controls on emerging technologies 
— of those states that will be most affected by proposed controls certainly involves discussions 
on the way that such measures could be implemented. In the case of emerging technologies, 
states may be particularly cautious not to compromise new industries and limit the potential of 
their development. Reaching consensus in both the technical and political discussions in the 
regimes is therefore particularly challenging.11

New risks and security issues emerge alongside technologies and can create additional challenges 
that have presently not been reviewed or accepted as such. The impact and applicability 
of emerging technologies is often limited to experimental or small-scale applications and 
their ultimate potential can be somewhat ambiguous. Especially in the case of technologies 
that are characterized by rapid development, novelty, and disruptive potential, determining 
proliferation relevance within a multilateral forum is a difficult task. Tracking the creation 
and the rapid development of the multitude of new technologies — and discerning relevant 
emerging technologies — is a challenge in itself for national authorities, and even more so 
in consensus-based forums such as export control regimes. Increased information sharing on 
existing research efforts and industrial applications could therefore be beneficial. However, 
especially in the case of strategic technologies, preserving an edge over other countries and 
maintaining a level of ambiguity over the maturity of one’s national capabilities could amount 
to a national security interest of a country and therefore affect its willingness to share sensitive 
information in the regimes or other forums. In addition, for most emerging technologies, there 
are no agreed international standards yet that could provide for meaningful parameters of 
control list items. Discussions on the introduction of controls in the absence of standards are 
naturally more complicated and must involve the intermediate step of identifying parameters 
that allow for controllability while ensuring the relevance of what is sought to be controlled. 
Once parameters are identified, list items need to be designed in a way that ensures that the 
technical thresholds will not become obsolete shortly after despite the rapid development of 
emerging technologies. 

Export controls on computers provide a particularly relevant past example of the challenges 
faced by the export control regimes that to some extent still applies today.12 High-performance 
computers were once primarily used in science and by militaries, their computing power was 
rapidly developing, no technical standards for their performance existed, and the risks of their 

10	 See for example Heinz Gärtner, “The Wassenaar Arrangement (WA): How It is Broken and Needs to be 
Fixed,” Defence & Security Analysis, 24:2 (March 2008), p. 54.

11	 For a discussion on the consensus rule in the NSG see Mark Hibbs, The Future of the Nuclear Suppliers 
Group (Washington, D.C.: Carnegie Endowment for International Peace, 2011), pp. 26-28.

12	 See for example, Einar Engvig, “All Your Games Belong to Us: A Case Study of the Eighth Generation of 
Video Game Consoles and the Export Control of High-Performance Computers,” Strategic Trade Review, 
1:1 (Autumn 2015), pp. 26-40.
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spread were unclear, while the technology was increasingly advanced by private companies.13 
The export of high-performance computers was controlled under the COCOM regime with 
a view of the technical level of computers in the Soviet Union at the time, but technical 
parameters were changed repeatedly as workarounds through changes of the computer 
architecture allowed for circumventions of controls.14 As a result, COCOM came up with a 
completely new metric which no company had ever used, forcing companies to implement 
additional tests to measure if their computers were controlled or not.15 Beyond the challenges 
of definability and controllability, ensuring continued coverage proved to be another major 
headache. Computing power was nearly consistently doubling every year, a trend that became 
known as “Moore’s Law.” This developed into a serious issue as the process of defining, 
agreeing to, and implementing controls under the Wassenaar Arrangement (WA), which had 
inherited the computer controls, commonly took at least two years until implementation.16 In 
order to prevent adverse effects on this important industry, the WA resorted to guessing how 
far computing power would develop by the time controls would be implemented and frequent 
updates were required to ensure continued coverage.17 

A number of emerging technologies are relevant to the objectives of multiple regimes, especially 
production technologies like additive manufacturing (AM). Reaching consensus may therefore 
involve coordination and agreement with a cross-regime dimension. Exchanges at the technical 
level can further the understanding of different perspectives on, and aspects of, a technology. 
This could improve the quality of controls and increase the understanding required to design 
the specific technical parameters of a listed item. However, there are considerable differences 
between the questions brought up in the different multilateral export control regimes. The 
NSG, for example, has a particular approach with regard to the definition and listing of items 
on the “trigger list.” The WA does not control goods if they are available outside of the regime, 
for example in China, while for the NSG this is not a factor in their deliberations. In addition, 
variations in regime membership provide another hurdle to cross-regime coordination. Inter-
regime dialogue and exchange takes place fairly frequently, but the different approaches of 
the regimes and the variations in membership limit the development of common controls. 
For example, in the case of controls on computer numerical controlled (CNC) machine tools 
–– despite considerable inter-regime dialogue –– the WA and the NSG decided to introduce 
different technical parameters to define the thresholds for the same good in their respective 

13	 Samuel A. W. Evans, “Revising Export Control Lists,” Flemish Peace Institute, March 2014, <http://www.
flemishpeaceinstitute.eu/sites/vlaamsvredesinstituut.eu/files/files/reports/revising_export_control_lists_
web.pdf>, pp. 46-47.

14	 Ibid, p. 39.

15	 Ibid.

16	 Einar Engvig, “All Your Games Belong to Us: A Case Study of the Eighth Generation of Video Game 
Consoles and the Export Control of High-Performance Computers,” Strategic Trade Review 1:1 (Autumn 
2015), p. 32.

17	 Samuel A. W. Evans, “Revising Export Control Lists,” Flemish Peace Institute, March 2014, <http://www.
flemishpeaceinstitute.eu/sites/vlaamsvredesinstituut.eu/files/files/reports/revising_export_control_lists_
web.pdf>, p. 39.
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control lists, causing additional difficulties in the implementation of these controls.18 

National Authorities

National authorities are responsible for implementing export controls. In the case of emerging 
technologies, this may require them to apply existing controls, or in the absence of dedicated 
control list items, to an emerging technology that is not clearly defined and whose proliferation 
relevance and risks may still be debated. Providing classifications of technology may therefore 
be particularly challenging and establishing national practices in the absence of clear technical 
standards or parameters increases the possibility of creating disparities in the international 
playing field. The lack of distinguishability of AM machines, as well as questions over the 
complexity of technical data to be classified as “required” for the production of a controlled 
item, provide cases in point.19 At the same time, governments need to implement existing 
multilateral controls and national control measures in a way that balances between their control 
interests and the need to protect and support their national industries. 

In order to inform the implementation of these controls, as well as catch-all controls or other 
non-traditional control measures, national authorities require information on the maturity of 
the technology, the involvement of their national industries and research communities, and 
the extent of transfers of technology, goods and equipment potentially or already taking place 
in their country. Authorities therefore often seek subsequent engagement with companies and 
researchers with whom questions over controls on an emerging technology arise. In addition, 
most countries conduct outreach to relevant domestic stakeholders. However, especially in the 
case of emerging technologies this may require additional targeted efforts since industries that 
are newly developing around emerging technologies are often not organized in associations or 
similar bodies yet, which could otherwise facilitate this type of engagement.  

Since universities and research institutes — increasingly also Do-it-Yourself (DIY) and 
grassroots scientific communities — play a key role in the development of applications of 
emerging technologies, they are also key stakeholders that national authorities need to engage. 
The effective implementation of controls on technology transfers — especially intangible 
transfers of technology by research and academia — presents a general challenge that may be 
aggravated by the absence of a common understanding of the risks of emerging technologies. 
In addition, these communities often lack the awareness of proliferation risks and export 
controls or other nonproliferation measures — the DIY biotechnology community being a 
notable exception — and are not sufficiently reached by outreach and engagement efforts.20 

18	 Kolja Brockmann and Robert Kelley, The Challenge of Emerging Technologies to Non-Proliferation 
Efforts: Controlling Additive Manufacturing and Intangible Transfers of Technology, SIPRI Research 
Paper, Stockholm International Peace Research Institute (SIPRI), April 2018, <https://www.sipri.org/sites/
default/files/2018-04/sipri1804_3d_printing_brockmann.pdf>, pp. 29-30.

19	 Ibid, pp. 27-28; See the General Technology Note in “List of Dual-Use Goods and Technologies and 
Munitions List,” WA-LIST (16) 1 Corr. 1, Wassenaar Arrangement on Export Controls for Conventional 
Arms and Dual-use Goods and Technologies, February 17, 2017, p. 207.

20	 For a discussion of the case of biotechnologies see Claire Marris, Catherine Jefferson, and Filippa Lentzos, 
“Negotiating the Dynamics of Uncomfortable Knowledge: The Case of Dual-use and Synthetic Biology,” 
BioSocieties, 9:4 (November 2014), pp. 393-420.
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For example, the “Makerspace” community and AM service providers are much less aware of 
proliferation risks and export control issues than high-end AM machine manufacturers, despite 
the increasing manufacturing capabilities that they offer to their customers.21

Companies

Export controls present an administrative and financial burden on companies. However, 
their interests may also align with some of the effects of export controls, namely ensuring 
proportionality, the protection of intellectual property, and the minimization of the risk to 
incur costs by receiving penalties for export control violations and the damage to their public 
image that usually coincides with being penalized.22 Companies therefore have an interest 
in providing national authorities with input and technical expertise on their technologies in 
order to clarify the often hyped technical capabilities of emerging technologies and provide 
transparency. Industry representatives noted this point at the 2014 Export Control Industry 
Forum and “discussed the merits of introducing a “technological reaction mechanism” to equip 
the EU with a capacity to gather expertise on emerging technologies of concern.”23 The role of 
industry in “fully understanding the implications of new and emerging technologies” has been 
acknowledged within established industry associations, for example by DIGITALEUROPE 
for the digital technology industry in Europe.24 Notably, this type of relationship between 
companies and authorities is being regarded as beneficial when providing an opportunity to 
contribute to discussions on the ripeness of technologies for de-control as well.25

In the case of emerging technologies, however, there are often fewer or no established forums 
where companies producing and developing the technology may coordinate or develop 
a platform to act collectively. First movers are often large companies that already have 
considerable exposure to export controls and both established compliance departments and 
contacts to the relevant national authorities. Smaller companies which have a lower level of 
engagement with authorities are often much more dependent on the benefits of the resulting 
guidance documents and clarifications, especially in light of their own limited resources.

Industry engagement can work both ways; it contributes to necessary knowledge generation 
for authorities and creates awareness for firms by creating a better understanding of the 

21	 Robert Shaw, Ferenc Dalnoki-Veress, Shea Cotton, Joshua Pollack, Masako Toki, Ruby Russell, Olivia 
Vassalotti, and Syed Gohar Altaf, Evaluating WMD Proliferation Risks at the Nexus of 3D Printing and 
Do-It-Yourself (DIY) Communities, Center for Nonproliferation Studies (CNS) Occasional Paper no. 33, 
Middlebury Institute of International Studies at Monterey, October 2017, <http://www.nonproliferation.
org/wp-content/uploads/2017/10/op33-wmd-proliferation-risks-at-the-nexus-of-3d-printing-and-diy-
communities.pdf>, pp. 15-17, A91-A92.

22	 Heinz Gärtner, “The Wassenaar Arrangement (WA): How It is Broken and Needs to be Fixed,” Defence & 
Security Analysis, 24:2 (March 2008), p. 55.

23	 “2014 Export Control Industry Forum,” European Commission, DG Trade, Report, October 23, 2014, 
<http://trade.ec.europa.eu/doclib/docs/2014/october/tradoc_152858.pdf>, p. 1.

24	 “DIGITALEUROPE Position Paper on the Review of Export Control Policy in the EU,” DIGITALEUROPE, 
Brussels, February 2016, <http://www.digitaleurope.org/DesktopModules/Bring2mind/DMX/Download.
aspx?Command=Core_Download&entryID=1125&language=en-U.S.&PortalId=0&TabId=353>, p.2.

25	 Ibid.
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proliferation concerns and risks that governments seek to address. However, more often than 
not, this type of dialogue only happens between large firms and licensing authorities, while 
small and medium-sized enterprises (SMEs) are in less frequent contact and often have more 
reservations about engaging with authorities. As part of a more general trend, in emerging 
technologies in particular, most innovation stems from the private sector, including SMEs.26 
Due to the rapid speed of development that characterizes many emerging technologies, both 
the absence of their input and reduction of the positive effects on awareness and compliance 
undermines the effectiveness of dialogue and outreach efforts in the longer term. In established 
industries, compliance and awareness among smaller companies is often promoted through the 
provision of guidance materials and through exchanges in forums such as industry associations 
or compliance communities specialized in a certain industry. 

Research and Academia

Scientists both in research institutes and universities commonly work at the forefront of the 
development of new technologies. As such, the novelty and speed of development hardly 
present unusual features of the technologies they work with. However, at the same time, 
awareness of proliferation risks and export controls, as well as the acceptance of the possibility 
that research outputs and knowledge transfers may be subject to licensing requirements, 
remains low.27 In addition, research and academia attaches a special value to the free exchange 
of knowledge and ideas and seeks to foster international scientific collaboration. The main 
challenge that applies in the case of emerging technologies is therefore the creation of a level of 
awareness that would facilitate the identification of proliferation concerns and possible misuse 
of emerging technologies, preventing the proliferation of sensitive knowledge and data on 
emerging technologies.

Forecasting emerging technologies and their impact, especially in the security field rather 
than just from an economic perspective, is inherently difficult and to some extent elusive. 
However, if dialogue with both companies and researchers can provide information about a 
technology early on, predictions, risk identification, and the development of adequate standards 
and parameters could be streamlined. The approach to assessing emerging technologies and to 
distinguish between basic and applied research — therefore understanding when export control 
exemptions may apply — often differs significantly between scientists and authorities. Some 
authorities have started supporting the use of so-called technology readiness levels (TRLs), a 
scale originally developed by the National Aeronautics and Space Agency (NASA), to establish 
common general standards for technological development.28 In addition, as rapid development 
and ambiguity around their impact are common characteristics of emerging technologies, 

26	 Sibylle Bauer, Kolja Brockmann, Mark Bromley, and Giovanna Maletta, “Challenges and Good Practices 
in the Implementation of the EU’s Arms and Dual-Use Export Controls: A Cross-Sector Analysis,” 
Stockholm International Peace Research Institute (SIPRI), July 2017, <https://www.sipri.org/sites/default/
files/2017-07/1707_sipri_eu_duat_good_practices.pdf>, p. 31.

27	 Mark Bromley and Giovanna Maletta, “The Challenge of Software and Technology Transfers to Non-
Proliferation Efforts: Implementing and Complying with Export Controls,” Stockholm International Peace 
Research Institute (SIPRI), April 2018, pp. 32-33.

28	 “Technology Readiness Levels,” NASA, October 28, 2012, <https://www.nasa.gov/directorates/heo/scan/
engineering/technology/txt_accordion1.html>.
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establishing regular exchanges could better inform continuous monitoring and the resulting 
risk assessment by national authorities. 

Case Study: Export Control Regimes and Additive Manufacturing

Additive manufacturing (AM), also referred to as 3D printing, is a current example of an emerging 
technology that raises proliferation concerns. AM is an automated production technology that 
can produce objects of basically any shape or form by adding layer upon layer of material 
that are subsequently fused together.29 The technique relies on multipurpose machines that can 
be used both for commercial civilian applications and for the production of military goods, a 
category commonly referred to as dual-use goods and technologies. These machines process 
digital build files –– usually computer aided design (CAD) files or a similar format –– that 
encode both the geometry of the object as well as the commands and operating parameters for 
the machine to execute the task and to achieve desired performance characteristics.30 This build 
information can readily be shared using electronic transfers, such as e-mails, or decentralized 
digital information sharing applications, such as cloud computing. Frequent claims about the 
disruptive potential of the technology assert that if AM machines — also referred to as 3D 
printers — continue to spread around the world, they will enable the production of specialized 
goods in any place with only a printer, basic powder materials, and a digital file at an individual 
or group’s disposal. Therefore, AM is argued to have the potential to revolutionize international 
supply chains by decentralizing production and reducing transport requirements to electronic 
transfers of information and the availability of powder materials.31 

Many analysts point out that this could have a significant impact on the effectiveness of export 
controls as a nonproliferation tool as it may significantly reduce the transfers of physical 
goods across borders and increase reliance on transfers of data, which are assumed to be more 
challenging to track and control by licensing and enforcement agencies.32 As the capabilities of 
AM machines increase, concerns about their potential value for export control and sanctions 
circumvention have been raised. While some AM techniques have been around for several 
decades, they have more recently undergone rapid development and have already been used 
to produce objects ranging from basic small arms to advanced rocket engine components.33 

29	 For a more comprehensive overview of modern AM techniques see “Technikfolgenabschätzung (TA): 
Additive Fertigungsverfahren (3D-Druck) [Technology Assessment (TA): Additive manufacturing (3D 
Printing)],” German Parliamentary Committee on Education, Research and Technology Assessment, 
Bundestag Drucksache 18/13455, August 29,. 2017, pp. 69–89.

30	 Ibid, pp. 57-59.

31	 Martin Palmer, “Ship a Design, Not a Product! Is 3D Printing a Threat to Export Controls?,” World ECR, 
September 2015, pp. 30–31.

32	 Matthew Kroenig and Tristan Volpe, “3D Printing the Bomb?: The Nuclear Nonproliferation Challenge,” 
The Washington Quarterly, 38:3 (Fall 2015), pp. 11-12.

33	 Andy Greenberg, “Meet the “Liberator”: Test-Firing the World’s First Fully 3D-Printed Gun,” Forbes, 
May 5, 2013, <https://www.forbes.com/sites/andygreenberg/2013/05/05/meet-the-liberator-test-firing-
the-worlds-first-fully-3d-printed-gun/>; NASA, “NASA Tests Limits of 3D Printing with Powerful Rocket 
Engine Check,” Press Release 13-260, August 27,. 2013, <https://www.nasa.gov/press/2013/august/nasa-
tests-limits-of-3-d-printing-with-powerful-rocket-engine-check/#>.

The Challenge Presented by Emerging Technologies� 15

https://www.forbes.com/sites/andygreenberg/2013/05/05/meet-the-liberator-test-firing-the-worlds-first-fully-3d-printed-gun/
https://www.forbes.com/sites/andygreenberg/2013/05/05/meet-the-liberator-test-firing-the-worlds-first-fully-3d-printed-gun/
https://www.nasa.gov/press/2013/august/nasa-tests-limits-of-3-d-printing-with-powerful-rocket-engine-check/#
https://www.nasa.gov/press/2013/august/nasa-tests-limits-of-3-d-printing-with-powerful-rocket-engine-check/#


Whether and how to control AM has therefore been intensively discussed within the export 
control regimes and provides for an insightful case of the processes and challenges in applying 
export controls to emerging technologies. 

Identification as a Technology of Concern

The process of modifying the control list in one of the export control regimes involves multiple, 
sometimes overlapping steps. Proliferation risks and security challenges often develop 
gradually with technological advancements and may therefore pose challenges that have not 
even been reviewed or accepted as such. First, an emerging technology needs to be identified 
as posing a proliferation risk. While this step may sound straightforward, it often depends on 
extended technical discussions that may continue while subsequent steps of the process are 
being initiated. In the case of AM, there is still no agreement reached within the regimes if the 
technology raises serious proliferation concerns to the extent that would warrant the creation 
of dedicated control list items. There have nonetheless already been several concrete proposals 
for the modification of the control lists in multiple regimes.34 The continuing development of 
emerging technologies, as well as the persisting ambiguity over their risk assessment often 
results in a less structured process and coincides with difficulties in defining the necessary 
standards that could form the basis of control list items.

The initiative to investigate a specific technology can result from something as simple as 
an export control official or technical expert reading about advances in a specific field, a 
classification request or a license application from a company or research institute that operates 
in the specific field or develops the relevant technology.35 States have even been alerted about 
security and human rights concerns associated with the development of certain technologies by 
non-governmental organizations (NGOs) and the media. For example, the public revelations 
about the then UK-based company Gamma International offering intrusion software to Egypt 
subsequently led the UK government to propose intrusion software controls in the WA.36 In 
some cases, it may also result from more institutionalized procedures, such as consultations 
in national technical advisory bodies. Often these processes take place in multiple countries 
at the same time and initially result in presentations in the technical bodies of the relevant 
regimes. Subsequently, most relevant national authorities seek to establish their own technology 
assessment and review the involvement of their domestic industry to inform their position on 
the issue in the regimes. In the case of AM, the first presentation on the topic was held at the 
technical expert level within the MTCR in 2010. Since then, the topic has been discussed within 
all four multilateral export control regimes. The MTCR even acknowledged AM as posing “a 

34	 Richard Finck, “3D Printing,” Presentation at the 20th Anniversary Practical Export Control Workshop 
of the Wassenaar Arrangement, June 27-28, 2016, <www.wassenaar.org/wp-content/uploads/2016/06/FR-
3D-Printing.ppt>.

35	 Samuel A. W. Evans, “Revising Export Control Lists,” Flemish Peace Institute, March 2014, <http://www.
flemishpeaceinstitute.eu/sites/vlaamsvredesinstituut.eu/files/files/reports/revising_export_control_lists_
web.pdf>, p. 36.

36	 Clif Burns, “UK Uses Encryption Controls to Prevent Export of FinSpy Trojan,” Export Law Blog, 
September 12, 2012, <https://www.exportlawblog.com/archives/4347>; Karen McVeigh, “British Firm 
Offered Spying Software to Egyptian Regime – Documents,” The Guardian, April 28, 2011, <https://www.
theguardian.com/technology/2011/apr/28/egypt-spying-software-gamma-finfisher>.
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major challenge to international export control efforts” in a public statement at its 2016 plenary 
meeting and has announced that the topic will be on the agenda of future meetings.37

Classification and Application of Existing Controls

If a technology of concern has been identified, the next question usually concerns the 
classification of related goods and technologies to determine which components and related 
technologies may already be covered by controls. This step often requires at least a preliminary 
identification and assessment of the different aspects of the emerging technology to the extent 
that they may overlap with existing controls and the parameters specified therein. In the case 
of AM, there are incidental overlaps with existing controls on specialized materials, powders, 
and components of AM machines. For example, the WA controls certain high-powered lasers, 
which are used in, among others, AM machines.38 However, the technical parameters that these 
list items use were not specifically developed to cover lasers in AM machines. The extent to 
which these controls provide long term coverage is therefore unclear and modifications, such 
as a recent change to the output power parameter in WA controls, have already diminished 
coverage.39

Controls on transfers of technology already apply to AM, but their effective implementation is 
hampered by some disagreement over their application. The technology note in the WA states 
that “[t]he export of technology” which is “required” for the “development,” “production,” or 
“use” of items in the dual-use list is controlled.”40 This is generally understood to apply to CAD 
and other build files that are used by AM machines. However, there are still questions regarding 
the interpretation of the term “required” and the level of complexity of the information that 
would trigger a licensing requirement.41 As such, transfers of technical data and knowledge 
can still pose a challenge as establishing an understanding of a technology that is “new” 
and has not previously been classified in the context of export controls may prove difficult. 
National authorities therefore have to acquire the specific expertise necessary to enable timely 
classification and assessment of the level of control and oversight that existing controls 
offer. Limited access to stakeholders may therefore impact authorities’ ability to make these 
determinations and lead to further discussions about the adequacy and coverage of existing 
controls at the regime level.

37	 “Public Statement from the Plenary Meeting of the Missile Technology Control Regime (MTCR),” 
Busan, Missile Technology Control Regime, October 21, 2016, <http://mtcr.info/wordpress/wp-content/
uploads/2016/10/MTCR-Plenary-2016-Busan-Final-Public-Statement.pdf>.

38	 See Category 6 in “List of Dual-Use Goods and Technologies and Munitions List,” WA-LIST (16) 1 
Corr. 1, Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-use Goods and 
Technologies, February 17, 2017.

39	  “Summary of Changes,” Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-
Use Goods and Technologies, December 2017, <http://www.wassenaar.org/wp-content/uploads/2017/12/
Summary-of-Changes-to-2017-Lists-Website.pdf>.

40	 Ibid., p. 207.

41	 Kolja Brockmann and Sibylle Bauer, “3D Printing and Missile Technology Controls,” Stockholm 
International Peace Research Institute (SIPRI), November 2017), p. 12.
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Formal Proposal and Deliberations in the Regimes

Based on the assessment of proliferation risks and a review of the coverage provided by 
existing controls, a regime member may decide to submit a formal proposal for the adoption of 
a change to a regime’s control list. Depending on the regime, the proposal process is more or 
less formalized. Both the WA and the NSG have produced publicly available templates for what 
should be included in a proposal. Generally, a proposal does not only require the development 
of the new proposed text but also includes an account of the background and rationale for the 
change, a technical justification, and the satisfaction of certain criteria. However, these criteria 
and the questions that are central to the discussions may vary decisively in the respective 
regimes. For example, the Wassenaar Arrangement delieates four different criteria to be taken 
into consideration when making proposals and during the process of adding additional items 
to the dual-use control list: (i) foreign availability outside states participating in the regime; 
(ii) the effective controllability of the goods; (iii) “the ability to make a clear and objective 
specification of the item;” and (iv) existing controls by other regimes.42 While most of these 
criteria will be found in the discussions within other regimes, the foreign availability criterion 
is not shared across the regimes. A proposal in the NSG, for example, is not concerned with 
foreign availability, but additionally requires consideration of the impact on related list items, 
the non-nuclear use of the item, and the impact on its non-nuclear trade.43 

In February 2014, Australia submitted a proposal for a control list amendment in the MTCR. 
The proposal would introduce controls on AM machines with the technical parameters of 
operating with a “controlled atmosphere” and the capability to produce certain listed materials 
“with greater than 98% theoretical density.”44 The main reason for the rejection of this proposal 
was the concern that the proposed parameters would quickly be overtaken by events and that 
still inconclusive risk assessment did not warrant such short term controls.45 It is unclear how 
intensive the engagement with research and academia had been prior to this and other proposals 
that have been rejected on similar grounds. The proposal’s limitations could have probably 
been identified during consultations with relevant industries and researchers.

The technical parameters put forward in a proposal usually constitute a central point of 
discussion. However, as the case of AM demonstrates, discussions on the merits of controls 
and general questions on the proliferation risks the technology poses in the area covered by the 
regime may also persist. Subsequent proposals both advance technical discussions and reveal 
motivations and interests of members, which need to be aligned in order to find a consensus. 

42	 “Criteria for the Selection of Dual-Use Goods, Including Sensitive and Very Sensitive Items,” The Wassenaar 
Arrangement on Export Controls for Conventional Arms and Dual-Use Goods and Technologies, <https://
www.wassenaar.org/app/uploads/2016/01/08Criteria-for-the-Selection-of-Dual-Use-Goods-including-
Sensitive-and-Very-Sensitive-Items.pdf>.

43	 Samuel A. W. Evans, “Revising Export Control Lists,” Flemish Peace Institute, March 2014, <http://www.
flemishpeaceinstitute.eu/sites/vlaamsvredesinstituut.eu/files/files/reports/revising_export_control_lists_
web.pdf>, p. 42.

44	 Ibid.

45	 Richard Finck, “3D Printing,” Presentation at the 20th Anniversary Practical Export Control Workshop 
of the Wassenaar Arrangement, June 27-28, 2016, <www.wassenaar.org/wp-content/uploads/2016/06/FR-
3D-Printing.ppt>.
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As deliberations in the regimes may sometimes not yield changes to the lists for multiple 
years, they often also include discussions on the application of existing national or non-list-
based controls. As part of their statements, regime members therefore frequently refer to other 
components of a more comprehensive approach to controls on a specific technology.46 In the 
case of AM, there have been a number of formal proposals that have been submitted and 
subsequently discussed in the respective regimes, ranging from controls on AM machines, to 
controls on special materials such as maraging steel, to controls on the software used to operate 
high-end AM machines. To date, only one specific modification of an existing control list item 
was approved, as the members agreed on the likelihood that a specific application of AM might 
be used to substitute for another type of already controlled production equipment.47 However, 
this approach does not necessarily add up to agreement on the necessity of a comprehensive 
approach to controlling an emerging technology but instead results in controls being developed 
in a piecemeal fashion over a prolonged period of time.

Additive Manufacturing: Current Outlook

Even after eight years of ongoing export control regime discussion, there is still significant 
disagreement on most of the factors that need to be determined before dedicated list-based 
controls on AM are employed as a nonproliferation tool. While industrial capabilities and 
research and development have enabled more applications in the development and testing 
phase, the spread of producers of high-end machines, especially in the area of high-performance 
metal AM, has been rather limited and provides at least some confidence in the continued 
controllability of the technology. However, this may not be a lasting situation and the relevance 
of the technology is set to increase rather than decrease in the future. 

One of the key questions that remains to be answered in the case of AM is whether a control 
approach should be focused on the enabling of proliferation by substituting existing techniques 
or circumventing export controls and sanctions at the level of technological sophistication 
that is already controlled, or if it should address the enabling of more advanced performance 
characteristics. The former is more relevant in cases of horizontal proliferation, which is often 
based on a “good enough” approach to the desired technology, while vertical proliferation 
of a technology might make an existing arsenal more sustainable, enhance performance of 
weapons or enable development of more advanced weapon systems. This is a determination 
that is especially relevant but not exclusive to AM and other production technologies.

National Control Approaches

Beside the approach of introducing multilateral export controls through the regimes, there 
are also several national control approaches at a state’s disposal. These include independent 

46	 Kolja Brockmann and Robert Kelley, “The Challenge of Emerging Technologies to Non-Proliferation 
Efforts: Controlling Additive Manufacturing and Intangible Transfers of Technology,” Stockholm 
International Peace Research Institute (SIPRI),  April 2018, p. 31.

47	 See list items 9B001 c. and 9D004 c. in “List of Dual-Use Goods and Technologies and Munitions 
List,”Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-use Goods and 
Technologies, WA-LIST (16) 1 Corr. 1, February 17, 2017.
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national control list additions as well as other national control mechanisms, such as controls on 
deemed exports, catch-all provisions, or invoking national security or human rights concerns to 
impose controls. This section discusses two approaches that are particularly relevant when using 
export controls to control emerging technologies: The U.S. approach of classifying emerging 
technologies of concern in a temporary hold category while efforts to create multilateral 
controls are under way; and the use of catch-all controls to impose licensing requirements if 
there are concerns over the end-use of non-listed goods and technologies.

Temporary Listing of Emerging Technologies

The U.S. export control system differs considerably from the approach of the European Union 
and many others in that the language in U.S. regulations routinely states the aims of export 
controls as being beyond the prevention of the proliferation of conventional and unconventional 
weapons and related technologies. It expressly aims at using export controls as a tool to 
protect U.S. strategic advantages by maintaining an advantage in key military and dual-use 
technologies, including emerging technologies with military applications.

Since 2012, the United States has had a unique system in place to use export controls 
to address emerging technologies. As part of the 2012 export control reform, the U.S. 
Government introduced the 0Y521 Export Control Classification Number (ECCN) series as 
“a mechanism for identifying and controlling items that warrant export controls, but that are 
not yet categorized on the CCL [Commerce Control List] or USML [U.S. Military List], such 
as emerging technologies.”48 This classification series provides a tool that enables temporary 
controls on emerging technologies, while the U.S. actively pursues the adoption of long-term 
and more widely accepted controls through the multilateral export control regimes, or if it 
seeks to decontrol a listed item from the CCL.49 A listing under this series results in strict 
controls, as none of the usual licensing exceptions may apply, other than the exception for 
official government use.50 The Department of Commerce’s Bureau of Industry and Security 
(BIS), together with the Departments of State and Defense, identifies and classifies new items 
to be entered under ECCN 0Y521. 

To assist with these tasks, BIS confers with its Technical Advisory Committees (TACs).51 The 
role of the TACs is to advise BIS with regard to questions about: “(a) the identification of 
emerging technologies and research and development activities that may be of interest from 
a dual-use perspective; (b) the prioritization of new and existing controls to determine which 
are of greatest consequence to national security; (c) the potential impact of dual-use export 
control requirements on research activities; and (d) the threat to national security posed by 

48	 “Revisions to the Export Administration Regulations (EAR): Export Control Classification Number 0Y521 
Series, Items Not Elsewhere Listed on the Commerce Control List (CCL); Final Rule,” Federal Register 
77, no. 72, April. 2012, p. 22192.

49	 Ibid.

50	 Ibid.

51	 Ibid, p. 22193.
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the unauthorized export of technologies.”52 Recent meetings of the Emerging Technology 
and Research Advisory Committee have discussed robotics, big data, additive manufacturing, 
advanced materials, autonomous systems, hypersonic weapons, and other research topics and 
export control issues.53

At the time of writing, the 0Y521 series only contains one item: “XBS Epoxy system designed 
to obfuscate critical technology components against x-ray and terahertz microscopy imaging 
attempts.”54 This is a technology that enables the concealment of sensitive technology 
components among others against x-ray imaging by blocking and scattering the incident 
radiation. Several items have been temporarily classified under 0Y521 and since been removed 
as they were adopted by one of the export control regimes. For example, in April 2018, BIS 
reclassified controls on “specified target assemblies and components for the production of 
tritium” from ECCN 0Y521 to a regular ECCN series after a U.S. proposal to introduce these 
controls in the NSG was adopted.55

Temporarily listing emerging technologies results in unilateral controls. While this may 
provide a government with the ability to control a technology if it deems it necessary, doing so 
independently from international competitors and partners distorts international competition. 
As the time-limited listing can be renewed and it is not necessarily a given that it will give way 
to multilateral controls, it also introduces a level of uncertainty that may have a significant 
impact on a rapidly developing industry. To date, it seems that the U.S. has not made excessive 
use of the tool and it remains to be seen how its impact on controls on emerging technologies 
will develop.

In order to satisfy broader strategic objectives, the tools of the U.S. export control system are 
supplemented with a variety of additional governance mechanisms, for example, controls on 
deemed exports and legislation to control foreign direct investment into companies that are 
deemed as being of strategic importance to U.S. national security. The Committee on Foreign 
Investment in the United States (CFIUS) has authority over foreign acquisitions of U.S. 
companies. A current legislative proposal submitted to the U.S. Congress seeks to expand this 
authority and expressly includes companies developing emerging technologies that allow the

52	 “Charter of the Emerging Technology and Research Advisory Committee,” U.S. Department of Commerce, 
<https://www.bis.doc.gov/index.php/all-articles/28-technology-evaluation/147-emerging-technology-
and-research-technical-advisory-committee>.

53	 For details of current meetings see “TAC Meeting Schedule,” U.S. Department of Commerce, Bureau 
of Industry and Security, <https://tac.bis.doc.gov/index.php/28-technology-evaluation/394-tac-meeting-
schedule-2018>.

54	 See Supplement No. 5 to Part 774—page 1 of “The Commerce Control List,” U.S. Department of 
Commerce, Bureau of Industry and Security, April 5, 2018, <https://www.bis.doc.gov/index.php/
documents/regulation-docs/435-part-774-the-commerce-control-list/file>.

55	 “U.S.–BIS Amends EAR Relating to Reclassification of Targets for the Production of Tritium and Related 
Development and Production Technology Initially Classified Under the 0Y521 Series,” Baker McKenzie, 
International Trade Compliance Blog, April 5, 2018, <http://www.internationaltradecomplianceupdate.
com/2018/04/05/us-bis-amends-ear-relating-to-reclassification-of-targets-for-the-production-of-tritium-
and-related-development-and-production-technology-initially-classified-under-the-0y521-series/>. 
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U.S. to maintain or develop a technological advantage over “countries of special concern.”56

Catch-all Controls

The EU dual-use regulation, the main policy tool the EU uses to implement controls under 
the multilateral export control regimes, does not include any similar temporary controls or a 
common approach to emerging technologies within the EU system. However, some EU Member 
States make extensive use of catch-all controls in order to apply export controls to non-listed 
emerging technologies. Under the EU dual-use regulation, catch-all controls may apply if an 
exporter or the authorities of the state where it is situated are aware that the end-use of the 
good is in chemical, biological or nuclear weapons, or their delivery systems. The EU applies 
a similar catch-all provision to goods that may be used in connection with a military end-use 
in an embargoed country, however, this does not apply generally across conventional military 
end-uses. In addition, beyond the catch-all provisions, Article 8 of the dual-use regulation 
allows for additional controls on non-listed goods for reasons of public security or human 
rights considerations. Italy used this tool in 2012 to control the export of “public LAN database 
centralized monitoring systems,” so-called cyber surveillance systems, to Syria.57

Catch-all controls allow for a balance between the security-driven need for controls by states 
and the trade-facilitation imperatives that seek to limit the administrative and economic burden 
on companies. Arguably, they reduce the volume of licensing applications that might result from 
more list-based approaches. However, industry association have argued that catch-all controls 
increase the burden on companies by placing more emphasis on due diligence procedures and 
creating uncertainties over when controls may apply, therefore affecting operations planning.58

The extent to which states make use of controls on non-listed items varies considerably, 
both internationally and within the EU. Licenses granted for the transfer of non-listed items 
only made up 3% of all licenses granted in the EU in 2015.59 Among the EU Member States, 
Germany by far accounts for the largest share of these licenses. While Germany uses catch-all 
controls extensively, the opinions on the utility and effectiveness of the tool varies significantly 
across EU Member States. In the case of emerging technologies, catch-all controls provide 

56	 “Proposed CFIUS Law Will Impose New Export Controls on U.S. Businesses,” Trade Practitioner, 
Squire Patton Boggs International Trade Practice, February 21, 2018, <https://www.tradepractitioner.
com/2018/02/proposed-cfius-law-will-impose-new-export-controls-on-businesses/>.

57	 Machiko Kanetake, “Circumventing the EU’s Export Control on Cyber Surveillance,” RENFORCE Blog, 
Utrecht Centre for Shared Regulation and Enforcement in Europe, April 24, 2017, <http://blog.renforce.
eu/index.php/en/2017/04/24/circumventing-the-eus-export-control-on-cyber-surveillance/>; Ecorys and 
SIPRI, Final Report: Data and Information Collection for EU Dual-Use Export Control Policy Review 
(Brussels: European Commission, November 2015), pp. 174-175.

58	 See for example “DIGITALEUROPE Position Paper on the Review of Export Control Policy in the 
EU,” DIGITALEUROPE, Brussels, February 2016, <http://www.digitaleurope.org/DesktopModules/
Bring2mind/DMX/Download.aspx?Command=Core_Download&entryID=1125&language=en-
U.S.&PortalId=0&TabId=353>, p. 7.

59	 “Report from the Commission to the European Parliament and the Council on the Implementation of 
Regulation (EC) No 428/2009 Setting up a Community Regime for the Control of Exports, Transfer, 
Brokering and Transit of Dual-Use Items,” European Commission, <http://trade.ec.europa.eu/doclib/
docs/2017/november/tradoc_156396.pdf>, p. 10.
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the state with a tool that enables it to impose controls on any transfers of non-listed goods and 
technologies relevant to an emerging technology if intelligence or other findings by the state 
or from the exporter indicate any connection with one of the abovementioned sensitive end-
uses. However, the effectiveness of this approach heavily depends on the quality of national 
intelligence gathering, as well as the internal compliance procedures of companies and research 
institutes involved in the transfer of goods and technologies related to the emerging technology 
in question.

Limitations and Good Practices in Applying Export Controls to Emerging 
Technologies

The export control approaches discussed in this article above all struggle with the challenges that 
emerging technologies pose to the effective application of export controls. This section outlines 
a range of good practices in the application of export controls to emerging technologies before 
reflecting on the inherent limitations that the characteristics of most emerging technologies 
pose to the effective application of export controls. Finally, it considers the value of integrating 
elements of export controls into other governance mechanisms.

Good Practices

In the case of emerging and other new or rapidly developing technologies, raising awareness 
is arguably a key mechanism to promote the effectiveness of export controls and other 
nonproliferation mechanisms more broadly.60 Good practices that have increased the 
effectiveness of using export controls as a tool to help control emerging technologies therefore 
often center around continuous engagement with relevant industries and research communities. 
This type of dialogue can help authorities acquire and maintain the level of understanding 
and technical expertise in an emerging technology to the extent necessary to facilitate the 
establishment of standards and technical parameters. Furthermore, it can contribute important 
insight to the designing of controls that are both targeted enough to minimize the adverse 
effects on the development of industries associated with an emerging technology and apply 
a level of control and administrative requirements that can realistically be complied with by 
companies in emerging industries. 

Considering the speed of development of most emerging technologies, a continuous dialogue 
about the development of specific emerging technologies may decrease the chances of export 
controls falling behind developments and ensure continued awareness and compliance by both 
companies and researchers. One of the positive effects of this type of approach is the building 
of a mutual understanding of the different perspectives on the issue. It provides improved 
access both for the authorities to the technology and for the companies to the regulators. Even 
though companies may have concerns about providing this sort of access, they also profit from 
increased predictability which is often a key factor for business. 

60	 Robert Shaw, “Export Controls and the Life Sciences: Controversy or Opportunity,” EMBO Reports: 
Science & Society, 17:4 (2016), p. 480. 
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For example, in Germany, which is home to many of the leading companies in the area of high-
end metal AM, the relevant authorities constantly monitor the technological development of 
AM by actively engaging relevant companies. This involves regular on-site visits, technical 
briefings, and discussions on business, licensing, compliance, and technological developments.61 
As such, these companies have a good understanding regarding which of their AM machines, 
or components thereof, require export licenses even as they develop. In addition, they have 
often established practices for when to use licensing applications to ensure compliance with 
catch-all controls. Complicated cases, such as exports of machines to conglomerates where 
parts of the conglomerate produce items for military end-uses, can therefore be handled in a 
more predictable manner and the AM companies are provided with an open channel to inform 
their compliance behavior.62 

To date, most of these types of engagement are taking place in a bilateral format between one 
company and representatives of one or multiple national authorities. The scalability of this 
approach as well as the different situations regarding the availability of resources for this level 
of engagement in the relevant authorities may vary considerably across states. However, the 
size of sensitive industries in their emergence phase may nonetheless be manageable. Especially 
when seeking to improve compliance in a specific industry, convening these types of exchanges 
with multiple concerned companies could both guard against favoritism and provide a broader 
perspective beyond individual companies’ concerns and licensing and compliance questions. 

TACs provide an interesting concept that has the advantage of bringing together representatives 
from the main types of stakeholders at one forum to discuss the relevant questions on 
identification and classification. While the exchange of perspectives by multiple stakeholders 
has clear advantages for general assessments, the positive side-effects of bilateral contacts on 
mutual confidence-building and improved compliance behavior may be reduced in the absence 
of organizations or mechanisms that feed into and spread the individual outcomes of this type 
of cooperation.

Under certain conditions, the application of catch-all controls provides for a good practice 
in applying export controls to emerging technologies. In the absence of transparency and 
no possibility of engagement with the national licensing authorities, catch-all controls may 
create uncertainties and invite arbitrary controls. However, if used in a transparent way that is 
reinforced by dialogue, awareness-raising, and strong compliance systems, catch-all controls 
provide a useful instrument that allows governments to apply licensing requirements to transfers 
of concern without the need to introduce list items that would otherwise result in considerably 
more licensing applications. Notably, catch-all controls are dependent on the information that is 
available to national authorities through intelligence services, enforcement agencies and other 
sources, as well as on the effectiveness of due diligence procedures that are part of companies’ 
internal compliance programs. Both conditions may not necessarily be given at an optimum 
level in all countries and in all companies in emerging industries.

61	 Personal correspondence with Jochen Hartmannshenn, Customs and Export Control Manager at Electro 
Optical Systems (EOS) GmbH in Germany, May 2018.

62	 Ibid.
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Limitations 

Several limitations to the effective application of export controls are likely to remain as they are 
inherent to the nature of emerging technologies and the established political processes within the 
export control regimes, which are unlikely to change in the near future. The low predictability 
of the speed and direction of technological development will continue to create uncertainties 
and in the absence of external shocks — for example, specific high-impact proliferation cases 
–– the regimes will rarely experience a sense of urgency or pressure to introduce additional 
controls. The speed of development that characterizes most emerging technologies and the
elusiveness of appropriate technical standards and parameters is an additional factor that can 
only be mitigated but is one of the general weaknesses of the list-based approach of the export 
control regimes and most national export control systems. 

The regimes’ reliance on consensus decisions paired with the voluntary nature of the regimes’ 
controls maximizes the chances for compliance by members. However, this often comes at the 
cost of slower decision-making as national security concerns as well as economic and strategic 
interests are often disparate and the impact of new controls on each member is never uniform. 
In addition, if domestic industries are being shielded or actively promoted in order to maintain 
economic or strategic advantages over competitors that may also be represented in the regimes, 
finding agreement not only on the assessment of risks and technical parameters, but also being 
able to find consensus on the adoption of new controls is likely a cumbersome and time-
consuming process. The complexity of the system of existing controls and related proposals 
for controls that may be under discussion at the same time further complicate discussions in the 
regimes, as new controls are rarely designed independently, but decisions are frequently linked 
to other control approaches and members may be hesitant to set precedents.63 

Integrating Elements of Export Controls with other Governance Mechanisms

The impact of some of the abovementioned limitations may be mitigated by existing good 
practices. However, in order to identify proliferation risks and both initiate and inform the 
development and application of control measures at the earliest possible stages of the 
development of a proliferation-relevant emerging technology, engagement with scientists and 
research institutes should be integrated in a comprehensive approach to controlling emerging 
technologies.64 As mentioned above, in the case of research and academia, conducting outreach 
and effectively promoting compliance is particularly challenging. The integration of export 
control elements with other governance mechanisms is one way of making the concept of export 
controls more accessible to scientists and researchers and raising awareness of proliferation 
risks. For example, integrating export control lists as a guidance component for identification 
and classification within sector-specific self-regulatory codes of conduct and procedures can 

63	 Personal correspondence with a national regime delegate, April 2018.

64	 Adriaan van der Meer, “Promoting a Scientist’s Duty of Care 4.0,” Vienna Center for Disarmament and 
Non-Proliferation, May 2018, <https://vcdnp.org/wp-content/uploads/2018/05/Van-Der-Meer-Adriaan_
Scientists-Duty-of-Care_May-2018.pdf>, p. 6.
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reinforce awareness and add to a comprehensive approach to export controls.65 

The life sciences are a good example of a discipline where a number of self-governance 
measures were introduced both for experimental and applied research, as well as for companies 
and service providers in the area of gene synthesis. Awareness raising efforts in the life sciences 
benefit from existing frameworks that sensitize stakeholders to the dual-use risks of pathogens 
as well as related ethical and biosecurity concerns. Although the U.S. Department of Health 
and Human Services introduced its own “Screening Framework Guidance for Providers of 
Synthetic Double-Stranded DNA,” several industry associations and consortia voluntarily 
developed stronger customer and product screening protocols for gene synthesis providers 
and both shared and implemented these to mitigate risks of misuse or illicit proliferation of 
biological weapons.66,67 The recent Symposium on Export Control of Emerging Biotechnologies 
further recommended, among others, to reward dual-use risk minimization in research grant 
allocations and to create “dedicated biotechnology working groups” within relevant export 
control authorities, comparable to the TACs in the U.S., to provide timely identification and 
analysis on emerging biotechnologies.68 Similarly, integrating helpful concepts such as the 
TRLs in research grant procedures, as is already being done under the Horizon 2020 program 
in the EU, could help facilitate self-assessment and awareness in a way that is more accessible 
to scientists.69

These types of “soft” approaches, rather than resorting to top down regulation, could build 
awareness and induce a better understanding of proliferation risks at the research and 
development level. They should nonetheless be supplemented by the provision of guidance 
materials, targeted outreach, and sharing of best practices.70 While compliance measures are 
usually developed to satisfy national regulations, codes of conduct or other self-regulatory 
measures have the potential to transcend national approaches and profit from the international 
cooperation of many scientists and the globalization of research communities.71 A combination 
of these measures could therefore sensitize relevant academic communities and may even spill 

65	 Robert Shaw, “Export Controls and the Life Sciences: Controversy or Opportunity,” EMBO Reports: 
Science & Society, 17:4 (2016), pp. 478-479.

66	 “Screening Framework Guidance for Providers of Synthetic Double-Stranded DNA,” U.S. Department 
of Health and Human Services, 2010, <https://www.phe.gov/Preparedness/legal/guidance/syndna/
Documents/syndna-guidance.pdf>.

67	 Claire Marris, Catherine Jefferson, and Filippa Lentzos, “Negotiating the Dynamics of Uncomfortable 
Knowledge: The Case of Dual Use and Synthetic Biology,” BioSocieties, 9:4 (November 2014), p. 404.

68	 Steven Fairchild, Caroline R. M. Kennedy, Philippe Mauger, Todd J.  Savage, and Raymond A.  Zilinskas, 
“Findings from the 2016 Symposium on Export Control of Emerging Biotechnologies,” CNS Occasional 
Paper 26, Middlebury Institute of International Studies at Monterey, April 2017, pp. 21-22.

69	 “Horizon 2020: Work programme 2016-2017, General Annexes,” European Commission, <https://
ec.europa.eu/research/participants/data/ref/h2020/other/wp/2016-2017/annexes/h2020-wp1617-annex-
ga_en.pdf>, p. 29.

70	 Adriaan van der Meer, “Promoting a Scientist’s Duty of Care 4.0,” Vienna Center for Disarmament and 
Non-Proliferation, May 2018, <https://vcdnp.org/wp-content/uploads/2018/05/Van-Der-Meer-Adriaan_
Scientists-Duty-of-Care_May-2018.pdf>, p. 6.

71	 Gary E. Marchant and Brad Allenby, “Soft Law: New Tools for Governing Emerging Technologies,” 
Bulletin of the Atomic Scientists, 73, no. 2, March 2017, p. 113.
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over into the circles of DIY communities. This approach could function as a general enabler 
of closer cooperation with relevant national authorities and subsequently inform discussions 
within multilateral export control regimes.

Conclusion

Emerging technologies do not present a radically new challenge for export controls, but they 
demand an approach that addresses a combination of challenges and mitigates the impact of 
those limitations to the effectiveness of the traditional export control system that are particularly 
relevant in the case of emerging technologies. 

The traditional approach of adding or modifying items on the control lists of the multilateral 
export control regimes faces many of these challenges. Especially in the case of emerging 
technologies, the steps involved in identifying and assessing the risks of a technology, in the 
drafting and reaching consensus on the controls, and in the implementation at the national 
level, provide for a cumbersome process. While there are a number of good practices, most 
of these require several factors and interests to align for them to deliver timely controls. 
Complementary national control measures, such as the temporary listing of technologies and 
catch-all controls, may provide more timely control mechanisms, but they may also be less 
sustainable and frequently impact companies more strongly. In addition, catch-all controls are 
dependent on the effectiveness of national intelligence gathering and companies’ compliance 
programs and may therefore be less effective in some countries and industries.

Several limitations to the effectiveness of applying export controls to emerging technologies 
— including the speed of development of emerging technologies and the elusiveness of lasting 
technical standards and parameters — will likely persist. However, cooperation between the key 
stakeholders, especially national authorities responsible for licensing, enforcement, technical 
assessment, and classification, and both companies and research communities involved in the 
research, development, and transfer of proliferation-relevant emerging technologies, are key 
to the functioning of the above-mentioned export control approaches and may mitigate some 
of their limitations. Industry and research communities should be key partners in determining 
when controls are appropriate and contribute their expertise to the development of controls that 
are implementable and sustainable. Governance mechanisms beyond the control list approach, 
including awareness raising, internal compliance programs, and industry self-regulation, 
should supplement these efforts and be implemented as part of a comprehensive approach that 
continuously engages with all relevant stakeholders. 
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Abstract

Governments around the world are moving to regulate cryptocurrencies in a variety of ways.
In March 2018, the U.S. launched its first sanctions regulations on cryptocurrencies, setting a 
policy on how cryptocurrencies play into current sanctions regimes as well as outright banning 
Venezuela’s Petro. After an introduction to cryptocurrencies, this article explores the effect 
of cryptosanctions on illicit transactions in practice and how regulations may evolve in the 
future. The technology behind cryptocurrencies makes tracking very difficult and any sort of 
preemptive blocking nearly impossible. The article demonstrates that the practical effects of 
current U.S. regulations are likely to be minimal, limited only to those using exchanges in the 
U.S. to transfer funds to addresses listed on the Specially Designated National (SDN) list. 
Despite the challenges governments face with implementing and enforcing regulations, as 
cryptocurrencies become more popular, so too will cryptosanctions.

Keywords
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Introduction

On March 19, 2018, the United States Treasury Department’s Office of Foreign Assets Control 
(OFAC) issued a five question FAQ on virtual currencies constituting the first substantial 
sanctions by any state or organization in the cryptocurrency field. These regulations state that 
OFAC can now add virtual currency wallet addresses to the Specially Designated Nationals and 
Blocked Persons (SDN) list if they find that one is associated with an SDN individual or entity. 
On the same day, U.S. President Trump issued an Executive Order “On Taking Additional 
Steps to Address the Situation in Venezuela” which bans anyone under U.S. jurisdiction from 
purchasing cryptocurrency or other virtual currency issued by the government of Venezuela. 
This article explores the effect of cryptosanctions on illicit transactions in practice and how 
regulations may evolve in the future.

Cryptocurrencies, also known as virtual and digital currencies, are a difficult medium to block 
preemptively due to the decentralized nature of blockchain. They allow for peer-to-peer (P2P) 
transactions with no third-party involvement, putting them outside of controls on traditional 
financial institutions. Before analyzing the implications of the regulations, a brief overview of 
cryptocurrencies and the blockchain foundation they are built on is in order.2 

Blockchain

Blockchain is a digital “distributed ledger” or “decentralized database,” the foundation of which 
is cryptographically protected “blocks” of data that make up the ledger.3 The system allows 
for P2P transactions which are completely controlled by participants in the transaction and 
cannot be tampered with by third parties. There are a multitude of applications for blockchain 
technology, from improving supply chain efficiency to reducing contract fraud, and of course 
cryptocurrencies. However, the lack of a centralized authority means that there is no one to 
regulate transactions except those that are party to them. The lack of a third party is seen as 
one of the benefits of the system as it gives users themselves more control, reduces transaction 
costs, and speeds up processes. These features make it nearly impossible to be regulated by 
governments since the transactions and processes take place outside of the realms where 
traditional controls are in place.

2	 While most cryptocurrencies use blockchain, some are using a more advance technology known as Directed 
Acyclic Graph, the most prominent being Tangle (more on page 12). For the sake of simplicity, this article 
refers mostly to blockchain.

3	 “Bitcoin Developer Guide- Block Chain,” Bitcoin, <bitcoin.org/en/developer-guide#block-chain-
overview>.

http://bitcoin.org/en/developer-guide#block-chain-overview
http://bitcoin.org/en/developer-guide#block-chain-overview
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Cryptocurrencies Overview

Figure 1. Cryptocurrencies by market cap4

There are over 1,500 different publicly traded cryptocurrencies as of April 2018. New 
cryptocurrencies appear almost daily. The high rate of growth comes from the wide applications 
for cryptocurrencies and the ease at which they can be created.5 Their uses range from large scale 
banking transactions to individual online purchases. Cryptocurrencies can be used generally as 
traditional currencies to buy goods, or designed for sole uses as specific as buying Whoppers 

4	 “Cryptocurrency Market Capitalizations,” CoinMarketCap, <https://coinmarketcap.com/all/views/all/>. 
Data from CoinMarketCap, graphic by author.

5	 Aarif Sulleyman, “How to Create Your Own Cryptocurrency,” The Independent, January 10, 2018. <https://
www.independent.co.uk/life-style/gadgets-and-tech/news/how-to-create-your-own-cryptocurrency-
bitcoin-alternative-altcoin-a8151386.html>.
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at Burger King restaurants.6 

Historically, Bitcoin overwhelmingly dominated the market. It was not until early 2017 when it 
fell from its historical average of over 80% of the market it had held since its inception down to 
under 40% in June of that year. Despite the overall growth of the market and Bitcoin’s loss of 
total market dominance, the top nine cryptocurrencies in the world constitute over 80% of the 
total market. However, the overall market cap of other cryptocurrencies is continually creeping 
up, indicating that the top currencies are losing their hegemony. This creates a challenge 
for regulators and enforcers having to track dozens of different currencies. While a simple 
cryptocurrency can be created by individuals, many of the top currencies are managed by 
multimillion dollar companies.

One current hurdle to the large-scale adoption of cryptocurrencies is their price volatility.7 
The market cap of cryptocurrencies grew from $24 billion USD in March 2017 to a record 
peak of $820 billion USD in January 2018, and back down to as low as $250 million USD 
in April. At the same time, Bitcoin’s price fluctuated from $1,000 USD in March 2017 to 
nearly $20,000 USD in January 2018, and back down to $7,000 USD in April 2018.8 These 
fluctuations continue to be a hinderance for users (illicit and otherwise) as the value of their 
money is changing constantly and creates a significant risk for investors for the same reason.

Almost every cryptocurrency is different – from what encryption systems they use, to how their 
ledgers show data, to how fast they produce new blocks. Cryptocurrency coins can usually 
be broken down into smaller parts for transactions, the smallest unit of Bitcoin for instance 
is a hundred millionth of a coin.9 In addition, some cryptocurrencies constantly add the total 
amount of coins in existence through a process called mining, while others have all of their 
coins created by the time they become publicly available. The currencies are fungible and 
it is impossible to blacklist a specific coin in the way it is possible to flag serial numbers on 
traditional bank notes.

Coins are stored in digital wallets, either downloaded onto a computer or hosted on the internet.10 
When a wallet is generated, one public and one private key is created. The public key allows 
others to see how much money is in the wallet and serves as an “address” to share coins with in 
transactions. The private key allows the holder to access their wallet and transfer funds. There 
is only one private-public key pair per wallet and anyone with the private key can access the 
wallet. The keys themselves are long chains of case sensitive letters and numbers. Examples of 

6	 “ПЛАТФОРМА WAVES ПОМОЖЕТ “БУРГЕР КИНГ РОССИЯ” ЗАПУСТИТЬ ПРОГРАММУ 
ЛОЯЛЬНОСТИ НА БЛОКЧЕЙНЕ,” Burger King Russia, August 25, 2017, <https://burgerking.ru/
news/article/74/Platforma-Waves-pomozhet-“Burger-King-Rossiya”-zapustit-programmu-loyalnosti-na-
blokcheyne>.

7	 Jay Adkisson, ”Why Bitcoin Is So Volatile,” Forbes, <https://www.forbes.com/sites/jayadkisson/2018/02/09/
why-bitcoin-is-so-volatile/#67e7e5a539fb>.

8	 Bastiaan Grutters, “Cryptocurrency Chart,” <https://www.cryptocurrencychart.com/>.

9	 “Denominations,” Bitcoin, <https://bitcoin.org/en/glossary/denominations>.

10	 “Bitcoin Developer Guide- Wallets,” Bitcoin, <https://bitcoin.org/en/developer-guide#wallets>.
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wallet keys are shown below:11

Example: Bitcoin Wallet 

Public key: 1E5AuDudbASi49XDUnpPDaRSWPowVdWt2f
Corresponding private key: 
Kx2Etx9LDy8TU2mbkqdhWzb9iewL7FHSVn4uQVwbSrscdVCS5R9N

Anyone with access to those two keys completely controls the wallet and can access funds on 
it (including the reader right now). Moreover, the wallet took seconds to generate, and was 
immediately ready to receive transactions. This will make it extremely difficult for OFAC to 
effectively stop transactions to SDN individuals because it is easy to divert funds or create new 
wallets. Knowing just the public key, with Bitcoin and many other cryptocurrency types, allows 
anyone to view the account balance, previous transactions, and send funds to the account. 

Generally, each currency uses its own unique type of wallet and a wallet can only hold one 
type of currency. The exceptions to this are cryptocurrencies built on the same platform, which 
can hold multiple types of currencies, as they generate wallets the same way. As they are on 
different platforms, in order to hold Bitcoin, Ethereum, and Ripple, it will be necessary to have 
three different wallets, each of which will be disconnected from the other and have their own 
public and private keys, since they are all built on different platforms. 

Figure 2. The decryption and encryption process

Transferring money from a wallet can be thought of as a decryption/encryption process. Using 
a private key, the account holder can access their wallet and decrypt the encrypted data. Then 
to send money to another wallet, the data is encrypted using the receiving wallet’s public key 
(the public key acting as the address). The transaction is then complete and the only way to 
decrypt the data again is using the receiving wallet’s private key, which is known only to the 
owner of that wallet. This is an efficient but unforgiving process. Once money is transferred 
(by encrypting it with another wallet’s public key) then the sender no longer controls the funds, 
and there is nothing that anyone except the owner of the receiving wallet can do to retrieve 
the funds, not even the creator of the cryptocurrency in question. If money was sent to the 
wrong wallet, or if the private key is lost, or if the seller never sends the purchased item, there 
is nothing that can be done. There are ways to mitigate some of these concerns, for instance 

11	 The wallet can be viewed at the following link: 
	 <https://blockchain.info/address/1E5AuDudbASi49XDUnpPDaRSWPowVdWt2f>.
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by using escrows or exchanges.12 OFAC stating that they can blacklist certain wallet addresses 
means that they will be listing the public keys of wallets associated with SDN individuals and 
entities.

Transaction speeds vary from currency to currency but are usually complete in minutes rather 
than hours, though speeds slow down with an increase in the volume of transactions being 
conducted at the same time on Blockchain.13 This is still significantly faster than banking 
transactions, which can take days to process. Indeed, some banks are already testing the utility 
of cryptocurrencies in bank to bank transfers.14,15

Exchanges are websites that act as platforms that allow people to trade cryptocurrencies, 
similar to cryptocurrency stock markets. In the U.S., these exchanges are classified by the 
Treasury Department’s Financial Crimes Enforcement Network (FinCen) as “money services 
businesses” under the Bank Secrecy Act.16 As such, U.S. exchanges are treated more like 
traditional banks and are required to have Know Your Customer (KYC) and Anti-Money 
Laundering (AML) compliance programs that require customers to input information about 
themselves and prove their identities before being allowed to use their site to trade. However, 
many non-U.S. exchanges lack KYC/AML programs, including most of the top exchanges in 
the world by transaction volume. For example, Binance, newly based in Malta, is a leading 
exchange with billions of dollars in daily trade volume that lacks KYC policies. Other top 
exchanges partially or completely lacking mandatory KYC policies include BitMEX, OKEx, 
and Bitfinex, all based in Hong Kong, from which Binance recently moved. This is likely to 
do with the fact that Hong Kong does not view cryptocurrency exchanges as money service 
operators (MSOs) as it does not view cryptocurrencies as money.17 As a result of not being 
MSOs, exchanges are able to get around KYC requirements by not allowing traditional (fiat) 
currencies on their platforms, or not allowing them until KYC requirements have been fulfilled. 

Exchanges also allow for simplicity and convenience for casual users as well. Accessing 
an account is done in a similar fashion to accessing other online accounts, through a self-
generated username and password combination, and an account can host multiple different 
currency wallets. The exchange holds both the public and private keys for all wallets the owner 
has so the keys are not something that individuals have to keep track of. This is particularly 
convenient for causal users since losing a private key means losing access to all the coins in 

12	 Escrows are businesses that act as a third party in transactions, holding the buyer’s money and releasing it 
to the seller once they have met their obligations. More on exchanges in the following paragraph.

13	 Sean Williams, “Which Cryptocurrencies Have the Fastest Transaction Speeds,” TheMotleyFool, 
January 14, 2018 <https://www.fool.com/investing/2018/01/14/which-cryptocurrencies-have-the-fastest-
transactio.aspx>.

14	 Anna Irrera, “JPMorgan is Testing Issuing Debt on the Blockchain,” Business Insider, April 20, 2018.

15	 Jeff John Roberts, “Ripple and MoneyGram Test XRP Currency Transfers,” Fortune, January 11, 2018.

16	 “Application of FinCEN’s Regulations to Persons Administering, Exchanging, or Using Virtual Currencies,” 
FinCEN, March 18, 2013 <https://www.fincen.gov/sites/default/files/shared/FIN-2013-G001.pdf>.

17	 “In Relation to ‘Bitcoin’ and Money Service Operator Licence,” Circulars to Money Service Operators, 
Customs and Excise Department, United Kingdom, <https://eservices.customs.gov.hk/MSOS/common/
circulars>.
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that particular wallet. 

Traditional banks can freeze the accounts they hold if ordered to by law enforcement or if the 
owner becomes subject to sanctions. With private cryptocurrency wallets, there is no way for 
anyone to freeze assets since the account is only controlled by the owner, an issue that has 
been brought up by law enforcement authorities.18 Exchanges have the potential to act as a 
similar medium of control as they do for banks in the traditional financial sector, but lacking 
mandatory KYC policies in many jurisdictions, there is nothing to identify who is subject to 
sanctions. Those with KYC policies can block accounts or freeze assets of SDN individuals and 
block transfers to blacklisted addresses, but they may not be required to do so in many places. 
If an exchange lacks KYC policies, it is doubtful it would block transactions to blacklisted 
addresses, though it would have the power to if it wanted to.

Once cryptocurrencies are in a wallet, it is easy to transfer them onto another wallet, or relatively 
simple and fast to transfer them into cash, either directly to banks in or using exchanges. 
Cryptocurrencies can also be increasingly used to buy products online or even in stores. 
Microsoft allows users to add money to their accounts, Expedia allows users to book vacations, 
and Virgin Galactic customers can even book a flight to outer space, all using Bitcoin. On the 
dark web there are numerous sites for acquiring various illicit goods, from guns and drugs to 
counterfeit currencies and passports.19,20 As it becomes easier and more popular to buy goods 
and services using cryptocurrencies, it will be less effective to target illicit actors when they are 
exchanging their coins for traditional currencies.

Ledgers are publicly accessible records of cryptocurrency transfers, and most show the address 
of the sender, the address of the receiver, and the amount transferred. The idea is that public 
ledgers contain a certain level of transparency and prove that coins are not appearing out of 
nowhere. For example, if address ABC sends DEF 15 coins, most cryptocurrency ledgers 
would record the following information:

 Transaction: Address ABC, sent to Address DEF, Amount 15

With privacy enhanced cryptocurrencies such as Monero, where address ABC sends address 
DEF 15 coins, the ledger would record something like this:

	 Transaction: Address UWV, Address XZY

Both addresses in the Monero ledger are anonymous and generated for that one transaction. 
Even the amount transacted is known only to the sender and the receiver, giving users a large 
amount of privacy. The next two iterations of the same transaction could therefore look like:

18	 Shiroma Silva, “Criminals Hide ‘Billions’ in Crypto-cash – Europol,” BBC, February 12, 2018.

19	 Lukas Norbutas, “Offline Constraints in Online Drug Marketplaces: An Exploratory Analysis of a 
Cryptomarket Trade Network,” International Journal of Drug Policy, Volume 56, June 2018, pp. 92-100. 

20	 Ahmed Ghappour, “Searching Places Unknown: Law Enforcement Jurisdiction on the Dark Web,” Stanford 
Law Review, 69:4, pp. 1087-1090.
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	 Transaction: Address RVD, Address EBI
	 Transaction: Address PML, Address QGP

If transactions are run between two accounts multiple times, each iteration has two new 
scrambled addresses. However, as a paper published by a group of university researchers 
found, this is not a completely tamper-proof system because the anonymity of Monero can be 
partially breached.21 Like many other cryptocurrencies, Monero is constantly being updated 
and this weakness may be fixed in the future.

Though certainly not the only kind of cryptocurrency used, privacy-heavy cryptocurrency has 
already been used by illicit actors.22 Hackers behind the WannaCry computer virus laundered 
their ransomed Bitcoin through Monero, and authorities seized $500,000 worth of Monero 
when they shut down the dark web market place AlphaBay.23 

In sum, cryptocurrencies use blockchain technology to conduct peer-to-peer transfers without 
any third-party involvement. Coins are stored on wallets, and when a transfer occurs from 
one wallet to another, information on the transfer is listed on a public ledger. Wallets have 
one associated public and one associated private key pair with the public key acting as the 
address for transactions. Exchanges allow for simplicity when dealing with multiple different 
currencies or making frequent transactions.

Recent U.S. Government Regulations

OFAC first mentioned Venezuelan Government-issued cryptocurrency “Petro” in a January 
2018 FAQ that expressed concern that the Petro would “appear to be an extension of credit to 
the Venezuelan government” contrary to Executive Order 13808, since the price was in part 
tied to the price of oil. It is not surprising that it would be the first step in a broader move to try 
to prevent illicit transactions of cryptocurrencies. The Petro was in part designed to circumvent 
international sanctions on the country. Russia too has been planning the release of the Cryptoruble 
(Крипторубль) and a number of other countries are toying with the idea of their own digital 
currencies as well, including Sweden, Estonia, Turkey, and China. 24,25 Cryptocurrencies are 

21	 Malte Möser, Kyle Soska, Ethan Heilman, Kevin Lee, Henry Heffan, Shashvat Srivastava, Kyle Hogan, 
Jason Hennessey, Andrew Miller, Arvind Narayanan, and Nicolas Christin, “An Empirical Analysis of 
Traceability in the Monero Blockchain,” Proceedings on Privacy Enhancing Technologies, March 2018 
<https://arxiv.org/pdf/1704.04299>.

22	 Yaya J. Fanusie and Tom Robinson, “Bitcoin Laundering: An Analysis of Illicit Flows into Digital Currency 
Services,” Foundation for Defense of Democracies, January 12, 2018. <http://www.defenddemocracy.org/
content/uploads/documents/MEMO_Bitcoin_Laundering.pdf>.

23	 Malte Möser, Kyle Soska, Ethan Heilman, Kevin Lee, Henry Heffan, Shashvat Srivastava, Kyle Hogan, 
Jason Hennessey, Andrew Miller, Arvind Narayanan, and Nicolas Christin, “An Empirical Analysis of 
Traceability in the Monero Blockchain,” Proceedings on Privacy Enhancing Technologies, March 2018 
<https://arxiv.org/pdf/1704.04299>.

24	 Eva Julin, “The Riksbank’s E-krona Project,” Sveriges Riksbank, September 2017, <https://www.riksbank.
se/globalassets/media/rapporter/ekrona/2017/rapport_ekrona_uppdaterad_170920_eng.pdf>.

25	 “A Proposal to Launch the Worlds First Government ICO,” Estcoin, <https://e-resident.gov.ee/estcoin>.
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convenient for sanctions busting because they exist outside the international banking system 
and therefore need not play by established banking rules. While cryptocurrencies are ideal for 
unregulated transactions, the effectiveness of state-run cryptocurrencies in heavily sanctioned 
states remains to be seen. 

On March 19, 2018, President Trump issued the Executive Order “On Taking Additional Steps 
to Address the Situation in Venezuela” using his powers under the International Emergency 
Economic Powers Act (IEEPA) to ban anyone under U.S. jurisdiction from purchasing any 
virtual currency issued by the government of Venezuela. A follow-up OFAC FAQ confirmed 
that this includes both Petro and Petro Gold, but not the physical Bolivar currency.26 Unless 
individuals are using exchanges, it is impossible to prevent U.S. citizens from buying Petro 
if they are determined to do so. The Executive Order has caused concern for international 
shipping companies, as Venezuela’s National Institute of Aquatic Spaces announced on March 
23 that all Venezuelan shipping must pay for port fees in Petro.27 While shippers have reported 
that their hard currency payments are still accepted, if international shipping companies were 
to pay in Petro they would have to cut ties to the U.S. and ensure that none of their payments 
ran through the U.S. financial system. 

The OFAC Digital Currency FAQ was released on March 19, 2018 and has five questions which 
outline OFAC’s policy when it comes to cryptocurrencies.28 It begins by stating that there is 
no difference between normal monetary transactions and cryptocurrency transactions when 
it comes to sanctions compliance, adding that “U.S. persons (and persons otherwise subject 
to OFAC jurisdiction) must ensure that they block the property and interests in property of 
persons named on OFAC’s SDN List.” OFAC requires U.S. persons, and entities that facilitate 
or engage in online commerce or process digital currency transactions, to ensure that they 
comply with sanctions regulations. Presumably, as transactions with blocked entities are also 
prohibited, having an account on an exchange that is owned more than 50% by blocked persons 
would also be a breach.

OFAC can now also list digital currency addresses on the SDN list if they find it associated 
with a blocked person or entity, the idea being that OFAC can prevent terrorist and other illicit 
financing by blacklisting addresses.29 In theory, this would stop those under U.S. jurisdiction 
from transacting with sanctioned individuals and sanctioned addresses. In practice, there is 
nothing that can preemptively prevent P2P transactions from occurring between two individuals 
because by design, blockchain allows for P2P transfers to be direct, never requiring a third party. 
There is nothing that the creators of specific cryptocurrencies can do to stop these transfers even 
if they wanted to. However, assuming exchanges comply with these regulations, it does stop 

26	 “Executive Order 13827 “Taking Additional Steps to Deal with the Situation in Venezuela,” FAQs: Other 
Sanctions Programs, Office of Foreign Assets Control (OFAC), Department of Treasury, United States, 
<https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_other.aspx#venezuela>.

27	 Sarah Raslan and Barbara Troner, “Feature: US Sanctions on Venezuelan Cryptocurrency Concerns 
Shipping Market,” Platts, May 03, 2018. 

28	 “FAQ: Questions on Virtual Currency,” FAQs: Sanctions Compliance, FAQs 559-563, Office of Foreign 
Assets Control (OFAC), Department of Treasury, United States, <https://www.treasury.gov/resource-
center/faqs/Sanctions/Pages/faq_compliance.aspx#559>.

29	 Ibid, FAQ 562.
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anyone using an exchange from sending money to sanctioned addresses. If exchanges have 
KYC compliance programs in place (those in the U.S. are required to), they should already be 
blocking sanctioned individuals from having accounts, and now they must block sanctioned 
addresses too. Previously, the main focus of exchanges’ compliance programs was more on 
AML concerns than sanctions. Money laundering is generally a concern with cryptocurrencies 
due to their anonymity and historical lack of regulation, though for the same reasons they can 
be used for terrorist financing and sanctions busting.30,31

The OFAC FAQ also defined the following terms:32

Virtual Currency: a digital representation of value that functions as (i) a medium of exchange; 
(ii) a unit of account; and/or (iii) a store of value; is neither issued nor guaranteed by any 
jurisdiction; and does not have legal tender status in any jurisdiction.

Digital Currency:  includes sovereign cryptocurrency, virtual currency (non-fiat), and a digital 
representation of fiat currency.

Digital Currency Wallet: a software application (or other mechanism) that provides a means for 
holding, storing, and transferring digital currency.

Wallet: holds the user’s digital currency addresses, which allow the user to receive digital 
currency, and private keys, which allow the user to transfer digital currency. The wallet also 
maintains the user’s digital currency balance.

Wallet Provider: a person (individual or entity) that provides the software to create and manage 
wallets, which users can download.

Hosted Wallet Provider: a business that creates and stores a digital currency wallet on behalf 
of a customer. Most hosted wallets also offer exchange and payments services to facilitate 
participation in a digital currency system by users.

Digital Currency Address: an alphanumeric identifier that represents a potential destination 
for a digital currency transfer. A digital currency address is associated with a digital currency 
wallet.

By these definitions, what are traditionally thought of as cryptocurrencies, such as Bitcoin, 
Ethereum, Ripple, and Monero, are “virtual currency” as they are not guaranteed by any 
jurisdiction. “Digital currency” would include Petro and the possible Cryptoruble, since they 
are/would be sovereign currencies issued by governments. “Hosted wallet provider” would 

30	 Malcolm Campbell-Verduyn, “Bitcoin, Crypto-coins, and Global Anti-money Laundering Governance,” 
Crime, Law and Social Change, 69:2 (March 2018).

31	 Aaron Brantly, “Financing Terror Bit by Bit,” CTC Sentinel, Volume 7, Issue 10, October 2014. <https://
ctc.usma.edu/financing-terror-bit-by-bit/>. 

32	 “FAQ: Questions on Virtual Currency,” FAQs: Sanctions Compliance, FAQs 559-563, Office of Foreign 
Assets Control (OFAC), Department of Treasury, United States, <https://www.treasury.gov/resource-
center/faqs/Sanctions/Pages/faq_compliance.aspx#559>.
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seem to be another term for exchanges. These are very broad definitions and the addition of 
multiple terms that were not mentioned later in the FAQ could indicate that OFAC intends to 
release more guidance.

OFAC additionally listed the following examples of virtual currencies in one of their responses, 
which gives insight into the U.S. government’s control priorities. These include Bitcoin (BTC), 
Ether (ETH), Litecoin (LTC), Neo (NEO), Dash (DASH), Ripple (XRP), Iota (MIOTA), 
Monero (XMR), and Petro (PTR).33 

The Effect on Transactions in Practice

The section below contains graphics showing which transactions would be blocked with 
OFAC’s blacklisting of cryptocurrency addresses. Red arrows signify transactions that will 
be stopped, green arrows signify transactions that will be allowed to proceed, and yellow 
that they might be stopped. It is important to note that any transfers to SDN individuals goes 
against OFAC sanctions, whether or not the address is on the SDN list and whether or not the 
transaction gets blocked. Again, there is no information on wallets that shows the owners. 
Unless otherwise listed, the graphics assume that exchanges operate compliance programs that 
would block transactions, but not all of them do in practice. 

Figure 3. A transaction from an exchange to a sanctioned address

Exchanges in the U.S. implementing U.S. regulations will block transactions to sanctioned 
addresses. Person A cannot send to sanctioned address DEF through their exchange because the 
exchange blocks transactions with addresses blacklisted by OFAC.

33	 Ibid, 563.
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Figure 4. A transaction from a private wallet to a sanctioned address

Due to the decentralized nature of blockchain, there is nothing to stop private wallets from 
sending funds to any address, sanctioned or not. Though depending on the cryptocurrency in 
question, there may be a public record of an address having sent money to a sanctioned address.

Figure 5. Diversion possibilities for transacting with a sanctioned address 

While funds from an exchange would be blocked if they go straight to Person B’s sanctioned 
address, Person A can easily divert the funds through a private wallet to circumvent the 
exchange’s control. Person C, having never been on an exchange, can always send to the 
sanctioned address.
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Figure 8. Transactions from multiple different types of sources

Where the goal is to transfer funds to Person B, Persons A, C, D, and E are able to do so 
through their private wallets, no matter if the persons or their addresses are on the SDN list and 
regardless of where they are located.

Figure 9. Transactions to multiple accounts owned by a sanctioned individual

Assuming Persons A and C are subject to U.S. jurisdiction, all the above transfers are in breach of 
U.S. sanctions. Despite that, only the transfer from the first exchange to the sanctioned address 
will be blocked. Though Person B’s exchange does not have KYC policies (and therefore does 
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not know who their customer is) they may or may not block transfers to sanctioned addresses, 
as that does not require knowing who their account owners are. Having seen address MNO on 
the SDN list, Person B created a new wallet with address PQR in less than a minute and is able 
to receive transactions there immediately. 

If the goal is only to stop transactions using U.S. exchanges, this regulation will likely be 
effective. It would be determined by the capacity of OFAC to quickly find and add new 
addresses to the list, as new ones are likely to pop up as soon as one gets blocked.  It might 
be possible to track transactions between accounts and find where they originated, but there is 
nothing that OFAC or anyone else can do to stop P2P transfers of cryptocurrency proactively, 
simply due to the nature of blockchain and how cryptocurrencies are currently programmed. 
KYC/AML programs in exchanges globally might make it a little bit more difficult to send 
cryptocurrencies to bad actors, but overall the illicit finance networks would only move to 
private wallets, which cannot be stopped and can be nearly impossible to track depending on 
the cryptocurrency used. 

When it comes to stopping illicit cryptocurrency transactions, there is little that can be done 
other than implementing KYC/AML standards as broadly as possible, though it is likely a 
futile task to try to accomplish everywhere. Currently it might be effective to target currencies 
when they are being exchanged for traditional fiat currencies, but as cryptocurrencies become 
more common forms of payment for goods and services, the utility of this kind of targeting 
will dissipate.

Future Projections

It remains to be seen how integral cryptosanctions will become to the overall U.S. sanctions 
agenda. A possible indicator may be a requirement in the Countering America’s Adversaries 
Through Sanctions Act (CAATSA). CAATSA Section 261 requires the President to submit to 
Congress a national strategy on “combating financing of terrorism and related forms of illicit 
finance” in consultation with a number of government departments and agencies. Section 262(8) 
requires the strategy to contain a trend analysis of emerging illicit finance threats, specifically: 

“....a discussion of and data regarding trends in illicit finance, including evolving 
forms of value transfer such as so-called cryptocurrencies, other methods that 
are computer, telecommunications, or Internet-based, cyber crime, or any other 
threats that the Secretary may choose to identify.”

The strategy, due by August 2, 2018, has the possibility of signaling how important 
cryptocurrency will be to U.S. sanctions moving forward. 

The President demonstrated in the Executive Order “On Taking Additional Steps to Address 
the Situation in Venezuela” that he has the power under the IEEPA (50 U.S.C. § 1701) to 
ban persons under U.S. jurisdiction from transacting in virtual currencies, as in the case 
of Petro. However, this is only the case if the currency constitutes a threat to the national 
security, foreign policy or economy of the U.S., and is “in whole or substantial part outside the 
United States.” So where do cryptocurrencies reside? Though Petro was an easy case, being 
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a virtual currency issued by the Venezuelan government, other cryptocurrency projects can 
involve dozens or hundreds of developers around the world. Can digital currencies be banned 
for being too private and therefore facilitating illicit activities? As with many parts of future 
cryptocurrency regulations, that remains unclear, though as with current regulations, there is 
little to stop determined transgressors.

Other future developments may include cryptocurrencies moving away from their blockchain 
roots to a more sophisticated decentralized system as in the case of cryptocurrency IOTA. IOTA 
uses Tangle, which is a Directed Acyclic Graph (DAG). Tangle is an even more decentralized 
system than blockchain, and put simply, it promises to solve many problems with blockchain 
based cryptocurrencies, including speed and transactions costs.34 When conducting an IOTA 
transaction, part of the ledger contains information on the sender’s private key.35 For this reason, 
IOTA wallets cycle addresses automatically each transaction as a security measure to prevent 
from someone hacking private keys and taking possession of a wallets. This makes tracking 
transactions incredibly difficult as addresses are constantly changing.

Conclusion

Cryptocurrencies are one of many examples of technology evolving faster than what regulations 
can keep up with. With the recent spike in the price of Bitcoin, cryptocurrencies and the issues 
associated with them have been brought to the public consciousness and captured government 
interest in regulating them. Though this interest is not solely or even mainly a sanctions concern, 
cryptocurrencies today are facing a range of regulatory hurdles. Transactions are going to be 
incredibly difficult if not impossible to regulate because they were built with decentralization 
and privacy in mind. By blacklisting addresses, the practical effect is that exchanges will 
block transactions while private wallets can transact with these addresses unmolested. While 
governments could try to regulate the point at which cryptocurrencies are exchanged for 
traditional currencies, this too may be ineffective in the long term as more businesses start 
accepting cryptocurrencies for purchases. As exchanges act in a similar fashion to banks in the 
cryptocurrency field, they are likely to be the targets of future regulations, but it still does not 
solve the issue of illicit P2P transactions.

It will be important to follow how cryptosanctions evolve in the future, who implements them, 
what other countries adopt them, and how effective they will be. Though no other countries 
aside from the U.S. have put forward cryptocurrency regulations for sanctions purposes, this is 
just the first step for cryptosanctions. As even OFAC has yet to backlist any specific addresses, 
much still remains to be seen on how effective the regulations will be in practice. This will 
likely determine the future popularity of cryptosanctions, as will the amount and manner that 
sanctioned actors utilize cryptocurrencies. As cryptocurrencies grow in popularity for everyday 
use, it is likely that cryptosanctions will too. Regardless, a new era of virtual sanctions has 
begun.

34	 Serguei Popov, “The Tangle,” IOTA, February 9, 2018 <https://iota.org/IOTA_Whitepaper.pdf>. 

35	 “How Addresses are Used in IOTA,” IOTA Support, <https://iotasupport.com/how-addresses-are-used-in-
IOTA.shtml>
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Abstract

Advanced countries export billions of dollars a year of goods and technologies that have 
potential military or Weapons of Mass Destruction (WMD) applications. These are “dual-
use” items primarily created for commercial or civilian ends. Many of these dual-use goods 
and technologies are subject to multilateral and national export controls. Governments must 
balance their economic, security, and other interests in deciding whether to approve export of 
a controlled good or technology. Even if a country decides to forgo the economic benefits of 
export, if other similar producer countries choose to export, the first country’s security benefit 
is moot. Research suggests that advanced industrial democracies differ in their willingness 
to export sensitive goods and technologies to countries of concern, including China. How 
similar are advanced countries’ practices of dual-use export controls, particularly to countries 
of concern? If similar countries diverge in export control implementation, what explains the 
differences? This article uses competing explanations to assess the drivers of dual-use export 
licensing in three major dual-use exporters—the United States, the United Kingdom, and 
Japan—particularly to destinations they have identified as “countries of concern.”
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Introduction

Advanced countries export billions of dollars a year of goods and technologies that have 
significant potential military or weapons of mass destruction (WMD) applications. These are 
not “arms,” but rather “dual-use” items subject to multilateral and national export controls. 
Governments must review and approve each license application for the legal export of a 
controlled dual-use item. Countries must balance their economic, security, and other interests 
in deciding whether to approve the export.

Even if a country decides to deny an export license and thereby accepts a loss of economic 
benefit, if other similar producer countries undercut it, the first country’s security benefit is 
moot. This reality becomes starker with exports to destinations of concern, such as Iran or 
China, which may represent important markets. How similar are advanced countries’ practices 
of dual-use export controls, particularly to countries of concern? If similar countries exhibit 
different patterns of export control implementation, what explains these differences? This 
article uses an original database of controlled dual-use exports to gauge divergence among 
different countries in the exports of the same goods and divergence on exports of different 
goods within the same country. It then assesses competing explanations of the drivers of dual-
use export licensing decisions in three major dual-use goods and technology producers—the 
United States, the United Kingdom, and Japan—particularly to destinations they have identified 
as “countries of concern.” 

The study demonstrates that consistent with some reports, states’ implementation of dual-use 
export controls does vary, even among similar exporters of the same goods. It then explores 
both economics-driven and security-driven explanations for the variance in export control 
implementation. 

Puzzle: Divergence in Implementation of Export Controls

There are currently 42 participating states in the Wassenaar Arrangement on Export Controls 
for Conventional Arms and Dual-Use Goods and Technologies, a multilateral, voluntary regime 
formed in 1996 to coordinate export controls on arms and dual-use items. While the members 
are described as “like-minded,” even among allies, there is a divergence in the implementation 
of multilateral export controls. For example, in December 2013, Wassenaar Arrangement (WA) 
members unanimously decided to add surveillance systems to the list of controlled exports.2 The 
European Union (EU) quickly moved to implement the new surveillance technology controls, 
accomplishing this without much fanfare in 2014. EU Member States including the United 
Kingdom and France—the countries that tabled the proposal at the WA—have implemented 
the rules domestically. Yet in the United States, the Department of Commerce’s Bureau of 
Industry and Security (BIS) took the unusual step of opening up the domestic implementation 
process to public comment in March 2015. The response was overwhelmingly negative. U.S. 
corporations, including Google, Microsoft, and Symantec, members of Congress, and civil 
society representatives balked at the new proposed implementation due to the potential negative 
impact on security research and Internet freedom more generally. In light of the reaction, the 

2	 Specifically, intrusion software and IP network surveillance systems.
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Departments of Commerce and State agreed to renegotiate the agreement and in March 2016, 
said they would propose removing the controls on surveillance technologies at the next WA 
plenary.

Divergence in the implementation of export controls may result from differences in foreign 
policy, geopolitical, or economic considerations. Export control practices among regime member 
countries may also vary due to their different threat perceptions and mistrust of each other. 
Exports to China put these issues into stark view. Segal, for instance, points to European and 
Japanese governments having approved exports of semiconductor manufacturing equipment 
“that is at least two generations more advanced than the threshold stipulated by the Wassenaar 
agreement. When the United States has banned or slowed exports to manufacturers in China, 
European and Japanese suppliers quickly stepped in to make the sale.”3 In the words of another 
researcher on U.S. advanced trade with China, “The sale of dual-use technology to the PRC…
remains a highly divisive issue in the transatlantic relationship, as the large economic interests 
involved in exporting to China commercially developed dual-use articles clash with the security 
implications of their potential contribution to China’s military modernization.”4

How much do controlled dual-use exports to China, one of the world’s most important markets, 
differ among advanced industrial exporters? Understanding the level to which export control 
practices vary is important because if export control implementation is inconsistent, this 
undermines the objectives of export controls.

Why Dual-Use Trade?: The Dual-Use Dilemma

The majority of existing research in international relations has focused on either general trade 
or the arms trade. Yet general commodities trade and the arms trade both function according to 
a different logic than dual-use trade. The export of arms always poses a security externality and 
is primarily conducted for foreign policy reasons—the arms trade itself is not profitable for the 
country as a whole because development and sales are so dependent on supplier government 
subsidies.5 Meanwhile, commodities trade does not pose a security externality except in the 
sense that any country could potentially convert butter into guns. 

Dual-use items fall between the two categories. They are important sources of revenue for 
advanced countries (and, increasingly, developing countries), yet pose an unquantifiable 
security risk. Moreover, dual-use items are increasing in importance as the technological 
revolution proceeds and countries are shifting from “spin-off” (commercializing military 
technologies) to “spin-on” (specializing commercial goods for military use) in their military 

3	 Adam Segal, “Practical Engagement: Drawing a Fine Line for U.S.-China Trade,” The Washington 
Quarterly, 27:3 (2004), pp.157–73.

4	 Hugo Meijer, “Transatlantic Perspectives on China’s Military Modernization: The Case of Europe’s Arms 
Embargo against the People’s Republic of China,” Paris Papers, Strategic Research Institute of the French 
Military Academy (IRSEM), 2014, <https://www.defense.gouv.fr/content/download/316927/.../file/paris_
paper_n_12.pdf>.

5	 See Ron Smith, Anthony Humm, and Jacques Fontanel, “The Economics of Exporting Arms,” Journal of 
Peace Research, 22:3 (1985), pp. 241–42.

https://www.defense.gouv.fr/content/download/316927/.../file/paris_paper_n_12.pdf
https://www.defense.gouv.fr/content/download/316927/.../file/paris_paper_n_12.pdf


acquisition strategies.

The narrower the gap between military and civilian items, the more challenging controlling 
dual-use trade becomes. Thus, a better understanding of trade in dual-use goods is important 
from a practical perspective. Investigating dual-use exports also provides insight into how 
states balance economic and security imperatives, among other concerns.

Theoretical Literature 

This section reviews existing approaches to international relations to address the puzzle of 
variance in dual-use export control implementation among similar countries. The two competing 
explanations derive from realism and liberalism, and roughly correspond to the “security” and 
“economics” perspectives of export controls. Both explanations generally treat the state as the 
primary actor and assume state policy is rational and reflects state interests. 

Standard International Relations Approaches

Realist Approaches 

Neorealism, as developed by Kenneth Waltz, treats states as unitary actors. It builds on a 
history of realism that focuses on the narrowly defined security of states. In the neorealist’s 
view, external forces (the international system) are the primary motivators of state behavior 
rather than domestic interests. The survival of the state (security) takes precedence over other 
objectives, even if ensuring security sometimes incurs economic loss. 

In this view, if decision-makers must choose between economics and security, security should 
win out. Further, relative gains over other states matter more than absolute gains. Given the 
competitive nature of international relations, states are unlikely to cooperate except when 
it benefits them directly. States are also concerned about cheating even when cooperative 
arrangements, which include multilateral export control regimes, do exist.6

Meanwhile, a related school of thought, mercantilism, reinforces the zero-sum nature of 
competition between states. Due to its concern with relative gains, it aims to protect domestic 
economies from foreign competitors. A mercantilist approach sees a major producer country’s 
export of high-tech goods to a rival country as diminishing the former’s competitive economic 
and military advantage. Meijer calls mercantalists “control hawks” in his study of U.S. export 
control policy toward China.7 The control hawks believe that protecting American technology 
by avoiding trade with a country of concern is the most appropriate way to pursue U.S. 
interests. In the field of export controls, realists and mercantilists would expect countries to 
restrict sensitive items to destinations they have identified as adversaries, rivals, or potential 
adversaries.

6	 John J. Mearsheimer, “The False Promise of International Institutions,” International Security, 19:3 (1994), 
pp. 5–49.

7	 Hugo Meijer, Trading with the Enemy: The Making of U.S. Export Control Policy toward the People’s 
Republic of China (Oxford; New York: Oxford University Press, 2016).

48� Crystal D. Pryor



The greater the actual or potential security threat a state perceives from an importer, the less 
likely it should be to export a sensitive or militarily relevant item (Hypothesis 1).8 The concern 
of realists is to avoid making a military contribution to a current or potential adversary. 

Liberal Approaches 

In contrast to neorealism, liberal approaches to international relations ascribe importance 
to economic relationships in foreign and security policy and see the potential for economic 
relationships to mitigate conflict. Neoliberalism, as first fully articulated by Keohane’s After 
Hegemony, emphasizes the institutions and economic relations between interdependent states 
in the age of globalization.9 Neoliberalists believe these ties help to prevent conflict. In contrast 
to neorealists’ zero-sum approach, neoliberalists believe that absolute gains matter and positive-
sum outcomes are possible. They value institutions for their ability to help states break free of 
the Prisoner’s Dilemma that pervades international relations.

From this theoretical perspective, the aim of multilateral export control regimes is to help 
states achieve the best outcome given their mutual security interests but competing economic 
incentives. If states have shared interests in nonproliferation and the other objectives of export 
controls, they should be able to use multilateral institutions to realize these objectives. In contrast, 
a neorealist would suggest that states follow regime rules only when they are convenient and 
ignore them when they are not. In the neoliberal’s view, a failure to cooperate or coordinate on 
export controls is attributable to the regime rules or incentives not being properly specified. In 
contrast, the neorealist does not believe cooperation is sustainable to begin with.

In addition to explaining the existence of multilateral export control regimes, a liberal, 
economics-focused approach can address how a country or industry’s export dependence 
might affect the level of controlled exports. Realist approaches only focus on the domestic 
economy to the extent that it directly affects national security. Yet governments are interested 
in supporting their companies’ exports to gain profit, employment, and tax revenue, and these 
objectives might outweigh security concerns.10

The more trade-dependent a state, the more likely it is to focus on economic gain via exports, as 
was the case during the Cold War, when “U.S. officials complained that West European CoCom 
delegations were heavily weighted in favor of trade interests, to the point of having industry 

8	 This study focuses on perceived threat because the author does not believe it is possible to objectively 
assess how much of a threat one country poses to another. Rather, how decision-makers perceive the 
intentions and capabilities of others matters. As Stein asserts, “Threats do not unambiguously speak for 
themselves. Understanding the meaning of threats is mediated by the perception of the target” JG Stein, 
“Threat Perception in International Relations,” in The Oxford Handbook of Political Psychology, 2nd ed. 
(Oxford: Oxford University Press, 2013). 

9	 Robert O. Keohane, After Hegemony: Cooperation and Discord in the World Political Economy (Princeton: 
Priceton University Press, 2005).

10	 Ron Smith and Maria Garcia-Alonso, “The Economics of Arms Export Controls,” in Daniel Joyner ed., 
Nonproliferation Export Controls: Origins, Challenges, and Proposals for Strengthening (Hampshire: 
Ashgate, 2006), p. 34.
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representatives seated at the negotiating table.”11 Mastanduno argues that “The degree of trade 
dependence is significant because the use of export controls involves economic costs for the 
sanctioning state. The potential political or strategic benefits of trade controls must be weighed 
against the economic costs of applying them.”12 Thus, it is reasonable to expect that the more 
trade-dependent a state is, the more likely it will be to export a dual-use good or technology, 
even if the export is to a country of concern (Hypothesis 2). Hypothesis 2 is a liberal hypothesis 
because it focuses on absolute economic gain for a state rather than national security, although 
realists (including Mastanduno) can agree with the basic proposition that trade dependence 
matters to how a state conducts its trade policy. 

The effect of domestic industry interests in the export control process is also tested using liberal, 
pluralist insights into domestic processes. Most of the liberal literature focuses on why certain 
industries prefer protectionism and others prefer liberalization (particularly with regards to 
imports), and how these preferences influence trade policy. This study takes a different tack as 
the interest is in the exporting industries that push for the ability to export their goods. Yet the 
mechanisms by which domestic industries influence trade policy are the same. 

As Milner describes in her article on U.S. and French industrial trade preferences, companies 
can lobby the legislature or work through trade representatives, industry trade associations or, 
in the case of France, appeal to a variety of government ministries.13 Through such mechanisms, 
she finds that the firms in her study are able to shape state policy in a way that reflects their 
preferences. 

Building on these findings, the more important a given exporting industry is to the domestic 
economy, the greater the number of controlled exports we should see, even to countries of 
concern (Hypothesis 3). The logic behind this argument is that more economically hefty 
industries, such as those dealing in surveillance technologies in the United States, or carbon 
fiber manufacturers in Japan or Germany, will have a greater ability to pressure the government 
to allow exports of the items it produces.

Even if an industry does not engage in interest group politics to pressure the government 
for the liberalization of exports, the economic agency may nonetheless be concerned about 
the international competitiveness of its major domestic industries and try to ease exports for 
them. The economic agency’s mission is to support domestic industry, which means not over-
controlling exports from domestically significant industries.

Export Control Research

This section provides a brief overview of existing research on export controls and discusses 
the theoretical approaches they have taken to the empirical topic of controlled exports. Using 
qualitative or quantitative approaches, the studies investigate the nature of export control 

11	 Michael Mastanduno, Economic Containment: CoCom and the Politics of East-West Trade, Cornell 
Studies in Political Economy (Ithaca, N.Y: Cornell University Press, 1992), p. 275.

12	 Ibid, 58.

13	 Helen V. Milner, “Resisting the Protectionist Temptation: Industry and the Making of Trade Policy in 
France and the United States During the 1970s,” International Organization, 41:4 (1987), pp. 639–665.
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systems or the implementation of export controls. Taken together, they offer parameters and 
suggestions for this study. Yet researchers in this field all confront the same data limitations, 
which this study attempts to navigate in a novel way.

The classic work in the export control field is Mastanduno’s book on the Coordinating Committee 
for Multilateral Export (CoCom), in which he details the trajectory of Western export control 
policy from the end of World War II until the early 1990s.14 Having taken a realist approach, his 
primary conclusion is that despite its power, the United States is not always able to get other 
states to cooperate with it in CoCom. Instead, if other states’ interests diverged with that of the 
United States’, the United States was not able to achieve cooperation on its preferred export 
control strategies. 

Yet even if allies’ interests converged with that of the United States, lack of leadership in 
CoCom, particularly stemming from a divided U.S. executive branch, determined failure or 
success in achieving cooperation in CoCom. Mastanduno also points to the tension between 
the dominant trait of “economic liberalism” and the recessive trait of “economic nationalism” 
in U.S. foreign policy.15

Since Mastanduno wrote this book, the Cold War ended and the allies dissolved CoCom. WA 
has since taken its place, and advanced countries strengthened and expanded other multilateral 
export control regimes. Some of the very members CoCom once targeted, notably Russia, are 
now regime members. Yet despite these changes, the theoretical foundations of Mastanduno’s 
study are still relevant to this study, even though this work does not focus on the regimes 
themselves. 

Mastanduno aptly captures both the liberal and realist views of sensitive exports to countries of 
concern: “Given a commitment to use trade with an adversary as an instrument of statecraft, the 
choice of strategy is driven by economic, political, and strategic considerations. Specifically, 
those factors likely to be most significant to a sanctioning government are the degree of its 
trade dependence on the target, its overall political orientation to the target government, and its 
military relationship with the target, including such elements as the probability of war and the 
nature of peacetime military competition.”16

Other U.S.–focused studies of export controls include Bertsch and Elliott-Gower, which 
addresses the challenges of export controls in the waning days of the Cold War; and Cupitt’s 
book on the role of the President in the U.S. export control system.17,18 Comparative studies 
include edited volumes by Beck et al., which compares export control systems in the United 

14	 Michael Mastanduno, Economic Containment: CoCom and the Politics of East-West Trade, Cornell 
Studies in Political Economy, (Ithaca, N.Y: Cornell University Press, 1992).

15	 Ibid, p. 10.

16	 Ibid, p. 57.

17	 Gary K. Bertsch and Steven Elliott-Gower, Export Controls in Transition: Perspectives, Problems, and 
Prospects (Durham: Duke Univeristy Press, 1992).

18	 Richard T. Cupitt, Reluctant Champions: U.S. Presidential Policy and Strategic Export Controls, Truman, 
Eisenhower, Bush, and Clinton (New York: Routledge, 2000).
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States, Russia, China, France, and India and includes a quantitative element; Joyner, which 
primarily focuses on the multilateral export control regimes; and Meier on issues in controlling 
dual-use technology transfers and how to improve regulations.19,20,21

A 2010 U.S. Government Accountability Office report details the export control systems of five 
U.S. allies—Australia, Canada, France, Germany, Japan, and the UK.22 The primary motivation 
for this report was the increasing amount of defense cooperation and technology transfer from 
the United States to its allies, especially with proposed defense trade cooperation treaties with 
the UK and Australia (ratified in September 2010).

More recent works on export controls in a quantitative vein include pieces by Fuhrmann, 
Kroenig, Jones and Karreth, and Stinnett et. al. 23,24,25,26,27 Fall 2015 saw the emergence of a 
new peer-reviewed journal on strategic trade controls, Strategic Trade Review. The subsequent 
discussion only includes those studies from which the methodology is derived. 

Fuhrmann investigates the determinants of dual-use trade and as such, his study is the most 
relevant to this one.28 He uses data on U.S. aggregate, licensed dual-use exports from 1991–
2001. While acknowledging that his findings are preliminary, he presents evidence to support 
his hypotheses that states direct dual-use exports toward partners with whom they have security 

19	 Michael David Beck, Richard Cupitt, Seema Galhaut, and Scott Jones, To Supply or to Deny: Comparing 
Nonproliferation Export Controls in Five Key Countries (The Hague: Kluwer Law International, 2003).

20	 Daniel Joyner, Non-Proliferation Export Controls: Origins, Challenges, and Proposals for Strengthening 
(Hampshire: Ashgate Publishing, 2006).

21	 Oliver Meier, Technology Transfers and Non-Proliferation (Oxon and New York: Routledge, 2013).

22	 “Export Controls: Observations on Selected Countries’ Systems and Proposed Treaties,” Report to the 
Committee on Foreign Affairs, House of Representatives, United States Government Accountability Office 
(GAO), May 27, 2010.

23	 Matthew Fuhrmann, “Exporting Mass Destruction? The Determinants of Dual-Use Trade,” Journal of 
Peace Research, 45:5 (2008), pp. 633–652; Matthew Fuhrmann, “Taking a Walk on the Supply Side: The 
Determinants of Civilian Nuclear Cooperation,” Journal of Conflict Resolution, 53:2 (January 27, 2009), 
pp. 181–208.

24	 Matthew Kroenig, “Exporting the Bomb: Why States Provide Sensitive Nuclear Assistance,” American 
Political Science Review, 103:01 (February 2009), p. 113.

25	 Scott Jones and Johannes Karreth, “Assessing the Economic Impact of Adopting Strategic Trade Controls,” 
Center for International Trade and Security, Center for International Trade and Security, University of 
Georgia, December 2010, <http://www.nti.org/media/pdfs/off_us_dept_21.pdf?_=1316466791>, p. 30.

26	 Matthew Fuhrmann, “Exporting Mass Destruction? The Determinants of Dual-Use Trade,” Journal of 
Peace Research, 45:5 (2008), pp. 633–652; Matthew Fuhrmann, “Taking a Walk on the Supply Side: The 
Determinants of Civilian Nuclear Cooperation,” Journal of Conflict Resolution, 53:2 (January 27, 2009), 
pp. 181–208.

27	 Douglas M. Stinnett et al., “Complying by Denying: Explaining Why States Develop Nonproliferation 
Export Controls: Complying by Denying,” International Studies Perspectives, 12:3 (August 2011), pp. 
308–26.

28	 Matthew Fuhrmann, “Exporting Mass Destruction? The Determinants of Dual-Use Trade,” Journal of 
Peace Research 45, no. 5 (2008): 633–652; Matthew Fuhrmann, “Taking a Walk on the Supply Side: The 
Determinants of Civilian Nuclear Cooperation,” Journal of Conflict Resolution, 53:2 (January 27, 2009).
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guarantees and away from security threats. A stronger finding, however, is that the United 
States is more likely to export dual-use goods to other democracies than to non-democracies. 
That democracies are more likely to trade with each other in general is a well-established 
finding in liberal international relations literature. 

While Fuhrmann’s hypotheses on security guarantees and trade to other democracies are 
not relevant to this study on exports to countries of concern, the way in which he addresses 
data limitations dual-use trade is relevant, as are his suggestions for future research. Due to 
methodological considerations, he limits his focus to exports from the United States to the 128 
countries that are neither its “strongest adversaries” nor its “closest allies.”29 He also looks at 
the overall volume of licensed dual-use trade and does not break it down by technology type. 
His “inconsistent findings” suggest that more work is needed to “determine whether other 
countries channel dual-use trade to the same degree as the United States.”30 Fuhrmann also 
cites Dorussen, who said that “some goods should have a bigger impact on the likelihood of 
conflict than trade in others”—especially oil and high-tech trade, which are often controlled.31 
By including other advanced exporters and also investigating specific dual-use exports rather 
than dual-use trade on the aggregate, the present study builds on the work he started.

In another article, Fuhrmann looks at why countries provide civilian nuclear assistance, which 
can be thought of as a special kind of dual-use export. He finds that rather than norms like 
nonproliferation, states provide civil nuclear assistance for strategic reasons—“to strengthen 
their allies and alliances, to strengthen their relationship with enemies of enemies, and to 
strengthen existing democracies and bilateral relationships with these countries (if the supplier 
is also a democracy).”32 Since this study does not investigate a range of potential importers, but 
only one importer, his strategic considerations are not relevant to the present study.

Kroenig similarly asks what motivates states to provide sensitive nuclear assistance.33 He 
finds that while the degree of economic growth or development does not explain why a 
state transfers sensitive nuclear assistance, trade dependence between exporter and importer 
leads to an increased likelihood of transfer. While all of the exporters in the present study 
are of equivalent economic development, their trade dependence on importers varies. Trade 
dependence might matter to their willingness to export sensitive goods or technologies, per 
the liberal argument. Yet Kroenig further suggests that “states are unlikely to pursue economic 
gains when the result undermines their own security. States may still seek economic benefits 
when they export sensitive nuclear technology, but they are only likely to do so when such 
behavior is consistent with underlying strategic conditions.”34 Thus, while realist and liberal 

29	 Ibid, pp. 640–41.

30	 Ibid, pp. 649.

31	 H. Dorussen, “Heterogeneous Trade Interests and Conflict: What You Trade Matters,” Journal of Conflict 
Resolution, 50:1 (February 1, 2006), p. 87.

32	 Matthew Fuhrmann, “Taking a Walk on the Supply Side: The Determinants of Civilian Nuclear 
Cooperation,” Journal of Conflict Resolution, 53:2 (January 27, 2009), p. 181.

33	 Matthew Kroenig, “Exporting the Bomb: Why States Provide Sensitive Nuclear Assistance,” American 
Political Science Review, 103:01 (February 2009).

34	 Ibid, p. 127.
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considerations both matter, the former takes precedence. He also finds that the more disputes 
between an exporter and a potential recipient, the less likely a country is to export sensitive 
nuclear technologies. This concurs with the realist hypothesis that the greater the security threat 
an exporter perceives from the importer, the less likely a state will be to export a sensitive or 
militarily relevant item.

Taking a different approach in a study for the U.S. State Department, Jones and Karreth 
investigate whether the development of strategic trade controls in developing countries 
facilitates or inhibits trade. Their approach is to look at U.S. Advanced Technology Product 
(ATP) exports, many of which are likely controlled to some degree.35 Their concern is different 
from this study—namely, they aim to show that the adoption of export controls in countries 
developing strategic trade control systems does not negatively impact trade. Their use of ATP 
exports is novel, but as Jones and Karreth admit, only a fraction of ATP exports is actually 
controlled.36 This study chooses to focus on specific exports very likely to be controlled instead 
of an aggregate measure of advanced technology trade that captures many uncontrolled items, 
even though doing so means significantly less trade data available for analysis.

Finally, Stinnett et al. investigate why states take active steps to control exports of dual-use 
technology.37 In particular, they focus on why states comply with international obligations, 
for example, United Nations Security Council resolution 1540, to limit WMD proliferation. 
They look at dual-use trade vis-à-vis thirty states’ nonproliferation interests and find that state 
capacity (technical and bureaucratic) better explains the lack of adherence to multilateral 
export control regimes than states’ interests (as measured by security ties, economic interests, 
and external pressure). This finding is relevant to the case selection of exporters, as one either 
has to control for state capacity or ensure that all of the exporters have similar levels of state 
capacity. This study takes the latter approach.

Research Design & Hypotheses

From a comparative perspective, a major issue in the area of dual-use exports is that while 
individual countries may have a grasp on how many licensed dual-use goods they are exporting, 
they know very little about what and how much other countries export. For reasons discussed in 
this article’s introduction, this is concerning because if similar producers are making different 
decisions on the exports of sensitive technologies, the countries restricting exports forgo not 
only economic gains but also their security benefits. 

The first research question driving this study asks: Do similar states practice export controls on 
the same items in a similar fashion? And relatedly, does a given state practice export controls on 
different items in the same way? These questions are addressed using quantitative data collected 

35	 Scott Jones and Johannes Karreth, “Assessing the Economic Impact of Adopting Strategic Trade Controls,” 
Center for International Trade and Security, Center for International Trade and Security, University of 
Georgia, December 2010, <http://www.nti.org/media/pdfs/off_us_dept_21.pdf?_=1316466791>.

36	 Ibid, 22.

37	 Douglas M. Stinnett et al., “Complying by Denying: Explaining Why States Develop Nonproliferation 
Export Controls: Complying by Denying,” International Studies Perspectives, 12:3 (August 2011).
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on the dual-use exports of specific goods and technologies. The data suggests that similar 
states implement export controls differently on the same dual-use items, and also differently 
on different items within their state. The second research question is what explains variance 
in dual-use export control practices among similar countries when exporting to countries of 
concern.

Realist and liberal approaches to export controls offer three empirically testable hypotheses 
that explain divergence in export control practices among states. A realist would assert that 
the greater the security threat the recipient country poses to the exporter, the less likely it will 
be for a state to export sensitive items to that country (Hypothesis 1).  A liberal theorist, in 
contrast, would argue that the greater a state’s total export dependence, the more likely it will 
be for a state to export sensitive items, regardless of whether the recipient poses a security 
threat (Hypothesis 2). Across goods or technologies, a liberal would expect that the greater the 
importance of the producing industry to the domestic economy, the more likely the state is to 
export the sensitive items that industry produces (Hypothesis 3). 

Table 1 is a summary of the three hypotheses. The dependent variable is the amount of controlled 
trade to a country of concern. The table includes the hypothesized direction (negative, positive) 
of the independent variables’ effect on controlled trade, the dimensions each variable varies on, 
and the operationalization of each independent variable.

Hypothesis Type Independent 
variable (IV)

Effect on 
controlled 
trade

Varies by Operationalization

1 Realist Perceived 
security threat Negative Exporter, 

time

Assume increasing 
linearly over time 
period

2 Liberal Overall trade 
dependence Positive Exporter, 

time

Exports of goods 
and services as % of 
GDP

3 Liberal Importance of 
industry Positive

Exporter, 
time, good/
technology

Industry Annual 
Value added 
divided by Annual 
Value added of all 
industries

Table 1. Overview of hypotheses

Other factors that existing studies suggest affect export control decisions are technology 
transfer agreements, changes in government, and legislative or bureaucratic reform. While 
some of these changes have occurred during this study’s period of analysis (1998–2015), there 
is not enough data to effectively test the effect of these types of changes. Future research could 
incorporate these variables to test, for example, how much the United States’ recent shifting of 
several categories of items from the munitions list to the Commerce Control List (CCL) affects 
the volume and destination of exports, or how much Japan’s Ministry of Defense increased 
involvement in the export control process will affect the export of militarily sensitive goods.

Beyond Economics and Security: Strategic Export Control Practices in Advanced Countries� 55



Case Selection

Exporters – Advanced Industrial Democracies

This project focuses on three of the world’s largest dual-use goods and technology exporters: the 
United States, the United Kingdom, and Japan. Their high export volume makes their policies 
and behaviors substantively interesting. The three countries are members of all the multilateral 
nonproliferation regimes and have some of the deepest security ties in the world, particularly 
via the U.S.–Japan and U.S.–UK alliances and the North Atlantic Treaty Organization (NATO). 
They also produce similar types of goods and technologies. The countries also have comparable 
levels of bureaucratic capacity and well-developed export control systems. Controlling for 
capacity is important because, as described above, Stinnett et al. find that state capacity is a 
better predictor of export control compliance than are state interests.

One might expect very different export control practices from countries such as Singapore or 
China, which are now also able to produce and export high-tech goods but are not WA regime 
members and have different security interests than the Western countries and Japan. Thus, 
selecting the United States, the United Kingdom, and Japan presents a hard case for finding 
divergence in export controls, because we expect their practices to be as similar as can be. This 
selection also allows the researcher to exploit variation. Namely, security concerns and trade 
dependence vary somewhat between the United States, the United Kingdom, and Japan. The 
countries also diverge in the relative importance of industries to their domestic economies. 
This variation is exploited to test the hypotheses, including to assess whether what Mastanduno 
contended over two decades still holds true: “In general, economic considerations have weighed 
more heavily for Western Europe and Japan, whereas political and strategic factors have been 
more prominent in the calculations of U.S. officials.”38

Importers – “Countries of Concern” / China

As mentioned in the introduction, the focus of this study is on export destinations that advanced 
countries have identified as “countries of concern.” The security externalities of sensitive 
trade with allies or other close partners are much less significant than they are with countries 
of concern, and the tension states face in making exports to friends is less theoretically and 
practically interesting. 

China is not only the largest exporter in the world, but also the second-largest importer. Its most 
significant import partners are Japan, the European Union, South Korea, and the United States, in 
descending order. While it is plausible to include other recipient countries in this study, the U.S. 
government notes that “China continues to be one of the largest foreign markets for controlled 
items” and that “Historically, the dollar value of trade with controlled destinations, other than 
China, has been low.”39 Thus, while China presents an easy case for finding divergence among 

38	 Michael Mastanduno, Economic Containment: CoCom and the Politics of East-West Trade, Cornell 
Studies in Political Economy (Ithaca, N.Y: Cornell University Press, 1992), p. 62.

39	 “Annual Report to the Congress for Fiscal Year 2011,” Department of Commerce, Bureau of Industry and 
Security (BIS), United States, 2011, <http://www.bis.doc.gov/index.php/forms-documents/doc_view/284-
bis-annual-report-2011>, p. 61.
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exporters as a recipient of controlled exports, is also the most substantively important case.
The United States and Japan export billions of dollars’ worth of sensitive dual-use goods and 
technologies to China each year, while the United Kingdom exports hundreds of millions’ 
worth. Somewhere “around 15% of Japanese exports to China are of sensitive items.”40 China is 
also one of the top countries for license refusals (denials), the United Kingdom reports. China’s 
civil-military relations and human rights issues, and the multilateral arms embargo are among 
factors governments must consider when exporting dual-use items to China. Understanding 
variation in how similar countries make decisions on the export of the same dual-use items to 
China promises to uncover various motivations behind their China policy, and more generally, 
how they balance security, economic, and other goals.

Exports to China pose an especially vexing problem because China has a huge and enticing 
market, yet there is no clear line between its civil and military operations. An external actor 
cannot guarantee that a dual-use good will not be used for military ends. With the regional, 
international, and human rights threats China may pose, China epitomizes a dual-use dilemma, 
or, in Segal’s words, “is the poster child for the double-edged nature of the globalization of 
technology”41—at least from the U.S. perspective. 

This analysis compares exports from the United States, Japan, and the United Kingdom to 
China (representing a “country of concern”). Trade patterns are evaluated from 1998–2015, 
which was the period of data available when collection for this study was conducted. Major 
diplomatic or security events involving China during this period include summer 2008, when 
human rights issues and abuses came to the fore with the Beijing summer Olympics, and 
September 2010, when the East China Sea disputes which were touched off after Japanese 
coast guard ships collided with a Chinese trawler in disputed territory. Territorial disputes in 
the East and South China Seas have been ongoing since, and, paired with China’s burgeoning 
defense budget, have raised concern among many China watchers.

Dual-use Exports

There is no lack of high-quality trade data, particularly from developed countries. Through 
their customs agencies, the World Customs Organization, and the United Nations (UN), among 
other organizations, countries keep records of and make public their imports and exports. The 
UN maintains the most comprehensive database on global trade in conjunction with the World 
Bank.

In contrast, researchers in the field of export controls have long struggled with the lack of 
publicly available data on controlled exports, particularly data that is comparable across 
countries. Countries closely hold their licensing data. The United Kingdom releases the most 
detailed data on licensed exports—since 1999, it has annually reported the rating (ECN), license 
count, and license value for every country to which it exports. It also reports some details on 
which licenses they refused (denied). The Campaign Against Arms Trade has extracted that 

40	 Tomoo Marukawa, “Japan’s High-Technology Trade with China and Its Export Control,” Journal of East 
Asian Studies, 13:3 (2013), p. 487.

41	 Adam Segal, “New China Worries,” The International Economy, 21:4 (2007), p. 70.
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data use to create a user-friendly, searchable Internet database.42

The United States has provided a more limited slice of licensing data since 1998—only exports 
to “Country Group D,” which comprises countries to which exports are restricted due to national 
security, nuclear, chemical and biological, or missile technology concerns, or that are subject to 
a U.S. arms embargo.43 It only reports the export control number and value of the license and 
does not include license denial information (reasons for and numbers of licenses denials can 
be found in a separate annual report on foreign policy export controls, but this report does not 
detail countries to which exports were denied). For this study, Country Group D represents the 
importers of interest, but the available U.S. licensing data does not allow for comparison with 
non-sensitive destinations. Such information would allow for better comparison of licensed 
exports to countries of concern with those to “safe” destinations. Other producers like Japan, 
France, and Germany publish no dual-use licensing data. In fact, it is much easier to obtain data 
on arms exports from these countries than it is on their dual-use trade.

Another issue in exclusively working with licensing data is that governments generally only 
require licenses for more sensitive destinations, and moreover, there are different types of 
bulk and multi-year licenses available depending on the export control system, the good or 
technology, and the destination. If one compares U.S. licensed exports to China against U.S. 
licensed exports to Germany, a NATO ally, one would see many more licenses for exports to 
China—but this by no means indicates that China has received more sensitive technologies 
than Germany. Rather, because Germany is a trusted country and multilateral export control 
regime member, exports to Germany are often exempted from requiring a license. 

Thus, using only licensing data to understand dual-use exports can be misleading. Since 
licensing data artificially inflates controlled exports to countries of concern and underreports 
controlled exports to allies, Fuhrmann chooses to eliminate exports from the United States’ 
closest partners and its enemies from his analysis.44 Yet since this study asks how countries 
determine whether they will export a sensitive item to a country of concern, Fuhrmann’s 
approach will not work here.

The data limitations mean that is not possible to compare the amount of controlled or licensed 
trade across the countries of interest (the United States, the United Kingdom, and Japan) without 
a way to proxy for controlled trade. Yet there are no easy or obvious ways to measure the 
amount of licensed trade flows. In most countries, the government agency that controls dual-use 
licensing (generally the economic agency) is separate from the one that controls actual export 

42	 “Resources: UK Arms Export Licences,” Campaign Against Arms Trade, accessed June 5, 2016, <https://
www.caat.org.uk/resources/export-licences>.

43	 These are Afghanistan, Armenia, Azerbaijan, Bahrain, Belarus, Burma, Cambodia, Central African 
Republic, China (PRC), Democratic Republic of Congo, Cote d’Ivoire, Cuba, Cyprus, Egypt, Eritrea, 
Georgia, Haiti, Iran, Iraq, Israel, Jordon, Kazakhstan, North Korea, Kuwait, Kyrgyzstan, Laos, Lebanon, 
Liberia, Libya, Macau, Moldova, Mongolia, Oman, Pakistan, Qatar, Russia, Saudi Arabia, Somalia, Sri 
Lanka, Sudan, Syria, Taiwan, Tajikistan, Turkmenistan, Ukraine, United Arab Emirates, Uzbekistan, 
Venezuela, Vietnam, Yemen, and Zimbabwe.

44	 Matthew Fuhrmann, “Exporting Mass Destruction? The Determinants of Dual-Use Trade,” Journal of 
Peace Research, 45:5 (2008).
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flows and data (customs). Thus, the agencies may not have systems in place to communicate 
and share information easily, and even if they do, this information is not public.45 This division 
is mirrored at the global level with the existence of the multilateral export control regimes 
(WA, Nuclear Suppliers Group, etc.) and the customs regime (World Customs Organization).

Likewise, there are two systems for classifying exports. The first is for export control reasons 
(which range from nonproliferation to regional stability) and employs a five-digit alpha-
numeric code, the Export Control Number (ECN). The ECN, derived from the multilateral 
export control regimes, expresses both the type of good and its capabilities. Countries use it in 
combination with export destination, customer, and the stated end-use to determine if an export 
license is required for a specific transaction prior to shipment. The second system is for customs 
and is a six-digit numerical base code (Harmonized System, HS code) that describes the item. 
Countries can add up to four more digits to this base six-digit code for further clarification on 
the goods. These extra digits are not consistent across countries.
 
Building on licensing data, this study uses the HS customs code, which represents trade data 
that is publicly available for all countries and reported to the UN. A handful of studies employ 
a similar method of using HS code to ECN correlation to get a picture of controlled trade. 
One uses HS codes to determine whether the 28 EU Member States are implementing similar 
controls on extra-EU exports of nuclear materials.46 Another uses HS codes to determine 
the effectiveness of UN sanctions in keeping WMD material from North Korea.47 A recent 
European Commission report also uses HS codes to get an estimate of EU dual-use trade in 
various sectors.48 From a macro perspective, two recent studies explore the correspondence (or 
lack thereof) between ECN and HS codes.49

Recognizing the importance not only for customs officials but for exporters, the EU has 
engineered a correlation table of dual-use goods to EU tariff code, and Singapore and China 
have created their own HS code concordance lists. From these, one can get a sense of which 
customs (HS) codes correspond to which ECN codes. Yet, as numerous researchers have 
pointed out, this is a “many-to-many” correlation, meaning many HS codes apply to many 
ECN codes and vice-versa.50 For example, the ECN “5A002” corresponds to 74 unique ten-

45	 In the United States, the Bureau of Industry and Security at the Department of Commerce is working 
on integration, but for the experts, comparing actual exports to licensed exports is a difficult and time-
consuming task.

46	 Cristina Versino and G.M. Cojazzi, Estimation of Trade Flows Related to Export-Controlled Dual-Use 
Items: Data Sources, Methodology and Tools, European Commission Joint Research Centre, 2011.

47	 Hyuk Kim, “The Impact of United Nations Sanctions on North Korea (DPRK),” Strategic Trade Review, 
1:1 (Autumn 2015), pp. 88–113.

48	 “Final Report: Data and Information Collection for EU Dual-Use Export Control Policy Review,” 
Stockholm International Peace Research Institute (SIPRI) and Ecorys, November 6, 2015, <http://trade.
ec.europa.eu/doclib/docs/2016/september/tradoc_154962.PDF>.

49	 Renaud Chatelus and Pete Heine, “Rating Correlations Between Customs Codes and Export Control Lists: 
Assessing the Needs and Challenges,” Strategic Trade Review, 2:3 (Autumn 2016), pp. 43–67; Hyuk Kim, 
“Enhancing the Interface between the Harmonized System and Strategic Trade Controls,” Strategic Trade 
Review, 2:3 (Autumn 2016), pp. 69–84.

50	 For example, Ibid: Chatelus and Heine, pp. 47–48. 
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digit HS codes, while the ten-digit HS code “8443991000” could be related to ECN “5A002” 
and also “4A001,” “4A004,” or “4A003.” The EU correlation table provides no data on how 
likely a given HS code is to fall under a specific ECN.

Moreover, while the alpha-numeric ECN codes are basically the same across countries (despite 
being called different names), and the HS codes are globally standardized to six digits, the more 
granular nine-to-ten-digit codes are country-specific, so must be converted for comparison. It 
is preferable to use more granular HS codes when possible because the items are more specific 
and therefore less likely to generate “false positives” (i.e., including items for analysis that do 
not in fact require a license).

The method used here to identify eligible dual-use cases (controlled goods) is to first search for 
items that meet the following baseline conditions:

1.	 Goods that the United States, United Kingdom, and Japan all produce
2.	 Goods that constitute major licensed exports

As mentioned above, licensing data is only available for the United States and the United 
Kingdom. Machine tools, carbon fiber, and semiconductors are among Japan’s most significant 
licensed exports, but while the United States exports a fair amount of carbon fiber and machine 
tools, the United Kingdom does not.

Using the U.S. and UK licensing data and several proprietary and public sources to identify the 
top exports by ECN—and ensuring that they are goods or technologies that the United States, 
United Kingdom, and Japan produce—results in a list of 14 ECN codes. The ECCN module of 
the CustomsInfo database was then used to identify which HS codes came up most frequently 
for these ECN codes.51 This portion of the research used only U.S. HS codes as the database 
has limited data on EU controlled exports and no information on Japan. The more granular HS-
ten code (called “Schedule B” in the United States) was used to minimize the number of false 
positives.

How often the frequently appearing HS codes were claimed together with any ECN code was 
then calculated, as for the purposes of this study it matters less the particular reason an item is 
controlled than that it is controlled at all. From the original fourteen HS codes, eight HS codes 
were likely to require any license more than 50 percent of the time. Selecting HS codes that 
more often than not require a license is not a perfect measure but eliminates a good deal more 
of the false positives than other approaches. Again, a shortcoming of the data is that it is only 
available for the United States, so one has to assume that U.S. allies place controls on similar 
goods and technologies.52

The eight HS codes represent five technology groups: encryption, navigation, thermal imaging, 

51	 Available from “Descartes: CustomsInfo,” accessed 5 June 2016, <http://www.customsinfo.com/>, owned 
by Descartes Systems Group, Inc.and requires a subscription.

52	 Multilateral regime membership should push countries toward having similar export control lists, but 
given the United States’ historical willingness to implement unilateral export controls, it is not guaranteed 
that its allies have the same controls.
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chemicals, and telescopic rifle sights, which happen to represent a range of technology types 
and reasons for control. Next, while cross-checking the ECN codes against the EU dual-use 
codes in the EU correlation table, the U.S. ten-digit HS (Schedule B) codes were converted to 
their UK and Japan equivalents using the GTIM tab of the CustomsInfo database. 

Finally, the six-to-ten-digit HS codes for the United States, the United Kingdom, and Japan were 
used to collect data on the exports of these five technology groups over the period available 
(which was generally 1998-2014 or 2015, as of when this study was conducted). 

For the five technology groups and eight total HS codes (three of the technologies have two 
related HS codes each, while the other two technologies have one related HS code), data was 
collected on annual trade to China and annual trade to the World. 

Unfortunately, because HS code to ECN comparisons do not exist outside the United States, 
some unilaterally controlled technologies are captured in this analysis. But they are still of 
interest because it means the United States is concerned enough about the security implications 
of these items to control them unilaterally.

HS Codes/ECCN Example:53,54

Six-digit HS code base (harmonized at the international level by the World Customs 
Organization): 	

851762 = Machines for the reception, conversion and transmission or regeneration of 	  
voice, images or other data, including switching and routing apparatus

U.S. Schedule B: 8517620050

UK Integrated Trade Tariff (based on ten-digit EU TARIC) HS code: 8517620090

Japan nine-digit HS code for exports (can differ from number for imports): 851762000

Likely to be controlled under U.S. ECCN 5A002 (“Information security” systems, equipment 
and “components” therefor…) and/or 5A991 (Telecommunication equipment, not controlled 
by 5A001 [Telecommunications systems, equipment, “components” and “accessories” …])

The remainder of this section provides background on each of the five technology groups—

53		  The HS Nomenclature comprises about 5,000 commodity groups which are identified by a 6-digit code and 
arranged according to a legal and logical structure based on fixed rules.

54		  The CN (EU 8 digits) is made of 9500 Subheadings. TARIC (EU 10 digits) includes 22300 Subheadings.
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encryption-related, navigation, thermal imaging, chemicals, and telescopic sights—to 
preface the ensuing quantitative analysis. Each technology group is controlled for a different 
reason, and chemicals also fall under the Chemical Weapons Convention.55 Aside from 
chemicals, most fall under the WA, as seen in the third digit of the export control number digit 
being “0,” or are under unilateral control in the United States, as the “9” represents. 

Of the five groups, encryption, thermal technologies, and chemicals have gotten the most 
attention in the West for their security risks. Below each of the technology cases is described 
in more detail.

Technology Group 1 — Encryption-related

     •     HS Code 847150: Digital Processing Units
  o  Likely to be controlled under U.S. ECCN 5A992, 5A002, or 4A994

     •   HS code 851762: Machines for the reception, conversion and transmission or   
           regeneration of voice, images or other data, including switching and routing   
                        apparatus
       o  Likely to be controlled under U.S. ECCN 5A002 or 5A991

Countries control the digital processing units and machines in this first technology group not 
for the physical technology, but rather for their information security/encryption uses, as can be 
seen in their primary ECN beginning with the number “5” (representing telecommunications 
and information security). Digital processing units are a configuration of computers or chips 
specifically designed to process signals to give better reception, quality, etc. They are usually a 
standalone unit designed for digital signal processing.56

Technology Group 2 — Navigation

•	 HS code 901490 - Parts for Direction-Finding Compasses, likely to be controlled under 
U.S. ECCN 7A994, 9A991

•	 HS code 901420 - Instruments and appliances for aeronautical or space navigation 
(other than compasses), likely to be controlled under U.S. ECCN 7A994, 7A002

This second group of HS codes represents navigation, communication and avionics equipment. 

55	 The Convention on the Prohibition of the Development, Production, Stockpiling and Use of Chemical 
Weapons and on their Destruction (CWC), which entered into force in 1997, is a multilateral treaty 
prohibiting the development, production, acquisition, stockpiling, retention, transfer or use of chemical 
weapons by States Parties. States Parties also agreed to create a verification regime for certain toxic 
chemicals and their precursors to ensure that such chemicals are only used for purposes not prohibited.

56	 One important difference between the United States and the EU is that the EU does not have anti-terrorism 
controls, under which encryption falls (5A992, 5D992, 5E992) in the United States. Yet the EU has 
increasingly focused on human rights considerations in export licensing decisions, as reflected in the EU 
Parliament resolution of 2012. Both U.S. and UK license denials for Wassenaar Category 5 items spiked 
in 2013. Notably, components for “mass market” encryption still requires an export license in the EU, 
although they were decontrolled in the United States.
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The first HS code could refer to parts for GPS units. The second HS code could be a navigation 
aid for airplanes or outer space vehicles using a computer, gyroscopes, or accelerometers. 
Broadly, the WA controls navigation and avionic devices due to their important military 
applications, but they are equally important technologies for civil air- and space-craft as well.57

Technology Group 3 — Thermal Imaging

•	 HS Code 902750 / U.S. Schedule B Code 9027502000: Thermal analysis instruments 
and apparatus

o	 Likely to be controlled under U.S. ECCN 6A993, 6A003

Thermal imaging technologies have various practical applications. Firefighters use thermal 
imaging but so does the military in accessories such as night-vision goggles. While infrared 
cameras have hundreds of non-military applications, in the words of one manufacturer, “This…
does not change the fact that they are first and foremost military items in the eyes of the U.S. 
government.”58 Thermal imaging cameras, specifically cooled midwave or longwave cameras, 
are controlled as munitions under the U.S. State Department’s International Traffic in Arms 
Regulations (ITAR), while dual-use thermal imaging cameras based upon uncooled infrared 
focal plane arrays are controlled as dual-use items under the Department of Commerce’s Export 
Administration Regulations (EAR).59

Technology Group 4 — Chemicals

•	 HS code 283711: Sodium Cyanides And Sodium Cyanide Oxides, likely to be controlled 
under ECN 1C350

•	 HS code 292213: Triethanolamine And Its Salts, likely to be controlled under ECN 
1C350

Of the five groups of technologies, chemical weapons precursors are the most likely to require 
a license (with a seventy to over ninety percent match rate of HS code to ECCN 1C350). 
Chemicals have many important commercial applications, including for pharmaceuticals. 
Countries control chemicals exports, particularly after chemical weapon use in the Iran-Iraq War 
and more recently the Syrian civil war. The Australia Group, not the WA, controls chemical and 

57	 As can be seen in the third digit of their ECCN codes, the controls on the navigation items are mostly 
unilateral in the United States. ECCN 7A994 captures some low-end, mass-produced consumer goods, 
and 9A991 is a default category for aircraft parts. Certain military end-use restrictions apply in the United 
States for exports to China specifically for aerospace ECCNs, including 7A994 and 9A991.

58	 “Export Terms and Guidelines,” Sierra-Olympic Technologies, Inc., accessed 5 June 2016, <https://www.
sierraolympic.com/images/uploads/documents/SOTI_Export_Guidelines_140701_v02.pdf>.

59	 The difference between ECCN 6A003 and 6A993 is whether the imager frame rates are greater than or 
less than or equal to 9 Hz, respectively. In general, cameras with greater than 9 Hz frame rates have higher 
levels of restrictions than cameras with frame rates under 9 Hz frame rates. The ECCN 6A993, which is 
also unilateral, has a “no license required exception” in the United States except for Country Group E 
(terrorism supporting countries) and, as of 2009, China.
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biological weapons precursors.60 Unlike the WA, the Australia Group has a no-undercut policy 
such that if one participant wants to approve a license essentially the same as a license another 
participant denied, it must first consult the denying state. The export of potential chemical 
weapons precursors has also been subject to the Chemical Weapons Convention since 1997.

The first HS code is for sodium cyanides and cyanide oxides of sodium, an inorganic chemical. 
Commercial uses of sodium cyanide include dyes and pigments, gold and silver mining, and 
electroplating. Sodium cyanide can be fatal to humans in very small concentrations, especially 
if ingested or inhaled. The second HS code is for triethanolamine (TEA) and its salts, an 
organic chemical, and is slightly less likely than sodium cyanide to be controlled. Commercial 
uses include production of surfactants, corrosion inhibitors, cements, lubricants, shampoos, 
shaving creams, and other cosmetics. It is also a precursor to nitrogen mustards, which can be 
used as chemical warfare agents that cause blistering. Both sodium cyanide and TEA are listed 
with the Australia Group as chemical weapons precursors and are on the Chemical Weapons 
Convention Schedule 3. Schedule 3 chemicals include those that can be used to produce, or can 
be used, as chemical weapons.61

Technology Group 5 — Telescopic Sights

•	 HS code 901310: Telescopic Sights for fitting to rifles
o	 Likely to be controlled under U.S. ECCN 0A987

A telescopic sight, commonly called a scope, is a sighting device that is based on an optical 
refracting telescope. It is equipped with some form of graphic image pattern (a reticle) and 
mounted to give an accurate aiming point. Telescopic sights are used with all types of systems 
that require accurate aiming, but are most commonly found on firearms, particularly rifles. 
Whether it is appropriate to include this last technology group is debatable as the United 
Kingdom controls the sights as military items.62 But Japan has long been exporting telescopic 
rifle sights despite its long-standing ban on arms exports (relaxed in 2014). Such divergence 
alone makes this technology group interesting—for example, the United Kingdom should not 
be exporting any telescopic sights to China given the multilateral arms embargo against China 

60	 The Australia Group, formed in 1985, is an informal forum of countries which, through the harmonization 
of export controls, seeks to ensure that exports do not contribute to the development of chemical or 
biological weapons.

61	 Schedule 3 chemicals are usually produced in large quantities for purposes not prohibited by the Chemical 
Weapons Convention but still pose a risk to the convention. Some of these chemicals have been stockpiled 
as chemical weapons. Schedule 1 and Schedule 2 chemicals are those deemed the riskiest and are only 
produced in small quantities for legitimate uses.

62	 In the United Kingdom, rifle sights fall under ML1d on the military list. ML1d in the United Kingdom 
represents “Sound suppressors or moderators, ‘special gun-mountings,’ optical weapon sights, and flash 
suppressors, for firearms specified in ML1.a., ML1.b. or ML1.c.” The accompanying note also says that 
“ML1.d. does not control: a. Optical weapon sights without electronic image processing (for example, using 
only lenses to view the target), with a magnification of nine times or less, provided they are not specially 
designed or modified for military use.” Thus, it seems that the United Kingdom should be exporting at least 
some lower specifications of sights as dual-use items, but it does not report licenses on these items as such. 
Meanwhile, Japan exports a fair amount of rifle sights, which is unsurprising given its industrial strength 
in cameras.
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in place since 1989, but the United States or Japan may if they view them as dual-use goods.

Quantitative Analysis
The objective of the remainder of this article is to address the variation in exports of controlled 
goods and technologies among similar countries on the same technologies, and within a country 
on different goods and technologies. Specifically, quantitative data is used to test the three 
hypotheses derived from the realist and liberal approaches to explaining levels of controlled 
exports.

The first research question was whether there is evidence of variance in implementation of 
export controls on exports of sensitive items among similar countries, or within the same 
country across different items. Finding such evidence, possible reasons for this variation (the 
second research question) are tested through the three hypotheses.

Research Question One: Similar Practices Among Similar Exporters?

The first research question is: Do similar states practice export controls on the same dual-
use items in a similar fashion? And relatedly, does a given state practice export controls on 
different dual-use items in the same way? These questions are answered by assessing how 
different countries implement controls on exports to the same importing country. Specifically, 
the value of dual-use items that countries export is measured. This measurement becomes the 
dependent variable (the outcome to be explained) in the second research question.

To assess levels of controlled trade by country and technology, the annual value of exports in 
current (“nominal”) USD for eight HS codes that represent five technology groups (encryption, 
navigation, thermal imaging, chemicals, and telescopic rifle sights) is collected. The value of 
these exports both to China and to the World for all years available is extracted from the IHS 
Global Trade Atlas (GTA) database (1998–2015).63 The unit of observation is HS code, country 
(exporter), year. 

The total value of controlled trade to China from the United States, the United Kingdom, 
and Japan in the five technology groups combined equaled $218,870,285 USD in 1998 and 
$1,756,988,062 USD in 2015, which gives a sense of how greatly controlled trade to China 
has increased during this period, even taking into account inflation.64 While the most granular 
level of HS code (ten digits) available from the GTA database was downloaded, most of the 
technologies specified are controlled at the six-digit level.

To answer the first research question—whether there is variance in implementation of export 
controls on exports of controlled items among similar countries—Figure 1 shows the annual 
change in the ratio of controlled trade to China to controlled trade to the World by country 

63	 “Global Trade Atlas,” IHS, accessed June 5, 2016, <https://www.ihs.com/products/maritime-global-
trade-atlas.html>, available only by subscription. Ideally, the analysis would include units or volume of 
controlled exports, not only dollar values, but this level of detail is not available for many of this study’s 
exports of interest.

64	 The value of $300 million in 1998 U.S. dollars is approximately $436 million in 2015 U.S. dollars.
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(the Japan plot is on the left, UK in the middle, U.S. on the right) and by technology (see the 
Appendix for a figure showing Controlled Exports to China over time not standardized by 
Total Exports to World). As the lines get closer to one, China makes up a bigger proportion of 
total World exports. For example, for the earlier years in the sample, China made up nearly 
all of Japan’s sodium cyanide exports globally, although the ratio fell in later years. For many 
controlled items, the upward trend (approaching one) means that the proportion of controlled 
exports to China makes up an increasingly large amount of total controlled exports. Thermal 
exports (in purple) from the United Kingdom, the United States, and especially Japan show 
that China comprises a growing proportion of total exports from all three countries over the 
1998–2015 period.

Figure 1: Changes in controlled exports to China by technology
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Figure 2 below shows the same data from a different perspective, separating the individual 
items by HS code. Year is on the X-axis and the dependent variable, the natural log of controlled 
exports to China, is on the Y-axis. Logarithms are often a useful way to describe economic 
data because vertical moves of 0.01 equal a one percent change at any point on the Y-axis. 

Figure 2, read vertically, shows that within one country (Japan, the United Kingdom, and the 
United States are coded red, green, or blue, respectively), exports by technology vary, lending 
support for the idea that different types of controlled technologies follow different trends in 
their export. Read horizontally, the figure shows that even for the same technology, the patterns 
in controlled exports across countries may differ. For example, triethanolamine (TEA) exports 
to China (second row from top) fluctuate greatly in the United Kingdom (middle column), 
while the trend in the United States (right column) is slightly more positive than the trend in 
Japan (left column).
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Figure 2: Changes in controlled exports to China by technology

A vertical line was inserted at the year 2010 to allow visual inspection of any changes in levels 
of trade. In September 2010, the East China Sea disputes were touched off after Japanese coast 
guard ships collided with a Chinese trawler in disputed territory, and territorial disputes in 
the East and South China Seas have been ongoing ever since.65 After 2010, one might expect 
sensitive exports to China from the United States and especially Japan to fall given their 
geopolitical interests in the East and South China Seas. Yet the data overall does not indicate a 
steep drop in levels of controlled exports.66 Sodium cyanide appears to be the only controlled 
export to China decreasing for all exporters. Figure 2 also makes clearer the extent of missing 
data for controlled exports to China due to factors detailed in the Appendix.

The preceding figures show evidence of a few points: besides exports of sodium cyanide from 
Japan and the United States, controlled exports to China do not appear to be decreasing after 
2010. Furthermore, trends in exports vary not only by exporter, as can be seen in the different 
slopes of lines for the same technologies across countries (Figure 2 read horizontally), but also 
within countries by technology (Figure 2 read vertically). That exports vary by technology 
within the same country suggests that the type of technology matters to decisions to export. 
It also indicates that it is worthwhile to investigate dual-use items separately rather than in an 
aggregate measure of controlled trade that could mask important variation. The next section 
addresses the second research question of how to explain the variation found in controlled 
exports.

Research Question Two: What Explains Divergence?

As the previous section showed evidence that even similar states implement export controls 
differently for the same dual-use items, this section tests the hypotheses for explaining the 
divergence.

Operationalization of Independent Variables

Of the various ways to specify the realist and liberal hypotheses, some specifications pose 
concerns of multicollinearity with the dependent variable. For the first realist hypothesis 
(perceived security threat), generally speaking, China’s military expenditure should be 
a reasonable proxy for perceived China threat, at least for the United States and Japan. Yet 
whether represented as a proportion of China’s GDP, or of World military expenditure, or in 
terms of year-on-year growth in the Chinese defense budget, one can expect China’s military 
spending to be highly correlated with China’s overall demand for militarily relevant dual-
use goods, especially controlled goods. Thus, one can expect Chinese military expenditure to 
have a positive relationship with controlled exports to China, which runs counter to the realist 

65	 Also, after the Arab Spring in 2011, Western countries became aware that the surveillance technologies 
they had exported were being used by repressive governments—which is when controls on encryption 
technologies in particular came to the forefront.

66	 Nor does increasing scrutiny over encryption-related exports seem to affect the categories of encryption 
exports in this sample, although the growth in exports may have leveled off.

68� Crystal D. Pryor



hypothesis of greater China threat resulting in fewer controlled exports to China. Therefore, 
a better proxy to represent China threat that is not correlated with the dependent variable is 
needed. 

One option is simply to use time, as one could argue that the threat of China is increasing year 
on year, either linearly or exponentially, or include a dummy variable for before and after 
2010—yet the graphs above do not seem to indicate that controlled exports fall after 2010. 
Another way to measure “China threat” is to conduct an analysis of U.S., UK, and Japan 
government white papers and how often and what kinds of China threat they mention. 

Another issue to consider is how much time it takes for an increase in the perceived threat 
from China to have actual effect on licensing decisions. Theoretically, the effect on licensing 
decisions could be immediate, but it may take longer for changes to be reflected in government 
policy, regulations, or recommendations. This study takes the simplest option and assumes 
that  China threat is increasing linearly over the time period. Other time-based specifications of 
China threat (e.g., exponential increase over time) do not yield significantly different results. 

To specify the liberal hypotheses, an exporter’s overall trade dependence (on total exports 
to the World) may be correlated with controlled exports to China, particularly if China is a 
significant importer (which it is for most countries). Yet an exporter’s trade dependence on 
China would be even more highly correlated with controlled trade to China, making the World 
trade dependence proxy better, even if not ideal. 

Across dual-use items, the importance to the domestic economy of the industry sector that 
produces the relevant good (“industry dependence”) is determined through a rather complex 
procedure of finding the relevant North American Industry Classification System (NAICS) 
code, which the United States uses, for each HS6/10 code, then finding the ISIC code that 
corresponds to the NAICS code. (The ISIC is the international standard for industry codes, 
whereas NAICS is only used in North America.) Yet data for the latest revision of ISIC (ISIC 
Rev. 4) was not available at the time of this study, so these then had to be converted to ISIC Rev. 
3.1 codes. The ISIC Rev. 3.1 codes are used to pull data from the OECD STAN database on 
the value added to GDP of industries that produce the different HS code goods or technologies. 
The same industries produce the thermal imaging and telescopic sights (STAN: C33 Medical, 
precision and optical instruments), but the other technology groups all fall under different 
industry codes. The industry dependence variable for each country is calculated by dividing the 
value added of the given industry by the annual value added of all industries. While there may 
be some correlation between size of industry and controlled exports to China, theoretically, it 
should not be a direct relationship.

Below is a summary of the key variables and the methods for operationalizing them.

Beyond Economics and Security: Strategic Export Control Practices in Advanced Countries� 69



Type Definition Source

Controlled 
Exports to China 
(Dependent 
Variable)

Value of annual exports to China 
of relevant HS-6 code IHS Global Trade Atlas

Controlled Exports 
to World No China 
(DV/Control)

Annual Exports of controlled HS-6 
code to World minus Annual Exports 
of controlled HS-6 code to China

IHS Global Trade Atlas

China Threat Perceived security threat China poses Assume increasingly linearly 
over time

Overall Trade 
Dependence 
(Liberal)

Exports of goods and services 
(% of GDP)

World Bank World DataBank 
- World Development 
Indicators

Importance of 
Industry (Liberal)

Ratio of Industry Annual Value added 
of {ISIC code} / Annual Value added 
of all industries

OECD STAN database

Table 2: Operationalization of variables

In the dataset created for this study, some of the explanatory variables only marginally vary over 
time (industry dependence, overall export dependence). This invariability limits the leverage 
of the data to explain changes in controlled trade to China. One way to address this issue in the 
future is to include more exporter countries in the dataset.

Realist Hypothesis

The realist hypothesis, which expects that increased security threats either at the country or the 
technology level will lead to decreased exports to a country of concern, is tested first.

Hypothesis 1 (Realist): The greater a country’s perceived security threat from China, the fewer 
controlled exports to China

Because the threat of China is assumed to be increasing over the time period in the sample, 
below is a plot of the relationship between time and controlled exports to China.
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Figure 3: Time and controlled exports to China 

Figure 3 shows the relationship between time from 1998 to 2015 on the X-axis and the dependent 
variable, the natural log of controlled exports to China on the Y-axis. The points are fitted with 
a LOESS curve, which is a method for fitting a smooth curve between two variables known as 
a “local regression,” with the 95 percent confidence interval shaded in gray. The LOESS curve 
allows inspection of changes over discrete segments of time rather than across the entire time 
period.

Given that the perceived national security threat of China has grown in the United States and 
Japan in recent years, one would expect the level of controlled exports to drop over time for 
these countries. This figure shows that while in Japan and the United Kingdom (left and middle 
plot), controlled exports to China seem to have peaked and have been dropping slightly in 
recent years (especially in Japan), in the United States (right plot), they are slowly trending 
upwards—yet there are many points both above and below the curve for the United States and 
Japan. 

At least two factors determine the shape of this curve over time: the increasing threat China 
poses, which should depress the curve, and the increasing economic importance of China, 
which should pull up the curve. The slight drop in recent years in Japan concurs with realist 
expectations, but the rather neutral slope overall suggests that economic considerations are 
powerful in the tug-of-war between economics and security. A surprising finding is that the 
United Kingdom, which perceives less national security threat from China given its geopolitical 
interests, seems to be slowing its exports more than the United States. 

Liberal Hypotheses

Next are the two liberal hypotheses, which focus on economic explanations for controlled 
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trade, specifically trade and industry dependence. 

Hypothesis 2 (Liberal): The greater a country’s trade dependence, the greater controlled 
exports

The first hypothesis in this set focuses on a country’s overall export dependence. 

Figure 4: Export dependence and controlled exports to China

Figure 4 shows the relationship between export dependence, which is exports of goods and 
services as a percentage of GDP on the X-axis, and the dependent variable, the natural log of 
controlled exports to China on the Y-axis. In the liberal hypothesis, increased export dependence 
should lead to increased controlled exports to China. While each country has a different range 
of export dependence (lowest for the United States, highest for the United Kingdom), export 
dependence appears to have either a neutral or small positive effect on controlled exports to 
China. Japan’s export dependence seems to have the most positive relationship with controlled 
exports, which may indicate a heightened sensitivity to economic considerations in Japan 
compared to the United States or the United Kingdom. The neutral slopes for the United States 
and the United Kingdom do not support the overall liberal hypothesis on trade dependence, 
however.

Hypothesis 3 (Liberal): The more important to the domestic economy the industry producing 
the controlled good, the greater controlled exports

The second hypothesis in this set focuses on export dependence by industry. 
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Figure 5: Industry dependence and controlled exports to China 

Figure 5 shows the relationship between industry dependence, which is a ratio of industry value 
added for the industry that produces the relevant controlled good divided by the annual value 
added of all industries in a country, on the X-axis, and the natural log of controlled exports to 
China on the Y-axis. According to the liberal hypothesis, the greater the industry dependence, 
the greater the value of controlled exports should be. The data, however, does not bear out this 
relationship, as the change in controlled exports as industry dependence increases is non-linear. 
Thus, there is no strong support for either of the liberal hypotheses about the effect of economic 
considerations on controlled trade.

Conclusion

Through descriptive data analysis, evidence was found that practices in advanced countries’ 
export controls vary not only by exporting country but also by dual-use item. To explain 
these differences, relationships were assessed between the key independent variables and the 
dependent variable, controlled exports to China. Findings on the drivers of differences in export 
controls suggest that many of the independent variables do not appear to have the hypothesized 



effect.

For the realist hypothesis, perceived Chinese threat has a weak or no negative relationship with 
controlled exports. The liberal hypotheses relating to export dependence at the country level or 
industry dependence at the good/technology level does not appear to have a direct correlation 
with controlled exports to China. The strongest conclusion of this analysis given the data is that 
surprisingly, neither of the liberal variables seem to affect controlled trade as expected. 

A possible extension for this study, most feasibly through qualitative research, is to explore 
a bureaucratic politics approach to export control practices. While the realist and liberal 
approaches used here focus on state interests in the aggregate, a bureaucratic politics approach 
looks inside the state to understand how the structure of the government affects policy outcomes. 
Thus, it does not make directly opposing predictions in the way that neorealism, with its focus 
on security and relative gains, does against neoliberalism, with its focus on economics and 
absolute gains. Rather, a bureaucratic politics approach can help explain outcomes that may 
be puzzling from a rationalist perspective that expects the state to make policy decisions as a 
unitary actor. It may shed light on how states resolve the tension they experience between the 
realist and the liberal—or the security and the economic—aspects inherent in export control 
policy. As Smith and Garcia-Alonso argue, “The various objectives of the government may 
or may not conflict in particular cases, and where objectives do conflict, they often appear as 
conflicts between the government departments responsible for export control.”67 Following 
Jones, a bureaucratic politics theorist might also assert that the greater a state’s defense agency 
involvement in the export control process, the less likely a state will export sensitive goods and 
technologies to a country of concern.68

This study has other avenues for extension or replication, including adding more exporter 
countries, but the difficulties in obtaining data constrains what more can be done. Thus, an 
important policy implication of this study is that governments should make available more data 
on their dual-use licensing and exports. By doing so, they will be able to compare and coordinate 
their practices on export controls on dual-use items to countries of concern. Without better 
coordination of the actual implementation of multilateral export controls, the security benefits 
of controls are questionable. More publicly available data will also allow researchers to shed 
light on the drivers of export control implementation in different countries. At the very least, 
it seems that Mastanduno’s 1992 findings—that economic considerations are more important 
for Western Europe and Japan in their export control practices—are due for reevaluation. This 
study has also shown that governments should not assume that “like-minded” countries or even 
close allies control dual-use exports to countries of concern in the same way. Further research 
is needed to explain why. 

67	 Ron Smith and Maria Garcia-Alonso, “The Economics of Arms Export Controls,” in Daniel Joyner ed., 
Nonproliferation Export Controls: Origins, Challenges, and Proposals for Strengthening, (Hampshire: 
Ashgate, 2006), p. 34.

68	 Eugene Wittkopf and James McCormick, eds..The Domestic Sources of Foreign Policy: Insights and 
Evidence (Lanham, Maryland: Rowman and Littlefield, 1999).
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Appendix
Below is a graph of annual change in Controlled Exports to China by country, similar to Figure 
1 but not standardized as a ratio of controlled exports to the world.

Data Issues

This section elaborates on missingness and other issues in the dataset for future replication 
purposes. 

Technology Group 1 – Encryption: One of the encryption HS codes (851762) only exists from 
the 2007 renumbering of HS codes (which happens every 5 years, but the majority of HS 
codes are unaffected).69 Data is therefore collected for a ninth HS code (851780) for the years 
1998–2006, which 851762 replaced from 2007. A related, important issue is that the ninth HS 
code is only about 20 percent likely to be controlled by any ECCN, so it may be preferable to 

69		  The HS Nomenclature comprises about 5,000 commodity groups which are identified by a 6-digit code and 
arranged according to a legal and logical structure based on fixed rules.



drop this from the analysis completely and only look at HS code 851762 from 2007.70

Technology Group 2 – Navigation: For one of the navigation HS codes (901490), Japan only 
provides data from 2010.

Technology Group 3 – Thermal Imaging: For thermal imaging technology, HS-6 code 902750 is 
rather unlikely to be controlled under any ECCN (less than 5 percent) but more than 30 percent 
likely to be controlled at the HS-10-digit level (U.S. Schedule B 9027502000). Unfortunately, 
data at an equivalent level of granularity (9- or 10-digit code) is not available from the United 
Kingdom or Japan. Thus the more granular code is downloaded for the United States but not for 
the United Kingdom or Japan, which means the data may not be comparable across countries 
and capture more from the United Kingdom and Japan. 

Technology Group 4 – Chemicals: The chemical weapons precursors are more likely than 
any other group to be a controlled export (35 to over 95 percent), and only under one ECCN 
(1C350), but the United Kingdom only provides data on HS code 283711 from 2001, and 
furthermore restricts that information to exports to the World/EU/Non-EU destinations. They 
report no exports to any country in Asia, including to China. Thus HS code 283711 is not 
comparable for the United Kingdom.

Technology Group 5 – Telescopic Sights: While the United States provides dual-use licensing 
data for ECCN 0A987 and therefore treats the relevant HS code 901310 (telescopic sights) 
as a dual-use export (and because Japan had a ban on arms exports, it also should be treating 
telescopic sights as a dual-use item since it exports them in large quantities to many countries), 
according to a UK BIS licensing official, the United Kingdom does not have dual-use controls 
on gun sights under 0A987. The official said that the UK sights would be classified ML1d on 
the military list (ML1 = small arms). Practically speaking, this means that as with HS code 
283711 in the chemicals group, telescopic sights are not comparable for the United Kingdom.

In the dependent variable, there are 68 missing observations for controlled exports to World 
and 97 missing observations for controlled exports to China out of 486 total observations, so a 
total of about 17 percent is missing.

70		  The CN (EU 8 digits) is made of 9500 Subheadings. TARIC (EU 10 digits) includes 22300 Subheadings.
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Abstract

This article analyzes the evaluation of compliance and law enforcement in respect of proliferation 
and proliferation financing by an outside body from the perspective of the jurisdiction being 
evaluated. It considers the mutual evaluation of the Isle of Man by the MONEYVAL committee 
of the Council of Europe in 2016 and the preceding national risk assessment and evaluates how, 
or if, satisfactory or adequate compliance with Financial Action Task Force (FATF) standards 
can be achieved, particularly in a smaller jurisdiction.

Keywords:

Proliferation, proliferation financing, Financial Action Task Force (FATF), Isle of Man, Council 
of Europe, Committee of Experts on the Evaluation of Anti-Money Laundering Measures and 
the Financing of Terrorism (MONEVAL)

Introduction

Money laundering, terrorist financing, and other related crimes are among the greatest threats 
to the integrity of the international financial system. As well as ethical or moral concerns over 
facilitating wrongdoers in retaining and benefiting from their ill-gotten gains or contributing to 

1		  Ray Todd is a Chartered Legal Executive and Associate of the Chartered Institute of Logistics and Transport.  
He was an officer of Customs and Excise in the Isle of Man for over 30 years until October 2017, and acted 
as Sanctions Officer and Export Licensing Officer for the Isle of Man. He was responsible for drafting much 
of the current guidance and policy documents in use in the Isle of Man on a variety of topics, including 
proliferation and proliferation financing, trade-based money laundering, export licensing controls and the 
effects of UN and EU sanctions. He was also a member of the Isle of Man team involved in the national 
risk assessment in 2015 and the MONEYVAL mutual evaluation of the Island in 2016-17. Now retired, he 
continues to maintain an interest in these matters and has a blog at raytodd.blog in which he reports news 
and developments.

http://raytodd.blog
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crime, terror, and instability throughout the world, these threats also undermine the credibility 
of the system and lead to doubts about the integrity of the countries, companies, and individuals 
involved. If the integrity of any part of the system, or anyone involved is doubted,  the necessary 
trust can be fatally undermined, leading to a reluctance or refusal to use that part of the system 
or to have any involvement with the jurisdictions, businesses, or individuals whose credibility 
is in question.

The Financial Action Task Force (FATF), formed by the Organization for Economic 
Cooperation and Development (OECD) in 1989, has developed  standards as well as a set 
of recommendations and best practices in an attempt to mitigate threats to the international 
financial system and reduce abuse of the system.2 Those jurisdictions that fail to meet these 
standards, which have become the norm expected by the international community, face being 
publicly “named and shamed” by the FATF and the regional bodies associated with it. Those 
jurisdictions, businesses, and individuals then face increased bureaucratic hurdles and costs – if 
they are able to do any legitimate business at all.

For some of the smaller financial centers in particular where finance, insurance, and other 
international business may form a far greater proportion of the overall economy than in larger 
countries, the risk is particularly acute. If these smaller players suffer a from a poor reputation 
or achieve a poor result when examined by FATF and its regional associates, companies and 
other organizations may be unwilling to be involved with them for fear of being tainted by 
association or as a means of satisfying their own governmental regulators.

The Isle of Man is a small island in the middle of the Irish Sea, roughly midway between England 
and Northern Ireland. It is an internally self-governing Crown Dependency for which the UK 
has ultimate responsibility. In the past, its economy depended largely on fishing, farming, and 
tourism from the UK. However, in modern times, these have almost entirely been replaced by 
a wide range of businesses more international in nature, with particularly successful finance 
and insurance sectors, aircraft and ship registries, and a buoyant international online gambling 
industry – all these being supported by firms providing trust and corporate support, legal, and 
accounting and software development services.

The international nature of all of these various sectors has meant that the Island’s government 
is acutely aware of maintaining a good reputation and has thus striven over many years to 
maintain it. Even though not formally a part of the European Union, for example, it adopted the 
standards laid down in the EU Third Money Laundering Directive as the basis for its anti-money 
laundering legislation.3 For the same reasons, it sought membership of one of the regional 
bodies associated with FATF – the Council of Europe’s Committee of Experts on the Evaluation 

2	 Financial Action Task Force (FATF), “International Standards on Combating Money Laundering and the 
Financing of Terrorism & Proliferation - the FATF Recommendations,” 2012, <http://www.fatf-gafi.org/
publications/fatfrecommendations/documents/internationalstandardsoncombatingmoneylaunderingandth
efinancingofterrorismproliferation-thefatfrecommendations.html>.

3	 European Council and Parliament Directive No. 2005/60/EC on  the  Prevention  of  the  Use  of  the  
Financial  System  for  the  Purpose  of  Money  Laundering  and Terrorist  Financing, Official Journal of 
the European Union (L301/95) of November 25, 2011, <https://eur-lex.europa.eu/LexUriServ/LexUriServ.
do?uri=OJ:L:2005:309:0015:0036:en:PDF>.
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of Anti-Money Laundering Measures and the Financing of Terrorism (MONEYVAL) - and 
engaged the World Bank to assist in carrying out an independent national risk assessment 
(NRA) of the Island’s systems, laws, and procedures related to money laundering, terrorist 
financing, and related issues. This NRA was in advance of, and in anticipation of, a review to 
be undertaken by evaluators from MONEYVAL in 2016.

In October 2012, the Committee of Ministers of the Council of Europe voted to allow the 
voluntary participation of the Isle of Man in the MONEYVAL mutual evaluation process 
and procedures. This paved the way for an evaluation of the Island to be undertaken against 
Financial Action Task Force (FATF) standards. Previous evaluation of technical compliance 
had been undertaken by the International Monetary Fund (IMF) as part of an overall assessment 
of the supervision and regulation of the financial sector.4,5

The following article is intended to provide an insight into some of the issues arising from the 
NRA, the mutual evaluation, and the follow-up in the context of proliferation and countering 
proliferation financing. In doing so, the question of how or if satisfactory or adequate compliance 
with FATF standards can be achieved, particularly in a smaller jurisdiction, is addressed. 
Neither the NRA nor the mutual evaluation specifically raised the issue of compliance and 
enforcement in a small jurisdiction as a factor, although questions about effectiveness obviously 
have relevance with regard to the resources – human, technical, and financial – available and 
applied, and how the use of such resources stacks up against perceived risks and competing 
priorities. Whilst this article has a quite narrow focus, the subject of the particular problems for 
smaller jurisdictions and what steps could be usefully taken to mitigate them is one that proves 
useful and welcome by those jurisdictions 6

The questions addressed in this article include those posed by MONEYVAL in the course of its 
evaluation of the Isle of Man:

1.	 Were proliferation and CPF recognized as separate issues by either the authorities or 
the private sector?

2.	 Was there sufficient guidance available on proliferation and CPF issues in the Isle of 
Man or more generally?  

3.	 How easy or difficult was coordination between the official bodies of the Island?
4.	 Was the policy and reporting structures within government bodies clear and well-

publicized?

4	 It remains a requirement of the International Monetary Fund (IMF) that all assessments of a country’s 
financial sector associated with an AML/CFT assessment is conducted either by the IMF or FATF (such as 
is to be undertaken of the UK during 2018) or a FATF-style regional body (a FSRB such as MONEYVAL). 
See “Financial Sector Assessment Program,” International Monetary Fund, <http://www.imf.org//external/
np/fsap/faq/#q5>.

5	 The last IMF review was in 2009. See “Isle of Man : Financial Sector Assessment Program Update: 
Detailed Assessment of Observance of AML/CFT,” International Monetary Fund, September 14, 2009, 
<http://www.imf.org/en/publications/cr/issues/2016/12/31/isle-of-man-financial-sector-assessment-
program-update-detailed-assessment-of-observance-of-23269>.

6	 Such as the closer government/business working mentioned in the Conclusions below, and which would 
seem to be more feasible in a smaller jurisdiction.

http://www.imf.org//external/np/fsap/faq/#q5
http://www.imf.org//external/np/fsap/faq/#q5
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http://www.imf.org/en/publications/cr/issues/2016/12/31/isle-of-man-financial-sector-assessment-program-update-detailed-assessment-of-observance-of-23269


5.	 Did a narrow definition of proliferation hinder awareness of the risks?
6.	 Even if an official or a compliance officer was awareness of proliferation/CPF risks, 

could they be expected to easily identify potential instances of it taking place?  
7.	 Even if something unusual, abnormal, or downright odd is spotted, would one be able 

to label it as a proliferation or CPF issue?  

MONEYVAL

MONEYVAL was established in 1997, and is the abbreviated name for the Committee of 
Experts on the Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism 
- a permanent monitoring body of the Council of Europe entrusted with the task of assessing 
compliance with the principal international standards for anti-money laundering, countering 
terrorist financing, and countering the financing of proliferation (AML/CFT/CFP) and the 
effectiveness of their implementation, as well as with the task of making recommendations to 
national authorities in respect of necessary improvements to their systems.7 Through a dynamic 
process of mutual evaluations, peer review, and regular follow-up of its reports, MONEYVAL 
aims to improve the capacities of national authorities to fight money laundering and the 
financing of terrorism more effectively.8

The Council of Europe should not be confused with the European Union. It is, in fact, a far 
larger organization and is probably best known as the parent body of the European Court of 
Human Rights. It has 47 member countries, including all 28 EU Member States. Its membership 
extends from Iceland to Russia, and from Norway to Israel.

MONEYVAL is one of nine regional FATF-style regional bodies (FSRB) that, together with 
the FATF itself, constitute a global network to combat money laundering, the financing of 
terrorism, and the financing of proliferation of Weapons of Mass Destruction (WMD).9 They 
undertake mutual evaluation reviews of their members which are moderated by FATF and 
subsequently published. In addition, alongside reviews undertaken in other countries by teams 
from FATF and regular follow-up reports, they provide evidence of the quality of AML/CFT 
and CFP in the countries concerned.10 Any shortcomings in, or outright failures to meet, either 
the Immediate Outcomes or the 40 Recommendations that comprise the international standards 
on combating money laundering and the financing of terrorism and proliferation can result in 
being placed on one or both forms of enhanced follow-up and could ultimately result in public 
statements of non-compliance and being placed on the so-called FATF “grey” or “black” lists 

7	 Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the Financing of 
Terrorism (MONEVAL), <https://www.coe.int/en/web/MONEYVAL/home>.

8	 Ibid.

9	 Listed as “Observers” on the FATF website. See “FATF Members and Observers, Financial Action Task 
Force (FATF), <http://www.fatf-gafi.org/about/membersandobservers/>.

10	 For more information on the Council of Europe see “Who We Are,” Council of Europe, <https://www.coe.
int/en/web/about-us/who-we-are>.
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if any required remedial action is not taken or is regarded as inadequate.11,12 Being on such lists 
can lead to problems with accessing the international financial system described above.

The National Risk Assessment and Evaluation Process

As part of the preparation for the evaluation process involving experts drawn from several 
other Council of Europe Member States, the Isle of Man’s government engaged the World 
Bank to assist in carrying out a formal national risk assessment (NRA) for the purposes of anti-
money laundering/countering the financing of terrorism (AML/CFT) using a version of the 
Bank’s evaluation model. The results of the NRA, in which not only government, regulatory, 
and law enforcement agencies took part, but also representatives from the private sector, were 
published in 2015.13

For both the 2015 national risk assessment undertaken by the Isle of Man Government and the 
subsequent mutual evaluation review (MER) by MONEYVAL in 2016, I was assigned as lead 
on what is known as Immediate Outcome 11 (IO.11).  

IO.11 is one of the 11 outcomes against which the FATF and Member States could assess 
the effectiveness of AML/CFT systems and were adopted in 2013 in a move away from the 
assessment of technical compliance and towards a better understanding of the practical effects 
against key goals of the legislation, procedures, and systems adopted by jurisdictions to meet 
FATF standards.14,15 IO11’s heading is “Proliferation Financial Sanctions” and the stated key 
goal is as follows: “Persons and entities involved in the proliferation of weapons of mass 
destruction are prevented from raising, moving, and using funds, consistent with the relevant 
UNSCRs.” FATF guidance for IO.11 states that it deals with all aspects of combating the 
financing of proliferation (CFP) - with the exception of coordination between authorities dealt 
with under Immediate Outcome 1, and that it is focused on proliferation financing-related UN 

11	 “International Standards on Combating Money Laundering and the Financing of Terrorism and 
Proliferation: The FATF Recommendations,” Financial Action Task Force (FATF), February 2012, <http://
www.fatf-gafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf>.

12	 Pakistan was dded to the FATF grey list later in June 2018. FATF also oversees any enhanced follow-up 
undertaken by a FSRB and can instigate its own parallel International Co-operation Review Group (ICRG) 
process which also monitors follow-up action and can make recommendations leading to additional 
measures being taken if the required remedial action has not been taken, or is deemed inadequate. See 
the statement following the recent FATF Plenary, “Improving Global AML/CFT Compliance: On-going 
Process,” Financial Action Task Force (FATF), February 23, 2018, <www.fatf-gafi.org/publications/high-
riskandnon-cooperativejurisdictions/documents/fatf-compliance-february-2018.html>.

13	 “National Risk Assessment of Money Laundering and the Financing of Terrorism,” Cabinet Office, Isle of 
Man, 2015, <https://www.gov.im/media/1350893/isle-of-man-national-risk-assessment-2015.pdf>.

14	 For the purposes of the Immediate Outcomes, and a complete list of all 11, see “An Effective System to 
Combat Money Laundering and Terrorist Financing,” Financial Action Task Force (FATF), <http://www.
fatf-gafi.org/publications/mutualevaluations/documents/effectiveness.html>.

15	 Ibid.
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sanctions.16,17

The actual evaluation by MONEYVAL involves an assessment of technical compliance 
– legislation, organizations, guidance, and processes – and is largely similar to previous 
evaluations carried out of the Island’s AML/CFT arrangements by the IMF.18 Like many 
jurisdictions, the Isle of Man had always scored well on technical compliance. However, the 
second, and new, element was the testing of the effectiveness of controls and procedures, and it 
was on this practical effectiveness that the Immediate Outcomes were focused.  

The on-site visit by experts drawn from other Council of Europe countries took place in May 
2016 and, following further lengthy correspondence and face-to-face discussions, the final 
report was published in January 2017.19 The Island was placed in what is termed “enhanced 
follow-up,” having to report back to a MONEYVAL plenary meeting in 2018 and to FATF 
on steps taken to improve the effectiveness measured by the Immediate Outcomes. This was 
because it had received “moderate” or “low” ratings on seven or more of the 11 outcomes (IO) 
used to measure effectiveness.20 The criteria for such enhanced follow-up and what it entails 
may be found in FATF guidance.21

Issues Raised by the NRA and the MER

It is interesting to note that when two experts from MONEYVAL visited the Isle of Man in the 
year before the on-site evaluation visit to provide guidance to officials and business sectors 
on what to expect, even they admitted that proliferation/CPF under IO.11 was something of 
a new area for MONEYVAL to examine and that they would be interested to see how it was 
addressed. The NRA noted that: 

16	 “FATF Guidance: AML/CFT-Related Data and Statistics,” Financial Action Task Force (FATF), October 
2015, <http://www.fatf-gafi.org/media/fatf/documents/reports/AML-CFT-related-data-and-statistics.pdf>.

17	 However, IO.11 deals only with UN Security Council resolutions as they relate to targeted financial 
sanctions, since this is the subject of Recommendation 7. But the Guidance related to Recommendation 7 
and UN sanctions from 2016 onward deal with a much broader range of measures to prevent the financing 
of proliferation (including, for example, prohibitions on correspondent banking relationships with DPRK 
financial institutions). Thus, while IO.11 may declare that it deals with all aspects of proliferation finance, 
it does not do so.

18	 The methodology applied by MONEYVAL is that laid down by FATF, see “Methodology for Assessing 
Technical Compliance with the FATF Recommendations and the Effeciveness of the AML/CFT Systems,” 
Financial Action Task Force (FATF), February 2018, <http://www.fatf-gafi.org/media/fatf/documents/
methodology/FATF%20Methodology%2022%20Feb%202013.pdf>.

19	 “Anti-money Laundering and Counter-terrorist Financing Measures: Isle of Man Fifth Round Mutual 
Evaluation Report,” Council of Europe, MONEVAL, December 2016, <http://www.fatf-gafi.org/media/
fatf/documents/reports/mer-fsrb/Mutual-Evalutaion-Isle-of-Man.pdf>.

20	 Ibid. See page 12 of the MER report where the overall “scores” for the Island in technical compliance and 
effectiveness are summarised.

21	 “Consolidated Processes and Procedures for Mutual Evaluations and Follow-up,” Financial Action Task 
Force (FATF), November 2017, <http://www.fatf-gafi.org/media/fatf/Universal-Procedures-2017.pdf>.
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“There is little evidence of the Island having been at risk from [terrorist 
financing] in recent years, with few [suspicious activity reports] relating to 
[terrorist financing] being submitted to the [Financial Crime Unit, which 
formerly included the FIU]. Whilst however there is no indication of [terrorist 
financing] taking place domestically, the use in particular of the Isle of Man’s 
sophisticated financial services sectors by a terrorist group or a terrorist 
financier elsewhere than in the Isle of Man remains a threat.”22

Whilst, for reasons given below, it was not generally treated as a separate subject prior to the 
NRA, but rather under the heading of “sanctions,” the same was taken as the position for CPF, 
with it being regarded as a low risk.

Questions Regarding Proliferation and Countering Proliferation Finance

Were proliferation and CPF recognized as separate issues by either the authorities or the 
private sector?  

Whilst in the NRA it was stated that “for the purposes of the NRA, wherever the financing of 
terrorism is referenced, it should be noted that by inference the term ‘terrorism’ automatically 
includes the financing of proliferation,” and despite the implementation of relevant UN and EU 
sanctions and export and trade controls, both the authorities and business sector in the Island 
tended to use the term “sanctions” as a generic one that encompassed not only the UN and EU 
trade and financial sanctions, but also export licensing controls, trade controls, (on trafficking 
and brokering activities), and even measures such as those administered by the Office of Foreign 
Assets Control (OFAC) in the U.S. - even though these latter measures had no direct legal effect 
in the Island.23,24 This made it difficult, for example, to clearly demonstrate that government 
policymakers had considered proliferation/CPF risks and issues, as any consideration of such 
would usually be considered under the general heading of “sanctions.”25

Was there sufficient guidance available on proliferation/CPF issues in the Isle of Man or more 
generally?  

The simple answer was no, and what was there appeared out of date. What was clearly needed 
was guidance, both for officials and for those involved in business – to both raise awareness 
that the issues existed and offer suggested ways of preventing or mitigating any risks, including 

22	 Ibid.

23	 “National Risk Assessment of Money Laundering and the Financing of Terrorism,” Cabinet Office, Isle 
of Man, 2015, <https://www.gov.im/media/1350893/isle-of-man-national-risk-assessment-2015.pdf>. See 
footnote on page seven of the NRA.

24	 Ibid.

25	 Proliferation is now considered as a separate item at high-level government policy meeting and at 
meetings with the business community under the aegis of the AML/CFT Advisory Group. See “Anti-
Money Laundering and Combatting the Financing of Terrorism (AML/CFT) Advisory Group,” Isle of 
Man, <https://www.gov.im/about-the-government/departments/cabinet-office/amlcft-advisory-group/>.
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typologies and red flags. This led to the drafting what became Notice 1008 MAN, an attempt to 
draw together what information (including typologies and “red flag” warning indicators) was 
available and to provide some advice to businesses.26  

Subsequently, Project Alpha at King’s College London produced two reports on the typologies 
of proliferation finance.27 This report goes a long way towards filling a gap in the area, providing 
the first comprehensive re-examination of the topic since a FATF report in 2008.28 Analyzing 
60 actual case studies, the author took indicators used in the FATF 2008 Report modifying and 
categorizing them as “potentially highly indicative,” “potentially moderately indicative,” or 
“potentially poorly indicative” of proliferation financing, together with identified additional 
possible indicators, so as to enable risk assessments to be undertaken, to support regulators in 
providing guidance to financial institutions, and to support financial institutions in complying 
with sanctions or other WMD controls.

How easy, or difficult, was co-ordination between official bodies?

An apparent difficulty in addressing proliferation/CPF issues was also that they crossed 
boundaries between different official bodies on the Isle of Man, between jurisdictions (e.g. 
involving UK bodies with some responsibility for matters affecting the Island, such as the 
security services) or across borders (e.g., with foreign states or supranational bodies such 
as the EU or UN). The Isle of Man’s Customs and Excise Division is involved where UN 
or EU sanctions apply, for customs violations on the Island or elsewhere, or for import or 
export or trade control licensing.29 However, any bank or other regulated business involved 
(which in the Island includes the trust and corporate services sector) is the responsibility of the 
Financial Services Authority which monitors them for various purposes, including for AML/
CFT compliance. In addition, the police might be involved, and any suspicious activity reports 

26	 “Proliferation and Proliferation Financing Risks,” Treasury, Customs and Excise Division, Isle of Man, 
August 2016 (Updated November 2017), <https://www.gov.im/media/1352777/notice-1008-man-
proliferation-and-proliferation-financing-risks-30-nov-17.pdf>.

27	 Jonathan Brewer, “Final Report: Typologies of Proliferation Finance,” October 13, 2017, Project Alpha, 
King’s College London, UK, <https://projectalpha.eu/final-report-typologies-of-proliferation-finance/>; 
Jonathan Brewer, “The Financing of Nuclear and Other Weapons of Mass Destruction Proliferation,” 
Center for New American Security, January 2018, <https://www.cnas.org/publications/reports/the-
financing-of-nuclear-and-other-weapons-of-mass-destruction-proliferation>.

28	 In February 2018, FATF issued guidance on counter proliferation financing with updated information 
from the two earlier guidance documents from 2012 and 2013 and reflecting changes in the UN sanctions 
regimes affecting North Korea and Iran. See “FATF Guidance on Counter Proliferation Financing - The 
Implementation of Financial Provisions of United Nations Security Council Resolutions to Counter 
the Proliferation of Weapons of Mass Destruction,” Financial Action Task Force (FATF), February 
2018, <http://www.fatf-gafi.org/publications/financingofproliferation/documents/guidance-counter-
proliferation-financing.html>.

29	 “Trade controls” are those controls on the involvement in the shipment of certain goods between two 
other countries by persons in or from the Isle of Man or UK. For a fuller explanation of the controls, 
please see “Trade Control Licensing,” Notice 279T MAN, Treasury, Customs and Excise Division, Isle of 
Man, October 2013 (Updated October 2016), <https://www.gov.im/media/814275/notice-279t-man-trade-
control-licensing-27-10-16.pdf>.
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are filed with the Financial Intelligence Unit (FIU).30 Whilst in a small jurisdiction such as the 
Isle of Man coordination and cooperation between the various bodies and their personnel is 
probably easier, a further complication is that in some matters responsibility might actually 
fall to, and/or any intelligence be received or held by, a UK body – such as the National Crime 
Agency, the Export Control Organisation, HM Treasury, or the British security services. One 
imagines that a similar split responsibility would exist in many, if not most, countries, making 
the identification of and dealing with proliferation/CPF issues even more complicated than it 
needs to be.

A legislative framework already largely existed that allowed for the exchange of information 
between the Islands’ various official bodies, but this really needed to be supported by new or 
additional formal mechanisms and rules on how and when to pass on information and to whom. 
Also important was to provide the necessary reassurance that those involved had the legal 
cover to pass on the information, an important consideration where confidential or potentially 
sensitive information was involved. In fact, the Act establishing the FIU now formally requires 
the police, Customs and Excise, and other government departments and bodies to assist the FIU 
in the exercise of its functions.31

In the Isle of Man, following the establishment of the FIU as a separate body, this was to 
become a “one-stop shop” for handling all forms of intelligence and information relating to any 
type of financial crime, to encompass UN and EU sanctions and proliferation issues, as well as 
money laundering, the financing of terrorism, and other crimes.32

Were policies and reporting structures within government bodies clear and well-publicized?

In other words, were all relevant government, regulatory, and law enforcement personnel aware 
of proliferation and proliferating financing and how to pass on any information or suspicions? 
Here, in part perhaps by a feeling that such specialist matters were being dealt with by a 
specialist person or body somewhere else, the answer was unclear. It was felt that most bodies 
would have an awareness of “sanctions” issues but what was regarded as necessary by the 
inter-departmental working group concerned was a clear policy for officials on proliferation/
CPF, the responsibilities of the various bodies concerned, and of any official with suspicions 
or concerns. 

This led to Notice 1009 MAN of May 2017, in which it was clearly stated that it was directed 
to:
 

“ALL public servants, including office-holders.  Each one has a responsibility 

30	 Now a separate body, though still partly staffed by customs officers. See “Financial Intelligence Unit,” Isle 
of Man, <https://www.gov.im/about-the-government/statutory-boards/financial-intelligence-unit/>.

31	 See sections 30 and 31 of the Financial Intelligence Unit Act, Isle of Man, 2016, <https://legislation.
gov.im/cms/images/LEGISLATION/PRINCIPAL/2016/2016-0005/FinancialIntelligenceUnitAct2016_1.
pdf>.

32	 Prior to the Financial Intelligence Unit Act 2016, the Financial Crime Unit had included the FIU and 
had been part of the Isle of Man Constabulary, though having personnel drawn from both the police and 
customs services (with others attached from time to time).
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to be aware of the risks involved, and of the need to prevent and detect illegal 
activity, and to report it to the appropriate authorities, namely the FIU. Anyone 
with any evidence or suspicions about activity connected to proliferation or 
proliferation financing MUST report it as soon as is practicable.”33,34,35 

As well as making the situation clear to all government, regulatory, and law enforcement 
officials, and clearly identifying proliferation/CPF issues as a distinct and separate item of 
concern for government, the policy guidance also served to demonstrate to outside bodies, such 
as FATF and MONEYVAL, that the issues were taken seriously and were being addressed.

Did a narrow definition of proliferation hinder awareness of the risks?

In preparing for the NRA and the mutual evaluation, and researching available resources on 
proliferation/CPF, it became apparent that, notwithstanding the fact that the FATF guidance on 
IO.11 specifically referred to UN sanctions measures which previously had effectively meant 
measures concerning Iran and North Korea, this might be too narrow a focus.  

There was an obvious blurring of the dividing lines (if any even existed) between proliferation/
CPF, terrorist financing, and export and trade controls.  It was felt that any guidance purely 
focused on WMD development, acquisition, and use by only certain, identified states could 
be of limited use, and might inadvertently prevent one from considering the wider picture. 
Indeed, since July 2015, the general guidance on sanctions relating to terrorism in the Island 
had included reference to proliferation financing.36 United Nations Security Council resolution 
1540 of 2004 also prohibits any form of support to non-state actors that attempt to develop, 
acquire, manufacture, possess, transport, transfer, or use nuclear, chemical, or biological 
weapons and their means of delivery, in particular for terrorist purposes.37   

Where proliferation had been taken into account by officials or the private sector, it had tended 
to be only in the context of Iran or North Korea. It was felt important, particularly in the 
context of Al-Qaida and ISIL/Da’esh, that any risk assessment or due diligence checks from 
a proliferation/CPF perspective should also take into account possible non-state involvement. 
After all, it was suggested, any non-state actor, business, or individual, was just as likely to 
be acting for or on behalf of a terrorist organization (knowingly or otherwise) as a “rogue 
state,” and could even be, in fact, a front set up by a state, rogue or otherwise. Hence the 
guidance eventually published by the Isle of Man Government used a broader interpretation of 

33	 “Proliferation and Proliferation Financing Risk: Policy Protocol,” Treaury, Customs and Excise Dividion, 
Isle of Man, May 2017 (Updated June 2017), <https://www.gov.im/media/1356689/notice-1009-man-
proliferation-and-proliferation-financing-risk-policy-protocol-07-jun-17.pdf>.

34	 This was in line with the concept adopted of the FIU being a “one stop shop” for intelligence on financial 
crime of all sorts, including UN/EU sanctions and proliferation/CPF.

35	 In fact, this message was emailed individually to all civil servants and office-holders in the Island in 2017.

36	 “United Nations Sanctions/European Sanctions,” Sanctions Notice 22, Treasury, Customs and Excise 
Division, Isle of Man, February 2012 (Updated January 2018), <https://www.gov.im/media/1358498/
sanctions-notice-22-terrorism-23-jan-18.pdf>.

37	 United Nations Security Council Resolution 1540, S/RES/1540, New York, April 2004.
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proliferation than might otherwise have been the case.

Even if an official or compliance officer was aware of proliferation/CPF risks, could they be 
expected to easily identify potential cases of it taking place?  

Even organizations such as the major banks, which might have access to the necessary resources 
– human and technical - could or would face great difficulties. Where trade finance, which one 
thinks of as the normal means of conducting international trade through letters of credit, bank 
guarantees and other mechanisms, is involved, the banks have a role and a responsibility – 
but not all trade uses such mechanisms (and, if you wanted to stay off the radar, surely one 
would choose to avoid any unnecessary checks). Indeed, in 2016, the International Chamber of 
Commerce reported that the use of traditional trade finance was involved in only around 38% 
of trade (down from 45% in 2015), compared to the use of other forms of financing such as 
open account trading and supply chain finance.38

Even where large organizations such as banks have access to resources, they still face having 
to understand and interpret what they might find – can they identify a suspect item or substance 
(even if accurately described) – in the large volume of legitimate trade? If their inquiries get 
down to a granular level, can they interpret vessel tracking data to ensure cargoes go where 
they are supposed to go when what they are interested in may only be a part of the ship’s 
cargo, or a small part of a consolidated load in one container among hundreds, or thousands? 39 
The recent evidence of ship-to-ship transfers of oil destined for North Korea is only the latest 
illustration of the potential difficulties.

For smaller organizations, the problems of identifying risky transactions, clients, suppliers, 
destinations, and end-users is even more acute. In the context of the Isle of Man, for example, 
with the majority of business transactions concerned with international trade being non-face- 
to-face, the problems are obvious. Large organizations might have access to resources but 
be overwhelmed by volume. Small ones might lack resources and be overwhelmed by much 
smaller volumes.  

In both large and small organizations (and, to be frank, in official bodies) there can be over-
reliance on the use of sanctions lists and such services as World-Check and C6, good as the latter 
services are, and undue comfort being taken when names are not flagged. It seems obvious that 
no one would attach their name to an account or a dodgy transaction if they thought it would 
raise any suspicions.

One should not underestimate the difficulties facing the small- to medium-sized trusts or 
corporate service providers (TCSP) offering services involving international trade. They have a 
myriad of things to worry about. Their involvement can vary considerably, from simply setting 

38	 “Rethinking Trade and Finance: An ICC Private Sector Development Perspective,” ICC Banking 
Commission, 2016, <http://store.iccwbo.org/content/uploaded/pdf/ICC_Global_Trade_and_Finance_
Survey_2016.pdf>.

39	 Stephen Osborne, “Use of Entity Screening and Vessel Tracking to Assist Implementation of UN Sanctions: 
A Whitepaper” Project Alpha, King’s College London, UK, December 8, 2017, <https://projectalpha.eu/
wp-content/uploads/sites/21/2017/12/Osborne-Whitepaper-Final-8-Dec-2017-v2.pdf>.
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up a company for the client, acting as a mailbox, or dealing with local tax authorities, through 
to actively managing the business, albeit often on the instructions of the client/beneficial owner. 
Thus, in respect of countering proliferation risks, they would or should need to undertake due 
diligence on their client(s), their client’s business case and proposed and actual activities, any 
suppliers, the means of transport and the routing and carriers used, the goods or technology 
involved or the services said to being provided, the end-use and end-user, the destination, and 
any potential diversion either en route or following delivery. All of this is in addition to the 
basic need to get paid and make a profit.

Proliferation/CPF compliance, like that of AML/CFT, now emphasizes that it should be risk-
based, with adequate risk assessments allowing concentration of effort and resources in the 
areas of highest risk. The problem for a TCSP can be that the risk(s) being assessed are not 
just at the taking on of a new client, but at any stage of the ensuing relationship, and at any 
stage of any activity carried on in respect of that relationship. Indeed, in September 2016, the 
Stockholm International Peace Research Institute (SIPRI) recommended what it described as 
“whole of supply chain compliance.”40 This at least fits into the concept of continuing, ongoing 
due diligence.

If one would have to check everyone and everything to the nth degree, one could become 
somewhat paranoid. Then again, unless a business is particularly careless or unlucky (or 
unscrupulous or involved), the overwhelming proportion of their business will be entirely 
innocent. However, it might be worth remembering a Russian proverb adopted by Ronald 
Reagan in the context of negotiations with the Soviet Union on nuclear disarmament – “trust 
but verify.”

Finally, even if something unusual, abnormal or downright odd is spotted, would one be able 
to label it as a proliferation or CPF issue?  

The Project Alpha report on CPF typologies makes this point and even provides a table 
comparing CPF characteristics to those common in terrorist financing and money laundering. 
However, for the compliance officer it will often be impossible to label some discrepancy or 
irregularity as definitely, or even possibly, a proliferation/CPF matter. Even when passed on, 
it may take some further investigation or other intelligence to allow the law enforcement or 
regulator to do so. This makes the decision for the Isle of Man to adopt a “one-stop shop” 
approach for “financial crime” in its broadest sense a sensible one.

What authorities should be able to expect is that businesses and officials are alert to suspicious 
activities, anomalies, doubt and concerns, and to things that just do not look or feel right. 
What is then needed is for that person to be able to communicate their concerns. Ideally, 
information needs to be able to flow, as far as remains practical, in both directions, with regular 
communication between businesses and officials – to share developments, trends, typologies 
and, equally importantly, to ensure that both sides know that they can speak to one another and 
seek advice and assistance when required.

40	 Scott Jones, “Counterproliferation Good Practices for Freight Forwarders,” Good Practice Guide, 
Stockholm International Peace Research Institute, September 2016, <https://www.sipri.org/sites/default/
files/SIPRIGPG%20Transport%2004_Jones.pdf>.
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Conclusion

Whilst the proportion of transactions and movements that might conceivably involve 
proliferation or proliferation financing is likely to be tiny in the overall scale of things, if 
anyone, any business, or any jurisdiction, is found to have been involved, then the repercussions 
for them could be extremely serious. For smaller jurisdictions, the reputational and commercial 
damage could be considerable – and they could even find themselves effectively excluded 
from the international financial system or a flight of all or most businesses reliant on it. For 
individuals and individual businesses, the damage could be even worse, perhaps resulting in 
the closure of the business, loss of livelihood, or potentially even a person’s liberty.41 And this 
is without considering that any failure could have resulted in WMD ending up in the hands of 
a state, group, or terrorist with potentially horrendous consequences.

Merely complying with UN, EU, or other “sanctions” measures, and checking names against 
lists published by various bodies, is insufficient protection for a business and jurisdiction against 
the risk of involvement in terrorist or proliferation financing in their widest sense. Furthermore, 
the two things are not synonymous, and whilst there may be some degree of overlap there are 
also major risks not addressed by the sanctions measures imposed, nor by other measures such 
as export or other trade control licensing. These risks may be of perception and to reputation 
but can nevertheless have financial and other implications for any business, or indeed any 
jurisdiction, affected.

It is the view of the author that it is not the shipping or aviation sectors, nor the general banking 
or insurance sectors, that may pose the greatest potential risk to the Isle of Man and other 
“offshore” international financial centers. As with trade-based money laundering, the use of 
companies and other corporate vehicles from the Island and other jurisdictions, including larger 
ones such as the UK, in international trading arrangements – whether as the actual owners, 
buyers, or shippers of goods or as middlemen in arranging movements – where the actual 
movements never come near the jurisdiction and those involved have to rely on documentary 
evidence and/or the use of third parties, (who may in some cases be, in fact, the beneficial 
owners of the business involved or their agents or associates) create obvious risks. 

Closer collaboration between government and business would provide obvious benefits to 
both. This could comprise both a high-level consideration of current and emerging trends 
and threats such as that undertaken by the Joint Money Laundering Task Force in the UK 
and, to some extent, the AML/CFT Advisory Group in the Isle of Man, and a mechanism 
whereby individual businesses could enter into a more two-way discussion with officials with 
the necessary legislative cover to deal with such questions as confidentiality of information 

41	 For example, if OFAC were to designate a business or business person, they would find it extremely 
difficult, if not impossible, to continue in business. In my personal experience, it often appeared to be the 
case that a business or individual was more afraid of what being designated by OFAC might mean than any 
measures law enforcement or a regulator might impose.
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and data protection.42,43 In a small jurisdiction in particular, this could offset to some degree the 
resource problems by effectively pooling available knowledge and expertise.

To better detect and counter proliferation and proliferation financing there needs to be:

1.	 More effort in raising awareness and new or improved guidance for businesses

This would appear to entail more outreach to trade bodies and individual target businesses 
and the establishment of a two-way flow of ideas, concerns, and information. 

2.	 Clear guidance for officials, including law enforcement, regulatory, licensing authorities, 
customs, and FIU on how to identify and handle any potential case

On both of the first two points, in providing guidance for both officials and for business, 
close cooperation between all the parties concerned – including industry representatives 
- would be required to produce anything at all useful. All those potentially involved 
or affected would have differing perspectives or concerns, so any overly broad-brush 
approach would probably be insufficient. As in other areas of compliance, the answer 
would appear to be to incorporate awareness and due diligence into the business model, 
and not regard it as a separate bolt-on item, with not just the compliance department or 
compliance officer involved – it should be given consideration at various stages, from 
client on-boarding to sourcing suppliers and arranging shipments.

3.	 Close collaboration and sharing of information and intelligence between official bodies

Different agencies have different priorities, and also have different knowledge or 
expertise about different areas. They each might receive information from a variety of 
sources, some or all of which are not known to, or available to, their partners. There 
should also be a proactive approach to seeking information (and this may tie in with 
the collaboration with industry and trade bodies mentioned above) and ensuring that 
information is disseminated as widely as possible, subject to any questions of sensitivity, 
secrecy, or confidentiality. 

In the context of government, cooperation and discussion must not only include 
policymakers, regulators, and law enforcement, but also those in other areas that might 
be affected, or who might have useful insights – in the Isle of Man, for example, the 
companies, aircraft, and shipping registries.

4.	 Improved support for businesses by sharing trends and identifying new and changing 
risks

42	 “Anti-Money Laundering and Combatting the Financing of Terrorism (AML/CFT) Advisory Group,” Isle 
of Man, <https://www.gov.im/about-the-government/departments/cabinet-office/amlcft-advisory-group/>.

43	 “Joint Money Laundering Intelligence Taskforce (JMLIT),” National Crime Agency, United Kingdom, 
<http://www.nationalcrimeagency.gov.uk/about-us/what-we-do/economic-crime/joint-money-laundering-
intelligence-taskforce-jmlit>.
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This again ties in with cooperation between officials and business in raising awareness, 
providing guidance, and other activities.

5.	 A clear path to report suspected cases and to seek assistance when needed

In the Isle of Man, for example, it was decided to concentrate, so far as possible, all 
collection, collation, and dissemination of financial crime intelligence, including bribery 
and corruption and UN and EU sanctions and related matters, in the FIU.

In the Isle of Man, I was glad to be able to play my small part, and I think that the Island is 
as well, or better, placed than many other larger jurisdictions, but it is not, and cannot be, 
complacent. Further improvements will be necessary.  

It will be interesting to see how the UK fares following its own MER being undertaken during 
2018 by FATF using the same criteria, including IO.11. Some of the changes seen in the 
UK in the past several years, such as the establishment of the Office of Financial Sanctions 
Implementation, appear to have been made with at least one eye on that impending review.
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Abstract

Exports of defense articles and technologies and foreign policy are highly interconnected. In the 
European Union, while the legal framework applicable to dual-use items is harmonized under 
the framework of a directly applicable Council Regulation and regularly updated, but where 
it is nevertheless challenging to achieve consistent implementation, the granting of licenses 
for defense-related goods and even in some instances the identification of items regarded as 
military is still in the realm of voluntary coordination due to the predominance of national 
strategic considerations. Ten years after its adoption, the Council Common Position, meant 
to provide common criteria for consistent risk assessments for licensing decisions across the 
European Union, appears to be insufficient in doing so. At a time when the European Council’s 
Working Party on Conventional Arms Exports (COARM) prepares to review this key political 
document, this article focuses on the unintended consequences of the lack of harmonization on 
defense industries, especially when respective supply chains or competitors are located in other 
European countries, as well as on the challenges for European defense cooperative projects.

Keywords

Export controls, Common Position, European Union, exports, defense, licences, Common 

1		  Rosa Rosanelli is Chief Export Compliance Officer for AIM Group, including AIM Norway SA and the 
Belgium Engine Center SPRL, for which she is also General Counsel. Her task is to lead, manage, and drive 
execution of efforts aimed at ensuring 100% compliance with applicable laws and regulations, including 
customs regulations in Belgium. She is specialized in international trade law, specifically for aeronautics, 
space, and telecommunications, and is author of several publications on strategic trade controls.



94� Rosa Rosanelli

Market, CFSP, European Defense Cooperation, defense industry

Introduction

Exports of defense articles and technology and foreign policy are highly interconnected. The 
ability to export defense-related articles is indispensable to achieve foreign policy objectives, 
including through strenghtening the security, technological, and industrial base and establishing 
effective defense joint cooperative projects.

In a context of competitive global pressure, European industry involved in the manufacture, 
repair, or development of defense-related items faces important challenges when trying to refer 
to a predictable common framework for cooperative projects and supply chains that inevitably 
cross the borders of the country in which they are established. 

In the European Union, dual-use items are subject to a Regulation since the 1990s, yet 
harmonization across Member States is yet to be achieved. On the other hand, in spite of 
significant progress made towards the establishment of a strong European industrial base and 
the facilitation of intra-EU transfers, the licensing of defense-related items and even in some 
instances the identification of an item as such is still in the realm of voluntary coordination due 
to the predominance of national strategic considerations. 

As the European Council’s Working Party on Conventional Arms Exports (COARM) prepares 
to review the  Council Common Position 2008/944/CFSP laying out common standard criteria 
governing the control of exports of military technology and equipment, there is an opportunity 
to restate the commitment of Member States towards a European convergence while better 
tailoring the practical tools offered by the Common Position, such as the associated Guidelines, 
to ensure more harmonized and predictable risk-assessments on licensing decisions.

With a global context that has dramatically changed in recent years, and  important technological 
innovations, lessons can be learned and integrated to use the momentum of the review to 
establish a stronger European industrial technological base while ensuring the future success 
of European cooperative projects and research and development efforts.

Seeking Harmonization: Trade of Dual-Use and Military Items in the EU and 
the Role of the Common Position

In the European Union, the trade of dual-use items, or items that can be used for both civil and 
military purposes, has been subject to a Regulation since the 1990s, beginning with Regulation 
(EC) No 3381/94, strengthened with the adoption of Regulation (EC) No 1334/2000, and later 
amended by Regulaton (EC) No 428/2009.

This common legal framework, although directly applicable on the territory of Member States, 
nevertheless is still subject to differences in national implementation. The uneven implementation 
of the catch-all clause and disparities related to identifying and licensing intangible transfers of 
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technology are just a few of many examples of how common interpretation and implementation 
across EU Member States is yet to be achieved.2,3

On the other hand, export controls of defense-related goods has been, since 1991, subject to an 
analysis to compare national practices and establish a common European arms export control 
regime for military equipment under the Common Foreign and Security Policy (CFSP).4 This 
political effort came about due to the progressive consolidation and internationalization of the 
European defense industry during the 1990s, coupled with a growing emphasis on conflict 
prevention after the end of the Cold War and a call for more ethical arms exports after revelations 
concerning the role of European states in the arming of Iraq in the run-up to the 1991 Gulf 
War.5,6 

The discussion over potential harmonization culminated in June 1998 with the adoption of the 
EU Code of Conduct, the predecessor to the EU Common Position. The Code of Conduct further 
elaborated the eight common criteria already established in the early 1990s and completed 
them, in particular by including operative provisions on information exchange.

A first political commitment, the Code of Conduct aimed to “set high common standards which 
should be regarded as the minimum for the management of, and restraint in, conventional arms 

2	 For instance, not all Member States control and license intangible transfers of technology in the same way. 

3	 The Regulation includes a “catch-all” provision whereby the exporter is required to report any transaction 
that they “know or have reasons to know” can be contrary to the dual use regulation. The mechanisms of 
notification from the licensing authorities related to items not listed in Annex I, the interpretation of what 
constitutes “awareness” of such a transactions, and the obligation to take into account “suspicion” have 
been interpreted and implemented at the national level with significant differences from country to country. 
See Quentin Michel, Lia Caponetti, and Ilaria Colussi, “The European Union Dual-Use Items Control 
Regime, Comment of the Legislation Article-by-Article,” University of Liège – European Studies Unit, 
June 2017, <http://www.esu.ulg.ac.be/file/20170704105027_Vademecum-DUV5Rev7.pdf>, pp. 36-51.

	 The same applies for Intangible Technology Transfers (ITT). Article 2 of the Dual-use Regulation refers to 
the “(iii) transmission of software or technology by electronic media including by fax, telephone, electronic 
mail or any other electronic means to a destination outside the European Community; it includes making 
available in an electronic form such software and technology to legal and natural persons and partnerships 
outside the Community. Export also applies to oral transmission of technology when the technology 
is described over the telephone.” Identification of certain transactions involving “oral” exchanges of 
technical data, for instance during technical discussions, as well as the storage of data in “clouds” are 
subject to control in substantially different ways across the EU. See also Quentin Michel, Lia Caponetti, 
and Ilaria Colussi, “The European Union Dual-Use Items Control Regime, Comment of the Legislation 
Article-by-Article,” University of Liège – European Studies Unit, June 2017, <http://www.esu.ulg.ac.be/
file/20170704105027_Vademecum-DUV5Rev7.pdf>, p. 21.

4	 “Conclusions of the Luxembourg European Council (28 and 29 June 1991), DOC/91/2,” RAPID database, 
June 29, 1991. See also Alyson JK Bailes and Sara Depauw, The EU Defense Market: Balancing 
Effectiveness with Responsibility (Brussels: Drukkerij Artoos, 2011), p. 4.

5	 “Conclusions of the Luxembourg European Council (28 and 29 June 1991), DOC/91/2,” RAPID database, 
June 29, 1991. See also Alyson JK Bailes, Sara Depauw, The EU Defence Market: Balancing Effectiveness 
with Responsibility (Brussels: Drukkerij Artoos, 2011), p.4.

6	 Mark Bromley, “The EU Common Position on Arms Exports and National Export Control Policies,” 
in Alyson JK Bailes and Sara Depauw, eds., The EU Defense Market: Balancing Effectiveness with 
Responsibility (Brussels: Drukkerij Artoos, 2011), p. 39.
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transfers, and to strengthen the exchange of relevant information with a view to achieving 
greater transparency.” Under the Code, EU Member States agreed to exchange relevant 
information on their denials of arms export licences along with aggregated data on their export 
licence approvals and actual exports.

In 2008, the Council adopted Common Position 2008/944/CFSP, an evolution of the Code 
of Conduct, adopted  “to strengthen the European Union’s export control policy for military 
technology and equipment.”7 It formalizes the agreement on the criteria that should drive risk-
assessment of licensing authorities in each Member State, including reference to controls on 
brokering, transit transactions, and intangible transfers of technology. The Common Position is 
still the only legally binding region-wide arrangement on the export of defense-related goods. 
A political engagement, it nevertheless leaves to Member States the ultimate competence for 
adopting and implementing relevant legislation at the national level.8 

Almost in parallel, the European Commission elaborated Communications and White Papers 
that focused on intra-EU transfers of defense-related goods and access to defense public 
procurement. The two Directives of the “Defense Package” were issued in an effort to 
harmonize and simplify the legal requirements typical of this domain and converge towards 
a single market for defense equipment.9 Significantly, a Directive on access to defense public 
procurement was associated to one on intra-community transfers, a sign that a single market 
cannot be achieved without ensuring a common basis for export licensing decisions.

The combination of both should have allowed the EU to ensure equal access to the defense 
market for European economic operators active in the defense domain while ensuring security 
of supply and adequate support for European industry, improving competitiveness, introducing 
greater transparency, and “cutting off unnecessary red tape.”10

Yet, while transparency and information-sharing on Member States’ arms exports has increased 
through the years and progress has been made towards collaborative defense research projects, 
more recently, as transatlantic relations evolved under the current Administration, the lack 
of harmonization and de facto uneven implementation remain a challenge. The challenge 
concerns in particular the Directive on Intra-Community Transfer and the Common Position, 
as highlighted in the several Reports published by the European Commission, the Parliament 

7	 “Council Common Position 2008/944/CFSP of 8 December 2008 Defining Common Rules Governing 
Control of Exports of Military Technology and Equipment,” European Council, L 335/99, December 13, 
2008.

8	 “At a Glance - Plenary, 10 December 2015,” European Parliamentary Research Center,  Accessed 
July 18, 2018,  <http://www.europarl.europa.eu/RegData/etudes/ATAG/2015/572821/EPRS_
ATA%282015%29572821_EN.pdf>.

9	 Directive 2009/43/EC of the European Parliament and of the Council of 6 May 2009 simplifying terms and 
conditions of transfers of defense-related products within the Community and Directive 2009/81/EC of the 
European Parliament and of the Council of 13 July 2009 on the coordination of procedures for the award 
of certain works contracts, supply contracts and service contracts by contracting authorities or entities in 
the fields of defense and security, respectively.

10	 European Commission, “European Defense Industrial Policy”, accessed July 18, 2018, <http://ec.europa.
eu/growth/sectors/defense/industrial-policy_fr>.
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and the Council alike, on these two legal documents.11

Unintended Consequences of the Lack of Harmonization in EU Export Licensing 
Decisions

While European Member States’ economies have become increasingly interconnected and 
globalization has led to highly integrated value chains, defense cooperative projects are not 
yet backed by solid harmonized rules for defense transfers on exports. On the other hand, 
challenging geopolitical events such as the more recent developments in the Middle East and 
the Yemen war have showcased a clear lack of harmonization on defense-related exports among 
EU licensing authorities. This is also reflected in the flow of items from companies that are part 
of the same supply chain and localized on the territory of different Member States.

To underpin EU foreign policy, the CFSP relies on the concept that the EU is a security 
community and a peace project and that the EU should play an important global role in conflict 
and peace issues. 

To achieve these objectives, it is key to work towards harmonization and “speak with one voice,” 
but to achieve this convergence, it is indispensable to deepen defense cooperation, increase 
pooling of resources, and ensure that Europe retains state-of-the-art military technologies and 
a strong industrial base.12

Export success is decisive for the future of economic operators active in the defense domain 
in Europe - a realm which is not limited to conventional armaments, but also encompasses 
an important part of the high-technology industry. However, it is not unusual for European 
industrial partners in a same defense joint cooperative projects to face challenges related 
to uneven policies or practices among export licensing authorities that may not identify the 
same item as military, apply risk-assessments with different outcomes, or apply end-user 

11	 “Evaluation of Directive 2009/43/EC on the Transfers of Defense-Related Products within the Community, 
Final Report, ” European Commission,  June 2016,  <https://publications.europa.eu/en/publication-detail/-/
publication/538beabd-92af-11e7-b92d-01aa75ed71a1/language-en>; European Parliament, July 18, 2017,  
“Report on Arms Export: Implementation of Common Position 2008/944/CFSP,” <http://www.europarl.
europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+REPORT+A8-2017-0264+0+DOC+XML+V0//EN>;  
“16062/12, Press Release,” Council of the European Union, 3199th Council Meeting, Foreign Affairs, 
Brussels, November 19, 2012, <http://www.consilium.europa.eu/uedocs/cms_Data/docs/pressdata/EN/
foraff/133604.pdf>.

12	 “Defense Package: Fact Sheet,” EEAS, May 18, 2017, <https://eeas.europa.eu/sites/eeas/files/defense_
package_factsheet_0.pdf>.
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interpretations which are not aligned.13

The risk is that such inconsistencies clash with those same objectives of enhanced global 
competitiveness for the economic operators active in this domain, adding uncertainty to foreign 
investments and mergers and acquisitions involving European companies. There is also a risk 
of potentially jeopardizing the effectiveness of joint defense and cooperative programs as 
highlighted, for example, in a recent declaration by German arms maker Diehl. Diehl, which 
focuses on missiles and ammunition, advocated “if not for European-wide standards, at least 
for joint export rules between France and Germany, which are planning closer cooperation, 
such as on a future combat air system centred around a new fighter jet.”14

As competitors in the United States benefit from a more clear and predictable framework 
for conducting business operations, with publicly accessible lists of countries and a level of 
predictability on the likelihood of obtaining export licenses for certain recipients, the more 
recent focus on U.S. economic security of innovation as a criteria for licensing decisions 
exposes an increasing need for predictability for European companies.

In a domain where protecting the ethical image of a company is essential, businesses most 
likely tend to strive for zero risk, either by requesting increasing export authorizations, 
or self-abstaining from exporting certain goods to certain regions, with possible 
consequences on access to certain markets and global competitiveness in general.  

In this sense, the lack of a “real common position” creates potential confusion and unintended 
side effects on competition. It also weakens the possibility for defense companies across EU 
Member States to join forces and “speak with a single voice.”

13	 The principle of “system integrators” is an example of how the definition of who is the actual “end-user” 
for a transaction may vary from country to country, even within the European Union. As highlighted 
in the “Report from the Commission to the European Parliament and the Council on transposition of 
Directive 2009/43/EC simplifying terms and conditions for transfer of defense-related products within 
the EU,” “Components of defense-related products occupy a particular place in the Directive. Many 
transactions between defense-related undertakings in the EU relate to components transferred from a 
supplier (often an SME) to an integrator that incorporates the received component in a larger sub-system 
(e.g. a sonar) or in a larger system (e.g. a submarine). Integrating companies usually produce large weapon 
systems incorporating components sourced from a supplier possibly located in another Member State 
(e.g. connectors to be incorporated in an aircraft). Although components are not formally defined by the 
Directive, Article 4(7) requires that Member States determine the terms and conditions of transfer licences 
for components on the basis of an assessment of the sensitivity of the transfer in the light of, inter alia, 
the nature of the components in relation to the products in which they are to be incorporated and any 
end-use of the finished products which might give rise to concern, and the significance of the components 
in relation to the products in which they are to be incorporated. Except where they consider that the 
transfer of components is sensitive, Member States must refrain, from imposing any export limitations 
for components where the recipient provides a declaration of use in which it declares that the components 
subject to that transfer licence are integrated or are to be integrated into its own products and cannot at 
a later stage be transferred or exported as such, unless for the purposes of maintenance or repair (Article 
4(8).” Because of the application of this principle, there appear to be differences when identifying which 
is the end-user of a specific transaction (the “system integrator” or a governmental entity).

14	 “Arms Maker Diehl Calls for Harmonized Export Rules in Europe,” Reuters, April 26, 2018.
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Ten Years Later: Time for Reform? 

Ten years after the adoption of Common Position 944/2008, in spite of the requirement initially 
foreseen to review it after three years, it has never been substantially reviewed.15 While new 
technological trends arise, national practices and risk assessments in licensing considerations 
may vary  significantly among EU Member States as demonstrated more recently by uneven 
licensing decisions for exports towards the countries involved in the Yemen War. The contrasting 
policies of EU Member States to the Saudi-led military Coalition raise questions about whether 
they are applying the criteria of the Common Position correctly and consistently. 

While some countries, such as the Netherlands and the Wallonia Region in Belgium issued 
denials for exports of items to the countries part of the Coalition, the outcome was different in 
other Member States such as the UK, France, and Germany. Last July, the Campaign Against 
Arms Trade (CAAT) sought a High Court order to block export licenses for British-made 
fighter jets, bombs and other munitions it said were being used in Yemen’s conflict.16s The 
High Court ruled that the granting of licenses for arms exports from Britain to Saudi Arabia 
was not unlawful.

As part of the same debate, last January the German government replied to critics of its arms 
export policies, insisting that it takes great care not to approve the sale of weapons to countries 
that abuse human rights, as newly released figures showed the governing coalition of Chancellor 
Angela Merkel’s conservative Union bloc and the center-left Social Democrats approved more 
weapons exports over the past four years than its predecessor, including to Saudi Arabia, Egypt 
and Turkey.17

The increase in the number of denials of license applications for defense exports to Saudi 
Arabia and the UAE and the concomitant rise of licenses granted on the same territory of the 
EU for those destinations highlight these different trends. Although there are differences in 
the capabilities of the national defense industries from country to country, it is indicative that 
during 2016, France, Germany, and the UK accounted for 85% of the export licenses issued for 
transfers to Saudi Arabia and 76% of those issued to the UAE.18 

In its 2012 Conclusions, the Council

“reaffirmed its determination to reinforce cooperation and promote convergence 
among Member States in the field of exports of military technology and equipment 
[...] through the setting, upholding and implementation of high common standards 

15	 See Article 15 of the Common Position.

16	 Stephen Addison, “British Court Allows Appeal Against UK Arms Sales to Saudis,” U.S. News & World 
Report, May 4, 2018, <https://www.usnews.com/news/world/articles/2018-05-04/court-allows-appeal-
against-british-arms-sales-to-saudi-arabia>.

17	 Frank Jordans, “Rising Exports, Turkish Tanks Fuel German Arms Sales Debate,” AP  News, January 24, 
2018.

18	 Mark Bromley and Giovanna Maletta, “The Conflict in Yemen and the EU’s Arms Export Controls: 
Highlighting the Flaws in the Current Regime,”Stockholm International Peace Research Institute (SIPRI), 
March 16, 2018, <https://www.sipri.org/commentary/essay/2018/conflict-yemen-and-eus-arms-export-
controls-highlighting-flaws-current-regime>.
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for the management of, and restraint in, transfers of military technology and 
equipment by all Member States.”19

The Council also engaged to continue to work on ways to improve the implementation of the 
Common Position. 

In the 2015 Council Meeting Conclusions, a review was finally set for 2018, mandating the 
competent working group, the COARM, to “reassess the implementation of Common Position 
2008/944/CFSP and the fulfilment of its objectives, ten years after [its] adoption” in order to 
achieve“consistent implementation and operational application of th(e) criteria.”20

The scope of this mandate is yet to be fully clarified, but it is likely to include changes that may 
provide pragmatic indications to licensing authorities in order to perform more consistent risk-
assessments. This may be achieved through:

i.	 Bringing together industries, technologists, legal experts and policymakers to draft 
effective accompanying Guidelines;

Technical and operational expertise are indispensable inputs to establish a more effective 
Common Position “User’s Guide” detailing the steps to be followed by Member States’ 
licensing authorities when performing risk assessments and including more pragmatic examples 
of best practices. The current User’s Guide, developed within the Council’s COARM Working 
Party, does not seem to provide sufficiently practical guidance on the criteria’s interpretation 
but rather indications on how to structure an end-user certificate, on the international sources 
available, including international treaties, and international law elements that are the basis for 
export control provisions but are not specific enough to help reaching common assessments.21  
Leveraging European experts, technologists, legal experts and economic operators may be 
critical to include useful indications to accurately take into account the implications of a 
transaction and avoid generalizations.

ii.	 Achieving clarity by establishing a common definiton of end users and the end users 
that are of interest in a specific country rather than limiting the analysis to the country 
itself;

Additional detail on the definition of an end-user, including which undesirable end-users or 
categories of end-users should be targeted in a certain recipient country - rather than conducting 
an analysis on a country in general. This may be facilitated through information exchange with 

19	 “Press Release, 3199th Council Meeting,” Council of the European Union, 16062/12,  Foreign Affairs, 
Brussels, November 19, 2012, <http://www.consilium.europa.eu/uedocs/cms_Data/docs/pressdata/EN/
foraff/133604.pdf>.

20	 “Outcome of Proceedings - Council Conclusions Relating to the Review of Common Position 2008/944/
CFSP on Arms Exports and the Implementation of the Arms Trade treaty (ATT),” Council of the European 
Union, July 20, 2015, <http://data.consilium.europa.eu/doc/document/ST-10900-2015-INIT/en/pdf>.

21	 “Outcome of Proceedings - User’s Guide to Council Common Position 2008/944/CFSP Defining Common 
Rules Governing the Control of Exports of Military Technology and Equipment,” Council of the European 
Union, July 20, 2015, <http://data.consilium.europa.eu/doc/document/ST-10858-2015-INIT/en/pdf>.
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intelligence sources.

iii.	 Enhancing the relationship of trust towards other European countries

The COARM efforts should remain consistent with developments in terms of intra-EU transfer 
of defense-related goods, building on the principle of reliance on other Member States’ for their 
licensing decisions when the European importer is a ”system integrator.” thus pushing towards 
increasing trust and greater harmonization and consistent implementation.

Conclusions

The pursuit of EU global strategic objectives on the strengthening of security and defense 
cooperation largely depends on export licensing coordination and the existence of a framework 
of predictability.

The review of the now ten-year-old 2008 Common Position by the Council’s COARM 
offers a unique opportunity to strenghten EU Member States’ commitment towards increased 
convergence by establishing useful pragmatic tools that take into account technological 
innovations (such as in the domain of intangible technology transfers), as well as best practices. 

In a time when economies are significantly interconnected and globalization has led to highly 
integrated value chains, licensing decisions are susceptible to impact whole supply chains and 
ultimately the global competitiveness of the European industrial base and the effectiveness of 
joint cooperative research and development projects.

Ensuring increased consistency and supporting these projects with appropriate simplification 
and harmonization on the export licensing side is key to achieving a convergence that allows 
the EU to strenghten its role in the international arena and present itself as a normative power. 
On the other hand, isolated extensive or restrictive controls potentially ignore the issue of 
global interdependence.

Finally, since defense is a domain where ethical image and corporate social resposibility 
commitments are so important, the result of uncertain licensing policies may be paralysis, to the 
detriment of joint efforts, in cooperative exchanges and the advancement of high-technology 
research and development in the European Union.
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Abstract

In May 2017, the Republic of Panama passed Executive Decree No. 81 with the intention of 
implementing strategic trade controls. In doing so, not only does Panama go one step further 
in fulfilling the international mandate set forth by United Nation Security Council resolution 
(UNSCR) 1540, but also in becoming a regional leader in the fight against the spread of 
Weapons of Mass Destruction (WMD). Panama continues on the implementation path, but 
like any country going through the process, it has faced several obstacles– chiefly a lack of 
awareness and understanding among government officials about strategic trade controls (STC). 
This article is divided into two sections: The first briefly details the main aspects of Decree 
No. 81, including its objectives and the measures established for the decree’s implementation. 
The second section details how misunderstandings in the role strategic trade controls play 
has caused reservations over their necessity. Nevertheless, Panama is working to overcome 
these gaps in knowledge towards a successful implementation process with assistance from 
international organizations. To this effect, the United States Department of State’s Export 
Control and Related Security (EXBS) Program provided a facilitator to assist Panamanian 
officials by clarifying some of strategic trade contol’s technical aspects, showing how existing 
measures can be modified for implementation purposes, and reinforcing the economic and 
security benefits that controls have for both Panama and the international community.

1		  Juan Hernandez is a Graduate Research Assistant at the Center for International Trade and Security (CITS) 
and a second year Masters in International Policy student at the University of Georgia. In the Spring of 
2018, he was a Graduate Intern Facilitator for the U.S Department of State’s Export Control and Related 
Border Security (EXBS) in Panama. While with EXBS, he assisted Panama’s efforts in implementing a 
national strategic trade control system by facilitating solutions to issues with the country’s legal basis, 
licensing authorities, industry outreach capacity, and enforcement capabilities. His current research 
interests include strategic trade control implementation and enforcement.   
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Introduction

Panama is often referred to as the “Logistical Hub of the Americas” due to its fortuitous 
geographical location connecting the North and South American land masses and its operation 
of the Panama Canal.2 One hundred years after its inauguration, the Panama Canal remains a 
vital link in world commerce. The 2016 fiscal year saw 13,114 commercial transits through 
the canal, amounting to a total of over 200 million tons of cargo.3 These numbers are only 
expected to increase in the upcoming years as in 2016, Panama finished a 5.25 billion USD 
canal expansion.4 The expansion’s new locks allow larger vessels, classified as neo-Panamax, 
with triple the container capacity to transit the canal. With the expansion, transshipment activity 
is also projected to increase due to port terminals expecting to manage a greater number of 
containers.5 The larger vessels and the increase in transshipments significantly increase the 
challenges for Panama’s customs and national security agencies with regards to detecting and 
interdicting illicit shipments, as well as the challenges that face the Panama Canal Authority 
(ACP) regarding vessel safety and Canal security. 

Complicating matters is the existence of many free trade zones within Panama, including the 
largest in the Western Hemisphere, the Colon Free Trade Zone. Proliferators regularly abuse 
the lack of governmental regulation in free trade zones to transship and disguise the destination 
of sensitive items – including dual-use items.6 Therefore, factors that make Panama more 
attractive to trade and investment at the same time make it a prime target for exploitation as a 
diversion point.7 

The extent of Panama’s proliferation vulnerability was illustrated with the high-profile case 
of the Chong Chon Gang in the summer of 2013. The North Korean vessel had declared it 
was shipping sugar bags from Cuba, but intelligence hinted at the vessel carrying illicit drugs. 
After a standoff between Panamanian authorities and the crew, the ship was boarded on the 

2	 Daniel Muñoz and M. Liliana Rivera, “Development of Panama as a Logistics Hub and the Impact on 
Latin America,” Dspace@MIT, Massachusetts Institute of Technology, 2011 <https://dspace.mit.edu/
handle/1721.1/61183#files-area>. 

3	 “Transit Statistics,” Panama Canal Authority, May 2017, <https://www.pancanal.com/eng/op/transit-
stats/2017/Table02.pdf>.

4	 Steven Mufson, “An Expanded Panama Canal Opens for Giant Ships,” The Washington Post, June 26, 
2016.

5	 Sam Whelan, “Perishables Shippers Expect an enlarged Panama Canal to Offer Fresh Transhipment 
Options,” The Load Star, January 2016.

6	 Andrea Viski and Quentin Michel, “Free Zones and Strategic Trade Controls,” Strategic Trade Review, 2:3  
(Autumn 2016), pp. 27-41.

7	 Catherine B. Dill and Ian J. Stewart, “Defining Effective Strategic Trade Controls at the National Level.” 
Strategic Trade Review, 1:1 (Autumn 2015), pp. 4-17.

https://dspace.mit.edu/handle/1721.1/61183#files-area
https://dspace.mit.edu/handle/1721.1/61183#files-area
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Panama Canal’s Atlantic entrance. Authorities quickly discovered that rather than just carrying 
bags of sugar, the vessel was transporting Soviet-era aircraft, air defense systems, missiles, 
and command and control vehicles.8 President Ricardo Martinelli’s statements highlighted 
Panama’s concerns about its waterways being used for illicit purposes as underscored by his 
statement:

“This material not being declared and Panama being a neutral country, a 
country in peace, that doesn’t like war, we feel very worried about this war 
material and we don’t know what else will have passed through the Panama 
Canal.9”

In addition to attracting worldwide headlines and international security concerns, the Chong 
Chon Gang incident highlighted some of the methods used to avoid the detection of strategic 
items, e.g. the false shipping declaration submitted by the Chong Chon Gang.10 The same 
methods used by North Korea could easily be employed by other states or non-state actors. 
More than ever, Panama saw the need to prevent similar incidents by strengthening their 
national legal code in order to meet international sanctions and nonproliferation standards. 

Executive Decree no. 81 

Panama’s Executive Decree no. 81 provides a legal foundation to most of Panama’s obligations 
under United Nations Security Council resolution (UNSCR) 1540. As the objective in Article 
I states:

“This Decree regulates the export, re-export, transshipment, customs transits 
of all material, equipment, and dual-use technology that by their intrinsic 
characteristics or potentiality of its use for illicit purposes or in violation of 
international law, could contribute to the proliferation of nuclear, chemical and 
biological weapons and their delivery systems, dual defense and technological 
developments.”11

While UNSCR 1540 is directed at promoting nonproliferation specifically against non-state 
actors, the executive decree adopts a more comprehensive view with the intention of targeting 
both non-state and state actors. To do so, the decree prioritizes the adoption by resolution 
of a “National Harmonized List of Dual-Use Goods, whose transport, transfer, management, 
trade, import, export, re-export are subject to the control and regulation for reasons of national 
and international security.”12 In addition, the decree calls for the development of an action 

8	 “North Korean Ship with Military Cargo held by Panama,” BBC, July 16, 2013.

9	 Ibid.

10	 “Report of the Panel of Experts Established Pursuant to Resolution 1874,” United Nations Security Council 
Panel of Experts, United Nations Security Council, New York, April 2009.

11	 Government of Panama,“Decreto Ejecutivo No. 81.” Gaceta Oficial, May 2017, <https://www.gacetaoficial.
gob.pa/>.

12	 Ibid.

https://www.gacetaoficial.gob.pa/
https://www.gacetaoficial.gob.pa/


plan for the licensing of dual-use items. The action plan must also include provisions on how 
Panama will conduct industry outreach and enforce the new strategic trade control regulations. 
With implementation efforts being an ongoing process, the following section briefly details the 
implementation bodies and their respective roles. 13

National Council on Secure Trade and Transport

One of the two bodies created by the decree for strategic trade control implementation is 
the National Council on Secure Trade (NCST). The main task of the NCST is the approval 
of strategic trade control regulations.14 Displaying the importance of interagency in the 
implementation effort, the NCST consists of members from various Panamanian ministries. 
Each represented ministry contributes a unique perspective and skills, enabling the NCST to 
make the most informed decisions. With the Ministry of Commerce and Industry (MICI) being 
the lead implementation ministry, their representatives conduct and preside over all NCST 
meetings. Other ministries represented in the NCST are:

•	 Ministry of Exterior Relations;

•	 Ministry of Economy and Finance;

•	 Ministry of Health; 

•	 Ministry of Agricultural Development; 

•	 Ministry of Public Security;  

•	 National Customs Authority;

•	 National Security Council.

In addition to enacting strategic trade control regulations, the decree empowers the NCST with 
a major enforcement role, most notably rescinding licensing permits and inclusion from the 
National Registration, Tracking, and Inventory for all violating parties.15

Technical Committee on Secure Trade and Transport

The second implementation body created by the decree is the Technical Committee on Secure 
Trade and Transport (TCSTT) which serves as an operative and technical support unit to the 
NCST. The composition of the TCSTT is composed of members from the same ministries as 
the NCST, in addition to a representative of the Panama Canal Authority (PCA). The decree 
empowers the TCSST with two crucial implementation goals. The first is to provide a technical 
and administrative support system to the NCST. This translates to deliberating and drafting 
strategic trade control regulations that are subsequently recommended for approval by the 
TCSST (e.g. the National Control list and subsequent updates). To meet its responsibilities, 

13		   Ibid. 
14		   Ibid.

15		   Ibid.
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the TCSST meets at least twice a month during the remainder of the implementation process.16 

The second role of the TCST is to develop and maintain a licensing process for the commerce 
of dual-use items in Panamanian jurisdiction. In this role, the TCST is required to develop a 
risk analysis method to determine which economic agent is eligible to obtain a dual-use license 
and to establish the different types of licenses that will be provided. Once the licensing system 
is in place, the TCST will also be the body reviewing and making licensing decisions.17

National Registration, Tracking and Inventory System for Economic Agents

The Decree also establishes the National Registration, Tracking, and Inventory System for 
Economic Agents of Dual-Use Goods. All economic agents wishing to participate in the handling 
of dual-use items will be required to register in this system.18 As previously mentioned, if a 
party is found to have violated a provision of the Decree, the NCST may remove the violating 
party. This registry is intended to be on an electronic platform and managed by the TCSST. 
The purpose of the registry is to enhance the licensing capabilities of the TCSST by helping to 
formulate a risk profile of the applicants. Furthermore, if a credible proliferation threat exists, 
the list is also meant to facilitate the sharing of intelligence with other nations.19

Program Assistance

Panama’s implementation of Decree no. 81 has not been entirely without obstacles. The 
most prominent of these has been the apprehension among some officials over strategic trade 
controls and the availability of resources necessary to implement and sustain the controls. 
These doubts are partially attributed to, principally, the concern about strategic trade controls 
impeding legitimate trade, as well as the perception that controls are an additional bureaucratic 
burden. Enhancing these concerns was the abruptness in the intention to implement strategic 
trade regulations. A lack of tangible examples of incidents in Panama other than the Chong 
Chon Gang case further contribute to doubts – and even in the Chong Chon Gang case, the ship 
was not carrying dual-use items. Hence the perception also arose of Panama being obligated to 
implement strategic trade controls by external powers with the compulsory nature of UNSCR 
1540 cited as further evidence of this. The skepticism increased with the assistance provided by 
outside organizations, some of whom several officials suspect may have different interests from 
those of Panama. Similarly, there are some concerns among officials about Panama’s capacity 
to devote the resources necessary to implement and sustain effective strategic trade controls.20 

16	 Ibid.

17	 Ibid.

18	 The Decree defines handling as “Any action that consolidates, deconsolidates, guards, preserves, packs, 
unpacks, repacks, handles, dispatches, transships, transits, transports, ensure, measure, certifies, operates, 
maritime, land or air terminals, remits by mail any of the goods, included in the National Control list of 
Dual-Use Goods.” See“Decreto Ejecutivo No. 81,” Government of Panama, Gaceta Oficial, May 2017, 
<https://www.gacetaoficial.gob.pa/>.

19	 Ibid.

20	 Resources refers to both the financial and human resources required for implementation.
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Such a challenge is not limited to only Panama, with all nations having a myriad of challenges 
competing for resources.21 However, resource allocation partially results from skepticisms over 
strategic trade controls as well, with officials at times being reluctant to devote much time or 
financial support to an issue that is deemed low in priority.  

However, the issues discussed above do not need to be barriers to success. International 
programs specializing in strategic trade control implementation can be of major help to countries 
like Panama going through this process. These programs provide many types of assistance, 
including training sessions, workshops, material aid, and other subject matter assistance. 
With the Panamanian leadership being committed to the success of the task, such assistance 
has been readily accepted in Panama. Among the major international institutions that have 
or are currently assisting Panama in some capacity include the Governments of Canada and 
the United States, the UN 1540 Committee, the International Atomic Energy Agency (IAEA), 
the Organization for the Prohibition of Chemical Weapons (OPCW), and the World Customs 
Organization (WCO).22

 
Of particular interest is the assistance provided by a U.S. government program, the Export 
Border and Related Security (EXBS) program, particularly in its educational and training efforts 
on strategic trade controls.23 The aid provided by EXBS is similar to that provided by other 
organizations, with focus on legal, licensing, and enforcement training, along with providing 
information systems and equipment. EXBS frequently partners with private companies and 
NGOs to draw on a wide source of experiences and expertise. One such organization is the 
Center for International Trade and Security (CITS), who together with EXBS has conducted 
various training seminars in Panama and other nations implementing strategic trade controls.24 
Moreover, in the spring of 2018, EXBS and CITS collaborated to provide a graduate student as 
an additional form of assistance to the Government of Panama. The Student Facilitator worked 
in the offices of MICI assisting with the daily implementation process, providing answers to 
technical questions, and helping with the coordination of the inter-agency process, all while 
better identifying and serving the specific needs of the Government of Panama. The remainder 
of this section will attempt to highlight the Student Facilitator’s role, in particular the efforts 
to provide a better understanding of strategic trade controls and maximize Panama’s inherent 
advantages for successful implementation. 

21	 Similar obstacles have been encountered in other countries implementing STC regulations. For a similar 
example see Mohamed Shahabar Abdul Kareem, “Implementation and Enforcement of Strategic Trade 
Controls in Malaysia,” Strategic Trade Review, 2:2 (Spring 2016), pp. 104-117.

22	 “Republic of Panama Additional Report on the Implementation of Security Council Resolution 1540,” 
United Nations, New York, September 2013. 

23	 Part of the U.S State Department Bureau of International Security and Non-proliferation (ISN), EXBS 
works with partner governments throughout the world seeking “to prevent the proliferation of weapons of 
mass destruction… by helping to build effective national strategic trade control systems in countries that 
possess, produce, or supply strategic items, as well as in countries through which these items are most 
likely to transit.” See “The EXBS Program,” United States Department of State, 2011,  <https://www.state.
gov/strategictrade/program/>.

24	 “CITS Conducts Licensing Seminar in Panama City,” Center for International Trade and Security, Panama, 
February 2018, <http://spia.uga.edu/cits-conducts-licensing-seminar-in-panama-city-panama/>.
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Existing Institutions 

One of the most time and resource consuming aspects to strategic trade control implementation 
is the building of the infrastructure necessary to effectively carry out the mandate. Having the 
knowledge to write new regulations, train personnel, and set up new electronic systems, such 
as the registry, may seem like a burden to most nations like Panama. The financial and labor 
opportunity costs only add to the worries of officials. While there is no doubt that significant 
resources must be devoted to successfully implement strategic trade controls, assistant programs 
often attempt to ease such concerns by showing how much of the infrastructure already exists 
and only needs modification. 

In Panama, this task is easier due to the nation having long recognized the threat posed by 
WMD to international peace and security as shown by the number of international agreements 
Panama is a signature party to.25 Therefore, Panama has already built much of the institutional 
and legal structures that can be applied to strategic trade controls.26 Moreover, being a center of 
commerce, Panama has accumulated much experience fighting against illegal drugs and other 
illicit contraband. The Student Facilitator highlighted how these experiences and corresponding 
measures and institutions could be applied to the development of strategic trade controls as 
well. Some of the highlighted measures include the following:

•	 Any strong enforcement measures must include the ability to detect and deter violations 
of the decree. Since it would be impractical to inspect all vessels and cargo entering 
Panamanian jurisdiction, non-intrusive inspection measures are crucial. Fortunately, 
the Panama Maritime Authority has prioritized prevention, risk analysis, and training 
measures to oversee vessels and cargo from high risk countries entering, transiting, 
and transshipping in/through Panamanian territory. The result has been the creation 
of the Container Technical Inspection Unit which specializes in the usage of radiation 
portal monitors in Panama’s main costal posts.27 Likewise, the Inter-Institutional Risk 
Analysis Office was created and charged with the analysis of information in cargo 
manifests to determine the risk profiles of cargo, vessels, and economic agents. 

•	 Panama is also a party to the Global Container Control Program, an initiative of the 
UN Office on Drugs and Crime and the World Customs Organization. The program 
is designed to improve container traffic security by providing training and promote 
cooperation among member nations. A major part of the program is the creation of 
the Joint Port Control Units which specialize in the inter-agency profiling of port units 

25	 Panama is a signature party to the Nuclear Non-Proliferation Treaty, the Biological and Toxic Weapons 
Convention, the Chemical Weapons Convention, and the Convention on the Physical Protection of Nuclear 
Materials. For more see “Panama 1540 Reporting,” Nuclear Threat Initiative, August 2015, <http://www.
nti.org/analysis/articles/panama-1540-reporting/>.

26	 The UNSCR 1540 Committee actively encourages states to review their existing legislation and practices, 
and to consider steps to fill any gaps. See, “Frequently Asked Questions on Resolution 1540,” United 
Nations Security Council, May 2004, <http://www.un.org/en/sc/1540/faq.shtml>.

27	 “Panama 1540 Reporting,” Nuclear Threat Initiative, August 2015, <http://www.nti.org/analysis/articles/
panama-1540-reporting/>.
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at select container terminals in seaports or dry ports.28 While the program focuses on 
risk analysis and cargo inspection as well, more crucial is the cooperation with other 
nations, which aids Panamanian officials in developing measures to share important 
proliferation intelligence risks with countries in the Global Container Control Program 
and beyond. 

•	 In 2011, the National Customs Authority in collaboration with Ministry of Commerce 
and Industry launched Panama’s first attempt at a Custom’s Single Window System, the 
Sistema Integrado de Gestión Aduanera (SIGA).29 This integrated customs management 
system was designed to expedite the customs documentation processing for imports 
and exports. Similarly, in 2017, the Panamanian Marine Authority and the Panama 
Canal Authority implemented Ventanilla Única Marítima de Panamá (VUMPA) as an 
electronic system that requires ships to produce the required documentation in advance 
of their arrival so that government agencies can conduct risk assessment and be ready 
for inspection by a single official. Since the decree calls for the creation of an electronic 
licensing process, these two systems can be adopted for such a purpose. The feasibility 
of this adoption was confirmed by a report done in 2016 by CITS.30 The report found 
that SIGA can be modified to support a licensing system for strategic trade controls, 
including integrating the involved ministries and distributing licensing decisions to the 
applicants.31

Benefits of Strategic Trade Controls

To reduce the lack of political will resulting from doubts over the necessity of strategic 
trade controls, the Student Facilitator sought to advance the view where Panama stands to 
benefit as well. In order to do so, the Facilitator assisted EXBS in providing evidence which 
would demonstrate that strategic trade controls would help achieve the level of economic 
growth Panama aspires to. The Student Facilitator accomplished this by citing studies where 
implementation in other nations has increased the amount of trade and investment, particularly 
in nations that have a similar profile as that of Panama, for example Singapore and Malaysia.32 
Additionally, the Student Facilitator emphasized the importance that strong strategic trade 
control regulations have when it comes to attracting foreign investment. Many multinational 

28	 “UNODC-WCO Global Container Control Programme,” United Nations Office on Drugs and Crime, 
2018, <https://www.unodc.org/ropan/en/BorderControl/container-control/ccp.html>.

29	 Panama Investment and Business Guide, (Washington DC: International Business Publications, 2015), pp. 
75.

30	 Michael Beck and Renaud Chatelus, “Panamá: Evaluación de la Ventanilla Única.,” Center for International 
Trade and Security, Panama City, Panama, November 2016.

31	 Similar efforts have been in other countries such as in Indonesia. For further information see “Indonesia 
National Single Window,” Government of Indonesia, Single Window Working Group Capacity Building.

32	 Scott Jones, and Johannes Karreth, “Assessing the Economic Impact of Adopting Strategic Trade Controls,” 
Export Control and Related Border Security, United States State Department, December 2010, <http://
www.nti.org/media/pdfs/off_us_dept_21.pdf?_=1316466791>.

110� Juan Hernandez

https://www.unodc.org/ropan/en/BorderControl/container-control/ccp.html
http://www.nti.org/media/pdfs/off_us_dept_21.pdf?_=1316466791
http://www.nti.org/media/pdfs/off_us_dept_21.pdf?_=1316466791


firms do not want to invest in nations that lack strong regulations due to the increased risk of 
some of their products and technologies falling into the hands of WMD proliferators. Likewise, 
many high value-added products, technology, and knowledge intensive investment source 
countries like EU Member States and the United States require their multinational corporations 
to invest in nations with strong strategic trade controls.33 

The Student Facilitator also mentioned to Panamanian officials that in adopting strategic trade 
controls, Panama would become among the first in the region to do so, especially considering 
the decree’s intentions. Therefore, Panama would be setting an example for other nations in 
the region. All the while it is conceivable that Panama in the future would be able to assist 
other countries in establishing their own similar regulations. Ultimately by being successful, 
Panama’s standing amongst the international community would be enhanced, putting it in 
the forefront in the fight against WMDs. By highlighting the benefits, the Student Facilitator 
attempted to change the perception of the minority of officials skeptical of the new regulations. 

Implementing Strategic Trade Controls in Panama

Adoption of a National Control List

Much debate occurred in the TCCT over how Panama should develop, adopt, and subsequently 
update the control list. This task is difficult for most nations, let alone for one possessing no 
previous experience. To keep matters simple, the technical committee had been considering 
the adoption of the European Union (EU)’s dual-use control list as Panama’s own due to its 
comprehensiveness in including all the nonproliferation regimes and being regularly updated.34 
However, before adoption, there were issues. One of the most pressing concerns was over 
whether the EU’s list would cause unnecessary duplication due to the misbelief that some of the 
items were already on military control lists that Panama had previously adopted.35 This question 
arose due to misunderstandings between the difference between military and dual-use items. 
The Student Facilitator and EXBS worked alongside other Panamanian officials to provide a 
clear understanding of the distinction of the two categories. After this was accomplished, the 
TCSST decided to recommend the Committee to adopt the EU list. The committee subsequently 
voted on the recommended list unanimously in early 2018. By voting to adopt the EU list, 
Panama took a significant step in its implementation of strategic trade control regulations. With 
the list in place, officials could now proceed to developing a licensing process. 

Licensing Process

As TCSTT members began to design Panama’s licensing process, the Student Facilitator 

33	 Ibid.

34	 Council Regulation (EC) No. 428/2009 of 5 May 2009 Setting up a Community Regime for the Control 
of Exports, Transfer, Brokering and Transit of Dual-use Items, Official Journal of the European Union 
(L134/1) of May 29, 2009.

35	 Michael Beck and Renaud Chatelus. “Panamá: Evaluación de la Ventanilla Única,” Center for International 
Trade and Security, Panama City, Panama, November 2016.
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reinforced key concepts of the process for Panamanian officials. This included:

•	 The steps of the typical licensing process;

•	 Possible methods to solve disagreements in licensing decisions between issuing 
agencies;

•	 The different types of licenses, including what each license allows and the 
conditions different licenses require an applicant to fulfil; 

•	 “Catch-all” requirements;

•	 Inte-agency roles during the licensing process, including identifying which 
ministries might be typically involved and what role each ministry should have in 
the reviewing of license applications;

•	 The available online public resources that may be utilized for the screening of 
license applications (e.g. international sanctions lists, industry websites);

•	 Clarifying the role industry plays in the licensing process.

As part of the explanatory aspects of the licensing process, the Student Facilitator presented 
nations that could serve as models. The countries presented included Singapore, Malaysia, and 
the United Arab Emirates, all whom share characteristics of being a logistic hub and have faced 
similar challenges implementing strategic trade controls.36 In analyzing these examples, the 
Student Facilitator encouraged Panamanian officials to take the best aspects from each model 
and adapt them to fit Panama’s needs and interests. 

Industry Outreach 

Currently efforts are being made to commence forming a strategic plan for industry outreach. 
The Student Facilitator assisted in identifying firms that have a presence in Panama and would 
have a stake in strategic trade control regulations. Moreover, during the implementation process, 
government officials were encouraged to seek the input of industry to ensure that all their 
concerns were met as well.37 Since Panama does not have a significant number of companies 
that import or export dual-use items, it was stressed to Panamanian officials that companies 
that are involved in the possible transit, transshipment, and brokerage of dual-use items must 
be a priority.38 Also mentioned was the outreach to firms dealing in intangible technologies, 
something that was not as obvious to Panamanian officials but would become a concern as 
Panama’s industrial and economic capabilities increase.

36	 Carl Baker, “Why Implementing Strategic Trade Controls is in ASEAN’s Interests,” Center for Strategic 
and International Studies, September 2015,  <https://www.csis.org/analysis/pacnet-54-why-implementing-
strategic-trade-controls-asean’s-interests>.

37	 Ibid. 

38	 “Panama Trade”, The Observation of Economic Complexity, MIT Media Lab, 2017.
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Conclusion

By passing Decree no. 81, Panama took a major step towards joining a growing international 
community devoted to preventing the spread of WMDs. The decree provides the necessary 
legal foundation for implementing strategic trade controls, including forming two bodies 
that collaborate to ensure a successful implementation process. Like with other countries, 
implementing strategic trade controls has been at times challenging and officials faced a 
learning curve. 

Implementation assistance programs can aid in the process, especially when it comes to 
developing a clearer understanding of strategic trade controls. In the case of Panama, the 
Student Facilitator provided by EXBS assisted Panama officials’ implementation efforts in a 
customized manner specific to Panama’s needs. The facilitator’s encouragement of the use of 
existing regulations and institutions illustrates this customized assistance. Just as important was 
the facilitator’s efforts to highlight the benefits of strategic trade controls specifically in regards 
to Panama. By highlighting the role strategic trade controls can have on Panama becoming a 
regional leader in nonproliferation and helping the country achieve its economical aspirations, 
it is hoped that even the most skeptical officials realize how the benefits outweigh the struggles. 
Ultimately, it is the commitment of devoted individuals and the many inherent advantages that 
Panama possesses that should ultimately ensure a successful completion.
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