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Letter from the Editor

his issue of the Strategic Trade Review represents a new direction for the journal. Not due

to content—articles on supply regimes, procurement networks, capacity-building, control

lists, and enforcement continue to contribute quality research and break new ground-—

but because this issue, for the first time, is part of a larger initiative with a focused,
important, and ambitious vision.

For years, the strategic trade community has grappled with key issues shaping the delicate balance
between trade and security, such as emerging technologies, compliance, intangible transfers of
technology, proliferation finance, and others. While progress has been made on some of these
specific issues, deeper and more fundamental questions relating to strategic trade linger. What is the
conceptual basis for strategic trade? How is it defined and what is its scope? How can effectiveness
be measured? Who are the relevant stakeholders, and how do they relate to each other? How can
a strong international structure be organized and maintained? What is the right balance between
national economic interests and global security? The answers to these questions form the foundation
upon which more specific issues rest and contribute to a forward-thinking approach, prioritizing
threats and responses and mitigating uncertainty.

Given that overcoming these challenges is paramount for ensuring global security, who is going to
face them, not just today but in the future? Little consensus exists within individual strategic trade
communities on how best to deal with challenges, with disagreement even more pronounced across
communities. What if a structure were built to catalyze progress and create a space for communities
to unite behind common objectives?

While the Strategic Trade Review has played an important role in making strategic trade research
and analysis publicly available, it has simultaneously performed another function: of building a
strategic trade community, one that represents a complex diversity and mirrors the innate inter-
disciplinarity of the field. But the publication is only the first component of an overarching structure
that facilitates development and progress on strategic trade issues. The ideas within Strategic Trade
Review demand action, and action demands collaboration.

From 2018, the Strategic Trade Review will be complemented by an association bringing strategic
trade stakeholders together with the overarching objective of building a network of research and
practice. The Strategic Trade and Sanctions Association will strengthen the strategic trade community
across all sectors, make connecting and networking easier, facilitate access to information, and offer




Letter from the Editor, continued

events centered on professional development and collaboration. Importantly, the association will
also offer a mentorship program to advance and strengthen the next generation of strategic trade
professionals.

These two ventures—the Strategic Trade Review and the Strategic Trade and Sanctions Association—
will operate as part of the Strategic Trade Research Institute, a professional, board-governed,
non-profit organization dedicated to building networks of research and practice. The Institute’s
two primary purposes are information and action. In identifying and addressing areas of needed
research, the Institute will ensure that strategic trade remains current; in delivering effective ideas
to decision-makers, the Institute will ensure that strategic trade remains relevant. Our field, far from
abstract, demands decisive action.

There is an inherent power in community. The most serious security challenges of our time merit
greater cooperation and teamwork, across sectors, borders, and disciplines. I invite all Strategic
Trade Review readers to apply for membership to join the association and benefit from being part
of a dynamic and influential network. In the meantime, I hope that you will find this issue of the
Strategic Trade Review informative and compelling, and I invite future contributions.

ANDREA VISKI



A More Geopoliticized Nuclear
Suppliers Group?

MARK HIBBS'

Abstract

The Nuclear Suppliers Group (NSG) for twenty years—until the 1990s—successfully avoided
geostrategic confrontation in administering multilateral nuclear export controls. Since then,
largely prompted by the NSG’s considerations about its relationship with India, the strategic
rivalries of important suppliers—the United States and its allies, Russia, and China—have
played out in the group’s deliberations. Several developments have favored this trend: the rise
of the Treaty on the Non-proliferation of Nuclear Weapons; loss of influence of the United States
and emergence of post-Cold War multipolarity; suppliers’ greater expectations for nuclear
commerce; and reduced commitment of suppliers to multilateral diplomacy. If in the future
suppliers increasingly heed national strategic and commercial interests, at least in the short term
the NSG’s requirement for consensus decision making and the specificity of the NSG guidelines
may deter any efforts to roll back common understandings about how the nuclear trade regime
should function. In the longer term, suppliers who wrest leadership from the U.S. may seek to
make changes, and the NSG may have to become less informal to meet future challenges.

Keywords

China, decision making, India, Nuclear Suppliers Group, nuclear export controls, nuclear
suppliers, Pakistan, Russia, strategic trade, United States.

1 Mark Hibbs is a senior fellow in Carnegie’s Nuclear Policy Program. Before joining Carnegie in 2010, he
was an editor and correspondent in the field of nuclear energy, nuclear trade, and nonproliferation. Hibbs’
research is focused broadly on international nuclear trade and nonproliferation governance in four main
areas: the international nuclear trade regime, decision making at the International Atomic Energy Agency,
nuclear safeguards and verification, and bilateral nuclear cooperation arrangements.
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Introduction

In 1975, seven countries formed what became the Nuclear Suppliers Group (NSG) in response
to India having detonated a nuclear explosive device; it contained materials that Canada and the
United States asserted had been diverted by India to a non-peaceful use in violation of bilateral
nuclear trade agreements. The NSG’s founding members accounted for nearly all states that
possessed the technological and industrial capacity to build nuclear weapons from scratch.
They pledged to vigorously restrain the transfer of nuclear wares to would-be proliferators.

Over the years, the number of NSG member states increased, but from the outset the group’s
core membership included two geostrategic adversaries: the Soviet Union and the United States.
Regardless of their global rivalry, the two superpowers throughout the Cold War cooperated
without interruption in administering the NSG and the nuclear trade regime. The effectiveness
of the group was never threatened by East-West political strife; the U.S. and the Soviet Union
proved to be like-minded on most issues concerning preventing nuclear nonproliferation including
threats that emerged as a consequence of exports of nuclear material, equipment, and technology.

Today’s nuclear trade regime is very different from that which prevailed before the 1990s. The
NSG remains bound by informal and consensus rule-making but it now has 48 members and
is beset with the challenge of including future participants that have advanced and complex
industrial nuclear fuel cycle industries and nuclear weapons but no legacy of commitment to
nonproliferation or to effective nuclear export controls. Two such potential candidates, India
and Pakistan, are adversaries and have strategic relationships with powerful NSG members:
India is rapidly developing close ties with the United States and its allies in the Asia-Pacific
region; Pakistan has an increasingly firm “all-weather” alliance with China. After the end of the
Cold War, first Russia, and then China, tested the credibility of the NSG by exporting nuclear
equipment to India and Pakistan, respectively, without either recipient state having full-scope
safeguards on their nuclear activities as the guidelines required. In coming years, the United
States, which for decades exerted strong, even hegemonic influence in the NSG, may lose its
firm grip on the group, a process that may already have begun.

Since 2011, the NSG has considered including India as a member without reaching a necessary
consensus agreement. Since 2016, China has departed from its previous expressions of ambiguous
reluctance to support India’s membership in the NSG in favor of a position that appears to
categorically exclude India. Efforts by NSG members to extend participation to India were also
challenged by the possibility that after admitting India, New Delhi would thereafter as a matter
of policy thwart consensus in the group to permit Pakistan to join. A 2016 gambit to secure
India’s membership, launched by a former NSG chairman, specifically aimed to obtain an
agreement by India not to stand in the way of Islamabad’s eventual participation. That same year,
the United States and its strategic allies in the NSG increasingly and aggressively pressed other
NSG members to admit India but the effort ultimately ran aground because of opposition from
China. Separately, both Russia and China have forged bilateral nuclear cooperation agreements
with scores of countries with the aim of advancing the exports of nuclear equipment by Russian
and Chinese nuclear state-owned enterprises to these destinations, while nuclear industry firms
in North America, Europe, and Japan suffered life-threatening political and financial crises.

These developments raise the question of whether in the coming years the effectiveness and
credibility of the NSG and the nuclear trade regime will, to an unprecedented degree, be
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increasingly challenged by the high national security politics and strategic ambitions of its
participating governments.

This paper examines how the NSG—an arrangement that was established to serve the
relatively narrow technocratic ambition of a small number of states with sensitive nuclear
technologies to prevent the spread of such capabilities —became increasingly subject to efforts
of powerful members to interpret the group’s rules, or make exceptions, to reflect national
interests that were not consensual. The article identifies several dynamics that contributed to
that development: the rise of the Treaty on the Nonproliferation of Nuclear Weapons (NPT) as
a focus of global nuclear nonproliferation governance; the expansion of NSG membership to
include states whose views in some areas departed from the core membership of major supplier
states; rising expectations for nuclear trade in the strategic thinking of major supplier states;
the post-Cold War emergence of multipolarity in international nuclear energy diplomacy and
the relative decline of the United States as a nuclear industry vendor state; an increase in the
global visibility of the NSG guidelines; and finally, an erosion of the major supplier states’
commitment to multilateralism.

Geopolitics and the NSG

When governments of the world’s nuclear supplier countries responded to India’s 1974 nuclear
explosive test by forming the NSG, it was a foregone conclusion that, in addition to the United
States, its ally Japan, and other Western countries with sensitive nuclear capabilities, the group
would include the Soviet Union. The alleged misuse of U.S. and Canadian controlled items
by India strongly resonated with the Soviet Union in light of its unhappy nuclear cooperation
experience with Beijing leading up to China’s first nuclear weapons test in 1964; it had benefited
from nuclear technology assistance provided by Moscow beginning in 1955. During the late
1950s, the Soviets became increasingly unnerved by Mao Zedong’s nuclear weapons ambitions
and they finally canceled nuclear cooperation with China in 1961, two years after having declined
to provide Beijing nuclear weapons design information.” Thereafter, Soviet concern about the
spread of nuclear weapons to states on its periphery apparently overtrumped ideological distrust
of the United States’ “Atoms for Peace” program, dedicated since the early 1950s to extending
America’s influence in the world by sharing its nuclear technology, uranium fuel, and growing
nuclear industrial might with other countries. Within a decade, Moscow had joined Washington
in making nuclear reactors, technology, and uranium fuel available to allies in Europe and to
freshly-minted post-colonialist states in what was then called the “Third World.”

In 1978, the NSG published its initial set of export control guidelines after just a few weeks
of drafting and followed up by swift approval by all participating governments; the NSG did
not meet again until 1991.° During that intermission and for several years thereafter, “There
was an understanding with the Soviets that we would keep our politics out of the NSG and

2 John Wilson Lewis and Xue Litai, China Builds the Bomb (Stanford: Stanford University Press, 1988),
pp- 41-44,219-225.

3 Mark Hibbs, The Future of the Nuclear Suppliers Group (Washington, D.C.: Carnegie Endowment for
International Peace, 2011), p. 6.
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that was what happened.”* The two superpowers’ restrained behavior in the NSG mirrored
their comportment at the International Atomic Energy Agency (IAEA) and in NPT Review
Conference diplomacy for a quarter century. At all three venues, the two shared the common aim
to prevent other states from obtaining nuclear weapons. During the 1980s and early 1990s, both
superpowers shared intelligence information to snuff out the former South African Apartheid
state’s nuclear weapons program.’ The U.S. and the Soviet Union were especially motivated
to police nuclear energy development in their own respective front line client states: for the
USSR the watch list was led off by the German Democratic Republic, Cuba, the Democratic
People’s Republic of Korea, and friendly states in the Middle East and Africa that were fighting
proxy anti-colonialist “wars of liberation;” for the United States, attention was focused upon
the Federal Republic of Germany, Taiwan, Japan, and the Republic of Korea.

The two sides’ agreement to cooperate did not imply that they weren’t keenly aware of their
geostrategic competition including inside the nuclear trade control arrangement. Zbigniew
Brzezinski, U.S. National Security Advisor under President Jimmy Carter, viewed NSG
participating governments’ consideration to expand the NSG’s membership from a Cold War
perspective. He told Carter in March 1977 that “In an expanded group, the Soviet Union would
gain direct access to Western suppliers’ relations with Western consumers,” and for that reason,
Brzezinski advised Carter not to embrace it. But at the working level, as Brzezinski’s memo
pointed out in passing, before that, inside the NSG the United States had already discussed the
matter with the Soviet Union.°

From the superpowers’ point of view, during the 1980s and 1990s, a bigger challenge than
NSG membership expansion was restive nuclear development by their client states. Moscow
and Washington were on the same page in pursuing revelations that a West German exporter
was transshipping Soviet-origin heavy water to nuclear programs in Pakistan and India using
false end-user declarations; the Soviet Union thereafter cracked down on officials in Ukraine
who were shipping Soviet heavy water abroad in quantities just below the threshold of 1,000
kilograms that under the NSG and Zangger Committee guidelines would prompt trigger list
nuclear trade controls.” The United States for its part vigorously urged its allies, especially
West Germany, to close legal loopholes in their export control laws.

4 Personal communication from former U.S. NSG participant official, Washington, D.C., September 2017.

5 Personal Communication from Soviet official, Moscow, March 1994; See also Kurt M. Campbell, Soviet
Policy Towards South Africa (Houndmills, Basingstoke, U.K.: Macmillan, 1986), pp. 130-131.

6 Zbigniew Brzezinski, National Security Council “Memorandum for the President: Objections to Including
Brazil in the London Nuclear Suppliers Group,” March 14, 1977 [declassified November 20, 2013; NLC-
7-32-1-1-7].

7 Personal communications from U.S. and Soviet officials, Vienna, September 1990. Since 1974, nuclear

suppliers have based nuclear export controls for items that are “especially designed or prepared” for nuclear
use on a so-called “trigger list;” export of items on the list triggers IAEA safeguards in non-nuclear weapon
states as defined by the Treaty on the Nonproliferation of Nuclear Weapons (NPT). The trigger list was first
devised by the informal Zangger Committee to interpret the NPT’s safeguards requirements under Article
II1.2. Thereafter, the NSG developed an expanded trigger list for use by its members. See “Multilateral
Nuclear Export Control Regimes,” U.S. Department of State, December 17, 1996, <https://1997-2001.
state.gov/global/arms/factsheets/exptcon/nuexpent.html>.
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This U.S.-Soviet like-mindedness began to erode a few years after the end of the Cold War. The
first significant instance arose over the Russian Federation’s ambitions to export nuclear power
reactors to India. Under new rules agreed to by the NSG in 1992, henceforth suppliers’ exports
of goods especially designed or prepared for nuclear use, including nuclear power reactors and
their fuel, would be prohibited to states such as India that are defined as non-nuclear weapon
states under the Treaty on the Nonproliferation of Nuclear Weapons (NPT) unless they accepted
“full-scope safeguards” by the IAEA on all of their nuclear activities.® Russia claimed that its
planned power reactor export to India was grandfathered by a bilateral nuclear cooperation
with New Delhi that had been concluded four years before the NSG established the full-
scope safeguards requirement.” At the NSG, the United States objected to this transaction and
insisted that Russia provide documentation that its 1988 trade agreement with India included a
commercial contract for the power reactors in question. Russia did not honor the request and the
Russo-Indian transaction went forward.'® In 2001, Russia exported nuclear fuel to India for two
U.S .-supplied power reactors located at Tarapur and invoked a clause in the NSG guidelines that
permits a supplier to transfer items to a recipient without full-scope safeguards “in exceptional
cases when they are deemed essential for the safe operation of existing facilities.” ! Virtually
all NSG participating governments believed that these exports violated the guidelines and
in 2004 Russia suspended fuel supply to the Indian reactors. However, in 2006, in light of
intervening events discussed below, Russia again invoked the safety exception; this time there
was little opposition from other states in the group; Russia shipped the nuclear fuel to India
and two years later Russian nuclear fuel vendor TVEL concluded a $700 million contract with
Nuclear Power Corporation of India for additional supply of uranium for the Tarapur reactors."

In 2005, the United States and India announced they would negotiate a bilateral agreement
for peaceful nuclear cooperation—a precondition under U.S. law for the export of U.S. power
reactors and fuel —which, to enter into force, would require that the NSG make an exception
to the full-scope safeguards requirement for transfers of such items to India. Initially, the U.S.
had mulled requesting the NSG to lift this hurdle on India on the basis of specific criteria that
India would have to meet.Instead, the U.S., France, and Russia, all of which sought to export
nuclear equipment to India, insisted that a unique exception should be made for India without

8 Under the NPT, states that had detonated a nuclear explosive device prior to January 1, 1967, namely China,
France, the Soviet Union, the United Kingdom, and the United States, are defined as nuclear weapon states,
meaning that all other parties were non-nuclear weapon states under the NPT. States in the latter category
are required to place their nuclear activities under IAEA inspections to ensure they are not being used for
the production of nuclear weapons.

9 The NSG’s “Guidelines for Nuclear Transfers” in Paragraph 4(c) specifies that the full-scope safeguards
requirement “does not apply to agreements or contracts drawn up on or prior to April 3, 1992. In case
of countries that have adhered or will adhere to INFCIRC/254/Rev. 1/Part 1 later than April 3, 1992,
the policy only applies to agreements (to be) drawn up after their date of adherence.” See “Guidelines,”
Nuclear Suppliers Group, <http:/www.nuclearsuppliersgroup.org/en/guidelines>.

10 Mark Hibbs, The Future of the Nuclear Suppliers Group (Washington, D.C.: Carnegie Endowment for
International Peace, 2011), pp. 8-10.

11 Thisexceptionis found in Paragraph4(b) of INFCIRC/254/Part 1.See “INFCIRC/254/Rev.13/Part 1a,”IAEA
Information Circular, November 8, 2016, <https://www.iaea.org/sites/default/files/publications/documents/
infcires/1978/infcirc254r13pl.pdf>.

12 Mark Hibbs, The Future of the Nuclear Suppliers Group (Washington, D.C.: Carnegie Endowment for
International Peace, 2011), p. 10.
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any reference to conditions or criteria.”? In September 2008, after the U.S. applied diplomatic
pressure to a number of states that had raised reservations or objections to making an exception
for India, the NSG by consensus granted the exception; as a consequence India today may
import NSG-listed items from participating governments.'*

In the wake of the NSG’s exception for India, China, which had joined the NSG in 2004 and
had concluded sales of two power reactors to Pakistan before that date, stepped up its civilian
nuclear trade with Pakistan. When it explained its nuclear export plans to the NSG upon joining
the group in 2004, Beijing stated that it would continue to supply fuel for the two reactors
at Chashma that it had already exported to Pakistan but it did not disclose that it had plans
to export any additional power reactors to that country. Pakistani officials in 2006 explained
however that China in fact intended to export more reactors to Pakistan but also that China
would not announce these transactions until after India and the United States had approved entry
into force of the above-noted India-U.S. nuclear cooperation agreement.” China accordingly
made known in 2010 that two more reactors would be exported to Pakistan as Chashma-3
and -4, and at the NSG Beijing informed the group that these exports were grandfathered by
a prior bilateral nuclear trade pact with Pakistan. Beginning in 2010 and since, the United
States has formally contested Beijing’s claim that the exports are legitimate; as in the case
of the Russian exports to India between 1998 and 2006, China provided no substantiation of
its assertion to NSG participating governments that a previous commercial contract had been
concluded allowing the transfers.'® In the meantime, the matter is no longer actively pursued by
the NSG’s collective membership at NSG meetings, and China has continued to expand upon
its nuclear power cooperation with Pakistan by setting up additional nuclear power plants at
sites at Chashma and Karachi."”

13 The reluctance to use a criteria-based approach to grant exceptions to the full-scope safeguards rule may
have been the result of concerns that this would have enabled other states embargoed under the rule,
namely Israel and Pakistan, to establish compliance with the standards and demand an exemption like the
one India had obtained.

14 Mark Hibbs, The Future of the Nuclear Suppliers Group (Washington, D.C.: Carnegie Endowment for
International Peace, 2011), p. 10.

15 Ibid. Given that China and India are rivals for influence and engaged in a nuclear deterrence relationship—
and that the U.S. obtaining the exception for New Delhi would further cement relations in order to counter
Beijing’s growing assertiveness in the region—China’s acquiescence in granting the NSG exception to
New Delhi may be seen as somewhat surprising, as China could have instead blocked consensus within
the group. Given its interest in selling additional reactors to Pakistan, however, it is possible that China
believed that tolerating exception from the full-safeguards rule for India would demonstrate that the
rule was no longer sacrosanct and also mute opposition to China’s strategic transfers of nuclear items to
Islamabad.

16 Ibid.

17 “China’s Top Nuclear Firms to Form JV to Export Hualong Reactor—State Media,” Reuters, October
22, 2015, <http://uk.reuters.com/article/uk-china-nuclear/chinas-top-nuclear-firms-to-form-jv-to-export-
hualong-reactor-state-media-idUKKCNOSG16220151022>.


http://uk.reuters.com/article/uk-china-nuclear/chinas-top-nuclear-firms-to-form-jv-to-export-hualong-reactor-state-media-idUKKCN0SG16220151022
http://uk.reuters.com/article/uk-china-nuclear/chinas-top-nuclear-firms-to-form-jv-to-export-hualong-reactor-state-media-idUKKCN0SG16220151022
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Current NSG Developments

China has also figured increasingly and significantly in NSG deliberations on including India
as a member of the group. Since 2015, Beijing included unique national interests as a rationale
for its growing reservations concerning Indian membership.

During internal discussion in the NSG concerning the U.S .-proposed exception to the guidelines
for India, China in the 2000s had urged that the NSG decide the matter on the basis of “non-
discrimination;” this was interpreted by many participants to mean that the group should, in
addition to India, equally consider the interests of China’s ally Pakistan. If as some observers
concluded that prior to the NSG’s 2008 exception decision on India China’s attitude toward
the Indo-U.S. nuclear cooperation initiative was ‘“moderate, restrained, and flexible,” after
the decision, China stepped up its nuclear cooperation with Pakistan as described above.'®
Following the announcement by U.S. President Barack Obama in 2011 that the U.S. would
support India’s bid for NSG membership, China formulated and articulated its response based
on its own strategic calculus.

The NSG has so far considered India’s membership for seven years beginning in 2011. Whereas
a number of NSG participants in 2011 urged Washington not to repeat its 2007-2008 efforts
to forge a consensus in favor of India using diplomatic pressure, in 2016 the United States
increasingly pleaded with NSG participants to award India membership before Obama left
office in January 2017. The U.S. may have succeeded in eroding the resistance of nearly all
recalcitrant states to including India in the group by the end of 2016, but during this same period
China’s position on Indian membership became more clearly negative and —uncharacteristically
for China—more public, and thereby less flexible."”

NSG participants could conclude by 2015 that China’s cost and benefit calculation about
potential Indian NSG membership appeared to be tilting Beijing against admitting India. By
then China expressed the position that it would not support U.S. efforts on India’s behalf to
join the NSG so long as the U.S. opposed admitting China into the Missile Technology Control
Regime (MTCR), a step Washington was not prepared to take especially in consideration of
alleged Chinese ballistic missile-related exports to North Korea and Pakistan.”® As time went
on, China’s Ministry of Foreign Affairs made public statements that appeared increasingly
uncompromising, ultimately conditioning Beijing’s acceptance of Indian NSG membership
upon that country’s joining the NPT as a non-nuclear-weapon state, a step that India will not
take for reasons of national security and principle.?!

18 Liu Siwei and Rajesh Rajagopolan, “Sizing up the Nuclear Suppliers Group,” in Lora Saalman, ed.,
The China-India Nuclear Crossroads (Washington, D.C.: Carnegie Endowment for International Peace,
2012), p. 143.

19 The unusually transparent and public nature of China’s view concerning India’s candidacy for NSG
membership during the second half of 2016 led some participants to speculate whether Chinese diplomats
managing this issue for the Chinese government may have been expressing views that departed from
instructions from Beijing. They however confirmed that Chinese statements in fact represented Beijing’s
official position.

20 Personal communications from Chinese government officials, January 2015.

21 “China Blow to India’s Nuclear Suppliers Group Hopes,” BBC News, June 24,2016. <http://www.bbc.com/
news/world-asia-india-36620949>.
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Ultimately, in the view of some NSG participants and senior Indian diplomats, China’s
opposition to Indian membership was founded upon its geostrategic rivalry with India. Whatever
the benefits of Indian membership would be to the NSG—1led off by including a country with
sensitive fuel cycle nuclear activities and nuclear weapons—to China the downsides included
consideration that, as one participant explained, “membership in the NSG would be put at
the top of India’s curriculum vita” to advance New Delhi’s quest for a permanent seat on the
United Nations Security Council, a step that Beijing thus far opposes.*

China’s calculus on Indian NSG membership may also include India’s designs to become a
serious competitor to China as an exporter of nuclear power plant systems and equipment,
since India’s reasons for wanting NSG membership include the expectation that participation
would facilitate India’s involvement in the global nuclear power industry supply chain.” In any
event, during the NSG’s more than half-decade consideration of India’s possible membership,
China accelerated its efforts to establish the basis for future bilateral nuclear cooperation with,
and nuclear power plant exports to, a raft of nations, including Argentina, Armenia, Brazil,
Canada, Egypt, Ghana, Iran, Kazakhstan, Kenya, Romania, South Africa, Sudan, and the
United Kingdom.* In this, China joins Russia, which has likewise made known its ambitions to
export nuclear power plants to over a score of potential clients worldwide including Armenia,
Bangladesh, Egypt, Finland, Hungary, India, Iran, Jordan, Slovakia, Turkey, and Vietnam.*”
India, so far, has announced no such concrete plans for nuclear power plant export or bilateral
nuclear cooperation arrangements meant to anticipate Indian exports of power reactors.

From the outset of the NSG’s consideration of India’s relationship to the group in 2005, Pakistan
also made known that it would seek parity with India. China’s interventions in favor of “non-
discrimination” appeared to lift Pakistan’s prospects during the NSG’s deliberations about the
India exception to the full-scope safeguards rule. But China’s increasingly public statements
beginning in 2015 linking Indian NSG membership to a future and necessary Indian NPT
commitment led many participating governments to conclude that China was not seriously
committed to admitting Pakistan into the NSG.?® Nonetheless, during efforts made by NSG
participants to negotiate a consensus agreement to admit India before the end of Obama’s
presidency, Argentina’s Ambassador to the IAEA and former NSG Chairman, Rafael Grossi,
secured an agreement in principle from New Delhi that, should India be admitted as an NSG
member, India would not in the future block consensus agreement of the group to admit

22 Personal communication from NSG participating government official, September 2017.

23 Mark Hibbs, “India’s Rationales for NSG Membership,” forthcoming article in The Nonproliferation
Review, January 2018.

24 “Nuclear Power in China,” World Nuclear Organization, October 2017, <http://www.world-nuclear.org/
information-library/country-profiles/countries-a-f/china-nuclear-power.aspx>.

25  “Nuclear Power in Russia,” World Nuclear Organization, November 2017,” <http://www.world-nuclear.
org/information-library/country-profiles/countries-o-s/russia-nuclear-power.aspx>.

26 Personal communications from NSG participating government officials, Vienna, June 2016 and September
2017.
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Pakistan—a condition that had been prompted by NSG members’ concern that not only China
but also India would view future NSG membership decisions through a national strategic lens.”’

The Rise of Strategic Considerations in the NSG

During the second half of 2017, individuals who in recent years have participated in NSG
activities and decision making on behalf of their governments explained that in their view,
the deliberations of the group since the 1990s have become increasingly beset with strategic
considerations of member states that are separate from issues specifically concerning nuclear
trade controls. Some interlocutors advised that the NSG should consider and take steps to deter
greater future strategic politicization of the activities of the arrangement.

During the last two decades, the NSG’s consideration of its future relationship with India
served most often as the immediate catalyst for major supplier states’ geostrategic behavior
and decision-making. This was abetted since the mid-2000s by pressure from the United States,
supported by its allies and other major supplier states, to except India from NSG guidelines and
thereafter to admit India as a member.

Several possible partial explanations may explain the rise of national strategic behavior by
participating governments since the NSG was established in the 1970s: NPT politics; rising
expectations for international nuclear commerce; the emergence of geostrategic multi-polarity;
the waning of U.S. hegemonic influence; the increasing visibility of the NSG’s guidelines; and
a general trend among participating governments toward declining commitment to multilateral
diplomacy. Each of these will be discussed in turn.

NPT and Disarmament Politics

In the shadow cast by India’s 1974 nuclear explosive test, nuclear supplier states established
the NSG convinced that the NPT would not suffice to prevent the spread of nuclear arms.
Accordingly, the group’s guidelines and commodity control list exceeded the conditions and
restrictions imposed by a previously convened group, known as the Zangger Committee, that
had been established to interpret the NPT’s safeguards requirements concerning the application
of TAEA safeguards to transfers of goods especially designed or prepared for nuclear use.
Many non-nuclear-weapon state NPT parties thereafter objected that the limited-membership
NSG was a “cartel” that intended to deny access to nuclear goods and that it was therefore
not legitimate. The potential significance and impact of such objections were limited until
1992, when the NSG formally adopted IAEA full-scope safeguards as condition for supply
of trigger-list items to non-nuclear weapon states, a step that in effect linked the NSG to the
NPT. The NSG could make that link only after all its members were NPT parties; the sole NSG
participant that since 1975 was not a party to the NPT, France, joined the treaty in 1992. When
the NPT was indefinitely extended in 1995, suppliers underscored that nuclear trade privileges
for non-nuclear weapon states would be limited to states that implemented NPT full-scope

27 Personal communications from NSG participants, Vienna, June 2017. See also G. Kimball, “NSG
Membership Proposal Would Undermine Nonproliferation,” Arms Control Association (Blog), December
21,2016, <https://www.armscontrol.org/blog/ArmsControlNow/2016-12-21/NSG-Membership-Proposal-
Would-Undermine-Nonproliferation>.
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safeguards commitments, and NSG participating governments since 1995 routinely reiterated
that policy in preparation for and during five-year NPT review conferences.

These developments were not without impact: When beginning in 2005 a small number of
powerful NSG members urged the rest to make a unique exception to this policy for India,
that country’s non-NPT status became a lightning rod for a cluster of NSG members for whom
the group’s relationship to the NPT mattered greatly. This dynamic has ensured that for over a
decade and until now the NPT has been the focal point of internal NSG discussion about India’s
qualifications for future NSG membership.

The fact that since 2010 the nuclear weapon states have not continued on a trajectory of nuclear
disarmament, following the conclusion of nuclear arms control and nuclear arms reduction
agreements at the end of the Cold War, has contributed to the persistence of suspicion or even
cynical contempt that many less-developed non-nuclear weapon states express for the NSG,
and this has encouraged a kernel of “principled” participants within the group to remain critical
of efforts led by major supplier states to include India.

Membership Expansion

When the NSG was formed in the late 1970s, all members were states that were deploying
nuclear power reactors and had developed sensitive nuclear fuel cycle capabilities; the majority
had nuclear weapons or in the past had engaged in nuclear weapons-related research and
development work. In ensuing years, participation in the NSG was expanded, including as a
matter of policy all 28 members of the European Union. A few EU states were, in the words of
an NSG participant official from a nuclear power equipment vendor country, “not real nuclear
suppliers.”?® NSG members with comparatively little investment in nuclear technology and
little industrial capacity are more inclined to take positions that are less informed by commercial
and technology policy development interests. A small cluster of countries with modest nuclear
industries and without nuclear power generating capacity, most prominently Austria, Ireland,
and New Zealand, for over a decade have taken strongly principled positions that were critical
of initiatives advanced by powerful supplier states on behalf of India. These critical states
routinely assert that their principled views reflect the best interests of the NPT.

This development in effect returned NSG policy making full circle: Whereas the NSG had been
established in 1975 by supplier states convinced that they must go beyond the NPT to prevent
the spread of nuclear weapons, outspoken new members more recently view the NPT instead
as the point of departure for global nuclear nonproliferation diplomacy. To these states, India’s
status outside the NPT and without full-scope safeguards is of paramount concern; persistent
and aggressive efforts by major supplier states beginning in the mid-2000s to include India in
the NSG as a member have always carried the risk that they might escalate into a rhetorical
debate over what should be the NSG’s fundamental principles and objectives. In the view of
major suppliers, the NSG cannot be effective and credible in the long term unless all states
with nuclear weapons and sensitive nuclear capabilities are included. But in the view of some
members, including India in the NSG would recklessly provide nuclear trade privileges to
a state that is and would indefinitely remain outside the nearly universal treaty that is the
cornerstone of the nuclear nonproliferation regime.

28 Personal communication, July 2016.
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Rising Nuclear Trade Expectations

Throughout most of the NSG’s history, growth expectations for the nuclear power industry in
significant supplier states were modest. In the United States, for example, after having initiated
projects through the late 1970s that led to construction of over one hundred nuclear power
reactors, no new construction projects were initiated until 2013, thanks in part to a severe
accident in 1979 at the Three Mile Island-2 nuclear power plant, to nationwide electricity
sector deregulation, and to penetration by cheap natural gas into the U.S. power market. A
nuclear power plant construction boom in Europe matching America’s slowed to a crawl during
the 1980s and has not revived. Russia’s plans for continued nuclear power capacity expansion
were interrupted for a decade in 1986 by the Chernobyl-4 accident. Japan and South Korea
continued to build nuclear power plants into the 2010s but until very recently these countries
had no nuclear power plant export ambitions matching their capabilities.

Expectations for nuclear power changed at the end of the 1990s when many experts predicted
that the nuclear power industry’s fortunes would soon be reversed worldwide. The NSG’s major
equipment and uranium supplier countries in the Asia-Pacific, Europe, and North America
regions anticipated a coming “nuclear renaissance” that would be driven by economic growth
and power demand in both established markets and in “newcomer” countries, as well as by the
specter of global climate change. Additionally, China in the early 2000s dramatically accelerated
its nuclear industry deployments, and India announced ambitious plans for importing nuclear
power plants. NSG participants that most strongly advocated including India in the NSG—the
United States, France, and Russia—beginning during the 2000s all began making plans to
export modern turnkey nuclear power plants to India. Their nuclear industries strongly figured
in the formation of government policy on the NSG’s decision making favoring India. The
appetites of supplier states’ nuclear industries were whetted by unfounded Indian government
projections that India’s nuclear power capacity might be expanded tenfold between the mid-
2000s until 2020.%

Emerging Geostrategic Multi-polarity

When the NSG was established, the geostrategic world had already been strongly bipolar for
a quarter century. By 1975, both superpowers had a mutual interest in preventing international
nuclear trade from contributing to the creation of new, and potentially unpredictable, nuclear-
armed states. Beginning not long after the Cold War came to an end, Russia over time appears
to have rebalanced its nonproliferation interests; Moscow remained in principle committed
to horizontal nonproliferation, but especially since the late 1990s increasingly viewed its
participation in multilateral regimes and organizations as platforms for the expression of
Moscow’s unique self-determined strategic interests. China, which joined the NSG in 2004,
likewise was inclined to temper its commitment to multilateral nuclear governance by
consideration of its own strategic objectives and relationships. Most participating governments
in the NSG in recent years have concluded internally that both China’s and Russia’s nuclear
trade with Pakistan and India, respectively, represented a challenge to, and a departure from,
the NSG’s guidelines and, in the view of some participants, remains defiantly opportunistic
and transactional. If so, in the view of some observers, these states are treading a path that
was first charted by the United States and France in the 1980s and then later by China and

29 Bhaskar Balakrishnan, “Policy Challenges for Nuclear Power,” The Hindu, September 10, 2008.
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Russia concerning the fuel supply for the U.S.-supplied Tarapur nuclear power plant in India.
According to this perspective, acquiescence by the U.S. in 2006 to assure a supply of fuel for
Tarapur amounted to an incipient effort to exempt India from the NSG guidelines. After the
U.S. withdrew from a negotiated arrangement to supply the fuel for the reactor, other NSG
participating governments stepped in to permit India to continue to operate the Tarapur plant
under TAEA safeguards.*

As in the case of Russian exports of nuclear fuel and power reactors to India, China’s nuclear
trade with Pakistan had an industrial policy component since China’s leading state-owned
nuclear enterprise responsible for this commerce, the China National Nuclear Corporation,
was keen to establish a track record for exporting nuclear power plants in the expectation that
the global market for nuclear power plant sales would in coming years be lucrative. China’s
plans for Pakistan include building three Hualong-1 (HPR-1000) power reactors, China’s most
recent model for which Beijing claims all the intellectual property is indigenous. Construction
on the first two of these units began in 2015 and 2016, respectively.’! Above all, however,
China’s nuclear trade with Pakistan was and is strategic, part of a package of assistance to
Islamabad that would be rewarded by national security-related benefits, including Pakistan
affording China’s navy access to port facilities that were under development on the Arabian
Sea, and Pakistan playing a key role in China’s One Belt One Road strategic trade initiative.*

The ambition of the United States and its allies since the early 2000s to include India into the
NSG’s orbit was likewise founded upon a combination of strategic and commercial motivations.

Since the 2000s, the nuclear industries of France, Japan, South Korea, and the United States
all planned to benefit from the lifting the NSG’s ban on nuclear trade with India, and all four
states joined Russia in supporting including India in the NSG. U.S. vendor Westinghouse
after the 2008 NSG exception decision negotiated the outlines of a deal for construction
of six nuclear power reactors in India that may have been worth more than $20 billion.*
In 2016, Electricite de France, which will soon acquire Areva’s nuclear power business in
a French nuclear industry makeover, signed contracts with Nuclear Power Corporation of
India Ltd to build six power reactors at another site in India.** South Korea signed a bilateral
nuclear cooperation agreement with India in July 2011 and has made known it wants to build

30 Sanjoy Hazarika, “French Sign an Accord with India to Fuel U.S.-Built Nuclear Plant,” New York Times,
November 28, 1982; T.S Subramanian, “Tarapur Now has Fuel for Many Years,” The Hindu, March 30,
2006, <http://www.thehindu.com/todays-paper/tarapur-now-has-fuel-for-many-years/article3171427.ece>.

31 Lucy Hornby, “China Seeks United Front in Reactor Export Push,” Financial Times, April 27, 2015,
<https://www.ft.com/content/017c9a88-e8c2-11e4-b7e8-00144feab7de>.

32 Mark Hibbs, The Future of the Nuclear Suppliers Group (Washington, D.C.: Carnegie Endowment for
International Peace, 2011), p. 17.

33 Pankaj Dovall, “Nuclear Plant Deal with Bankrupt Westinghouse to be Reworked,” Times of India,
June 29, 2017, <https:/timesofindia.indiatimes.com/business/india-business/20-billion-nuclear-plant-deal-
with-bankrupt-westinghouse-to-be-reworked/articleshow/59360881.cms>.

34  “EDF Signs Preliminary Deal to Build Six Nuclear Plants in India,” Reuters, January 26, 2016, <http://
in.reuters.com/article/edf-india-nuclear/edf-signs-preliminary-deal-to-build-six-nuclear-plants-in-india-
idINKCNOV41Q0>.
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nuclear power plants in India.*> In November 2016, Japan and India agreed to a bilateral
nuclear cooperation agreement that included provisions for Japanese industry to make nuclear
equipment in India.*® Australia and Canada will export uranium to India to fuel its future
nuclear power plants.”” These pending nuclear industry partnerships and projects are part of
a larger picture of efforts by India, foreign governments, and foreign companies to intensify
bilateral economic and business ties in step with warming relationships between India and
Australia, Japan, South Korea, and the United States.

Especially given India’s lack of connection to the world’s nuclear supply chain following from
New Delhi’s non-NPT status, no foreign nuclear power vendor firm would be prepared to
invest hundreds of millions of dollars to prepare for possible future nuclear power cooperation
projects with Indian counterparts unless it were confident that the political risks were acceptable.
Support in this direction was provided however by governments in Australia, Canada, France,
Japan, and the United States, all of which since the 2000s have prioritized improving their
commercial and strategic relationships with India.

Over the last decade, India and the United States have aimed at cementing a defense partnership
that according to some accounts has both a technology and a strategic component. The
technology component calls for “rapid growth in arms sales, co-development, and technology-
sharing.” The strategic component envisions “broad convergence of geopolitical interests” and
a “maturing” of bilateral ties “into more sophisticated arenas of strategic convergence, joint
military operations, and multi-layered security and intelligence cooperation.”®

The 2005 Indo-U.S. nuclear cooperation initiative, as well as U.S. efforts beginning in 2011 to
gain India’s admittance to four multilateral strategic trade control regimes including the NSG,
must be seen in the light of an evolving strategic relationship between India and the U.S. and
its Asian-Pacific allies. Some participants and strategists in the U.S. openly acknowledged
beginning in 2006 that Washington’s “nuclear deal” with New Delhi was about offsetting rising
Chinese power and influence.*

Waning U.S. Nuclear Industry Influence

Since the beginning of the NSG, the United States has been the most important participant
in many NSG activities. It led many of the internal discussions by virtue of its leadership in

35  “South Korea Keen on Setting Up Nuclear Power Plant in India,” The Hindu, May 13, 2016, <http://
www.thehindu.com/news/national/south-korea-keen-on-setting-up-nuclear-power-plant-in-india/
article5570162.ece>.

36 Dipanijan Roy Chaudhury, “All Approvals in Place, Japan Nuclear Deal Comes into Force,” Economic
Times, July 21, 2017, <https://economictimes.indiatimes.com/news/economy/policy/all-approvals-in-
place-japan-nuclear-deal-comes-into-force/articleshow/59690053 .cms>.

37 Eoin Blackwell, “No Barriers Left for Uranium Sales to India,” Huffington Post, July 15, 2016, <http://
www.huffingtonpost.com.au/2015/12/19/australias-nuclear-deal-with-india_n_8824564 html>.

38 Jeff M. Smith, “Assessing US-Indian Relations: The Strategic Handshake,” The Diplomat, September 16,
2016, <https://thediplomat.com/2016/09/assessing-us-india-relations-the-strategic-handshake/>.

39 Gretchen M. Bartlett, “Carter Urges Congress to Consider Benefits of U.S .-India Nuclear Agreement,” Belfer
Center for Science and International Affairs, <https://www.belfercenter.org/publication/belfer-centers
-ashton-carter-xenia-dormandy-comment-india-nuclear-deal>.
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the nuclear technology and nuclear industry sectors, by its comparatively greater investment
in government agency personnel having knowledge of nuclear technology and proliferation
issues, and by its overall hegemonic status and capacity. U.S. intelligence information served
as the basis of important NSG decision making concerning the development and administration
of commodity control lists and in internal deliberations concerning current proliferation threats
and the effectiveness of NSG controls. U.S. political power and influence facilitated decision
making about membership including through the arrangement of side-payments to persuade
potential new member states to conform to the aspirations of the nuclear trade regime as a
condition of their participation.*

More recently, the United States has lost leadership in many areas concerning nuclear technology
development. Its nuclear industry is in crisis. The current U.S. administration aims through
2020 to reduce America’s multilateral nuclear footprint by cutting funding to U.S. national
laboratories and federal government agencies that have been critical to U.S. multilateral
nuclear leadership.! In the view of some participants, the emergence of a U.S. leadership
vacuum, including at the NSG, will encourage other supplier states to, as they see fit, challenge
conventional understandings about interpretation of the NSG guidelines.

Greater Visibility of NSG Guidelines

Some NSG participants assert that a certain politicization of the group’s activities has been
encouraged by greater awareness outside the NSG of its guidelines. This is difficult to
substantiate; if true, then two developments may be significant in this regard.

The first is the passage in April 2004 of United Nations Security Council resolution (UNSCR)
1540. It obligates all UN Member States under Chapter VII of the UN Charter to develop and
enforce legal and regulatory measures against the proliferation of weapons of mass destruction.
The Chapter VII link compels all states to pass laws that criminalize non-state actors’ activities
related to nuclear proliferation and to adopt the resolution and report to the UN on national
implementation.** Beginning in 2004, the rotating chairs of the NSG conducted outreach to the
Chairs of the 1540 Committee and to UN Member States “working to avail of the expertise of
the NSG participating governments to fulfill their obligations in implementing UNSCR 1540.” %
Some members of the Non-Aligned Movement (NAM) have reacted by criticizing resolution
1540 and have communicated the NAM’s views to NAM members and observers in the NSG

40 See, for example, Hibbs, “Turkey, the Nonproliferation Treaty, and the Nuclear Suppliers Group,” in
George Perkovich, Sinan Ulgen, eds., Turkey's Nuclear Future (Washington, D.C: Carnegie Endowment
for International Peace, 2015), pp. 143-145. Turkey was admitted into the NSG in tandem with Ankara
having resolved conflict with the U.S. over Turkish firms’ contribution to the Khan network’s uranium
enrichment proliferation activities.

41 Henry Fountain and John Schwartz, “Scientists Bristle at Trump’s Budget Cuts to Research,” New York
Times, March 16, 2017, <https://www.nytimes.com/2017/03/16/climate/trump-budget-science-research.
html>.

42 United Nations Security Council Resolution 1540, S/RES/1540, New York, April 2004.

43 Rafael Mariano Grossi, “Export Control Regime,” in Luciano Maiani et al. ed., International Cooperation
and Enhancing Nuclear Safety, Security, Safeguards, and Nonproliferation; Proceedings of the XIX
Edoardo Amaldi Conference, Accademia Nazionale dei Linceii, Rome, Italy, March 30-31, 2015 (New
York: Springer, 2016), p. 29.
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with the intention of influencing internal discussion about the NSG’s lists and guidelines. Thanks
to UNSCR 1540, “there is now a feedback loop from states outside the NSG that are now using
the guidelines and who want to influence their future contents.”

The second, related, development is the general increase over time of UN mandated sanctions
regimes. In recent years, two of these sanctions regimes —concerning Iran and North Korea—
have specifically included reference to the NSG control lists. To the extent that all UN Member
States must heed nuclear sanctions against these countries, they must familiarize themselves
and implement export controls specified by the NSG lists concerning sanctioned states.

Multilateral Institutions in Crisis

Ultimately, perhaps the most profound reason to explain why the NSG now and in the future
may be more often confronted by participating states’ national strategic ambitions is that
important supplier states have grown disenchanted with international institutions. Strategic
trade officials in NSG participating governments express concern that key countries—China,
Russia, the United Kingdom, and the United States—have in recent years demonstrated that
they either value multilateral arrangements less and/or have attempted to use them to gain
strategic advantage over others in the arrangements. Beyond the world of nuclear trade controls,
a greater focus on states’ national aspirations and strategic objectives may also have played out
in the Brexit decision in the United Kingdom, in pushback in Europe against the EU,and in a
recent rise in “preferentialism” in international trade agreements over negotiated multilateral
global trade rounds sponsored by the World Trade Organization.*

The United States under President George W. Bush, U.S. trade control officials said, was less
committed to multilateral trade diplomacy than under Bush’s predecessors. Officials have also
indicated that both Bush and Obama viewed the NSG as a platform to further plans to create a
strategic alliance with India to counter Chinese power. Russian President Vladimir Putin has
urged diplomats to more strongly defend Russian national strategic interests in multilateral
fora including on nuclear matters, and Moscow may no longer share key nonproliferation
understandings with Washington specific to safeguards, nuclear security, and nuclear trade.
China “may feel that the rules for the NSG and other control regimes were made by somebody
else, so they in the future will aim to change these rules in their favor.” 4

Regimes are Political: The MTCR Case

The NSG is one of several multilateral control regimes for sensitive or strategic trade. Some of
these —such as the Missile Technology Control Regime (MTCR), the Wassenaar Arrangement
for dual-use items and conventional arms, and the Australia Group for chemical and biological
exports—are non-binding mechanisms, intended to be flexible and informal, implying
that decision making by participants in some cases would ultimately be based on political

44 Personal communication from NPT participating official, New York, September 2017.

45 Johanna Jacobsson and Marikki Stocchetti, “The WTO Under Pressure: Tackling the Deadlock in
Multilateral Trade,” FIIA Briefing Paper 142, Finnish Institute for International Affairs, November 2013,
pp. 5-9.

46 Personal communication from a U.S. strategic trade control official, Washington, October 2017.
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judgements—not the fine print of export control guidelines. From that point of view, the
expectation that decisions by NSG members must be informed by regime/normative concerns
as distinct from national interests would at critical moments be honored in the breach rather
than the rule.

Accordingly, the NSG is not the only strategic trade arrangement that has been challenged in
the post-Cold War period by the resolve of Russian state industry to shelter its exports. Not
long after Russia joined the MTCR in 1995, allegations surfaced that Moscow had violated
the MTCR guidelines in exporting items to India, Iran, and elsewhere.*” The United States and
other MTCR members bent the rules by agreeing to generous interpretations of the MTCR
guidelines, on the basis of political calculations, to permit Brazil, Ukraine, and South Korea to
become members of the group without abandoning their development of offensive missiles.*
These inconsistencies in application of the MTCR rules followed from an understanding among
members of the arrangement, reached during its formative years, that a transparent criteria-
based system for admitting new members would not be practicable.*

The experience of the MTCR likewise suggests that, over time, increasing ambiguity and
arbitrariness regarding how regime rules are interpreted by members may be due to both
opportunism on the part of participants and to genuine differences about how norms should be
interpreted in the light of new technology developments, in the case of the MTCR, concerning
drones and space technologies. In a similar fashion as discussed above for the NSG, the
informal and non-binding nature of decision making in the MTCR has provided a permissive
environment for the interpretation of norms. Compliance problems in the MTCR are also in
large part due to strong commercial pressures upon MTCR participating governments from
their national industries. In any event, the track record of MTCR includes examples where
individual participating governments permitted transfers of weapons systems that others in the
group believed violated the MTCR guidelines.”

47 Leonard S. Spector, “Russian Exports of Sensitive Equipment and Technology,” Testimony of the Deputy
Director, Center for Nonproliferation Studies, Monterey Institute for International Studies, to the U.S.
Senate Committee on Governmental Affairs; Subcommittee on International Security, Proliferation, and
Federal Services, Washington, D.C., June 6, 2002.

48  “How Effective is the MTCR?,” Carnegie Endowment for International Peace, April 12, 2001, <http://
carnegieendowment.org/2001/04/12/how-effective-is-mtcr-pub-672>.

49 I sincerely thank Dr. Mette Eilstrup-Sangiovanni, Senior Lecturer in International Studies, Cambridge
University, for her contribution to insights in this paper and during consultations concerning the functioning
and decision making in export control regimes outside the nuclear sphere, including during a Carnegie
Endowment-led workshop for NSG participating governments which I chaired in Vienna, Austria in
January 2016.

50 These include export by France of the Storm Shadow cruise missile to the United Arab Emirates; allegations
of export of these missiles by the UK to Saudi Arabia; and planned exports of the Indo-Russian Brahmos
cruise missile to several possible destinations in the aftermath of India’s membership in the MTCR. There
are also questions about authorizations by the United States of long range missile systems to both Taiwan
and the Republic of Korea. See Jeffrey Lewis, “Storm Shadow, Saudi and the MTCR,” Arms Control
Wonk, May 31, 2011, <http://www.armscontrolwonk.com/archive/204051/saudi-arabia-storm-shadow-
the-mtcr/>.; Manu Pubby, “With MTCR Done, India to Test Extended Range Brahmos Next Month,”
Economic Times, February 15,2017.
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In light of the MTCR’s track record of rule-bending on some critical occasions, it would be
reasonable to anticipate that should China and Russia’s expectations about nuclear power’s
future market potential be confirmed in years ahead, the NSG’s major supplier states may more
frequently act opportunistically and even unilaterally in interpreting the NSG guidelines in the
interest of strategic trade objectives.”!

What Does the Future Hold?

In the view of a number of NSG participants, the trend over the last two decades toward a
certain politicization of the group’s activities will continue to pose a challenge to effectiveness
and perhaps even sustainability, independent of the future direction or intensity of nuclear
commerce. In the short term, concensus decision making and the specificity of the NSG
guidelines will deter members from singlehandedly distorting the arrangement in their favor.

Based on the experience of major supplier states’ behavior in the group since the late 1990s—
notably the United States, France, and Russia concerning India, as well as China concerning
Pakistan—should supplier states’ industries expect greater opportunities to export nuclear
materials and equipment in coming years, it will be more likely that their governments will
come under pressure to more firmly represent their interests in the nuclear trade regime.

During the last half-decade, Russia and China have lined up bilateral nuclear cooperation
relationships with a number of countries that until the present have no experience with
nuclear power deployment and, in some cases, little experience with complex and risk-laden
engineering projects. Regardless of the view of many participants that both Russia and China
have not respected the NSG guidelines in specific instances, most NSG members appear not to
be concerned that a forthcoming strategic export drive by either Russia or China would pose an
export control or nuclear nonproliferation risk. Officials from NSG participating governments
express broad confidence that no participating supplier state would likely willingly approve
export of trigger list items to proliferating destinations or end-users.

Some Western experts, including NSG participating government officials, have warned that in
coming years, export activities by Russia and China might result in a competitive weakening
of global standards related to nuclear security, safety, intellectual property protection, and
transparency of management and oversight. This challenge may be overcome if decision making
in member states and their industries is informed by the understanding that lack of vigilance
and oversight could lead to accidents or security or proliferation events that could terminate
their commercial prospects. But these risks can be mitigated only if decision making at the
top levels of governments and companies is rigorously implemented in practice, including at
facilities.

Participating officials also expressed the view that suppliers would not likely respond to
concerns about weakening nuclear industry standards for safety or security by including in the
NSG guidelines additional conditions for nuclear supply. Instead, they would seek to address

51 Ibid.
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nuclear safety and security challenges using specific pertinent multilateral agreements, treaties,
conventions, and resolutions concerned with these issues.”

A future increase in states’ strategic nuclear trade might set back the interest of many NSG
members to require an [AEA Additional Protocol.” After a protracted internal discussion
unleashed in the early 2000s in the wake of 9/11 events and revelations that Abdul Qadeer Khan
had proliferated Pakistan’s sensitive uranium enrichment know-how to Iran, Libya, and North
Korea, the NSG in 2011 tightened controls on enrichment and reprocessing items but stopped
short of adopting the requirement that recipient states conclude and enter into force an IAEA
Additional Protocol as a condition of supply for NSG-listed goods. Absent this requirement,
should in the future any major supplier state export trigger-list items to non-nuclear weapon
states that have not concluded an IAEA Additional Protocol, that would reduce the likelihood
that NSG members in the future will agree by consensus to make the Additional Protocol a
condition of these exports.

In the short term, if any of the significant suppliers in the NSG were to depart from the current
consensus about what trade controls should permit, especially if that country were strongly
motivated by its perceived strategic or commercial interest, the consensus rule for decision
making would likely protect pre-existing and longstanding common understandings. In advance
of a decision by the NSG about India’s application for membership, India attempted to import
trigger-listed equipment for uranium enrichment from France; India’s request was denied on
the basis that Paragraph VI of Part I of the guidelines, amended in 2011, requires the end-user
be an NPT party to be eligible for the transfer. India has made known to other suppliers that if it
joins the NSG, it will seek to reverse that 2011 amendment.>* A few supplier states might agree
to take that step, but for Paragraph VI to be revised, all 48 participating governments would
have to agree—an unlikely outcome.

Should in coming years the fortunes of the global nuclear industry decline, the NSG may
be increasingly challenged by participants’ loss of nuclear knowledge. This could over time
translate into a shift in the group’s participation from more technology-informed to more political
or diplomatic personnel, a development that might encourage participants to increasingly
focus on non-technical issues and engage in politicized debate that is counterproductive to
the routine work of the group. Some participating officials report that this trend has for some
years been underway elsewhere in multilateral nuclear governance, for example at the IAEA’s
Board of Governors and its General Conference. Should this trend become generalized, future

52 Personal communications from NPT participating government officials, Vienna, September 2017..

53 The Additional Protocol is a legal instrument that, if agreed to voluntarily by a state, affords the IAEA
greater authority to verify the peaceful use of materials in that state. See INFCIRC/540, IAEA, <https://
www.iaea.org/sites/default/files/infcirc540c.pdf>. While many NSG members favor requiring a recipient
state to have concluded an Additional Protocol as a condition for nuclear trade, that is not required by
the NSG guidelines. In 2011, the NSG members stopped short of requiring an Additional Protocol for
recipients of sensitive exports related to nuclear fuel reprocessing and uranium enrichment. See Mark
Hibbs, “New Global Rules for Sensitive Nuclear Trade,” Carnegie Endowment for International Peace,
July 28, 2011, <http://carnegieendowment.org/2011/07/28/new-global-rules-for-sensitive-nuclear-trade-
pub-45203>.

54 Personal communications from NSG participating government and other government officials, June and
August 2017.
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politicization of the NSG may penetrate into internal decision making about the contents of
control lists. If so, individual suppliers might claim that proposals by other members to include
specific items on the lists are a cover for their strategic adversaries’ efforts to sanction their
industries or the industries of their allies.

Possible Future NSG Actions

The NSG might undertake both short-term and longer-term approaches in response to challenges
from an increasing strategic politicization of the nuclear trade regime. In the short term, the
NSG could strengthen or enlarge the activities of a Technology Review process that was set up
several years ago by the then-Chairman of the Consultative Group, the NSG’s standing body
concerned with the control lists and technical annexes, and by a former NSG Chairwoman,
to intensify and focus internal discussion on nuclear technology-related questions and issues
pertaining to the NSG control lists and guidelines.>

Shortly after the NSG was established, protracted debate broke out among supplier states
concerning the proliferation risks associated with sensitive nuclear fuel cycle technologies.
This did not directly involve the NSG but pitted the United States against most other NSG
original participants and especially France, Germany, Japan, and Russia. The NSG was
spared having to devote resources to consider fundamental questions about the application of
sensitive fuel cycle technology when, upon a proposal from the U.S., suppliers and other IAEA
Member States launched the International Nuclear Fuel Cycle Evaluation (INFCE), a forum
that deliberated, analyzed, and reported on nuclear fuel cycle issues from 1977 through 1980.
The project involved over 700 officials from governments and industry, held 134 meetings,
and compiled 25,000 pages of supporting documents that were provided to IJAEA member
states to guide their nuclear fuel cycle policymaking.’® Particularly if China and Russia go
forward successfully with ambitious plans to deploy industrial-scale fast reactors and related
fuel processing installations beginning in the 2020s, it may be beneficial for NSG participating
countries to organize a fresh discussion of the future of the nuclear fuel cycle; if so, the matter
should as in the case of INFCE be delegated by governments to a multilateral forum quite apart
from the confines of nuclear trade controls and the NSG’s activities.

Ultimately, and in the still longer term, a thoroughgoing reorganization of the NSG and the
nuclear trade regime may have to be considered, especially if global nuclear trade continues to
evolve away from simple point-to-point commercial actions and instead toward transactions
that involve multiple participants and transit destinations, and involve complex partnerships,
legal liability obligations, intellectual property arrangements, brokering, and financing. A
redesign of the regime may also be desirable or necessary should increasingly more states
become suppliers and seek to participate in the NSG. Based on the record of the past decade, in
the future most new membership candidates will likely be countries with little nuclear industry
experience. The NSG may also continue to encourage participation by uranium producers with

55 “INFCIRC/539/Rev.6: The NSG: Its Origins, Role, and Activities,” TAEA, January 22,2015, <https://www.
iaea.org/sites/default/files/infcirc539r6.pdf>.

56 Philip Gummett, “From NPT to INFCE: Developments in Thinking about Nuclear Nonproliferation,”
International Affairs, 57:4 (October 1981), pp. 549-552, 560.
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little or no nuclear technology knowledge, and in the future it may also admit still other states
without nuclear technology expertise that are brokering and financing nuclear transactions and
transshipping items.

Should the membership in this way continue to significantly expand, it will not be possible
for the NSG to effectively operate under today’s consensus rule. If not, and should no new
understanding among participants be reached for effective decision making, lack of consensus
may favor powerful supplier states taking unilateral decisions including about the interpretation
of the NSG guidelines, especially if they are motivated by national strategic objectives. It
can be anticipated that if politicization of decision making in the group increases to the point
that consensus-finding becomes severely hampered, some participants will likely advocate
introducing more formal and even legally-binding attributes such as a permanent secretariat
and/or a treaty structure, independent of whether such changes would considerably contribute
to reducing strategic behavior of individual suppliers, and regardless of likely severe political
challenges encountered by suppliers in negotiating a universal treaty concerning nuclear trade.
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Tomcat and Mouse:
Iranian lllicit Procurement
of U.S. Legacy Military
Technologies, 1979-2016
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Abstract

Since the 1979 revolution, Iran has sought to illicitly procure parts for the U.S. origin fighter
aircraft sold to the country under the rule of the Shah. The U.S. has taken steps to quash
this trade—these efforts have constituted a relatively large proportion of U.S. export control
enforcement over the past near-to-four decades. This paper provides insights into the smuggling
rings which have sought to procure these parts for Iran’s Air Force, seeking to draw conclusions
regarding the evolving shape of these networks and the types of actors involved in this trade.
It also provides a snapshot of U.S. export control enforcement efforts. In doing so, the paper
seeks to contribute to the limited existing literature on Iranian illicit procurement of military
goods. This area has received less attention than illicit procurement efforts for the country’s
nuclear or missile programs.

Keywords
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Catching traffickers — “a giant game of cat and mouse”?
Introduction

In the 1970s, the United States sold extensive weaponry to Iran, including some of the most
advanced aircraft available at the time, such as the F-14 Tomcat. By the end of the decade, as

1 Daniel Salisbury is a Stanton Nuclear Security Fellow at Harvard Kennedy School’s Belfer Center for
Science and International Affairs. He was previously a Postdoctoral Fellow at the James Martin Center for
Nonproliferation Studies and a Research Associate at the Center for Science and Security Studies at King’s
College London (KCL). He holds a PhD in War Studies from KCL.

2 John Shiffman, Operation Shakespeare: The True Story of an Elite International Sting (U.S.: Simon and
Schuster, 2014), p. 241.
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many as 95% of Iran’s aircraft were U.S. manufactured.’ The 1979 revolution saw the pro-
American monarchy led by the Shah replaced with an increasingly anti-American and hostile
theocracy. Following the revolution, the U.S. government sought to prevent the transfer of
military goods to the new regime. This put the [ranian military in possession of several systems,
important to the national security of the young Islamic Republic, and without the prospect of
spares and support.

This article considers Iran’s efforts to acquire goods to maintain these assets. Drawing on cases
surrounding a series of U.S. weapons systems—notably the F-14, F-4 and F-5 aircraft—it
seeks to provide insights into Iran’s illicit military procurement. It also considers U.S. efforts to
disrupt Iran’s activities, exploring the near four-decade-long game of “cat and mouse” between
smugglers and law enforcement. The article draws on declassified Central Intelligence Agency
(CIA) assessments and a wealth of open source material including reporting and indictments
relating to almost 60 cases of attempted and successful illicit trade between 1980 and 2016.* In
doing so, the article seeks to move beyond the predominant case study-based approach to the
study of illicit trade and to contribute to the limited existing literature on the Iranian military —
as opposed to nuclear or missile—illicit procurement.

The article provides context to Iran’s illicit procurement, considers Iranian demand for aircraft
parts, and considers significant examples of successful illicit procurement. It then draws
conclusions regarding the shape of, and participants in, Iranian illicit procurement. In doing
so, it compares this snapshot of procurement with examples from Iran’s nuclear and missile
programs. Finally, the paper considers U.S. enforcement actions, highlighting the prominence
of sting operations, and notes the limits to the understanding of U.S. enforcement effort
effectiveness more broadly.

Background: Iran and Illicit Procurement

Iran’s illicit procurement has received a good deal of attention over the past decade as the
country sought to supply its United Nations (UN) sanctioned nuclear and missile programs.
However, Iran’s efforts to procure goods for its military since the 1979 revolution in the face of
a U.S. arms embargo in place since 1980, other unilateral embargos, and finally UN measures
put in place in 2006, 2007 and 2010, have received less attention.’

3 Douglas Frantz and James O’Shea, “U.S. Plugged into Weapons Network,” Chicago Tribune, November
23, 1986.

4 These cases all include technology related to these three aircraft, often amongst other military goods
(usually aircraft parts, for example for Iran’s U.S.-origin helicopters and transport aircraft). Useful detail
is available for around 40 of these 60 cases, while in the other 20 details are limited.

5 The U.S. immediately halted shipments of arms to Iran in the aftermath of the 1979 revolution and put
in place further legal measures in 1984 and 1995. Other countries also put in place unilateral restrictions,
particularly during the Iran-Iraq war, and even full embargoes—for example, the UK put in place an
embargo in 1993, having previously limited transfers during the 1980s. UNSCR 1737 (2006) put in place
restrictions on exports of nuclear and missile technologies to Iran—some of which could be of use in
conventional military programs. UNSCR 1747 (2007) called on states to “exercise vigilance and restraint”
in the supply of goods on the UN Register of Conventional Arms. UNSCR 1929 (2010) upgraded this to a
full arms embargo.
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Iran’s purchase of U.S. combat aircraft—a highly technologically advanced product to
manufacture indigenously —placed the country in the top tier of Middle Eastern militaries.
In the 1960s and 1970s, Iran purchased many F-4 and F-5 aircraft. The first deliveries of the
F-5 Tiger—a relatively cheap to procure and operate, light fighter jet—occurred in 1965, with
just over 300 of different variants being delivered up to 1977.° The F-4 Phantom II fighter-
bomber was first delivered to Iran in 1968. Over 200 airframes were delivered to the country
before the revolution.” The most advanced aircraft Iran purchased from the U.S. was the F-14
Tomcat—a fighter aircraft—which Iran received 79 of before the revolution in 19798 The
F-14 first arrived in Iran in 1976, only two years after it entered U.S. Navy service. Iran’s
F-14s were armed with long-range AIM-54 Phoenix missiles—air-to-air missiles (AAMs)
providing a formidable capability.

The technological supremacy provided by these assets also put Iran in a difficult position
following the revolution. The Tomcat especially was a maintenance intensive aircraft,
supposedly requiring around fifty hours of maintenance for each hour flown.” Without spare
parts, technical and maintenance support, and assistance for upgrades, the Iranian Air Force’s
assets would degrade and ultimately become inoperable. With no steady supply of spare parts,
difficulties indigenizing manufacture of spares, and the inability to purchase similar aircraft
from other sources, Iran would become reliant on illicit procurement. Against debates regarding
Iran’s indigenization of manufacturing capability, it seems clear that Iran’s illicit procurement
has been somewhat successful, with estimates that 43 F-14s, over 64 F-4s, and over 75 F-5s are
still “combat capable” in 2017, although admittedly it is unclear whether these aircraft would
constitute much of a threat to more advanced militaries.'”

Looking into Iran’s Illicit Procurement

States look to illicit procurement when unable to obtain required goods through normal
channels due to various restrictions. Illicit procurement methods —for example, the use of front
companies and agents, falsifying the end-uses of goods, mislabeling goods, physically hiding
them amongst others—have been used by a wide range of state WMD and military programs.
When successful, by its very nature illicit procurement efforts are secret or opaque, only coming
to light when uncovered by governments or researchers at the time, or in retrospect.

Much existing work on Iran’s illicit procurement has focused on nuclear and missile programs.
The most extensive study relating to military goods focuses on an elaborate sting operation

6 The Stockholm International Peace Research Institute (SIPRI) suggests that 307-309 F-5A, F-5B, F-5E,
and F-5F were ordered. All SIPRI data comes from the “SIPRI Arms Transfer Database,” <https://www.
sipri.org/databases/armstransfers>.

7 SIPRI suggests that 213 were delivered of F-4D, F-4E, and RF-4E variants, with 31 ordered in 1976 not
being delivered after the revolution.

8 SIPRI suggests that 79 were delivered, 80 having been ordered, with 1 not making it to Iran prior to the
1979 revolution.

9 Jon Lake, “Northrop Grumman F-14 Tomcat,” International Air Power Review Vol. 3, (Winter 2001-2),
pp. 42-75.

10 International Institute for Strategic Studies (IISS), Military Balance 2017 (UK: Routledge, 2017) p. 379.
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undertaken by the U.S. authorities between 2004 and 2007." Accounts of Iran’s Air Force
have also been limited, generally focusing on the Iran-Iraq war rather than on maintenance or
procurement.'> One piece provides some coverage of illicit procurement for Iran’s Tomcats, but
notes “American authorities became aware of the illicit trade as early as 1998,” not the 1980s as
will be argued below." This lack of scholarship is intriguing, given that cases related to Iran’s
procurement of aircraft parts have historically constituted a relatively large proportion of U.S.
export control enforcement cases. For example, between 2007 and 2009, 30% of enforcement
cases relating to Iran involved parts for U.S.-built aircraft."

Secrecy makes probing Iran’s activities difficult. However, a wealth of information in open
sources still merits consideration. Declassified government documents, court records such as
criminal complaints and indictments, and reporting by national, and especially local media,
can provide insights into more recent cases. Our understanding of illicit procurement is
undoubtedly skewed by the fact that this data is largely derived from enforcement actions. The
cases that are the most known are, at least ultimately, unsuccessful, having been disrupted by
enforcement efforts. In addition, as will be demonstrated, the types of enforcement efforts such
as “sting operations” can shape the opportunities for illicit transactions. However, despite these
limitations, important insights can still be garnered.

Iranian Demand: Dependency and Embargo

Between 1972 and 1976, Iran purchased $10.4 billion of arms from the U.S. and planned
to purchase a further $10-15 billion before 1981."" By the mid-1970s, Iran was the “largest
single purchaser of U.S. military equipment.” ' Iran’s interests as a buyer, and U.S. interests
as an exporter, were driven by several factors including security concerns regarding Iraq and
the Soviet Union and Iran’s desire to further strengthen its relationship with the U.S. The
quadrupling of oil prices in 1973 provided Iran the financial resources to ramp up its purchases
significantly. One journalist described Iran in the mid-1970s as “the salesman’s dream,” noting
that the Shah was “the kind of patron that salesmen dream of —a war-lord who understands the
same shoptalk, as fascinated by the gadgets as they are.” !’

11 John Shiffman, Operation Shakespeare: The True Story of an Elite International Sting (U.S.: Simon and
Schuster, 2014), p. 241.

12 Tom Cooper and Farzad Bishop, Iranian F-14 Tomcat Units in Combat (UK: Bloomsbury Publishing,
2012).

13 David Axe, “Grounding the Ayatollah’s Tomcats,” War is Boring, September 8, 2015, <http://warisboring.
com/grounding-the-ayatollahs-tomcats/>.

14 “Iran Sanctions: Complete and Timely Licensing Data Needed to Strengthen Enforcement of Export
Restrictions,” U.S. Government Accountability Office, GAO-10-375, March 2010, <http://www.gao.gov/
products/GAO-10-375>, p. 15.

15 Ephraim Kam, “Iran’s Defense Spending and Arms Procurement,” in Andrew T. H. Tan, eds., The Global
Arms Trade: A Handbook (UK: Routledge, 2009) pp. 124-5.

16  “U.S. Military Sales to Iran,” A Staff Report to the Subcommittee on Foreign Assistance of the Committee
on Foreign Relations, United States Senate, July 1976, vii.

17 Anthony Sampson, The Arms Bazaar (New York: Viking Press, 1977), p. 14.
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Iran supplemented its purchases of F-4 and F-5 jets from the U.S. with the Grumman F-14
Tomcat, the most advanced fighter aircraft available in the 1970s. Two contracts for a total of
80 F-14s, Phoenix AAMs, and a large quantity of spare parts and replacement engines were
signed in 1974 totaling $2 billion." Iran’s procurement of the F-14 was unique, with early plans
to sell the fighter to other countries going unfulfilled."

In June 1974, the month that the second of the F-14 contracts was signed, the CIA noted that
“The arrival of so much equipment is certain to strain the capacity of the Iranian armed forces
to absorb it.” ** The Imperial Iranian Air Force faced considerable issues in maintaining the very
complex F-14 during its first years in Iran.”! By 1976, 800 Grumman expatriates (technicians
and their families) were based in Iran.?? As one Iranian pilot noted:

The Pentagon would not permit any of the “sensitive” systems to be repaired or
maintained in Iran, nor would it train our technicians to maintain or repair them.
All those parts had to be packed up and sent to the U.S. for maintenance

An elaborate “logistics pipeline” was set up with an office in the U.S. coordinating the supply
of parts and support to Iran.>* Rather than aid Iran in maturing its understanding of procurement
at an early stage, dependency on this U.S.-managed system was to prove problematic following
the revolution. In the late 1980s, one U.S. official noted that the Shah had “bought enormous
quantities of spare parts filling up countless warehouses,” although these were “overlooked” or
“misplaced” after U.S. technicians withdrew.?

Revolution and Embargo

In early 1979, the Shah’s rule collapsed, and Iran became the Islamic Republic in late March. In
February, the Chairman of the U.S. Joint Chiefs promised that American technology in Iran was
secure.?® Allegedly, following the revolution in 1979 there were “low intensity” secret negotiations

18 Tom Cooper and Farzad Bishop, Iranian F-14 Tomcat Units in Combat (UK: Bloomsbury Publishing,
2012), p.11.

19 Saudi Arabia, Japan, Canada, and Australia were earmarked as possible markets constituting 30% of total
production. See Anthony Sampson, The Arms Bazaar (New York: Viking Press, 1977), p. 14.

20 “Iran: Building Up the Military,” Declassified CIA Report, CIA-RDP79-00927A010800110003-0, June 7,
1974,p.2.

21 Tom Cooper and Farzad Bishop, Iranian F-14 Tomcat Units in Combat (UK: Bloomsbury Publishing,
2012), p. 14.

22 Anthony Sampson, The Arms Bazaar (New York: Viking Press, 1977), p. 247.

23 Quoted in Tom Cooper and Farzad Bishop, Iranian F-14 Tomcat Units in Combat (UK: Bloomsbury
Publishing, 2012), p. 15.

24 Paul Gilchrist, Tomcat!: The Grumman F-14 Story (Atglen, Pennsylvania: Schiffer Publishing, 1994),
p- 56.

25  “Interview with U.S. Government Officials 30 January 1989 @ 1330,” in Charles Gail Roller and Dorothy
May Major, “Ramifications of Illegal U.S. Arms Exports,” MA diss, Naval Postgraduate School, 1989,
p- 9%4.

26 Vernon A. Guidry Jr. and John J. Fialka, “U.S. Equipment Still in Hands of Iranians,” The Washington Star,
February 13, 1979.
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between the U.S. and Iranian governments for the U.S. to buy-back the F-14s.2” However, it soon
became clear that there was little that the U.S. could do to prevent these advanced systems from
falling into the hands of the new and increasingly anti-American regime.

The seizure of hostages in the U.S. Embassy in November 1979 resulted in an arms embargo
and cancellation of existing orders.?® This also saw the U.S. cease provision of spare parts,
ammunition and technical assistance. In 1981, a letter requesting spare parts was sent by an
Iranian agent to Grumman causing the U.S. Navy to comment that “It is the present policy of
the United States Government not to permit Grumman or any other defense contractor to obtain
a license to provide Iran with these materials.”*

Soon after the revolution, U.S. intelligence suggested that the capability provided by Iran’s U.S.
manufactured systems was already degrading. In May 1980, the CIA cited a purge of pilots,
reduction of training, inadequate maintenance, and “a shortage of spare parts” as reasons for
the IRIAF’s declining effectiveness.*® The report also suggested that “problems with equipment
and maintenance” continued to disrupt F-14 flight operations, noting:

Equipment problems have had a major impact on the F-14 program, sometimes
forcing ground crews to adopt extraordinary measures. Because of a severe
shortage of spare parts and inadequate maintenance, the Air Force has been forced
to cannibalize many of the F-14s.7’

Later in 1980, the CIA assessed Iran’s resupply needs to include “jet fuel and spare parts,
particularly for electric and hydraulic systems on its U.S.-made fighter aircraft.”

The Iran-Iraq War

18 months into the Iran-Iraq war in 1982, the CIA suggested a serious reduction in IRIAF
capability, with 175 fighter aircraft lost and 175 grounded of an inventory of 450.%* A reduction
in Iranian air activity, according to the CIA, “reflects a policy of conserving resources” driven

27 Tom Cooper and Farzad Bishop, Iranian F-14 Tomcat Units in Combat (UK: Bloomsbury Publishing,

2012), p. 20.

28  “Iran-Iraq: Buying Weapons for War,” Declassified CIA report, CIA-RDP85T00283R000500120005-5,
May 1984.

29 Richard Halloran, “Iran Rebuffed by U.S. in Bid for Parts for its F-14s,” New York Times, December 13,
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30  “Iran: Decline in Air Force Capability,” Declassified CIA report, CIA-RDP81B00401R0005000030011-5,
May 1980.

31 Ibid.

32 “Memorandum: Some Implications of Renewed U.S. Arms Deliveries to Iran,” Declassified CIA
memorandum, CIA-RDP85T00287R000102520001-3, November 2, 1980.

33 “Operational Status of Iranian Aircraft,” Declassified CIA report, CIA-RDP91T01115R000100160002-6,
March 1984.
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primarily by, amongst other factors, “a scarcity of parts for U.S.-built aircraft.” 3 The Agency
assessed that:

Political factors—the cut off aid from its primary supplier, the United States, and
purges of its most experienced personnel—have limited Iran’s air combat capability
more than factors related to the war with Iraq >

An assessment in 1984 suggested that just 65 to 80 fighters were operational, with 150 (two-
thirds) non-operational because of poor maintenance or shortage of parts.*® Of the 150 non-
operational fighters:

Most of these aircraft have been cannibalized and are strewn around Iranian
airfields... the Iranians have nearly exhausted the spare parts available on
cannibalized aircraft.”’

By this point, required spares were said to “run the gamut from tires to advanced avionics
and weapons components... avionics, engine components, flight control systems, and radar
systems were the most critical shortages.”

The missiles that armed Iran’s fighters also suffered due to a lack of spare parts and expertise.
In 1982, the CIA assessed many Phoenix AAMs to be “almost certainly rendered inoperative
or marginally operative by improper storage and lack of maintenance expertise, test equipment
and parts.” ¥

Demand into the 21* Century

Following the war’s end in 1988, Iran was still reporting similar issues with acquiring spare
parts. In 1993, the Iranian Defense Minister Akbar Torkan noted in an interview with the
Financial Times that “The first priority is spare parts, the second priority is spare parts, and the
third priority is spare parts.... Unfortunately, because our fleet is mainly made up of American
products, providing spares is very difficult.”* These remarks conflicted with those made the
following year by the Iranian Air Force Chief who suggested the IRIAF had “reached self-
sufficiency in all fields, including pilot training, missiles, radar, air defense, maintenance and

34 “The Iranian Air Force: A Diminishing Threat,” Declassified CIA report, CIA-RDP83B00232R0001001
20001-9, May 1982.

35 Ibid.

36  “Iran’s Air Force: Frustrations of a Former Power,” Declassified CIA report, CIA-RDP85T00314R0003
00020001-7, September 1984.

37 Ibid.
38 Ibid.

39  “The Iranian Air Force: A Diminishing Threat,” Declassified CIA report, CIA-RDP83B00232R0001
00120001-9, May 1982.

40 Roger Matthews, “Survey of Iran,” Financial Times, February 8, 1993, iv.
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repair, manufacture of parts and basic repair of facilities.”*' U.S. experts have suggested these
claims to be little more than “whistling in the dark.”*

By 1996, the U.S. Office of Naval Intelligence assessed that only 22% of Iran’s 175 “third
generation” aircraft, including the F-4 and F14, were operational.** Although, as one U.S.
analyst noted, Iran had done “an impressive job at maintaining at least minimal operational
rates under difficult circumstances.”* Iran’s Air Force was supplemented with French-origin
Mirage fighters which had left Iraq during the 1991 Gulf War, and MiG-29 aircraft from Iraq
and Russia, despite U.S. efforts to prevent Iran’s procurement from other sources such as
Moldova.* These alternative sources provided some capability, although current assessments
suggest U.S .-origin aircraft still make up the bulk of Iran’s operational inventory.*

In the face of a clear need for U.S. spares, and patriotic statements of self-sufficiency, discussion
continued over the Iranian aerospace industry’s indigenous manufacturing capability. Reports
in the 1990s suggested it was limited, with just 167 parts of 1,027 required to repair a damaged
F-4 being indigenously produced.*” Commenting on sanctions in 2001, the Managing Director
of Iran’s aerospace procurement organization suggested that three factors were responsible
for the organization’s success: “God’s will,” “in depth market research to source the required
components,” and “necessity” which “urged [Iran] to manufacture our own spare parts for our
fleet to the point where we are proficient in this field.”*3

By the mid-2000s, external estimates of the proportion of F-14 parts Iran could manufacture
varied between 70 and 15%.% Since the late 1990s, there had been unsubstantiated suggestions
that Iran was making efforts to work around shortfalls. In 1997, there were claims that Iran was
attempting to adapt surface-to-air missiles to an AAM role.® A later assessment suggested that
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while Iran had kept its Tomcats flying “by reverse-engineering critical parts,” efforts to adapt
other missiles to the AAM role had failed.’

Following concerns regarding Iran’s nuclear program, a partial UN arms embargo was placed
on the country in 2007 and a full embargo in 2010. These sanctions followed an increased focus
on enhancing national export control systems following the discovery of the Khan network.
United Nations Security Council resolution 1540 passed in 2004 required states to put in place
export control systems to prevent WMD proliferation. While likely having little direct effect
on the supply of F-14 parts since a U.S. embargo had been in place since November 1979,
concern regarding Iran’s nuclear activities, the universalization of the embargo on military
procurement, and efforts to implement the 1540 agenda saw more attention placed on Iran’s
illicit procurement by governments around the world.

The restriction on exports of dual-use goods to Iran was also likely damaging for the country’s
indigenous aerospace industry. The types of goods of utility in aerospace programs can also
be of use in WMD programs—for example, structural materials used in missile manufacture
such as aerospace-grade aluminum and composites are also used to manufacture and repair
aircraft. However, Iran’s aircraft industry has continued to allege successes, rolling out four
“new” fighters based on the F-5 since 2009.>2 Reports in the mid-2000s suggested the IRIAF
had completed an upgrade of its F-14s, with some suggestion that U.S. origin parts had been
substituted for more easily obtainable Russian origin parts.>

Successful Illicit Procurement

As early as 1980, the CIA hinted that the IRIAF would have to look to illicit procurement
for much needed spare parts. It was noted that “the government will be forced to face critical
questions about how to obtain desperately needed spare parts and technical assistance.”** The
difficulty in securing spares varied between aircraft because of their prevalence. Spares for
the F-5s and F-4s, exported by the U.S. to 35 and 11 countries respectively, would be easier to
come by than the F-14 which, besides the IRIAF, was solely operated by the U.S. Navy.

In 1980, the CIA assessed that regarding the F-4 and F-5:

Iran will try and obtain additional aircraft and spare parts as well as assistance
with maintenance, primarily from Western Europe, using both overt and clandestine
methods. As the country becomes more isolated, these efforts may become
prohibitively difficult >
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In 1982, the CIA assessed that Iran “does not appear to have acquired dependable sources of
aircraft spare parts,” with aircraft kept airworthy largely through cannibalization.”® Possibly
referring to the F-4s and F-35s, as well as transport aircraft, the CIA noted that Iran has:

...received limited amounts of parts for U.S. aircraft from Western Europe and
selected Third World countries from time to time, but Iran’s efforts to purchase
parts...are poorly managed, continue to seek a wide range of parts, and are largely
unsuccessful.’’

By 1984, the CIA assessed that:

To circumvent the U.S. embargo, Iran established an elaborate network of
purchasing agents and brokers to procure the material needed to maintain its large
inventory of U.S. equipment. Iran has had only limited success, because of U.S.
efforts to stem the flow, in obtaining sufficient equipment to keep its inventory of
U.S. weapons operational *®

Iran was assessed to have obtained aircraft parts from Israel as well as communications
equipment from South Korea and Spain.* Indeed, in 1984, an Iranian pilot defected with an
F-4, landing in Saudi Arabia. Analysis of the serial numbers of key components on the plane
found that many had originated in Israel—an F-4 operator—and that others had previously
been purchased by Greece and other “NATO countries.”® There is some suggestion that the
IRIAF was also able to procure a few complete F-5s from Ethiopia and Vietnam in the mid-
1980s.9!

The CIA reports also suggest that Iran was relying on outside maintenance expertise. A 1984
document suggests that 120 foreign technicians, including Filipinos, Koreans, and Taiwanese,
were assisting with the more difficult maintenance, alongside technicians from “at least one
West European country.” % The foreign engineers were said to be assisting Iran in efforts to
manufacture F-4 engine parts “without much success.”® A 1984 report based on satellite
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20001-9, May 1982.

57 Ibid.
58  “Iran-Iraq: Buying Weapons for War,” Declassified CIA report, CIA-RDP85T00283R000500120005-5,
May 1984.

59 Ibid. While the document suggests Israel supplied parts for U.S. aircraft, it does not clarify which U.S.
systems the communications equipment was for.

60 John Carey, “Khomeini’s Jets: The Israeli Connection,” Newsweek, January 28, 1985.
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Power,” Declassified CIA report, CIA-RDP85T00314R000300020001-7, September 1984.

63 Ibid.



Tomcat and Mouse: Iranian lllicit Procurement of U.S. Legacy Military Technologies, 1979-2016 35

imagery suggested that maintenance on the F-4 was taking twice as long as before the Iran-
Iraq war.%

Summing up in 1984, the CIA noted that “Iranian efforts to secure parts for its U.S.-designed
aircraft through the gray arms market have achieved mixed results.” % It went on to note that:

Parts that can be obtained only from U.S. weapons manufacturers have been the
most difficult to acquire... Nontechnical equipment—such as tires and seats—
have been the easiest to procure because they are less sensitive and more loosely
controlled. Iran has been able to secure some avionics and electronic equipment
but usually at inflated prices and through circuitous channels... Many parts are
ordered simply by contacting companies listed in the Swiss defense publication
“Interavia.” %

Successful Smuggling Rings

F-14 parts, in theory solely available from the U.S., were said to be “almost impossible to
obtain.” ¢’ However, there is evidence of substantial illicit procurement efforts underway from
the early to mid-1980s. In 1985, U.S. authorities uncovered a smuggling ring which had been
tapping into the U.S. Navy’s supply network since 1981. A wide variety of items were ordered
from warehouses in Virginia and the Philippines and stolen from three U.S. aircraft carriers,
and shipped as “auto parts” and “medical supplies” to an Iranian agent in London and onto
Iran.® The ring was said to have stolen around $25 million USD (approximately $58 million
USD in 2017) of parts, with over $3 million USD-worth being seized at the home of the
London-based Iranian agent alone.®” There were even suggestions in the press that the ring
was planning to receive broken parts from Iran and return them to the Navy for repair, in order
to steal them again.”

Another network, allegedly centered on Florida-based Hercaire International Inc., also sent
149 shipments of aircraft parts valued at $3.2 million USD (approximately $7 million USD
in 2017) to Iran between 1980 and 1987."' The parts, allegedly including components for the
F-14, the F-4, and cargo aircraft, were mislabeled as civil aircraft parts and shipped through
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intermediaries in Hong Kong, Switzerland, and the UK.”? A further effort in the early 1980s
saw at least $200,000 USD worth of components for F-14, F-4, and F-5 shipped to Iran by a
Florida-based company.” The Navy smuggling operation and the Hercaire International case,
allegedly having transferred $25 million USD and $3.2 million USD respectively, constitute
possibly the most substantial cases in the public domain.”

Details are only available regarding one smuggling ring which clearly resulted in large quantities
of goods reaching Iran in the 1990s.” This was the network created by the Homayouni brothers,
United Kingdom-headquartered Multicore, and its California-based branch office. The ring had
been operating since 1996 or earlier, with parts procured worth at least $2.26 million USD
(approximately $3.2 million USD in 2017), and goods being shipped through Singapore to
Iran.”® “Thousands” of parts were seized from Multicore’s California property, with evidence
of 270 procurements from U.S.-based suppliers.”” Following a U.S. court case in 2000, Saeed
Homayouni and one of his associates were jailed in 2001.

The Multicore ring demonstrated great “resilience” when further investigations showed that
Saeed’s brother Soroosh Homayouni and Multicore had continued to supply Iran from the UK
after 2000.”® In 2002, raids on three UK-based properties belonging to Multicore—by which
time was noted “conducts no legitimate business”’—again uncovered “thousands” of aircraft and
missile components, as well as “documents from the government of Iran requesting that Multicore
in London purchase military components.”” As part of the investigation, it was established
that 50 U.S. companies had supplied goods to Multicore since the 2000 raid in California, and
resultantly searches were undertaken of 18 companies in ten U.S. states on a single day in 2003.%
Soroosh Homayouni plead guilty in London in 2005, finally ending the scheme.®!
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In the 2000s, several significant cases saw the transfer of Tomcat and other aircraft parts.
Jilani Humayun allegedly transferred F-14, F-5, and Chinook helicopter parts—seemingly
to Malaysia—on at least 11 occasions between 2004 and 2006 receiving $357,085 USD of
payments.®* It is unclear that the goods were destined for Iran, but the IRIAF’s sole use of
the Tomcat is suggestive. In 2006, F-14 maintenance kits were seized by U.S. authorities
having been sent by Reza Tabib from the U.S. to Iran via Germany.* A search of Tabib’s home
uncovered 13,000 aircraft parts with a value of $540,000 USD * In 2009, two individuals plead
guilty in another significant case, with the Complaint—which highlighted transfers of F-14
parts—suggesting that “investigators found evidence of many purchases, sales and shipments
of U.S. made commodities from aircraft parts suppliers.”* A further case saw three UK-based
individuals prosecuted in 2009 for transferring over $1 million USD of parts to Iran.*

Around 2010, two significant smuggling rings which transhipped goods through the UAE were
broken up. The first, indicted in 2009, involved the transfer of at least thirteen types of aircraft
parts, including those for the F-14.*” A second ring was indicted in 2011 and involved the
transshipment of aircraft parts through France to Iran.®® A U.S. attorney suggested that this case
could have involved the transfer of “millions of dollars” of parts.®

The Shape of Iran’s Procurement Networks

Iran had a complete technical library for the F-14 and therefore understood what to order.”
During the 1980s, lists were drawn up and circulated to procurement agents—a generic 39-
page list of arms and more targeted lists for F-14 and other aircraft parts.”! These lists seem to
be prevalent amongst cases and are often cited in reporting as a clear sign that the traffickers
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are working for Iran.” In other cases, request for quote (RFQ) correspondence from Iranian
procurement organizations is mentioned.” Conversely in the 1980s, the U.S. Navy ring
traffickers had access to a microfiche copy of U.S. Navy supply lists.**

The origins of the goods are an important factor in shaping the smuggling rings. The prevalence
of F-4 and F-5 aircraft in different countries meant that those procuring them had more options.
F-14 parts were initially limited to the U.S. Navy and Grumman, meaning early rings such as
the U.S. Navy ring were “insider” efforts. A sting in 1989 provides a second example, where
F-14 parts, packaged in original Grumman Corp. containers and marked with DoD stickers,
were seemingly purchased by the traffickers from a middleman who allegedly obtained them
as surplus from the manufacturer.”

As aircraft were withdrawn from service, parts increasingly made their way to used and surplus
aircraft parts dealers. This occurred earlier for F-4 and F-5—these were likely the parts advertised
in Interavia, the Swiss magazine. F-14 parts became available on the open market later. The final
F-14 aircraft were withdrawn from U.S. service in 2006, and some questionable decisions were
made regarding parts from decommissioned aircraft which will be discussed below.

The networks typically used transshipment to send their goods to Iran—attempting to obscure
the actual end-user and add a layer of complexity. This was difficult for F-14 parts given Iran’s
status as the only operator outside of the United States. London and the UK played an important
role in the early networks.” This is not surprising given that London formed a hub for broader
Iranian arms procurement activity in the 1980s. A procurement center operated out of the offices
of the National Iranian Oil Company, which allegedly hosted the IRIAF’s “Logistics Support
Center.””” As one press report noted, London was “a city of convenience for the Iranian arms
procurement mission.” *® It was only in 1993 that the UK placed a full arms embargo on Iran.”

Many of the other rings utilized other “traditional” transshipment hubs often used by traffickers—
large port cities such as Hong Kong, Malaysia, and Singapore. From the mid-2000s onwards
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the UAE emerged as a key transshipment hub.!® Several reasons account for this including
Dubai’s emergence as a major port and its proximity to Iran, and reflects the UAE’s broader use
as a hub to transfer materials to Iran often in breach of sanctions.'”! A 2009 U.S. government
report on U.S. export control breaches involving transshipment showed that over 50% of cases
involved intermediaries in the UAE.!*

Who are the Suppliers?

Beyond the cases which saw significant transfers described above, a large proportion of cases
on the public record were sting operations. In fact, these stings numbered slightly fewer than
those that involved actual transfers to Iran.'”® Stings are difficult to define, although a U.S.
Department of Justice policing guide notes that such operations have:

...a point that ends the operations with a “gotcha,” when police suddenly reveal
themselves and catch the offender “in the act,” often on video or audio recording
devices.'”

Sting operations can be run in two broad ways. First, the undercover agent (UC) can play the role
of a buyer or broker — seeking to sting those possessing aircraft parts and a willingness to sell to
Iranian customers. Second, the UC can play the role of supplier and sting authentic procurement
agents or brokers acting on behalf of Iranian customers.!®> According to information on the
public record, stings where the UC played a buyer or broker were slightly more prevalent than
those where the UC played a seller.'”

In reality, the majority of sting operations involve the UC playing the role of the seller, having
been passed contact details of procurement agents by industry sources.'’” That fewer of these
cases are seen reflected in the public domain is likely a result of two factors: First, the difficulty
of detaining and prosecuting buyers, often based outside of the U.S., means these cases less
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frequently make the public record. Second, these cases often result in intelligence about
Iran’s procurement architecture, military programs, and procurement needs. These situations
often result in trade-offs: whether to publicly out procurement agents, for example through
indictment, or to allow their activities to continue to gather intelligence, or to wait for a greater
payoff such as enticing them to a friendly country for arrest and extradition.

While sting operations clearly result in prosecutions, they are problematic for researchers.
The opportunities and decisions faced by buyers and sellers, to an extent, are orchestrated by
law enforcement. Stung U.S .-based sellers often have no clear Iranian connections. Although
entrapment—law enforcement tricking someone into committing a crime to prosecute them-— is
not acceptable, mounting an entrapment defense is very difficult. However, at the very least,
these “sting” cases alongside those involving successful transfers can give a sense of the types
of people who might willingly deal with Iran.

Iranians supplying Iran- Of the sting operations which involved buyers with actual Iranian
connections, the buyers stung were themselves predominantly Iranian nationals, of Iranian
heritage, or else had a track record of dealing arms with Iran.'"”® The cases explored above
which involved sizable and successful transfers to Iran (beyond the rings of the 1980s) also
almost all involved Iranian nationals, or Iranian born individuals in some respect. This is not
to say necessarily that those Iranians were motivated by allegiance to the government. Having
Iranian business connections or ability to communicate in Farsi would help in seeking out
illicit business. Conversely, those arrested after selling parts to undercover Homeland Security
Investigations (HSI) agents under the impression that the goods would likely end up in Iran
were primarily U.S. citizens or businesses, with some exceptions.'"”

Old habits die hard- A number of cases, and possibly more than those where it is clear,
involved individuals with a record of prior involvement in transferring military or dual-use
goods to Iran, or in black and gray market arms dealing.'"® These cases include an individual
who was imprisoned after (seemingly falsely) claiming he was transferring arms to Iran as part
of Iran-Contra in the 1980s, another who has allegedly supplied Iran since the 1990s alongside
governments in Africa and the Balkans, and a third who had been under investigation by the
authorities six times over the past 12 years.'"!

Blood runs thicker than water- A number of cases also suggested that those involved were
happy to rely on or involve family members.!"> These examples include rings run by close
relatives, to one stung individual attempting to bring his wife to a meeting with an undercover
agent, to another making a desperate attempt to flee to Canada with her nine-year-old son who
was later taken into care.'"® The prominence of cases involving family connections may be

108  Of the five cases, one involved U.S. nationals and another involved a prolific arms dealer who had been
interned in Iran on charges of espionage. The other cases (Lavi, Avassapian, Khalili) involved current or
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reflective of the prominence of family connections in business, and especially small businesses,
in the U.S. and more broadly."*

Comparisons with WMD-related Procurement

The snapshot of Iranian military procurement provided by the cases examined provides few
examples of clear overlap between those procuring aircraft parts and those procuring goods for
Iran’s nuclear and missile programs. One of the more prominent Iranian procurement agents —
Ardebili—did procure aircraft parts alongside missile components.''> Some traffickers in aircraft
parts have made transfers to Iran Aircraft Manufacturing Industrial Company (HESA), which
the U.S. has portrayed as controlled by Iran’s Ministry of Defense and Armed Forces Logistics
(MODAFL), Iran’s armed forces procurement organization, which in turn also oversees the
Aerospace Industries Organization, Iran’s primary missile production entity.''®

However, limited evidence of direct connections does not necessarily mean that such overlaps
do not occur. There is a great deal of overlap in technologies —especially between those required
for military and missile programs. Otherwise in the cases examined, there was frequently a
direct overlap with procurement of other aerospace parts —for U.S. manufactured cargo aircraft
and helicopters—or other military goods for Iran and elsewhere.

Because of the narrow supply-base for the F-14, and to a lesser extent for the F-4 and F-5,
attempting to make comparisons between the supply bases targeted for these aircraft parts
and nuclear and missile procurement is redundant. However, there are clear similarities in the
transshipment hubs used — particularly the UAE has been highlighted as a hub in Iran’s nuclear
procurement activities.''”” However, China, which also features prominently in Iran’s nuclear
and missile procurement, has not featured in such a way in cases examined here, possibly
because the U.S. arms embargo on China would make its use as a transshipment point counter-
intuitive in relation to military goods.'®

One commonality between the military cases discussed here and WMD-related cases is found
in the difficulty of holding the “inner core” of Iran’s procurement networks responsible, rather
than “outlying network operatives” based outside of Iran.'"” Amongst the significant networks,
and naive U.S. suppliers, few enforcement cases on the public record involve Iran-based

114 See for example Simon Bridge and Ken O’Neill, Understanding Enterprise: Entrepreneurship and Small
Business, 4th Ed. (UK: Palgrave, 2012) pp. 110-111.

115 Ardebili dealt in F-14 parts, and expressed interest in F-4 parts. See John Shiffman, Operation Shakespeare:
The True Story of an Elite International Sting (U.S.: Simon and Schuster, 2014), pp. 105, 154. The Gyro-
Chip Sensors he attempted to procure had uses in “aircraft, missile and space applications.”

116 See for example “Don’t Let This Happen to You! Actual Investigations of Export Control and Antiboycott
Violations,” U.S. Department of Commerce, Bureau of Industry and Security, July 2015, p. 32.

117  Ian J. Stewart, Nick Gillard and John Druce, “Iran’s Illicit Procurement Activities: Past, Present and
Future,” Project Alpha, King’s College London, UK, July 24,2015, p. 24.

118  Ibid.

119  David Albright, Paul Brannan, and Andrea Scheel Stricker, “Busting the Members at the Core of Iran’s
Smuggling Networks for Nuclear, Missile and Conventional Military Goods,” Institute for Science and
International Security, Washington DC, February 16, 2010, <http://isis-online.org/isis-reports/detail/
busting-the-members-at-the-core-of-irans-smuggling-networks/>.
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procurement agents which saw them face consequences. Of those of the “inner core” procuring
aircraft parts amongst other goods, Ardebili and Khoshnevisrad have been jailed.' There have
been difficulties in other cases. These include Hong Kong’s release of Yousef Boushvash in
2008, indicted for operating a company in UAE which procured F-14 parts, and difficulties in
bringing Iran, and sometimes UAE-based, elements of smuggling networks to justice.'!

U.S. Government Attempts to Counter the Trade

In the early 1980s, the U.S. State Department launched “Operation Staunch,” seeking to
persuade allies to halt arms transfers to Iran. Although directed at weaponry being used by
Iran in its war with Iraq —particularly the ground war— it formed the backdrop to early efforts
to prevent procurement of aircraft parts. Since the early 1980s, U.S. authorities have played
an increasingly active role in export control enforcement related to the trade in U.S. legacy
aerospace parts. The nature of the trade in aerospace parts provides both challenges and
opportunities for enforcement.

All fighter aircraft parts were military goods for export control purposes until 2013 when
export control reform saw many parts moved to “dual-use” status.'”? After the final Tomcats
were retired in 2006, risk assessments were conducted of the 76,000 parts of the aircraft to
establish what could be sold to the U.S. public.'” This process suggested that 10,000 parts were
unique to the aircraft and definitely not appropriate for sale. 43,000 were said to be “general
hardware” and safe to sell. The remaining 23,000 parts fell into a gray area and were subject to
further study of security and economic trade-offs.'* Ambiguity regarding the risks and efforts
to obtain financial returns from selling parts on the domestic market certainly benefited Iranian
procurement efforts.

Parts can be nondescript and difficult for customs to identify, allowing traffickers to attempt to
confuse agents by mislabeling goods. However, the use of standardized part numbers and many
parts being unique to specific aircraft can aid enforcement efforts and increase the chance of
prosecution.'” For example, once identified, there is less ambiguity regarding the end-use of

120 These are listed as examples in Ibid.

121 For example, while a 2011 indictment saw a U.S. based individual jailed, no legal action could be taken
against three defendants in Iran. “Members of International Procurement Network Indicted for Supplying
Iran with U.S. Military Aircraft Components,” U.S. Immigration and Customs Enforcement News Release,
June 23, 2011, <https://www. justice.gov/opa/pr/members-international-procurement-network-indicted-
supplying-iran-us-military-aircraft>.

122 All fighter aircraft parts were listed on the U.S. Munitions List. Changes in 2013 saw parts not connected to
certain aircraft with “low observable features or characteristics” (the B—1B, B-2, F-15SE, F/A-18 E/F/G,
F-22, F-35, and future variants thereof; or the F—117) moved to the Commerce Control List. This means
that the export of these parts will be less stringently controlled. See “Federal Register / Vol. 78, No. 73 /
Tuesday, April 16,2013 available from <https://www.gpo.gov/fdsys/pkg/FR-2013-04-16/pdf/2013-08351.
pdf>. As noted below, Congress also legislated against providing export licenses for F-14 parts in 2007.

123 According to a U.S. Defense Logistics Agency official. See “Iran, China Seek Military Equipment from
Pentagon Surplus Auctions,” Associated Press, January 16, 2007.

124 TIbid.

125  For example, specific part numbers are sometimes named in indictments.
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these items as compared to many of the dual-use technologies used in WMD programs. That
F-14 parts are solely used by Iran—and that the F-4s and F-5s have a diminishing group of
operators —now also likely aids U.S. enforcement efforts.

U.S. government sources suggested that in the mid-1980s most investigations were triggered
following information from paid informants and cooperating industry sources.'” The way
enforcement actions have often spawned further investigations in recent cases suggests that
industry sources remain important. Requests for F-4, F-5, and especially F-14 parts likely raise
red-flags amongst industry aware of Iran’s aircraft inventory and procurement requirements.

The use of sting operations and “clandestine storefronts” in investigations has, as discussed
above, been prominent. Sting operations have a long history in law enforcement, but only
started to see extensive use in the late 1980s.!*” Stings on arms exporters took place as early
as 1984 when a U.S. agent halted a procurement attempt for chemical protection suits.'”® The
first sting on the public record relating to aviation parts was seen in 1985 and was the first of at
least 18."%° Successful “stings” offer several clear benefits. They see high probability of arrest
and high conviction rates, allowing undercover officers to gather evidence showing perpetrator
intent to supply, and knowledge that the activity is illegal.”** They also allow officers to collect
intelligence allowing for further enforcement activity, and can provide positive press coverage
to enhance public and industry awareness."*! The U.S. has also used undercover storefronts to
entice buyers and sellers. For example, around 2000, U.S. Customs launched an undercover
investigation including two “storefronts” in the U.S. and Austria.'*? The Austria-based store
netted at least three prosecutions in 2002.

Escalating Enforcement

In the mid-late 2000s, there appears to have been a noticeable upsurge in concern and
enforcement activity by the U.S. authorities. This heightened concern emerged from a collision
of several factors. The retirement of the F-14 from the U.S. Navy in September 2006 coincided
with a sense, at least in publicly available sources, that the trade in decommissioned Tomcat

126 In 1985, illegal exporters were said to be uncovered by paid informants in 54% of cases, and industry
sources in 34%. “Interview with U.S. Government Officials 02 February 1989 @ 0900” in Charles Gail
Roller and Dorothy May Major, “Ramifications of Illegal U.S. Arms Exports,” MA diss, Naval Postgraduate
School, 1989, p. 114.

127  See for example the California stings in 1987-9. Steven K. Frazier, The Sting Book: A Guide to Setting Up
and Running a Clandestine Storefront Sting Operation (Illinois, U.S.: Charles C. Thomas, 1994), p. 9.

128  Gaylord Shaw and William C. Rempel, “Billion-Dollar Iran Arms Search Spans U.S., Globe,” LA Times,
August 4, 1985.

129 Joel Brinkley, “Man Accused of Conspiracy to Sell Aircraft Parts to Iran,” New York Times, September 28,
1985.

130  Steven K. Frazier, The Sting Book: A Guide to Setting Up and Running a Clandestine Storefront Sting
Operation (Illinois, U.S.: Charles C. Thomas, 1994), pp. 9-17.

131 Ibid.

132 Brian Burnsed and Brian Grow, “Camnetics Manufacturing’s Checkered Career,” Bloomberg, October 1,
2008.
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parts had gone out of control.'”* In July 2006, a Government Accountability Office (GAO)
study had found that Tomcat parts were for sale in government liquidation sales auctions. An
undercover investigator had managed to purchase a variety of equipment, including “at least 12
digital microcircuits used in F-14 fighter aircraft.” '**

A further GAO report suggested in December 2006 that 295 sensitive items, (requiring
“demilitarization” through removal of key components or full destruction) including F-14 parts,
had been sold to the public, and a further 1,400 F-14 components which were less sensitive had
been sold to the public in February 2007."*> This sense that the situation was out of control was
furthered by reporting which suggested that parts seized in 2000 in the Multicore case had been
found during another search in December 2005 with the original evidence tags still attached.'*

The movement of the aerospace parts business online presents challenges and opportunities for
enforcement. In April 2008, a further GAO report found numerous defense related items for
sale on online marketplaces including an F-14 antenna.'*” Further illustrating this issue, in May
2006, British authorities seized a shipment of Iran-bound F-14 oxygen cylinders at Heathrow
airport which had been sourced on Ebay.'* Conversely, the movement of the trade online has
likely made it easier to establish virtual storefronts and to find suppliers with the goods and a
will to sell.

These concerns also manifested themselves as wider concerns about Iran’s nuclear program
and illicit procurement grew. The 2000s had already seen an upsurge in investigations.!* In
2006, U.S. enforcement officials noted that Iran was “becoming more organized” in its search
for military technologies.'* In 2007, the U.S. government launched a coordinated National
Counter-Proliferation Initiative.'*! In the following two years, the Department of Justice oversaw

133 Between 2005 and 2006, the U.S. retired around 200 of the jets, of around 633 produced for the U.S. Navy.
International Institute for Strategic Studies, Military Balance 2005 (UK: Routledge, 2005), p. 25.

134 A GAO employee used “a fictitious identity posing as a private citizen.” See “DOD Excess Property:
Control Breakdowns Present Significant Security Risk and Continuing Waste and Inefficiency,” U.S.
Government Accountability Office Report, GAO-06-943, July 25, 2006, p. 3.

135 “Sales of Sensitive Military Property to the Public,” U.S. Government Accountability Office Report, GAO-
07-929R, July 6, 2007, pp. 5-7.

136 “Iran, China Seek Military Equipment from Pentagon Surplus Auctions,” Associated Press, January 16,
2007.

137 The vendor’s recent customers were allegedly in Bulgaria, Hong Kong, and Russia. “Internet Sales:
Undercover Purchases on eBay and Craigslist Reveal a Market for Sensitive and Stolen U.S. Military
Items,” U.S. Government Accountability Office Report, GAO-08-644T, April 10, 2008.

138 “HMRC Foils Plot to Provide Restricted Military Equipment to Iran’s F-14 Force,” HM Revenue and
Customs Press Release, June 4, 2009.

139  Dave Sloggett, “The Global Reach of Iran’s Sanctions Evasion,” Jane’s Defense Weekly, May 30, 2012.

140  Stephen Bogni, acting Chief of the Arms and Strategic Technology Investigations Unit of ICE. Quoted
in John Pomftret, “Iran has Raised Efforts to Obtain U.S. Arms Illegally, Officials Say,” Washington Post,
April 17, 2006.

141 “Justice Department and Partner Agencies Launch National Counter-Proliferation Initiative,” U.S.
Department of Justice Press Release, October 11, 2007.
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nine major prosecutions involving procurement of parts for Iran’s U.S. origin fighters —around
a sixth of the cases found by the author in just a two-year period.'*

This growth in enforcement cases was also reflected more broadly in a growth of the number of
Homeland Security Investigations (HSI) counter-proliferation investigations and indictments
in the years after 2007."* HSI also successfully concluded Operation Shakespeare, a large-
scale sting against an Iranian military procurement agent, and as has been argued, “something
of a watershed” for the organization.'*

Other measures, besides prosecutions, were also taken around this time. In March 2007,
following a 17 month investigation, U.S. agents seized four F-14 jets which had been transferred
to private companies without being demilitarized, including three in museums and one held by
a TV production company.'** In the second half of 2007, the U.S. Congress passed symbolic
legislation which placed a prohibition on Department of Defense (DoD) sale of Tomcat parts,
except for exhibit in museums, and prohibition on export licenses for Tomcat parts to non-U.S.
persons or entities.'*® In July 2007, reports suggested that the DoD was planning to destroy the
remaining recently retired jets rather than send them to the boneyard.'*’

While extensive enforcement action has been undertaken, has it been effective? This depends
on the criteria used to judge results. Obviously, some of Iran’s aircraft have remained airworthy,
although it is unclear how. The issue of Iran’s ability to indigenize part manufacturing, as
discussed, also remains unclear. Goods have clearly made their way to Iran despite enforcement
efforts. Perhaps the most interesting aspect of these efforts is the amount of undercover
operations. It is unclear to what extent stings have been effective given that they have sometimes
targeted naive U.S.-based suppliers, and these cases are often the ones we hear about because
they yield prosecutions. There is also the question of the deterrent effect that these stings have
had amongst elements of the broader aerospace spare parts industry.

Conclusion

This study has pinpointed some major sources of supply for Iran’s Air Force. The successful
procurement rings outlined above have clearly been a source of numerous parts to keep the
IRIAF’s Tomcats, F-5s, and F-4s flying. However, the degree to which this is the case is unclear

142 “Iran Sanctions: Complete and Timely Licensing Data Needed to Strengthen Enforcement of Export
Restrictions,” U.S. Government Accountability Office Report, GAO-10-375, March 2010, p. 15.

143 It should be noted that this is an unclear measurement of the effectiveness of enforcement. See John
Shiffman, Operation Shakespeare: The True Story of an Elite International Sting (U.S.: Simon and
Schuster, 2014), p. 246.

144 TIbid.

145 “ICE and Defense Department Investigators Seize Four F-14 Fighter Jets,” ICE News Release, March 6,
2007.

146  National Defense Authorization Act for Fiscal Year 2008, U.S. House of Representatives, Section 1035,
U.S Government Publishing Office, December 2007, <https://www.gpo.gov/fdsys/pkg/CRPT-110hrpt477/
html/CRPT-110hrpt477 .htm>.

147 *“U.S. to Junk Dozens of Outdated F-14s to Deny Iran Parts,” San Diego Union Tribune, July 3,2007.
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because of a lack of clarity regarding Iranian reverse engineering or indigenization of production
of aircraft parts. Also, while some significant sources of supply have been pinpointed, those
cases detailed in open sources are likely only the tip of the iceberg. The combined value of the
successful cases (adjusted to 2017 value) is likely less than $100 million USD, with a large
proportion—over half —being transferred as part of the U.S. Navy ring in the early 1980s.
More recent cases uncovered have constituted smaller successful rings.

Several factors have shaped Iranian trafficking rings, including the prevalence and location of
the goods and the perceived benefits of transshipment hubs. Amongst the successful cases where
goods were transferred to Iran, there are clear Iranian connections, often through nationality
or former nationality. Several buyers stung also had clear Iranian connections. A couple of
other common characteristics were identified across those willing to sell U.S. manufactured
aircraft parts to Iran. This included cases involving family connections and several involving
individuals with a previous history of involvement in transferring goods to Iran or black and
gray market arms dealing.

Quashing the trade in aviation parts—particularly those for the Tomcat—has clearly been an
area of focus for U.S. authorities. The main takeaway regarding U.S. enforcement efforts is the
clear prevalence of undercover operations. The prevalence of sting operations in open sources,
particularly against U.S.-based suppliers rather than those against Iranian procurement agents
which make it into the public domain less frequently, has implications for researchers. Sting
operations, while providing insights into those who might willingly sell to Iran, are to some
extent opportunities orchestrated by law enforcement and are more telling of U.S. approaches
to enforcement than Iranian illicit procurement activities.

The success of U.S. export enforcement efforts depends on the criteria against which they
are judged. Such efforts have certainly not completely stopped the flow of U.S. aircraft parts
to Iran. More resources could always be used to gather intelligence on illicit transactions,
investigate violations, and conduct enforcement actions. However, it is unrealistic to think that
enforcement efforts can detect and disrupt all perpetrators of criminal activity, and enforcement
efforts can have other roles. For example, a key aspect of efforts to prevent criminal behavior
in relation to export controls—as well as crime more broadly —is deterrence through the threat
of prosecution, prison terms, and fines. These deterrent effects of enforcement are difficult to
quantify. More broadly, coming to a full judgment on the importance of illicit procurement
to Iran’s Air Force and the effectiveness of U.S. enforcement is impossible without a full
picture of the networks that supply the program and an understanding of the success of Iran’s
indigenization efforts, although valuable insights into Iran’s military procurement networks
can clearly be gained from open sources.
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Abstract

The norm against the use of chemical weapons has moved dangerously close to coming
undone, making controlling the transfer of items related to chemical weapons more important
than ever. Unfortunately, implementation of the obligations to control such transfers under
the Chemical Weapons Convention (CWC) and United Nations Security Council resolution
1540 (2004) remains low. The lack of an easily grasped analytic tool of sufficient quality to
compare national implementation of these obligations has hampered understanding of this
low rate of implementation and how to increase it. Using data collected by the UN Security
Council’s 1540 Committee on 54 indicators of strategic trade controls on chemical weapons
related materials, this article uses two conceptual approaches and one data-driven approach
to develop three indices of chemical weapons strategic trade control implementation. These
three indices generate closely related and robust rankings for all 193 UN Member States.
A weighted index then demonstrates how the indices can be used by practitioners to focus
outreach and assistance efforts and how researchers might use them to increase understanding
of the determinants of export controls.

Keywords
Chemical Weapons Convention, dual-use items, implementation index, strategic trade controls,
United Nations Security Council resolution 1540

Introduction

Not since the days of the 1980-1988 Iran-Iraq war has the norm against the use of chemical
weapons looked so frayed. The alleged use of chemical weapons by both state and non-state

1 Richard T. Cupitt is a Senior Associate and Director of the Partnerships in Proliferation Prevention program
at the Stimson Center and a Visiting Scholar at the Pritzker School of Law at Northwestern University.
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actors in Syria and Iraq (and the failure so far to bring those accountable to justice), the sharp
increase in incidents of chemical weapons terrorism worldwide since 2013 (including incidents
in twenty countries besides Syria and Iraq), and the recent assassination of Kim Jong-nam
reportedly with VX at the behest of the DPRK regime, threaten to undermine the progress
made in ridding the world of chemical weapons programs and chemical weapons stockpiles.?
More widely used historically and more easily produced and deployed than biological, nuclear,
or radiological weapons, preventing the use and proliferation of chemical weapons presents its
own unique challenges. With the norm against their use under stress, controlling the transfer of
items related to chemical weapons has taken on the renewed importance of ensuring the non-
reemergence of chemical warfare.

42
35
28
21

14

Table 1: Frequency for chemical weapon terrorist incidents, 1970-2016°

There are two key international legal instruments with obligations to prevent transfers that
facilitate chemical weapons proliferation. The 1993 Chemical Weapons Convention (CWC)
prohibits the development, production, stockpiling, and use of chemical weapons. In support
of these objectives, the OPCW monitors trade in certain toxic chemicals and their precursors.*

2 “Fact-finding Mission Reports,” Organization for the Prohibition of Chemical Weapons, <https://www.
opcw.org/special-sections/syria/fact-finding-mission-reports/>; “OPCW Executive Council Condemns
Chemical Weapons Use in Fatal Incident in Malaysia,” Organization for the Prohibition of Chemical
Weapons, March 10, 2017, <https://www.opcw.org/news/article/opcw-executive-council-condemns-
chemical-weapons-use-in-fatal-incident-in-malaysia/>.

3 “Global Terrorism Database,” National Consortium for the Study of Terrorism and Responses to Terrorism
(START), University of Maryland, 2017, <https://www.start.umd.edu/gtd>.

4 Chemical Weapons Convention, Organization for the Prohibition of Chemical Weapons, <https://www.
opcw.org/chemical-weapons-convention/download-the-cwc/>.
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Under UN Security Council resolution (UNSCR) 1540 (2004), all UN Member States must
adopt and enforce appropriate effective export controls on “related materials” to reduce the
risk posed by this threat, as well as a range of other obligations to account for and secure such
items.” Although the Security Council adopted the resolution under Chapter VII of the UN
Charter, which makes its obligations binding on all UN Member States, and with the nearly
universal adherence to the CWC and its obligations, many states have yet to implement their
nonproliferation export control responsibilities fully or even at all.®

Understanding this problem—and how to solve it—has been hampered by a lack of an
easily grasped analytic tool to compare states in their implementation of chemical weapons
nonproliferation export controls. In that regard, composite indices have many attractions
for use in international governance.” Done well, they can make complex state behaviors and
other phenomena easier to grasp by policy makers and the public. By using clearly defined
methodologies and open-source data, indices can promote transparency in governance and robust
scientific and policy debates based on consistent and comparable evidence. In practice, global
governance indices permit comparisons across states and over time, which allows observers to
cluster states into different categories, detect outliers, identify trends, and focus attention on
specific states or measures. Even the anticipation of increased domestic and external pressures
and reputational risk has prompted policy-makers to get an improved “score” on indices.®

This article develops three composite indices of national measures to prevent the transfer of
chemical weapons and control the transfer of chemical weapons “related materials” based
on trade indicators for each UN Member State produced by a subsidiary body of the UN
Security Council, informally known as the 1540 Committee. The author develops a conceptual
framework of what constitutes strategic trade controls matched with two indices of strategic
trade controls on chemical weapons related materials. The author also develops a data-driven
approach, using principle components analysis, to build a third chemical weapons strategic
trade index, which correlates closely with the other two indices. This makes an important
contribution to existing literature by empirically buttressing the conceptual framework for what

5 The resolution defines related materials as “materials, equipment and technology covered by relevant
multilateral treaties and arrangements, or included on national control lists, which could be used for the
design, development, production or use of nuclear, chemical and biological weapons and their means of
delivery.” See United Nations Security Council Resolution 1540, S/RES/1540, New York, April 2004.

6 “Approximately 70 states parties to the CWC—which is about 36% —have not yet fully adopted the national
legislation which is required to properly implement the Convention,” remarks by Veronika Stromsikova,
Director, Office of Strategy and Policy, OPCW, EU Non-Proliferation and Disarmament Conference,
Special Session Nine, November 4, 2016 <https://www.iiss.org/en/events/eu-conference/sections/eu-
conference-2016-c74a/special-sessions-4fbe/special-session-9-ade7>.

7 See, for example, Judith Kelly and Beth Simmons, “Politics by Number: Indicators as Social Pressure
in International Relations,” American Journal of Political Science, 59:1 (2015), pp. 55— 70; Sally Engle
Merry, Kevin E. Davis, and Benedict Kingsbury, The Quiet Power of Indicators: Measuring Governance,
Corruption, and Rule of Law (New York: Cambridge University Press, 2015); Kevin E. Davis, Angelina
Fisher, Benedict Kingsbury, and Sally Engle Merry, eds., Governance by Indicators: Global Power
through Classification and Rankings, (Oxford: Oxford University Press, 2012); and Kevin Davis, Benedict
Kingsbury, and Sally Engle Merry, “Indicators as a Technology of Global Governance,” Law & Society
Review, 46:1 (2012), pp. 71— 104.

8 Judith G. Kelley, Scorecard Diplomacy: Grading States to Influence their Reputation and Behavior (New
York: Cambridge University Press, 2017).
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constitutes strategic trade controls. In two examples, the author then uses one of the indices
to demonstrate how practitioners might use a chemical weapons strategic trade index to hone
export control outreach and assistance programs and how researchers might use such indices to
better understand the determinants of export controls.

The attractions of composite indices, defects in construction, and interpretation of indices may
prompt overly simplistic conclusions by consumers of the information, further erroneously
justified as being more “scientific” or “legitimate” than other evidence. Arguably, for these
reasons alone, indices should not aim to generate conclusions, but instead create benchmarks
for starting discussions.” The following sections attempt to avoid common pitfalls by following
the methodology for developing a composite index found in the 2008 OECD Handbook on
Constructing Composite Indicators: Methodology and User Guide, including developing
a theoretical framework, data selection, multivariate analysis of the structure of the data,
normalizing the indices, assessing robustness and sensitivity, linking findings to other variables,
and presentation.'’ Implications of this classification for potential action, including further
research that can strengthen of global efforts to prevent chemical weapons proliferation, will
be closely discussed.

Conceptual Framework

The nearly universal adherence to the CWC and the universal application of UNSCR 1540
means that chemical weapons effectively face a prohibition on their use and transfer and
that states must account for and destroy existing stockpiles of chemical weapons, including
abandoned chemical weapons. Those seeking chemical weapons might try theft and smuggling
of such weapons, but such operations are both expensive and carry a high-risk of exposure
compared to exploiting legitimate commerce channels for illicit purposes.

Instead of smuggling, proliferators prefer to acquire the goods, technologies, and services
needed to produce or assemble chemical weapons through normal commercial or scientific
channels, masking the intended end-use and end-user to allay suspicions.!" Typically these
“dual-use” items have widespread commercial or scientific uses, but they also have military
applications. Preventing proliferators from acquiring dual-use items creates more numerous
challenges than the weapons themselves. States cannot prohibit the transfer of dual-use items
without imposing serious costs on legitimate commerce and scientific collaboration. For
example, trimethyl phosphate, a Schedule 3 chemical under the CWC and a precursor for
nerve agents, is used in the production of certain common pesticides, fire retardant materials,

9 Michela Nardo, Michaela Saisana, Andrea Saltelli, Stefano Tarantola, Anders Hoffmann, and Enrico
Giovannini, Handbook on Constructing Composite Indicators: Methodology and User Guide (Paris:
OECD Publishing, 2008).

10 Ibid. The Handbook methodology also covers the important topic of imputation of missing data. In this
study, however, the 1540 Committee has data for each variable for each State.

11 Jonathan B. Tucker, “Trafficking Networks for Chemical Weapons Precursors: Lessons from the Iran-Iraq
War of the 1980s,” Occasional Paper No. 13, Monterey, CA: Monterey Institute of International Studies,
November 2008, <http://www.nonproliferation.org/13-trafficking-networks-for-chemical-weapons-precur
sors-lessons-from-the-iran-iraq-war-of-the-1980s/>.
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nylons, coating additives, dyestuffs, and whiteners, among other products.'> States instead
try to exercise controls on the transfers of dual-use items, attempting to identify and halt the
relatively few illicit transactions while facilitating—or at least doing no harm to—the much
larger flows of legitimate transactions.

Conceptually, at least through the Cold War, export controls consisted of the laws, regulations,
policies, and actions (including enforcement measures) that states exercised to govern the
export of such strategic items across a national border or out of a customs jurisdiction, often
targeting specific nations, such as the export controls Western states used against the Soviet
Union and its allies. These controls generally applied to a list of physical goods, later adding
less tangible items, such as technical know-how.

Despite the lengthy history of export controls and the increase in multilateral export control
arrangements and international obligations to prevent WMD proliferation in recent decades,
no broadly agreed standard of the measures states need to employ to have an effective
nonproliferation export control system exists.!* As Dill and Stewart argue, this diversity in
part reflects an understanding that the standard model of export controls no longer seems well-
suited to the characteristics of the global economy, such that two broader conceptions of export
controls on dual-use items, “strategic trade controls,” and “strategic trade management” have
arisen to challenge the traditional model."

The concept of strategic trade controls expands the traditional notion of national security or
strategic export controls to add several new elements: border controls; controls on transit and
transshipment; including customs and intelligence services; industry outreach on compliance;
and possibly import and extraterritorial controls.!® Strategic trade management includes all of
the elements of strategic trade controls but adds consideration of other non-security objectives,
especially economic goals.'® Surely, traditional export controls often incorporated economic
objectives, such as seeking to avoid unnecessary disruptions of normal trade.'” The perspective
of strategic trade management, however, sees such controls as primarily contributing to
international security, but doing so in a manner that allows greater access of commercial
enterprises of a country to trade partners, investment, and advanced technologies.

12 “List of Most Traded Chemicals 2017,” Organization for the Prohibition of Chemical Weapons, November
18, 2016, <https://www.opcw.org/fileadmin/OPCW/VER/List_of_Most_Traded_Scheduled_Chemicals_
ordered_by_CAS_RN.pdf>.

13 Catherine B. Dill and Ian J. Stewart, “Defining Effective Strategic Trade Controls at the National Level,”
Strategic Trade Review, 1:1 (Autumn 2015), p. 4.

14 Ibid., pp. 5-6.
15 Ibid.
16 Tbid.

17 Richard T. Cupitt, Reluctant Champions: U.S. Presidential Policy and Strategic Export Controls, Truman,
Eisenhower, Bush and Clinton (New York: Routledge, 2000).
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Modern History of Strategic Trade Controls on Chemicals

Building on the multilateral trade control systems that served the victors in World Wars I and
II, modern multilateral export control arrangements emerged during the Cold War with the
Coordinating Committee (COCOM) that the Western allies used to prevent the transfer of
items that would strengthen the Soviet and later the Chinese militaries.'® This included controls
on a range of chemicals and chemical production items that could assist in the manufacture of
nuclear, chemical and other weapons, also including chemical weapons themselves in the lists
of controlled items."

The East-West focus of COCOM controls, however, did little to stem the widespread use of
chemical weapons in the 1980s Iran-Iraq War, particularly troubling as Iraq obtained much
of its CW materials through legal chemical industry trade. In response, several states adopted
new measures to license the export of certain chemicals and related manufacturing facilities
and equipment. Knowing that it would take substantial time to negotiate and adopt a more
formal treaty regime, 15 countries and the European Commission met in Brussels in 1985
to establish an informal arrangement designed to help states coordinate and harmonize these
export control efforts, in what came to be called the Australia Group.?® The participants agreed
that the measures must follow three principles: be effective, be practical, and not interfere with
normal trade for legitimate purposes, but only if they had a specific concern about diversion
for chemical (and later biological) weapons purposes. Somewhat controversially, the Australia
Group participants have maintained, and even expanded, their more extensive CW export
control efforts after the coming into force of the CWC, arguing that their controls support and
do not contravene the provisions of the convention.

One of the great fruits of the end of the Cold War, the 1993 CWC, made declarations and
oversight on the export (and import) of certain toxic chemicals and their precursors obligatory
for State Parties to the convention. The CWC contains three schedules (lists) of these toxic
chemicals and their precursors, although the prohibitions on the use of chemical in warfare
apply to all toxic chemicals and their precursors not used for the peaceful purposes not
prohibited by the convention.?! The nonproliferation strategic trade control provisions of the
treaty, however, contain general prohibitions (i.e., Article 1.1(a) prohibits Parties to transfer
chemical weapons and Article I.1.(d) prohibits States assisting those seeking chemical weapons)
and specific controls (e.g., State Parties can transfer (but not retransfer) Schedule 1 chemicals
(i.e., chemicals that have been used or can easily be used as chemical weapons and have very

18 Ibid., Michael Mastanduno, Economic Containment: Cocom and the Politics of East-West Trade, Cornell
Studies in Political Economy (Ithaca: Cornell University Press, 1992).

19 For example, see Lewisite and Phosgene among other items in Group M, List I, Board of Trade, “Trade
with the Soviet Bloc: Lists of Goods Controlled for Strategic Reasons,” Board of Trade Journal,
October 16, 1954, pp. 782-789, in documents uploaded by Samuel Evans, <https://www.scribd.com/
document/19569809/CoCom-Lists-1954>.

20  “Chemical Weapons Arms Control Chronology of Key Events: 1925-1992.” U.S. Arms Control and
Disarmament Agency, Issue Brief, Washington, DC: USGPO. Australia chaired discussions as early as
January 1984, after Iran first maintained that Iraq was using chemical weapons against Iranian forces to the
United Nations in November 1983. The Australia Group added biological weapons related items in 1990.

21 Chemical Weapons Convention, Organization for the Prohibition of Chemical Weapons, <https://www.
opcw.org/chemical-weapons-convention/download-the-cwc/>, Article 1I.
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limited commercial uses) only to other State Parties. The treaty also establishes a routine but
complex system of declarations and inspections to monitor the transfer of toxic chemicals and
their precursors (i.e., chemical reactants that take part in the production of a toxic chemical)
under Part VII.A.1 and A.8 b-c, and e.3 (about Schedule 2 declarations of imports and exports)
and Part VIII.A.1 (for Schedule 3 declarations).”? Although the OPCW Technical Secretariat
seeks to confirm the accuracy and completeness of industry declarations and has expanded
cooperation with the World Customs Organization and other trade bodies, discrepancies in the
declarations continue to plague the process.”

Despite the success of the CWC in requiring states to verifiably dismantle their chemical
weapons programs and destroy their chemical weapons stockpiles, gaps in the efforts to
prevent WMD proliferation, including chemical weapons, soon became apparent. The attacks
of September 11,2001 and efforts by Al-Qaeda to acquire WMD and the role of the A.Q. Khan
network in proliferating nuclear weapons related goods, technologies, and services alerted the
international community to the troubling nexus emerging between non-state actors, economic
globalization, and WMD proliferation.

To respond to these new concerns, the UN Security Council adopted resolution 1540 on April
21, 2004. The Council specifically drafted the resolution to close gaps then identified in the
international nonproliferation legal regime, including the limited export control obligations in the
CWC, especially in preventing the proliferation of WMD to terrorists and other non-state actors.**

With over two hundred obligations and recommendations binding on all UN Member States to
prohibit certain activities and control others, the resolution included a range of export control
provisions. Most appear in Operative Paragraph 3, where Member States shall “take and enforce
effective measures” to control related materials, and especially in 3(d), where all states must:

Establish, develop, review and maintain appropriate effective national export and
trans-shipment controls over such items, including appropriate laws and regulations
to control export, transit, trans-shipment and re-export and controls on providing
funds and services related to such export and trans-shipment such as financing,
and transporting that would contribute to proliferation, as well as establishing
end-user controls; and establishing and enforcing appropriate criminal or civil
penalties for violations of such export control laws and regulations

22 Ibid., Articles I and Parts VII and VIII.

23 Mirko Sossai, “Article VI: Activities not Prohibited under the Convention,” in Walter Krutzsch, Eric Myjer
and Ralf Trapp, eds., and Jonathan Herbach, assistance editor, The Chemical Weapons Convention: A
Commentary (Oxford Commentaries on International Law, Oxford: Oxford University Press, 2014), pp.
173-194.

24 William H. Tobey, “A History of United Nations Security Council Resolution 1540,” in Daniel Salisbury,
Ian Stewart and Andrea Viski, eds., Preventing the Proliferation of WMDs: Measuring the Success of UN
Security Council 1540 (Palgrave Pivot Series, London: Palgrave Macmillan, forthcoming); Richard T.
Cupitt, “Capstone and Mortar: Notes on the Creation of UNSCR 1540,” 1540 Compass, Special Edition, 6
(2014), pp. 5-12.

25 United Nations Security Council Resolution 1540, S/RES/1540, New York, April 2004, p. 3.
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Additionally, Operative Paragraph 3(c) requires states to control brokering in related materials,
as well as exercise border controls to combat relevant illicit trafficking. The export control
recommendations of the resolution derive from Operative Paragraphs 6 and 8. Operative
Paragraph 6 calls upon states to develop national control lists. Operative Paragraph 8(d) calls
upon states to work with and inform industry and the public regarding their obligations.

The resolution also established a subsidiary body of the UN Security Council, informally known
as the 1540 Committee, to monitor and facilitate efforts by UN Member States to implement
these obligations. Although without sufficient resources or mandate to conduct an inspection
or verification regime, by early 2005, the 1540 Committee began collecting data from UN
Member States on nearly 400 different questions related to the wide range of legal obligations,
recommendations and indicators relevant to effective implementation of the resolution.?® The
1540 Committee organized the data it collected into a “matrix” for each Member State (at
first only for those submitting reports to the Committee, but now prepared by the Committee
for every UN Member State).?” Using this data, the 1540 Committee issued reports on the
implementation of the resolution to the UN Security Council in April 2006, April 2008, April
2011, and in December 2016 (as part of its 2" Comprehensive Review.)*®

The export control provisions of UNSCR 1540 appear to identify four types of elements of
effective export controls. First, states must have a legal framework to control the activities
identified in 3(c) and 3(d), which covers exports and more, such as controls on brokering,
transit, transshipment, re-exports, financing. Second, states must have and enforce penalties
for violations of this legal framework. Third, states should have control lists. Finally, states
should conduct outreach to industry and the public. Conceptually, the first and fourth elements
set the resolution firmly within the realm of strategic trade controls rather than traditional
export controls. At the same time, the resolution also falls short of endorsing the concept of
strategic trade management. Not only do the Operative Paragraphs of the resolution not refer to
economic issues, the one mention of non-security goals in the preamble affirms that the “goals
of peaceful utilization should not be used as a cover for proliferation.”*

The 1540 Committee also identified a fifth element of effective export controls, namely that
states should have licensing policies and procedures on related materials. This element arose
through the approach of the 1540 Committee in developing its primary tool for organizing
its data on the status of implementation of the resolution—the 1540 Committee Matrix. The
matrix contains data fields well beyond the obligations and recommendations of the resolution,

26 The matrix has undergone several minor revisions, mainly in presentation style rather than substance of the
data collected. “1540 Matrix,” 1540 Committee, United Nations, <http://www.un.org/en/sc/1540/national-
implementation/1540-matrices.shtml>.

27 1540 Committee, United Nations, <http://www.un.org/en/sc/1540/national-implementation/1540-matrices/
committee-approved-matrices.shtml>.

28  “Committee Reports to the Security Council,”1540 Committee, United Nations, <http://www.un.org/
en/sc/1540/resolutions-committee-reports-and-SC-briefings/committee-reports-to-the-security-council.
shtml>. The 1540 Committee also provide updated data in their Annual Review Reports on a much more
limited basis, which it began issuing in 2012. See “Annual Report Review,” 1540 Committee, United Nations,
<http://www.un.org/en/sc/1540/comprehensive-and-annual-reviews/annual-review-reports.shtml>.

29 United Nations Security Council Resolution 1540, S/RES/1540, New York, April 2004.
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including some indicators for export controls, as the 1540 Committee drew upon additional
information Member States submitted in their initial reports on national implementation to the
Committee. For these initial reports, the 1540 Committee provided little specific guidance
on what information states should include on measures they had taken to implement the
resolution. Consequently, states described what they believed represented important measures
to implement the resolution, even if not specifically identified in the text of the resolution. As
well as required measures identified in the text of the resolution, the 1540 Committee also
used what states said they had done to implement the resolution in creating fields in the 1540
Committee Matrix, i.e., a causal ontological approach to data gathering.

The impact of this causal ontological approach is most readily apparent in the export control
section of the 1540 Committee Matrix, which contains many indicators not found in the resolution
text. The need for national government regimes to license transfers of related materials stood
out in many of the reports, particularly those from adherents to key multilateral export control
arrangements.”! Australia Group participants, for example, invariably referenced the Group and
its practices in their initial reports to the 1540 Committee. Although the Australia Group did
not originally have specific guidelines on licensing, its raison d’étre was to coordinate national
licensing mechanisms (and national control lists), so its participating Member States typically
refer to their licensing regimes in their reports. Even states not members of the Australia
Group adhere formally or informally to the Australia Group guidelines and lists.*> Even non-
members or non-adherents of the Australia Group or the other major supplier arrangements
(or the European Union) often referred to government licensing regimes in place for arms
or hazardous chemicals. The decision to include indicators of a licensing element seems
particularly warranted as several states and international bodies have subsequently submitted
documents on effective strategic trade control practices to the Committee that, although much
more granular, include effective licensing practices, as well as referring to several other export
control indicators found in the matrix, such as catch-all controls or controls on intangible
transfers of technology.*

30 Richard T. Cupitt, “Nearly at the Brink: The Tasks and Capacity of the 1540 Committee,” Arms Control
Today, 42:7 (September 2012), <https://www.armscontrol.org/act/2012_09/Nearly-at-the-Brink-The-
Tasks-and-Capacity-Of-the-1540-Committee>.

31 The Australia Group, the Missile Technology Control Regime, the Nuclear Suppliers Group, the Wassenaar
Arrangement, and to a lesser extent, the Zangger Committee. Although the text of UNSCR 1540 does
not mention or endorse the export control arrangements by name, it welcomes the contribution of such
arrangements in the preamble and its definition of “related materials” implicitly refers to the control lists
of such arrangements.

32 For example, Kazakhstan and Israel claim to adhere officially. See “Australia Group Adherents,” Australia
Group, <http://www.australiagroup.net/en/adherents.html> and “2005 Australia Group Plenary,” Australia
Group, <http://www.australiagroup.net/en/agm_april2005 .html>.

33 See, for example, the United States, Iraqi, and joint Australia and German submissions on experiences
shared, lessons learned and effective practices to the 1540 Committee, “Experiences Shared, Lessons
Learned, and Effective Practices,” 1540 Committee, United Nations, <http://www.un.org/en/sc/1540/
national-implementation/experiences-shared-lessons-learned-and-effective-practices.shtml#submissions-
states>; “National Good Practices,” Nuclear Suppliers Group, <http://www.un.org/en/sc/1540/documents/
NSG%?20Letter%20re%20effective%20practices%202014 .pdf>.
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Operationalizing Concepts and Data Selection

Since 2004, the 1540 Committee has organized a vast amount of data from UN Member States
in its matrices, including information on implementation of the five elements of effective export
controls noted above, i.e., a legal framework, enforcement, control lists, outreach with industry,
and licensing. However, the Committee has imposed upon itself two major restraints in using
its data. Over the years, the 1540 Committee has favored cooperative engagement in its efforts
to gather data and facilitate implementation. As a practical consequence, the 1540 Committee
only reports on global aggregates of national measures in individual matrix data fields, such as
the total number of states with export control legislation on chemical weapons related materials.
This is helpful in scoping out global progress in implementation of the resolution and other
nonproliferation instruments. However, understanding how to foster fuller implementation of
such obligations will almost certainly favor analysis at the state over the international level,
which the 1540 Committee does not do publicly.

The Committee does use its matrices as a tool in its constructive engagement with Member
States, sharing the national matrix during the data collection phase and in subsequent
discussions with the government, prospective assistance partners, and other international or
regional bodies. Even so, the complexity of the matrix —and the resolution —often makes these
discussions difficult. In most states, the laws, regulations, policies, and practices identified
in the matrix will affect many different government agencies, many of which may not have
regular mechanisms for information sharing, cooperation, or coordination that implementing
the resolution, or simply reporting on national implementation, may require. This complexity
also makes it more difficult to explain the issues and explore or even identify potential solutions
with policy-makers, parliamentarians, assistance partners, and the international community.

Fortunately, the 1540 Committee has made its latest (2015) matrices for all 193 UN Member
States available on its website, which arguably constitutes the most comprehensive open
source compilation of data on national WMD nonproliferation laws, regulations, policies, and
practices to date. This transparency allows for a potential solution to the level of analysis
and complexity problems through the development of composite indices of state measures to
implement the resolution, including indices on strategic trade controls.

Before examining the indicators for these five elements of an effective strategic trade control
system in the 1540 Committee matrices, the limits of the data and the constraints on the
Committee require further examination. Foremost, the 1540 Committee does not conduct on-site
evaluations of national measures to implement the resolution, including national export control
systems.** Besides the prohibitive expense of having the skills, time, and resources to conduct
the qualitative empirical research required for evaluations of all 193 UN Member States, many
states likely would not cooperate and preclude on-site information gathering. In practice, the
experts that serve the 1540 Committee draw on the information that states submit to the 1540
Committee on their efforts to implement the resolution, supplemented by official information
generated by the state online or official documents, such as a legal gazette or agency webpages,

34 Richard T. Cupitt, “Nearly at the Brink: The Tasks and Capacity of the 1540 Committee,” Arms Control
Today, 42:7 (September 2012), <https://www.armscontrol.org/act/2012_09/Nearly-at-the-Brink-The-
Tasks-and-Capacity-Of-the-1540-Committee>.
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data openly provided to international bodies, along with information garnered through dialogue
with officials in-country (if invited) or elsewhere, to prepare the matrices.

Further, the Committee does not assess the quality of the national measures they identify in
terms of international or regional standards, if they exist, but merely the presence or absence of
a measure that has some relevance to an indicator in the matrix.*” Typically, the experts examine
measures that states have reported or that they have found, such as the text of a law, to see if
they can find correspondence between the measures and fields in the matrix. For example, the
export control section of the matrix contains a row field labeled “Export control legislation in
place” and two adjacent columns labeled “National legal framework™ and “Enforcement: civil/
criminal penalties and measures of implementation,” each with several sub-columns, including
“Yes” and “If Yes, source document” sub-columns for chemical weapons (CW) under each.
If the text of one or more laws, decrees or regulations of that State establishes control over
at least some CW related materials (i.e., dual-use items), then an “X” goes in the “Yes” sub-
column for national legal framework, along with a reference to the specific legal provision.
If laws, decrees or regulations contain a penalty for violations, then an “X” goes in the “Yes”
sub-column for enforcement, along with a reference to the specific provision in the law. In
addition, the state may have provided additional information (although much more rarely)
on enforcement actions, such as investigations, prosecutions and convictions, which would
warrant an “X” and a source reference. For the data fields that are unlikely to contain legal
violations per se, such as the inclusion of technologies in control lists, the experts instead look
for evidence of implementation, for example, that the list enumerates some technologies as
controlled. Critically, the presence of an “X” means only that the Committee agreed that that
state has a relevant measure in place —it says nothing otherwise about the quality or sufficiency
of the measure or the effectiveness of implementation. In every case, the Committee has shared
a draft version of their matrix with the state for its comments. If dialogue cannot resolve
disagreements on data entries, the 1540 Committee version stands.

Although limiting, similar constraints have not impeded development of useful indices for
other international issues. Judith Kelly, for example, provides ample evidence that scoring
the adoption of laws, regulations, and policies made by states to implement international
commitments generally have a positive effect in fostering improved implementation when
coupled with efforts to engage states diplomatically with possible solutions, next steps and
assistance.** Such indices do not attempt to measure the scope of a problem or effectiveness
of implementation, which may have many endogenous causes and which may be nearly
impossible to measure. Instead, these indices treat the presence of laws, et cetera, as indicators
of the level of effort states (and their officials) make. These indices can have a direct impact on
the reputation of states and their officials.?’

35 Assessing national measures in terms of international nonproliferation standards in an index or evaluation
process. The Nuclear Threat Initiative, in constructing its Nuclear Security Index, <http://www.nti.org/
analysis/reports/2016-nti-nuclear-security-index-report/> and the 4th Round of the Mutual Evaluation
Report process of the Financial Action Task Force <http://www fatf-gafi.org/media/fatf/documents/
methodology/FATF-4th-Round-Procedures.pdf>, stand out as rare exceptions.

36 Judith G. Kelley, Scorecard Diplomacy: Grading States to Influence their Reputation and Behavior (New
York: Cambridge University Press, 2017).

37 Ibid.
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To select data to develop indices of the effort to implement the strategic trade elements
of resolution 1540, the author reviewed a template of the matrix format used by the 1540
Committee for the 2" Comprehensive Review. Four of the five conceptual elements of strategic
trade control laws correspond to data in multiple rows in the matrix template, all of which
appear in the matrix section for OP 3(c) and (d).

* Law and Regulation. The resolution obliges states to have a legal framework to control
related materials in export, transit, transshipment, and re-export, along with the authority
to control financial and transport services for such activities, as well as brokering activities,
border controls, importation, and extraterritorial applicability. These correspond to the data
in rows 1, 3,5, and 20-24 for the national legal framework for CW in the OP 3(c) and (d)
section of the 2015 matrices. It also has indicators for end-user controls (data row 17), for a
legal framework to manage the intangible transfer of controlled items (data row 19), provide
for extraterritorial application (e.g., citizens operating outside the national jurisdiction, data
row 26), and an indicator for import controls (data row 25), as many states, especially
those that did not export controlled items, saw import controls as important for preventing
diversion either internally or through transit, transshipment, or re-export transactions. Total
indicators: 12.

» Enforcement. Explicitly, the resolution obliges states to have civil or criminal penalties in
place for violations of such laws and regulations in addition to indicators of penalties for
violations of each of the nine elements of the legal and regulatory framework described
above (i.e., the enforcement sub-column of data rows 1, 3, 5, 17, 19-26). Implicitly, the
resolution suggests that states need one or more entities to detect, investigate, and prosecute
alleged violations, which argues for including data rows 2 and 4 for both sub-columns
(legal framework and enforcement). Total indicator fields for enforcement: 16.

» Control Lists. Specifically recommended in the resolution and implicitly so in the definition
of related materials, states expressed the need for national control lists that contained not
only goods but also technologies. The matrix contains four indicators relevant to export
control lists (i.e., the existence of one or more control lists of related materials, a framework
for updating of lists, and inclusion of technologies and means of delivery in the lists appear
in both sub-columns for data rows 13-16). Total indicator fields for control lists: 8.

* Licensing Policies and Practices. Many states indicated that an effective export control
system, especially to exercise end-user controls, requires licensing provisions in the legal
framework, a mechanism for licensing individual transactions, and a national licensing
authority (data rows 6,7 and 11). At the same time, an effective system will also minimize
disruption of normal trade, so many states reported allowing for general licenses for some
exporters to export items with fewer restrictions to some end-users, and for exceptions,
such as not to interfere with basic scientific research (data rows 8 and 9). States also argued
for an interagency review of licenses to consider the implications for foreign, economic,
diplomatic, intelligence, law enforcement and national security objectives of a license
(data row 12). States reported on the need to exercise “catch-all” controls, i.e., controls
on transactions involving items that fall below the thresholds identified on the lists if
proliferation concerns arise about the end-use or end-user in the transaction, arguing that as
export control systems have become more effective, proliferators have sought items with
technology or quantity levels below the specifications for listed items (data row 18). A few
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states noted the need to license or control domestic access to controlled items by foreign
end-users, such as through screening and limiting visas or requiring a license to provide
information during a visit by a foreign national, i.e., a “deemed export” (data row 10). Total
indicator fields for licensing: 16.

The matrix section for OP 3(c) and (d) does not have a data row for the final element of
effective export controls, i.e., industry outreach. A reference to industry outreach, however,
appears in the matrix section for OP 6, 7, and 8(d). This structure for this matrix section differs
considerably from that for OP 3(c) and (d) in that it does not have sub-columns for legal
framework and enforcement, but simply whether the Committee found evidence for the topics
in its different data rows.

* Industry Outreach. The matrix contains one data row (7) for evidence of state outreach
to industry in general, not specifically on export controls or even more specifically on
implementing controls on chemical weapons related materials. For the purposes of this study,
the author created two new indicators using data in this field, one for outreach on export
controls and one for outreach on obligations under the CWC, as the later has obligations for
industry regarding declarations on trade related to chemical weapons proliferation, named
OutreachXC and OutreachCW. Total indicator fields for industry outreach: 2.

In developing any index, one must attend to the consideration of the weights to ascribe to
different elements and indicators that comprise the final product. The resolution makes no
distinction among its export control obligations as to importance. One can, however, infer that
the legal/regulatory and enforcement elements, as obligations, supersede the elements of control
lists and industry outreach, which appear as recommendations, in importance. Similarly, one
can argue that these elements all outweigh the element of licensing in importance, as licensing
does not appear in the resolution at all. While debatable, these distinctions at least reflect the
decision of the members of the Security Council in 2004. Moreover, several international and
regional organizations have formally and repeatedly adopted decisions in support of resolution
1540 and the Security Council has reiterated its decision in subsequent resolutions without
changing the export control provisions, so one can argue that this reflects a broader view of the
international community.*® Still, the resolution gives us no clear guidance on the values in the
weight to ascribe the different classes of elements. For the purposes of this study, the author
will examine the data with three different weighting schemes.

As a form of control, the analysis will weigh each conceptual element (and each indicator in
each element) equally. To do so, the author created a standard or z-score for each element to
account for the different number of indicators in each element, then created a new variable,
zEqual, that summed the z-scores across the elements for each state.*

Using the z-scores for each element, the second weighting scheme assigns the obligatory
elements (i.e., legal/regulatory and enforcement) a weight of three, the recommended elements

38 Especially United Nations Security Council resolutions 1673 (2006), 1810 (2008), 1977 (2011) and 2325
(2016), “Security Council Resolution,” 1540 Committee, United Nations, <http://www.un.org/en/sc/1540/
resolutions-committee-reports-and-SC-briefings/security-council-resolutions.shtml>.

39 Using the standard formula of z = (observation value — mean value of observations)/standard deviation of
the observations.
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(i.e., control list and industry outreach) a weight of two, and a weight of one for the licensing
element (again treating the within elements weights as equal). One might debate the exact
weight for obligations, recommendations and the more data-driven element (i.e., licensing),
but this scheme at least ranks the weights in line with the earlier discussion on the conceptual
framework. The author then created a new variable, zWeight, that summed the weighted
z-scores across the elements for each state.

For the third weighting scheme, the author used Principle Components Analysis (PCA) to let
the data more directly discern the components (i.e., dimensions) among the indicators that
explain the greatest amount of variance, irrespective of the elements identified conceptually.*
PCA creates new variables based on the correlation of the variables in the original data set
aimed typically at reducing many indicators, as with this data, into a more manageable number
of components, usually one, two, or three. PCA does especially well for data where many of the
measures have strong correlations with other measures, as a preliminary analysis revealed, and
that one would anticipate where the presence of many of the indicators depend on the presence
of one or more other measures.*' Updating control lists, including technologies, and including
means of delivery, for example, presume the existence of a list. To identify the components
that account for the greatest amount of variance, PCA determines the eigenvalue for each
component. Generally, analysts retain each component where the eigenvalue exceeds one. In
this study, the PCA initially produced nine components with eigenvalues greater than one.
However, the first of these components had an eigenvalue of 29.05 and accounted for nearly
54% of the variance by itself, more than six times more variance than the next component
(7.5%). Using the “predict” function for PCA in the statistical program STATA, the author
obtained a new index score for each observation, herein named PC1.

Findings

The author took the data for the 54 indicators from the matrices as discussed above.** The
scores (and rank) for each index, zEqual, zWeight, and PC1 for each UN Member State appear
in Appendix I. The three composite indicators of chemical weapons strategic trade, despite their
different approaches and weighting schemes, produce very similar rankings. Using a linear
regression of zEqual with zZWeight, for example, results in an adjusted R-squared of 0.995, and
similarly zEqual with PC1 produces an adjusted R-squared of 0.968, and zWeight with PC1
has an adjusted R-squared of 0.962. Notably, this suggests that the more data driven approach
to index development (PC1) agrees well with the more conceptual approaches (zEqual and
zWeight). Looking at the data itself shows that the ranks of most states vary by relatively few
places with a few exceptions. To further check on the robustness of the indices, the author broke

40 Savitri Abeyasekera, “Multivariate Methods for Index Construction,” in “Household Surveys in Developing
and Transition Countries,” Department of Economic and Social Affairs, Statistics Division, United Nations,
Studies in Methods, Series F, No. 96, ST/ESA/STAT/SER.F/96 (New York: United Nations, 2005), pp.

377-387.

41  “PCA — Principle Components Analysis,” STATA Corporation, <https://www.stata.com/manuals13/mvpca.
pdf>.

42 The author made several minor adjustments to the data one indicator for seven states and two indicators

for one state where the data in the matrix clearly indicated that a relevant measure existed but with no “X”
(or even a “?”) entered in the matrix.
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the states into two nearly equal groups based on the first letter in each state name and conducted
two-sample t-test to compare the means and standard deviations for zEqual, zWeight, and PC1.
For each, the t-test indicated no significant difference in sample means.

For external validation of the indices, the author conducted two-sample t-test of means for
zEqual, zWeight, and PC1 by Australia Group participants and non-participants. With higher
index scores reflecting more measures taken, one might expect that the Australia Group
participants would have a significantly higher mean score than non-participants. For each index
score, the t-test reveals that Australia Group participants had a statistically significant higher
mean score (6.08, 13.25, and 7.52 compared to -1.64, -3.57, and -2.03 for zEqual, zWeight,
and PC1 respectively). These massive differences suggest that the three indices fit well with an
external indicator of national levels of strategic trade controls.

For an illustration of the potential value of these composite indices on chemical weapons
strategic trade to the policy community, in Table 1 the author compares the zWeight index
scores for each UN Member State with the list of countries with declared and inspectable
chemical production facilities found in the 2016 Annual Report of the OPCW.** The comparison
generates both good and bad tidings for efforts to prevent the proliferation of chemical weapons
through implementation of key elements of trade controls.

Almost all the states that have done the most (i.e., have higher zZWeight scores) to implement
chemical weapons strategic trade controls also have declarable and inspectable chemical
production facilities. Simply using Australia Group participation as a proxy indicator of
strategic trade control implementation, however, would not capture the important efforts by
non-Australia Group participants, such as China (a dialogue partner with the Australia Group),
South Africa, and Malaysia, nor reveal differences among Australia Group participants in their
levels of implementation.** The zWeight index also shows that more than twenty states with
declarable and inspectable chemical production facilities have low levels of implementation of
chemical weapons strategic trade controls. By exercising little control over trade in dual-use
chemical items, these states put their people and the international community in jeopardy. The
different levels of implementation revealed by the index also point to the need for different
strategies by the international community for technical assistance, awareness-raising, and
government outreach, and, if needed, pressure it should apply to these states. States with very
low levels of implementation, for example, probably will not reap many benefits from technical
assistance focused on the intricacies of item classification, whereas states with somewhat higher
levels of implementation might. Having a means to measure progress in implementing strategic
trade controls also gives the international community a powerful tool for evaluating assistance,
awareness raising, and other efforts.

43 “Report of the OPCW on the Implementation of the Convention on the Prohibition of the Development,
Production, Stockpiling and Use of Chemical Weapons and on Their Destruction in 2015,” Organization
for the Prohibition of Chemical Weapons, C21/4, November 30, 2016, Annexes 4-6, <https://Www.opcw.
org/fileadmin/OPCW/CSP/C-21/en/c2104_e_.pdf>, pp. 44-47.

44 Chin-Hao Huang, “Bridging the Gap: Analysis of China’s Export Controls against International
Standards,” Foreign & Commonwealth Office, United Kingdom, May 25, 2012, <https://www.gov.uk/
government/publications/analysis-of-chinas-export-controls-against-international-standards/bridging-the-
gap-analysis-of-chinas-export-controls-against-international-standards>.
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Economic capacity may illustrate one likely determinant of implementation of chemical
weapons nonproliferation measures. One might suspect that low income countries have less
capacity to implement their obligations. The United Nations has classified 159 Member States
as High Income, Upper Middle Income, Lower Middle Income and Low Income (excluding
some but not all small island and land-locked States among the 193 UN Member States).*
Table 2 includes summary statistics for the zZWeight index for each of these four groups. As one
might expect, the higher income groups have higher means for the zWeight index. However,
both the minimum and maximum scores for states in the High Income, Upper Middle Income,
and Lower Middle Income groups demonstrate that at least some states in each of these groups
have very high and very low levels of implementation of chemical security trade controls,
suggesting that low income alone cannot explain the variation in the indicators of chemical
weapons strategic trade controls.

Conclusion

Non-state and state actors have used chemical weapons on multiple occasions over the last
few years, actions that threaten to undermine the chemical weapons nonproliferation regime,
including the CWC and UN Security Council resolution 1540 (2004). Ensuring that toxic
chemicals and their precursors are not misused (i.e., as a method of warfare) serves as an
important buttress for the chemical weapons nonproliferation regime. Unfortunately, many
states have yet to implement fully their strategic trade control obligations to prevent the
proliferation of chemical weapons.

The complexity of what constitutes implementation of chemical weapons strategic trade
controls has hampered efforts to understand the scale of the problem and how to develop effect
strategies to close the gaps through awareness-raising, technical assistance, and political or
diplomatic pressure. This article addressed this issue by developing three composite indices of
chemical weapons strategic trade controls as applied to all 193 UN Member States.

From the obligations and recommendations of resolution 1540 along with indicators the 1540
Committee developed based on national reports from states as a guide, the author developed a
conceptual framework around five key elements for chemical weapons strategic trade controls:
law and regulation, enforcement, licensing, control lists, and industry outreach. Using data in
the matrices for each UN Member State produced by the 1540 Committee, the author took three
approaches to assigning weights to 54 indicators, one (zEqual) assigning equal weights to each
conceptual element, one (zZWeight) giving the most weight to indicators related to obligations
(i.e., laws and regulations, enforcement), less weight to indicators of recommendations (i.e.,
control lists and industry outreach), and even less weight to the element not specified in the text
UNSCR 1540 or the CWC (i.e., licensing), and one data-driven index (PC1) generated through
Principle Components Analysis (PCA). The author found that the three weighting schemes
generated three very highly correlated and robust indices. The strong correlation between
the data-driven approach and the two more conceptual approaches argues for the conceptual
soundness of examining indicators of the five elements for understanding chemical weapons
strategic trade controls and possibly for strategic trade controls more generally.

45 United Nations, World Economic Situation and Prospects 2016 (New York: United Nations, 2016), p. 162.
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Through two examples of how researchers and policy-analysts might use the indices, the author
found that many states with declarable and inspectable chemical production facilities score
poorly on an index of chemical weapons strategic trade controls. The granularity of the index
allows the author to make the argument that states with very low levels of implementation might
require international partners to use different strategies of assistance, outreach, and pressure
than states with somewhat higher, but still low, levels of implementation. In another example,
the evidence suggests that as national levels of income increase, so do scores on an index of
chemical weapons strategic trade controls, as one might expect, but that at least some states
with very high levels of income had very low scores and some states with low levels of income
had very high scores. By engaging low-capacity states with higher levels of implementation as
identified by the index on what they have done, why they did it, and how they did it, researchers
could help the international community develop more effective models of the determinants of
full implementation of strategic trade controls to prevent the proliferation of chemical weapons.

The indices also permit researchers to use more sophisticated statistical tools for analysis.
For example, cluster analysis could uncover unseen groupings of states that might lead to
better tailoring of approaches to states in these groups. As important, the author encourages
other researchers to make use of the vast amounts of publicly available data collected by
the 1540 Committee. The data constitute the most comprehensive source of information on
current laws, regulations, policies, and practices in all 193 UN Member States regarding the
nonproliferation of chemical, biological, and nuclear weapons and their means of delivery. As
such, the data allows researchers to go beyond simple indicators of nonproliferation, such as
treaty commitments, in the quest to understand and promote WMD nonproliferation.

States (Bold = Declared and Inspectable CWC Facility) zWeight score

India, Denmark, Australia, Netherlands, Canada, Romania,
Estonia, Finland, Germany, Switzerland, USA, Bosnia-
Herzegovina, Liechtenstein, France, China, South Africa, Malaysia

More than 15
(most measures taken)

UAE, Serbia, Luxembourg, Malta, Mexico, Belgium, Bulgaria, UK,
Austria, Turkey, Belarus, Singapore, South Korea, Sweden, Israel,
Italy, Cyprus, New Zealand, Ireland, Japan, Latvia, Poland, Spain,
Ukraine, Moldova, Greece, San Marino, Hungary, Iceland, Albania,
Brazil, Croatia, Lithuania, Czech Republic

More than 10 but
less than 15

Slovenia, Argentina, Portugal, Andorra, Russia, Norway, Pakistan, More than 5 but
Slovak Republic, Armenia, Macedonia, Jordan, Azerbaijan less than 10

Table 2: States with declared and inspectable chemical production facilities
by an index of chemical weapons strategic trade (zWeights)*

46  “Report of the OPCW on the Implementation of the Convention on the Prohibition of the Development,
Production, Stockpiling and Use of Chemical Weapons and on Their Destruction in 2015,” Organization
for the Prohibition of Chemical Weapons, C21/4, November 30, 2016, Annexes 4-6, pp. 44-47, <https://
www.opcw.org/fileadmin/OPCW/CSP/C-21/en/c2104_e_.pdf>.
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States (Bold = Declared and Inspectable CWC Facility)

zWeight score

Kazakhstan, Georgia, Algeria, Laos, Montenegro, Tunisia, Ethiopia,
Thailand, Kyrgyz Republic, Burkina Faso, Solomon Islands, Monaco,
Peru, Uzbekistan, Trinidad and Tobago

More than 0
but less than 5

Mali, Fiji, Indonesia, Guatemala, Samoa, Iraq, Cuba, Mongolia, El
Salvador, Madagascar, Bangladesh, Egypt, Uruguay, Burundi, Timor-
Leste, Costa Rica, Suriname, Djibouti, Senegal, Vietnam, Micronesia,
Chile, Liberia, Zambia, Ivory Coast, Botswana, Nicaragua, Lebanon,
Cambodia, Mauritius, St. Lucia, Grenada, Ecuador, Iran, Brunei,
Zimbabwe, Tajikistan, Sri Lanka

More than -5
but less than O

Kiribati, Turkmenistan, Ghana, Bolivia, Philippines, Honduras, DR
Congo, Sierra Leone, Venezuela, Colombia, Marshall Islands, Panama,
Guyana, Niger, Angola, Nauru, Papua New Guinea, Central African
Republic, St. Vincent and the Grenadines, Barbados, Dominica,
Lesotho, Kenya, Morocco, Swaziland, Malawi, Nepal, Oman, Togo,
Vanuatu, Dominican Republic, Saudi Arabia, Bhutan, Congo, Gabon,
Cameroon, Comoros, Jamaica, Myanmar, Nigeria, Paraguay, Rwanda,
Seychelles, Tonga, Uganda, Tanzania, Kuwait, Palau

More than -10
but less than -5

Libya, Benin, Guinea-Bissau, St. Kitts and Nevis, Qatar, Antigua and
Barbuda, Gambia, Mauritania, Sao Tome and Principe, Syria, Bahamas,
Bahrain, Belize, Cabo Verde, Tuvalu, Guinea, Namibia, Chad,
Afghanistan, North Korea, Equatorial Guinea, Eritrea, Haiti, Maldives,
Mozambique, Somalia, South Sudan, Sudan, Yemen

Less than -10
(fewest measures
taken, often none)

Table 2: Continued
UN Income Number of Standard . . .
Mean e L. Minimum Maximum

Group States Deviation
High 52 8.39 9.23 -13.82 19.16
Upper Middle 39 248 9.29 -12.37 16.65
Lower Middle 39 -3.54 7.31 -13.82 19.78
Low 28 -7.65 476 -13.82 3.50

Table 3: UN income groups by a chemical weapons strategic trade index score
(zWeights, where a higher score indicates more measures taken)*

47

United Nations, World Economic Situation and Prospects 2016 (New York: United Nations, 2016), p. 162.
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Appendix 1: Chemical Weapons Strategic Trade
Indices Scores (Ranks*) by State

State zEqual (rank) zWeight (rank) PC1 (rank)
Afghanistan -5.78 (183) -13.82(183) -6.51 (183)
Albania 492 (45) 10.68 (47) 7.83 (19)
Algeria 1.48 (69) 4.14 (66) -1.84 (97)
Andorra 4.03 (54) 9.34 (55) 6.27 (48)
Angola -3.05 (123) -7.29 (131) -3.23 (114)
Antigua And Barbuda -4.81 (170) -10.92 (170) -5.78 (176)
Argentina 3.89 (55) 9.58 (53) 5.71 (55)
Armenia 3.54 (59) 6.79 (60) 342 (61)
Australia 8.79 (3) 19.44 (3) 8.36 (10)
Austria 6.64 (20) 14.07 (26) 8.08 (17)
Azerbaijan 244 (62) 5.85(63) 1.81 (69)
Bahamas -4.85 (175) -11.02 (175) -5.65 (171)
Bahrain -4.85 (175) -11.02 (175) -5.65 (171)
Bangladesh -1.64 (101) -1.97 (89) -1.91 (98)
Barbados -3.55 (135) -7.79 (136) -4.30 (132)
Belarus 5.70 (35) 13.27 (28) 6.08 (49)
Belgium 6.23 (26) 14.17 (23) 6.80 (45)
Belize -4.85 (175) -11.02 (175) -5.65 (171)
Benin -4.59 (167) -10.25 (166) -5.51 (169)
Bhutan -4.33 (151) -9.47 (149) -5.15 (154)
Bolivia =277 (121) -547 (120) -3.29 (116)
Bosnia-Herzegovina 7.93 (6) 16.21 (12) 7.50 (31)
Botswana -1.69 (104) -3.55 (104) -1.83 (96)
Brazil 555@37) 10.42 (48) 4.22 (59)
Brunei -1.83 (105) -4.54 (113) -2.02 (100)
Bulgaria 6.67 (18) 14.17 (24) 8.16 (16)
Burkina Faso 0.76 (74) 2.08 (73) 1.45 (72)
Burundi -1.09 (87) -2.32(92) -0.88 (85)
Cabo Verde -4.85 (175) -11.02 (175) -5.65 (171)
Cambodia -1.46 (100) -3.84 (107) -3.68 (122)
Cameroon -4.36 (154) -9.57 (152) -5.10 (152)
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State zEqual (rank) zWeight (rank) PC1 (rank)
Canada 8.05(5) 17.22 (5) 7.51 (30)
Central African Republic -3.35(127) -7.52 (134) -3.98 (124)
Chad -5.52(182) -13.05 (182) -6.28 (182)
Chile -1.26 (91) -3.40 (100) -1.37 (88)
China 6.71 (16) 15.62 (15) 7.58 (24)
Colombia -3.43 (131) -6.78 (126) -4.53 (139)
Comoros -4.36 (154) -9.57 (152) -5.37 (159)
Congo -4.33 (151) -9.47 (149) -5.32 (157)
Costa Rica -1.39 (98) -2.55 (94) -1.80 (95)
Ivory Coast -1.65 (103) -3.45(103) -1.63 (93)
Croatia 5.14 (42) 10.26 (49) 6.33 (47)
Cuba -0.86 (84) -1.64 (85) -0.91 (86)
Cyprus 5.30(39) 12.47 (34) 7.95 (18)
Czech Republic 4.56 (50) 10.07 (51) 5.37 (57)
DPR Korea -5.78 (183) -13.82 (183) -6.51 (183)
DR Congo -3.40 (128) -6.68 (123) -4.43 (136)
Denmark 8.95(2) 19.61 (2) 8.69 (7)
Djibouti -1.345 (94) -3.09 (96) -1.50 (91)
Dominica -3.55 (135) -7.79 (136) -4.35 (134)
Dominican Republic -4.14 (149) -8.90 (147) -5.04 (148)
Ecuador -2.66 (120) -4.45 (111) -3.51(119)
Egypt -1.65 (102) -2.09 (90) -2.28 (105)
El Salvador -1.30 (93) -1.94 (87) -1.60 (92)
Equatorial Guinea -5.78 (183) -13.82 (183) -6.51 (183)
Eritrea -5.78 (183) -13.82 (183) -6.51 (183)
Estonia 7.38 (8) 16.29 (7) 8.89 (2)
Ethiopia 1.26 (71) 3.50 (71) 1.84 (68)
Fiji -0.71 (82) -0.53 (80) -041 (79)
Finland 7.38 (8) 16.29 (7) 8.89 (2)
France 7.09 (13) 15.72 (14) 8.60 (8)
Gabon -4.33 (149) -9.47 (151) -5.32 (157)
Gambia -4.81 (170) -10.92 (170) -5.61 (170)
Georgia 1.88 (65) 422 (65) 3.17 (63)
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State zEqual (rank) zWeight (rank) PC1 (rank)
Germany 7.38 (8) 16.29 (7) 8.89 (2)
Ghana 239 (115) -5.41(119) -5.08 (151)
Greece 4.82 (47) 11.02 (43) 7.39 (35)
Grenada 207 (111) -4.27 (110) -2.16 (101)
Guatemala -0.88 (86) 0.86 (82) 3.41(118)
Guinea -5.04 (180) -11.60 (180) -5.92 (180)
Guinea-Bissau -4.59 (167) -10.25 (166) -5.39 (166)
Guyana 2.55(119) -6.79 (129) 224 (102)
Haiti -5.78 (183) -13.82 (183) -6.51 (183)
Honduras -3.14 (124) -5.90 (122) -4.00 (125)
Hungary 495 (44) 10.91 (45) 5.37 (58)
Iceland 451 (52) 10.78 (46) 6.94 (41)
India 9.12 (1) 19.78 (1) 9.01 (1)
Indonesia -0.19 (80) -0.71 (81) -1.20 (99)
Iran -1.88 (107) 448 (112) 424 (128)
Iraq -0.08 (79) -1.37 (84) 0.40 (75)
Ireland 5.85 (34) 12.38 (36) 7.10 (40)
Israel 6.22 (27) 12.82 (32) 7.63 (22)
Italy 5.63 (36) 12.80 (33) 8.59 (9)
Jamaica -4.36 (154) -9.57 (152) -5.37 (159)
Japan 5.96 (31) 12.04 (37) 7.46 (32)
Jordan 2.31 (63) 6.08 (62) 3.03 (64)
Kazakhstan 2.07 (64) 436 (64) 3.90 (60)
Kenya -3.88 (141) -8.12 (139) -4.67 (142)
Kiribati -2.50 (117) -5.21 (117) -3.25 (115)
Kuwait -3.83 (140) -9.59 (163) -4.13 (127)
Kyrgyz Republic 1.42 (69) 2.75 (72) 2.86 (65)
Lao PDR 1.53 (67) 4.08 (67) 0.34 (76)
Latvia 5.96 (31) 12.04 (37) 7.52 (29)
Lebanon 243 (116) -3.78 (106) 321 (113)
Lesotho -3.55 (135) -7.79 (138) -4.12 (126)
Liberia -1.24 (89) 343 (101) -0.75 (82)
Libya -4.42 (165) -10.08 (165) -5.12 (153)
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State zEqual (rank) zWeight (rank) PC1 (rank)
Liechtenstein 7.04 (14) 15.96 (13) 825 (13)
Lithuania 4.56 (51) 10.24 (50) 7.14 (39)
Luxembourg 6.56 (21) 14.51 (20) 7.74 (20)
Madagascar -0.78 (83) -1.96 (88) -0.85 (84)
Malawi -3.91 (144) -8.22 (142) -4.99 (146)
Malaysia 6.92 (15) 15.08 (17) 5.83 (53)
Maldives -5.78 (183) -13.82 (183) -6.51 (183)
Mali -0.38 (81) -0.19 (79) -0.34 (78)
Malta 6.56 (21) 14.51 (20) 7.56 (26)
Marshall Islands -3.43 (131) -6.78 (126) -4.29 (130)
Mauritania -4.81 (170) -10.92 (170) -5.78 (176)
Mauritius -2.16 (112) -3.95 (108) -2.38 (107)
Mexico 6.56 (21) 14.51 (20) 7.56 (26)
FS of Micronesia -1.96 (109) -3.38 (99) -2.26 (104)
Monaco 0.63 (77) 1.70 (75) 1.79 (70)
Mongolia -1.12 (88) -1.80 (86) -1.45 (90)
Montenegro 1.61 (66) 3.96 (68) 3.19(62)
Morocco -3.88 (141) -8.125 (139) -4.60 (141)
Mozambique -5.78 (183) -13.82 (183) -6.51 (183)
Myanmar -4.36 (154) -9.57 (152) -5.40 (168)
Namibia -5.30 (181) -12.37 (181) -6.06 (181)
Nauru -3.18 (125) -7.36 (132) -3.39 (117)
Nepal -3.95 (145) -8.33 (143) -4.79 (143)
Netherlands 841 (4) 17.65 (4) 8.28 (12)
New Zealand 541 (38) 12.39 (35) 5.72 (54)
Nicaragua -1.96 (108) -3.68 (105) -2.25 (103)
Niger -3.19 (126) -7.05 (130) -3.54 (120)
Nigeria -4.36 (154) -9.57 (152) -5.37 (159)
Norway 3.88 (56) 8.22 (57) 6.61 (46)
Oman -3.77 (139) -8.47 (144) -4.35 (133)
Pakistan 3.24 (60) 7.79 (58) 2.36 (66)
Palau -4.30 (150) -9.68 (164) -5.02 (147)
Panama -3.43 (131) -6.78 (126) -4.53 (139)




Developing Indices to Measure Chemical Strategic Trade Security Controls

State zEqual (rank) zWeight (rank) PC1 (rank)

Papua New Guinea -3.66 (138) -7.45 (133) -4.50 (137)
Paraguay -4.36 (154) -9.57 (152) -5.20 (155)
Peru 0.15(78) 0.84 (76) 042 (74)
Philippines 2.83(122) -5.54 (121) -3.86 (123)
Poland 5.18 (40) 11.45 (39) 8.22 (14)
Portugal 433 (53) 9.57 (54) 6.88 (42)
Qatar -4.51 (166) -10.69 (169) -5.06 (150)
Rep. of Moldova 4.85 (46) 11.12 (42) 7.58 (23)
Rep. of Korea 6.08 (29) 13.06 (30) 7.18 (36)
Romania 7.85(7) 16.65 (6) 743 (34)
Russia 3.75 (57) 8.77 (56) 6.05 (50)
Rwanda -4.36 (154) -9.57 (152) -5.37 (159)
St. Kitts And Nevis -4.59 (167) -10.25 (166) -5.39 (166)
St. Lucia 232(114) -4.118034 (109) -2.921407 (110)
f}tr‘e\;;‘:lcii‘;tsAnd The -3.51 (134) -7.69 (135) -4.30 (131)
Samoa -1.41 (99) -1.29 (83) -2.32 (106)
San Marino 4.82 (47) 11.02 (43) 7.44 (33)
Sao Tome And Principe -4.81 (170) -10.92 (170) -5.78 (176)
Saudi Arabia -3.40 (146) -9.14 (148) -4.53 (138)
Senegal -1.35 (94) -3.09 (96) -1.40 (89)
Serbia 5.87 (33) 14.79 (19) 5.90 (52)
Seychelles -4.36 (154) -9.57 (152) -5.37 (159)
Sierra Leone -3.40 (128) -6.68 (123) 438 (135)
Singapore 6.11 (28) 13.16 (29) 7.18 (37)
Slovak Republic 3.73 (58) 7.11 (59) 6.86 (43)
Slovenia 4.67 (49) 9.90 (52) 7.52 (28)
Solomon Islands 0.84 (72) 1.76 (74) 1.17 (73)
Somalia -5.78 (183) -13.82 (183) -6.51 (183)
South Africa 6.71 (16) 15.62 (15) 7.58 (24)
South Sudan -5.80 (183) -13.82 (183) -6.51 (183)
Spain 5.18 (40) 11.45 (39) 8.22 (14)
Sri Lanka 2.16 (113) -4.87 (116) -2.44 (108)
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State zEqual (rank) zWeight (rank) PC1 (rank)
Sudan -5.78 (183) -13.82 (183) -6.51 (183)
Suriname 129 (92) -3.06 (95) -3.55 (121)
Swaziland -3.88 (141) -8.12 (139) -4.82 (144)
Sweden 6.08 (29) 13.06 (30) 7.18 (38)
Switzerland 738 (8) 16.29 (7) 8.89 (2)
Syria -4.81 (170) -10.92 (170) -5.78 (176)
Tajikistan -1.39 (97) -4.55 (115) -0.65 (81)
Thailand 1.42 (70) 2.88 (71) 031 (77)
TFYR of Macedonia 3.07 (61) 6.44 (61) 5.52 (56)
Timor-Leste -1.98 (110) -2.43 (93) -2.79 (109)
Togo -4.11 (147) -8.80 (145) -5.06 (149)
Tonga -4.36 (154) 9.57 (152) -5.20 (155)
Trinidad And Tobago 0.82 (73) 042 (78) -0.61 (80)
Tunisia 0.73 (75) 3.69 (69) 151 (71)
Turkey 6.41 (25) 13.39 (27) 7.68 (21)
Turkmenistan -2.50 (117) -5.21 (117) -295 (111)
Tuvalu 485 (175) -11.02 (175) -5.65 (171)
Uganda 4361 (154) 9.57 (152) 537 (159)
Ukraine 5.13 (43) 11.21 (41) 598 (51)
United Arab Emirates 6.45 (24) 14.85 (18) 6.85 (44)
United Kingdom 6.67 (18) 14.17 (24) 8.31 (11)
United Rep of Tanzania -4.36 (154) -9.57 (152) -5.37 (159)
United States 738 (8) 16.29 (7) 8.89 (2)
Uruguay -0.87 (85) 2.12 (91) 3.14 (112)
Uzbekistan 0.72 (76) 0.62 (77) 2.09 (67)
Vanuatu -4.11 (147) -8.80 (145) -4 88 (145)
Venezuela -3.40 (128) -6.68 (123) -4.29 (129)
Vietnam -1.35 (94) -3.09 (96) -1.20 (87)
Yemen -5.78 (183) -13.82 (183) -6.51 (183)
Zambia -1.24 (90) 343 (101) 0.75 (82)
Zimbabwe -1.83 (105) 454 (113) -1.63 (94)

particularly at the high and low ends of the indices.

* The ranks appear for illustrative purposes only. The ranks include several tie ranks,
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New Approaches to Tailoring
Control Lists for National
Implementation
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Abstract

A national strategic trade control system involves a broad range of regulatory, outreach,
and enforcement measures. Each of these control measures uses its own definition of exactly
what scope of strategic trade is to be targeted. The various control lists developed by the
multilateral export control regimes and other international organizations are recognized as
global best practice in defining such scope. However, for many states, attempting to directly
implement these original lists as the scope for all their strategic trade control measures would
be overwhelming and an improper diversion of limited governmental resources. How can
states operationalize best practice control lists considering limited national capacity and local
and regional trade flow realities? This article proposes a method for improving the utility of
existing control lists by applying various filters designed to optimize scope according to risk-
based national priorities and quantitatively analyzes the relative effectiveness of some of these
options by comparing the scope of the lists to reported global trade data. The outcomes of this
evaluation will assist national authorities to make more informed decisions about their use of
control lists and to achieve their nonproliferation objectives.

Keywords:

Commodity classification, control lists, correlation tables, export controls, harmonized system,
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Introduction

States apply strategic trade controls for a variety of reasons, ranging from compliance with
treaty obligations and mandatory United Nations Security Council resolutions, to meeting the
conditions of their membership of multilateral export control regimes (MECRs), to a desire to
achieve specific unilateral foreign policy outcomes. Regardless of the particular motivation, the
key enabler for effective implementation of these controls is a control list—a legal document
that precisely defines the scope over which strategic trade controls operate. Without a well-
written control list to guide application, licenses cannot be issued, interdictions cannot be
authorized, and prosecutions cannot succeed.

As convenient as the adoption of existing best practice control lists may seem, states must be
cognizant that these documents were written for the specific needs of the members of a MECR
or other organization, and that these needs, and national resources available amongst MECR
members to meet these needs, may not always align with their own. An individual state’s
trading realities and governance capacity limitations may make the practical implementation
of such a “ready-made” solution unachievable. Additionally, the scope of such a control list
may not suit the full range of strategic trade control measures implemented by the state, from
outreach and licensing to screening, enforcement, and interdiction. Finally, traders and other
affected parties will generally prefer to operate within a strategic trade control system that is as
predictable as possible and is easy to interpret by regulator and exporter alike. These various
requirements for control lists represent a structural tension within the system that needs to be
addressed in a manner appropriate for each state.

A primary method for states to resolve this tension is the implementation of multiple control
lists. At first glance, this statement may appear not to correspond with the practices of, for
example, those states that are members of MECRs and abide strictly by their agreed published
lists. However, when the concept of a control list is defined more broadly as “the breadth of trade
to which strategic trade control measures are applied,” it becomes apparent that all states use
this method in their own way. For example, small states with developing economies may well
enact laws that prohibit the transfer of chemicals listed in the Chemical Weapons Convention
(CWC) and be willing to prosecute violators on this basis when violations are brought to their
attention with respect to any of these commodities. However, these states may lack the technical
capacity and expertise to interpret the full list and therefore implement their daily regulatory
and enforcement measures over a somewhat reduced scope using simplified descriptions, often
relying on screening of tariff codes rather than making assessments against the descriptive
textual list. Contrastingly, a large state with a developed economy may have the capacity to
operationalize a catch-all assessment function that applies to an even broader scope of goods
than the licensing control list, and is supported by a well-resourced industry outreach program
and national intelligence capability. In this way, each aspect of strategic trade controls operates
within its own defined scope, in the form of a written control list or analogous mechanism.

This article will evaluate the various methods that states can use to design control lists for
strategic trade control measures, tailored to the needs and capacity of the individual state. It
will propose a method of correlating tariff classifications to items on descriptive control lists
and applying various filters to optimize scope on a national basis. Finally, it will quantitatively
analyze the relative effectiveness of some of these options by comparing the scope of the
lists to historical export data from states across the world. The conclusion will point the
way towards the best methods of defining the scope of strategic trade control lists to achieve
national policy objectives.
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Use of Existing Control Lists

The robustness of a particular strategic trade control measure can be thought of as the product
of the scope of activities covered by the regulation, the scope of items over which the regulation
operates (the control list), and various operational factors.? Whilst there is no general agreement
on the exact range of measures that states should implement in order to have an effective
strategic trade control system, it is clear that the use of a comprehensive control list is an
essential precursor for all possible measures that could be considered.>* Any state seeking to
implement strategic trade controls would be well-advised to examine the existing best practice
lists published by the MECRs as a first approximation. Each MECR strongly recommends
voluntary adherence to its control list by non-members, even affording formal recognition to
those adherents in some cases.’ Going further, the dual-use list of the European Union (EU)
combines all MECR lists into a single common structure.® Many non-EU countries that are
members of multiple MECRs choose to adopt this list into their own national legislation, and
its implementation is also recommended to states that are not members of MECRs.’

The EU dual-use list is based on the structure of the Wassenaar Arrangement (WA) list, into
which items from other MECR control lists and the CWC Schedules have been inserted in
the most relevant categories. As a result of the merging process, there are a number of slight
differences in scope between the EU list and the source lists. For example, some terms are
defined differently by each MECR, but only one definition appears in the combined list. Another
issue is that the WA list aims to control all dual-use goods, rather than just those associated with
WMD, and so in many cases a broader WA control has been used in place of a narrower control

2 Such operational factors may include breadth in stakeholder engagement, diligence in licensing, and
tenacity in enforcement.

3 Catherine Dill and Ian Stewart, “Defining Effective Strategic Trade Controls at the National Level,”
Strategic Trade Review 1:1 (Autumn 2015), p. 8.

4 The necessity of control lists is formally acknowledged in operative paragraph VI of UNSCR 1540, which
“recognizes the utility in implementing this resolution of effective national control lists and calls upon all
Member States, when necessary, to pursue at the earliest opportunity the development of such lists;” see
United Nations Security Council Resolution 1540, S/RES/1540, New York, April 2004.

5 “What is the Wassenaar Arrangement?,” Wassenaar Arrangement, May 8,2017, <http://www.wassenaar.org/
the-wassenaar-arrangement/>; “Guidelines for Sensitive Missile-relevant Transfers,” Missile Technology
Control Regime, 2017, <http://mtcr.info/guidelines-for-sensitive-missile-relevant-transfers/>; Shin Dong-
ik , “Nuclear Suppliers Group: Chair’s Corner,” 2017, <http://www.nuclearsuppliersgroup.org/en/chair-s-
corner/133-a-few-words-from-the-chair>; “Australia Group Adherents,” Australia Group, 2017, <http://
www.australiagroup.net/en/adherents.html>. For an outline of each of the control lists of these MECRs
see Catherine Dill and Ian Stewart, “Defining Effective Strategic Trade Controls at the National Level,”
Strategic Trade Review 1:1 (Autumn 2015).

6 Council Regulation (EC) No. 428/2009 of 5 May 2009 Setting up a Community Regime for the Control
of Exports, Transfer, Brokering, and Transit of Dual-use Items, Official Journal of the European Union
(L134/1) of May 29, 2009.

7 Carl Baker, David Santoro and John Warden, “Implementing Strategic Trade Controls in Continental
Southeast Asia,” Pacific Forum CSIS Issues & Insights 15:12 (2015), <https://csis-prod.s3.amazonaws.
com/s3fs-public/legacy_files/files/publication/issuesinsights_vol15n012_0.pdf>; “Correlation Between
the Product Coverage of Selected International Conventions and the Harmonized System,” World Customs
Organization, 2017,  <http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/nomenclature/
instruments-and-tools/interconnections/interconnection-table.pdf?la=en>, p. 16.



http://www.wassenaar.org/the-wassenaar-arrangement/
http://www.wassenaar.org/the-wassenaar-arrangement/
http://mtcr.info/guidelines-for-sensitive-missile-relevant-transfers/
http://www.nuclearsuppliersgroup.org/en/chair-s-corner/133-a-few-words-from-the-chair
http://www.nuclearsuppliersgroup.org/en/chair-s-corner/133-a-few-words-from-the-chair
http://www.australiagroup.net/en/adherents.html
http://www.australiagroup.net/en/adherents.html
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/publication/issuesinsights_vol15no12_0.pdf
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/publication/issuesinsights_vol15no12_0.pdf
http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/nomenclature/instruments-and-tools/interconnections/interconnection-table.pdf?la=en
http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/nomenclature/instruments-and-tools/interconnections/interconnection-table.pdf?la=en

74 Timothy O'Sullivan

from another MECR. This means, for example, that the controls on “complete space launch
vehicle systems capable of delivering a payload of 500kg to a range of 300km” derived from
the Missile Technology Control Regime are totally absent from the EU list, as such control is
implied by the broader WA Munitions List control on missiles of all descriptions. The broader
control on all missiles is duly included in the EU combined military list, but this list also
includes all manner of conventional arms and related goods that are not relevant to WMD
proliferation.® For countries that only wish to implement strategic trade controls on WMD-
relevant items, there is no way to simply remove the WA items from the EU dual-use list and
leave the WMD-relevant items intact. Despite these issues, the EU dual-use list still represents
the most comprehensive and accurate way for countries to implement all MECR control lists.

A complication in using these existing lists to define the scope of strategic trade control
measures is that they are written on a descriptive basis rather than a categorization basis.
MECR lists describe only those items that are of relevance to the particular regime, and identify
subsets of these items based on their technical performance and hence their utility in military
or WMD programs. For general purposes, all global trade is classified on a categorization
basis according to the World Customs Organization’s (WCQO’s) Harmonized System (HS). The
HS is designed to comprehensively categorize all traded goods according to their essential
character. Almost all states use HS codifications in relation to their various national trade laws
such as those applying to tariffs, duties, and statistical reporting. Some countries go as far as to
mandate that all government regulations affecting trade must be defined according to the HS.?
The HS is also widely understood by exporters and other members of the trading community,
and is formally standardized across borders. The HS nomenclature uses a completely different
classification system than MECR lists due to the “diverging objectives of the customs and
trade control communities” and their different underlying assumptions about the classification
problem itself.'*!!

Correlation Tables

Correlation of MECR control lists with HS codifications is a notorious and as yet unsolved
problem, despite the efforts of various national governments and international organizations.'?
Many studies exist that describe the shortcomings of existing correlation tables and identify

8 “Common Military List of the European Union,” European Commission, February 9, 2015, <http://eur-lex.
europa.eu/legal-content/EN/TXT/?uri=CELEX:52015XG0421(05)>.

9 For an example of Mexico’s export control system, see César Emiliano Herndndez Ochoa and Pedro
Francisco Guerra Morales, “A Milestone in Mexico’s Export Control Evolution,” 1540 Compass 3 (2013),
p-25.

10 Renaud Chatelus and Pete Heine, “Rating Correlations between Customs Codes and Export Control Lists:
Assessing the Needs and Challenges,” Strategic Trade Review 2:3 (Autumn 2016), p. 51.

11 See Samuel Evans, “Revising Export Control Lists,” Flemish Peace Institute, March 24, 2014, <https://
www.flemishpeaceinstitute.eu/sites/vlaamsvredesinstituut.eu/files/files/reports/revising_export_control_
lists_web.pdf>.

12 See for example Richard Cupitt, “Export Controls: The Perspective of the Czech and Slovak Federal
Republic,” in Gary Bertsch, Richard Cupitt and Steven Elliott-Gower eds., International Cooperation
on Nonproliferation Export Controls: Prospects for the 1990s and Beyond (Ann Arbor: University of
Michigan Press, 1994), p. 92.
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potential ways to improve their accuracy for the purpose of applying strategic trade control
measures."” Understanding the rationale behind a correlation table, and hence the limits of its
application, is of critical importance when attempting to use it to support a specific strategic
trade control measure.'

One of the most widely-used correlation tables is that which is mandated throughout the EU.
This table lists all HS codes in the Integrated Tariff of the EU (TARIC) that may apply to the
items in the EU dual-use list."” The TARIC table is designed to capture all possible tariff codes
associated with dual-use trade rather than to be as accurate as possible in an objective sense.
Using Chatelus and Heine’s categories, the TARIC correlation table represents a unidirectional
normative correlation: it is technically correct to categorize dual-use items under at least one of
the correlated HS codes, but it is not necessarily correct to categorize items from that HS code
under any of the specific correlated dual-use codes.'® This excessive breadth is necessary to
ensure that users of the table, particularly inexperienced regulators, accept only the minimum
practical risk by relying on HS codes in lieu of actual dual-use commodity descriptions to
identify strategic trade.

The WCO uses a different approach to correlation in the guidance published as part of its
Strategic Trade Control Enforcement (STCE) program.!” The STCE Implementation Guide
lists a subset of HS codes that the WCO assesses to be strongly correlated with strategic
trade and towards which national customs authorities ought to allocate their enforcement
resources. This table is designed to be used to identify strategic goods in transit based on actual
reporting practices rather than to normatively define where they should be classified as per the
TARIC table. To aid in this identification, the STCE table incorporates additional descriptive
information and illustrations, drawn from MECRs and other sources, to help customs officers
decide whether an object classified under a selected HS code is in fact strategic or not. Further

13 See for example: Cristina Versino and Giacomo Cojazzi, “Estimation of Trade Flows Related Export-
controlled Dual-use Items: Data Sources, Methodology and Tools,” 2011, <http:/publications.jrc.
ec.europa.eu/repository/bitstream/JRC68055/reqno_jrc68055_1b-na-25214-en-n.pdf.pdf>; C. Versino, F.
Contini, R. Chatelus, and G.G.M. Cojazzi, “The Big Table: A Software Tool for Nuclear Trade Analysis,”
European Commission Joint Research Centre, 2011, <http:/publications.jrc.ec.europa.eu/repository/
bitstream/JRC62804/reqno_jrc62804 _lb-na-24823-en-n.pdf%5B1%5D.pdf>; Daan van Beek, “A
Practical Way to Implement Export Control Lists in Developing Countries,” 1540 Compass 4 (2013), pp.
23-26; Daan van Beek, “Realizing the Hybrid Control Concept,” 1540 Compass 7 (2014), pp. 24-31; Hyuk
Kim, “Enhancing the Interface between the Harmonized System and Strategic Trade Controls,” Strategic
Trade Review 2:3 (2016), pp. 69-84; Renaud Chatelus and Pete Heine, “Rating Correlations between
Customs Codes and Export Control Lists: Assessing the Needs and Challenges,” Strategic Trade Review
2:3 (Autumn 2016), p. 51.

14 Renaud Chatelus and Pete Heine, “Rating Correlations between Customs Codes and Export Control Lists:
Assessing the Needs and Challenges,” Strategic Trade Review 2:3 (Autumn 2016), p. 51.

15 The six-digit nomenclature of the HS is often supplemented on a national basis by additional classification
digits to create a combined nomenclature. The TARIC correlation table follows the CNS8 eight-digit
combined nomenclature of the EU in which the first six digits are identical to the corresponding HS code.

16 Renaud Chatelus and Pete Heine, “Rating Correlations between Customs Codes and Export Control Lists:
Assessing the Needs and Challenges,” Strategic Trade Review 2:3 (Autumn 2016), pp. 48-50.

17  “Strategic Trade Control Enforcement Implementation Guide,” World Customs Organization, 2014,
<http://www.wcoomd.org/en/topics/enforcement-and-compliance/instruments-and-tools/guidelines/wco-
strategic-trade-control-enforcement-implementation-guide.aspx>.
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assistance is made available in the WCQO'’s Strategic Trade Atlas which analyzes global patterns
of trade of these STCE-listed goods, organized by state.'®

Several international and intergovernmental organizations have created and published their
own subsets of the HS that they consider relevant to a specific nonproliferation problem. For
example, the WCO publishes a table of HS codes that have been identified as relevant for the
CWC."” This recommendation lists 12 HS subheadings out of a total of more than 5000 —
applying licensing rules to these specific subheadings, or implementing a monitoring regime
over all imports/exports that declare them, could represent a simple risk-based approach to
implementing CWC treaty obligations in a state with a small chemicals industry.”

As an alternative to defining a subset of the HS for strategic trade control purposes, states may
wish to define an expansion of the categorization scheme. The HS is organized down to six-
digit level subheadings but most states create extra detail in their national implementations
down to the eight, ten, or even twelve-digit level. These extra levels of detail can be structured
to specifically categorize dual-use items separately from others and recommendations for such
national nomenclature are published by the WCO.?! This method has been successfully used as
part of Australia’s strategic trade controls to meet its obligations under the CWC.??

Applying Correlation Tables — A Filtering Approach

The limitations of the correlation process mean that individual entries in a descriptive control
list are often matched to multiple HS codes. Therefore, most HS codes in the correlation table
have a very low probability of actually being used to describe an export controlled item. This
is acceptable for large developed countries in which technical expertise is readily available, but
it imposes a serious regulatory burden on small states with lower volumes of strategic trade.
Smaller states may find it necessary to sacrifice some comprehensiveness of scope to achieve

18 Peter Heine and Cristina Versino, A Strategic Trade Atlas for Nonproliferation and Export Control (Ispra:
Joint Research Centre Technical Report, 2015), <http://publications.jrc.ec.europa.cu/repository/handle/
JRC94823>.

19  “Recommendation of the Customs Co-operation Council on the Insertion in National Statistical
Nomenclatures of Subheadings for Substances Controlled under the Convention on the Prohibition of the
Development, Production, Stockpiling and Use of Chemicals Weapons and on their Destruction,” World
Customs Organization, 2011, <http://www.wcoomd.org/~/media/WCO/Public/Global/PDF/About%20
us/Legal%?20Instruments/Recommendations/HS/Recommendation%20CWC%202009_HS2012.
ashx?db=web>.

20 This second option roughly corresponds to van Beek’s “control all/no action” options of rarely used HS
codes—see Daan van Beek, “Realizing the Hybrid Control Concept,” 1540 Compass 7 (2014).

21  “Recommendation of the Customs Co-operation Council on the Insertion in National Statistical
Nomenclatures of Subheadings for Substances Controlled under the Convention on the Prohibition of the
Development, Production, Stockpiling and Use of Chemical Weapons and on their Destruction,” World
Customs Organization, July 14, 2016, <http://www.wcoomd.org/-/media/wco/public/global/pdf/about-us/
legal-instruments/resolutions/rec-chemical-weapons1996-hs2017-eng.pdf?la=en>.

22 Commonwealth of Australia, “Australia’s Experience in Tracking Systems for International Trade in
Chemicals Listed in the Chemical Weapon Convention’s Schedule of Chemicals,” First Review Conference
of the Chemical Weapons Convention: The Hague, 2003, <https://www.opcw.org/fileadmin/OPCW/CSP/
RC-1/en/RC-1_NAT.29-EN .pdf>.
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http://publications.jrc.ec.europa.eu/repository/handle/JRC94823
http://www.wcoomd.org/~/media/WCO/Public/Global/PDF/About%20us/Legal%20Instruments/Recommendations/HS/Recommendation%20CWC%202009_HS2012.ashx?db=web
http://www.wcoomd.org/~/media/WCO/Public/Global/PDF/About%20us/Legal%20Instruments/Recommendations/HS/Recommendation%20CWC%202009_HS2012.ashx?db=web
http://www.wcoomd.org/~/media/WCO/Public/Global/PDF/About%20us/Legal%20Instruments/Recommendations/HS/Recommendation%20CWC%202009_HS2012.ashx?db=web
http://www.wcoomd.org/-/media/wco/public/global/pdf/about-us/legal-instruments/resolutions/rec-chemical-weapons1996-hs2017-eng.pdf?la=en
http://www.wcoomd.org/-/media/wco/public/global/pdf/about-us/legal-instruments/resolutions/rec-chemical-weapons1996-hs2017-eng.pdf?la=en
https://www.opcw.org/fileadmin/OPCW/CSP/RC-1/en/RC-1_NAT.29-EN.pdf
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practical implementation. Placing stronger controls on a reduced subset of trade can sometimes
be a more effective way of achieving the aims of strategic trade regulation without straining
the limits of national capacity. Alternately, attempting to spread limited national resources so
widely as to cover the full scope of potentially strategic goods could result in a weaker overall
system. For states with lower volumes of strategic trade and limited national capacity, strategic
trade regulations are likely to be aimed at satisfying strictly-defined political objectives, such
as nonproliferation treaty obligations, with the minimum possible impact on legitimate trade
and industry, and the minimum need to develop expensive and potentially irrelevant technical
regulatory capabilities.

One effective method of designing a strategic trade control system with a limited scope is to
start with an existing correlation table and progressively remove items from this list according
to various risk-based criteria until the desired balance between trade regulation and trade
facilitation is reached.” Items may be filtered according to either HS or descriptive criteria in
the different stages. The extent of this filtering process is highly customizable to the objectives
of the implementing state; therefore, it is advantageous to start with a relatively broad and
comprehensive correlation table. The recommended starting point is therefore the EU TARIC
table. This table includes tariff code data down to the EU’s eight-digit level and descriptive list
item numbers at their appropriate detail level (which varies between items).

A state may wish to consider some of the following filtering criteria as a practical means to
define their national operationalized control list:

» Choosing only HS codes that have a history of trade in the state, considering both import
and export. This filter has the advantage of not only capturing the nature of trade in the
state, but also the way in which goods are classified and reported by traders. Trade patterns
are obviously subject to change over time and so national authorities should be prepared to
periodically reassess the currency of this data;

* Choosing only correlations from specific MECRs. The source MECR can be readily
determined by examining the numbering system of the dual-use item code. An example
of this filter would be a state wishing only to implement strategic trade controls required
to meet its safeguards obligations to the International Atomic Energy Agency (IAEA), in
which case the Trigger List of the Nuclear Suppliers Group (NSG) would be an appropriate
source document;

* Choosing only item codes that correspond to physical merchandise (for example, goods,
production equipment and materials), as these are more easily identified and regulated than
software and technology;*

23 In the simplest implementation, a state could pre-define the maximum amount of trade that it is able
to regulate within its resources and continue filtering its control list until this point is reached. A more
sophisticated approach would be to assess the risk associated with various types of traded strategic goods
and only filter out those for which the residual risk is acceptable.

24 The control of related software and technology can be just as important as control of the underlying
strategic goods themselves. However, identification of specific software and technology being traded in
tangible form by examination of customs trade data alone is almost impossible and identification by other
means is outside the scope of the present study. Development of effective methods for small states to
implement intangible technology transfer controls in a tailored manner is an area for future research—see
for example Ian Stewart, “The Contribution of Intangible Technology Controls in Controlling the Spread
of Strategic Technologies,” Strategic Trade Review 1:1 (2016).
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* Eliminating HS chapters, headings or subheadings that are more likely to correspond
to non-strategic trade. For example, HS chapter 27 refers to various fossil fuel products
such as coal, oil and gas, but may also be used to report the export of very specific fuel
formulations used in ballistic missiles or space launch vehicles. Unfortunately, it is not
possible to separate the strategic and non-strategic fuels by reference to HS code alone.
A small state with a relatively large volume of oil and gas trade may wish to completely
exclude this chapter in the operationalization of its strategic trade control system;

* In some cases, industry sectors can be readily determined from either the HS nomenclature
or the hierarchy of the dual-use item code—for example, the aerospace sector or the
nuclear sector. Different industry sectors may warrant differing licensing procedures, or
even a different fundamental policy balance between WMD nonproliferation and trade
facilitation. For example, many nations choose to implement broad license exemptions for
entire categories of goods, which may be readily separable using a control list filter;

e If a correlation table is to be used in an enforcement context, for example to identify which
exports will require detailed investigation prior to customs clearance, it may be preferable
to exclude high-volume transactions. Trade volume data is readily available according to
HS codes, so this can be easily filtered. Conversely, if the correlation is to be used to guide
industry outreach or development of technical expertise within the government regulator, it
may be preferable to only focus on large-volume or large-value HS codes and discard the
large number of low-volume / low-value items;

e Other factors arising from more detailed risk-based targeting assessments.?

Further improvements to a correlation table, that both increase comprehensiveness and decrease
regulatory burden, can be achieved by adopting van Beek’s “hybrid concept.”? This approach
divides all HS codes in a correlation table into two groups—those with a low volume of trade
and those with a high volume. If a specific identified HS code has a very low volume of trade,
it is administratively simpler to require licenses for all exports. For those codes with a higher
volume of trade, the relevant section from the control list can be inserted next to the HS code
in the correlation table. Exporters, licensing officers and customs officials will then be able
to assess the goods against just the relevant section of the control list, rather than against the
entire document. The regulation of strategic trade requires the development of certain technical
expertise within government, and for small states this may only be justified for goods traded at
high volumes. Volume may be defined by value, or frequency of shipment, or by diversity of
economic operators, depending on the factor most relevant to the state’s regulatory capacity.

25 The filtering of control lists proposed in this article amounts to a targeting risk assessment conducted using
only a very broad consideration of the relevant factors. More detailed targeting assessments conducted by
a national authority would consider specific risk indicators, industry assessments, intelligence information,
regional patterns of trade, etc. For more information see “Strategic Trade Control Enforcement
Implementation Guide,” World Customs Organization, 2014, <http://www.wcoomd.org/en/topics/
enforcement-and-compliance/instruments-and-tools/guidelines/wco-strategic-trade-control-enforcement-
implementation-guide.aspx>, pp.24-26.

26 Daan van Beek, “Realizing the Hybrid Control Concept,” 1540 Compass 7 (2014).
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Data Analysis Methodology

A true nationally-optimized control list based on the filtering of HS codes and dual-use items
could only be fully developed using a risk-based approach in consultation with national
government experts. However, to quantitatively analyze the impact of filtered lists across many
states, proxy lists can be used to obtain results that will be representative of those possible on
a national basis. The following analysis will use four proxy control lists:

1. TARIC: The full TARIC correlation table, covering the entire scope of the EU Dual-Use
List. The TARIC correlation table in its original format lists tariff codes at the eight-digit
level, according to the combined nomenclature of the EU (CN8). To apply this table on a
global scale, the broader six-digit HS codes corresponding to the given CN8 codes have
been used. This means that the proportion of exports captured by the TARIC list used
in this analysis will be larger than what would be expected if the state was capturing
only the CN8-level correlation. This control list therefore represents the upper limit of
strategic trade that a national authority could possibly intend to regulate;

2. WMD: The items of the full TARIC correlation table that correlate with a WMD-focused
MECR. This removes consideration of dual-use goods usable in conventional weapons
systems (i.e. those correlated with the WA source list), and is therefore representative
of a national strategic trade control program that aims to comply with UNSCR 1540
obligations;

3. NSG: The items of the full TARIC correlation table that are correlated to the NSG Trigger
List. This is representative of the items a state would wish to control to comply with its
IAEA safeguards obligations;

4. STCE: Only the items listed in Annex III of the STCE Implementation Guide. This
Annex is indicative of globally-significant strategic goods and it is important to note that
it is “not a complete, exhaustive, or authoritative list.”* However, it is representative
of the goods that a state may wish to direct its enforcement resources towards. The HS
codes used under the STCE heading in the following analysis represent a very broad
interpretation of the intent of the STCE document; they are the upper bound of what
could be considered a reasonable application of the STCE guidance.

To evaluate the scope that each of these control lists represents, the HS codes in each list were
cross-referenced against states’ reported export statistics. This data was obtained through the
Trade Map tool of the International Trade Centre, a joint agency of the World Trade Organization
and the United Nations.” The quality of data reported by states varies significantly, and so
considerable data cleansing was required. For example, as of July 2017, many states had yet
to fully report their 2016 data. Values were averaged over the five-year period 2011 — 2015

27  “Strategic Trade Control Enforcement Implementation Guide,” World Customs Organization, 2014,
<http://www.wcoomd.org/en/topics/enforcement-and-compliance/instruments-and-tools/guidelines/wco-
strategic-trade-control-enforcement-implementation-guide.aspx>.

28  “Trade Map,” International Trade Center, 2015, <http://trademap.org/Index.aspx>.



http://www.wcoomd.org/en/topics/enforcement-and-compliance/instruments-and-tools/guidelines/wco-strategic-trade-control-enforcement-implementation-guide.aspx
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to account for this issue and to mitigate against discrepancies in individual years.”” In some
cases, only mirror data was available, meaning that in the absence of export data the system
combines the relevant imports reported by all other states to give a representative export figure.
If mirror data was consistently available and appeared relatively comprehensive and steady, it
was used. However, in many cases mirror data noticeably deviated from actual exports reported
in adjacent years and was therefore discarded. After this data cleansing process, data from 173
states remained suitable for analysis.

Results

The capture rate of each control list varies considerably between states.”® These capture rates
are plotted in Figure 1. The broad spread of capture rates is also reflected in the high standard
deviations of each data series (see Table 1). To better illustrate this variation, Figure 2 shows a
histogram of TARIC capture rates with various statistical measures marked. Similar results are
obtained by plotting the capture rates of the WMD, NSG and STCE filtered lists.
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Figure 1. Proportion of exports captured by different lists vs. log GDP per capita®

29 Some inaccuracies have been introduced because, although the country trade data was initially produced
whilst the 2007 and 2012 editions of the HS nomenclature were in force, the TARIC, WMD, and NSG TL
control lists used in the analysis are based on the 2017 HS nomenclature.

30 Capture rate is defined here as the proportion of total national exports captured by a specific control list, by
value.

31 Capture rates are plotted here against GDP per capita using a logarithmic scale simply to give equal clarity
to the nations at either end of the spectrum—no specific logarithmic relation is expected against this
variable. If the data were plotted on a linear scale it would be significantly crowded in the lower 10% of
the range.
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Mean
Number of Capture
HS Codes Rate Std Dev
TARIC 812 18.5% 16.2%
WMD 572 13.9% 13.3%
STCE 275 2.6% 52%
NSG TL 110 2.8% 5.3%

Table 1. Proportion of exports captured by different lists
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Figure 2. Histogram of TARIC capture rate*
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Capture rates were analyzed against various state-specific variables to identify correlations. The

most statistically significant variable was the proportion of hi-tech exports (see Table 2).%-3

32

33

34

Mean is the simple arithmetic mean of the 173 national capture rates. Weighted mean uses a weighting
system based on each state’s GDP and therefore corresponds to the total global capture rate.

For this data set, p = 0.05 corresponds to a Pearson correlation coefficient of 0.149. Any relation with a
correlation coefficient lower than 0.149 is not considered statistically significant and has been shaded gray
(due to the reduced sample size of states with a reported hi-tech export proportion, the threshold correlation
coefficient against this variable is actually 0.162). The average p-value for correlation against hi-tech
exports (excluding the non-significant correlation for WMD/TARIC) is 0.003.

“High-technology Exports,” World Bank Group, 2017, <http://data.worldbank.org/indicator/TX.VAL.
TECH.MF.ZS>.
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Human

Hi-tech Exports Development Index GDP per capita GDP
o 0477 0.290 0.255 0.183
o 0.402 0.298 0.224 0.138
ey 0362 0.159 0.192 0.140
IOt 0.499 0.203 0.226 0.119
T -0.069 0.114 0018 0026
ARG 0.179 0.085 0.132 0.076
ot 0.402 0.071 0.157 0.069

Table 2. PEARSON correlation factors for strategic trade proportions*

In order to better present the data against the significant variable of hi-tech exports, the results
were summed for each of the World Bank’s six reporting regions (see Table 3).% Capture rates
were plotted for each list against hi-tech exports, relative to total exports (Figure 3) and relative
to the TARIC capture rate (Figure 4).

World Bank Region Trigraph® Hi-tech Exports

Middle East & North Africa MNA 3.3%
Sub-Saharan Africa SSA 3.6%
South Asia SAS 6.4%

Latin America & Caribbean LAC 11.1%
Europe & Central Asia ECA 152%
North America NAM 17.2%

East Asia & Pacific EAP 18.9%

Table 3. Proportions of hi-tech trade by World Bank region

35

36

37

A Pearson correlation coefficient of “1” indicates perfect positive correlation, “0” indicates no correlation,
and “-1” indicates perfect negative correlation.

The World Bank regions have been used in lieu of the WCO regions because they more clearly separate
different levels of economic development.

Unofficial trigraphs for the purpose of the figures in this study.
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Figure 3. Proportion of exports captured by different
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Next, to better show the variation between individual states, an analysis was performed of the
value of STCE-listed trade as a proportion of TARIC (Figure 5). These results were plotted
against the proportion of high-tech exports, with the GDP of individual states shown by bubble
size. States in the lower left quadrant are low-tech exporters with low proportions of TARIC-
correlated trade. Hi-tech trade increases as we move right (the two largest bubbles are light blue
United States, then dark blue China), and proportion of trade correlated to TARIC increases as
we move up, culminating with large orange France at almost 50%.
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Figure 5. Proportion of TARIC-correlated trade captured
by STCE list vs. proportion of hi-tech exports

Finally, instead of measuring the national impact of various control lists by their total dollar
values, an analysis was conducted of the relative size of the lists. The number of HS codes
from the full TARIC correlation table that are included in each smaller focused list varies
between states when combined with national trade patterns. The size of these focused lists (as
a proportion of the full TARIC correlation table) is plotted against various economic indicators
(see Figure 6 and Figure 7). Each data series has an upper limit of the ratio of sizes of the full
correlation tables.

The few outliers that rise above this upper limit are all very small economies and the anomaly
is explained by rounding errors. For example, Kiribati has reported exports of 63 different HS
codes, 15 of which are in the TARIC table and 13 of which are correlated to WMD-related
MECRs. Its WMD-based focused list is therefore 87% of the length of its TARIC-based focused
list. Mauritania does not have a reported proportion of hi-tech exports so it is not featured in
Figure 6. However, all seven of its TARIC-correlated export codes are from WMD-related
MECRs and it appears in Figure 7 with a proportional list size of 100%.
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Discussion

Observation 1: The basic capture of the TARIC correlation table varies significantly
between states and regions.

The capture rate of the TARIC correlation table is strongly correlated with all economic
measures under consideration: hi-tech exports, human development index, GDP and GDP
per capita, in order of decreasing significance. However, Figure 3 shows that even the most
significant correlation is quite irregular when visualized on a regionally aggregated basis. On
an individual state basis, the variations are even more severe. Figure 2 shows that national
TARIC capture rates vary from 0.2% to 66% (with one outlier at 100% —Palau). Whilst the
weighted mean TARIC capture rate across all states is 29.6%, the median is 14% and the modal
capture rate is approximately 6%.*® This indicates that the vast majority of states (78%) have a
TARIC capture rate that is somewhat below the calculated global average, and that a minority
instead have a capture rate that is significantly above average. These results suggest that simply
attempting to operationalize strategic trade controls based on the TARIC correlation table
would deliver considerably different results depending on a range of national factors.

Observation 2: Focusing only on WMD may be a viable filter for hi-tech exporters,
but other states need a better solution.

States that wish to reduce their capture of potentially strategic trade to something less than the
full TARIC correlation could use as a starting point either a WMD, STCE or NSG focused list
of HS codes. As shown by Figure 4, significantly different results could be expected from the
application of each list. For example, the relative capture of the WMD list appears to show a
distinct negative gradient when plotted against high-tech exports.* This suggests that whilst
states tend to export a greater value of WMD-related goods (according to TARIC) as their
overall exporting patterns become more hi-tech, their exports of Wassenaar-related TARIC
goods increase at an even faster rate. Presuming such states have the regulatory resources to
keep pace with their large volumes of trade in complex hi-tech goods, the problem of screening
only for WMD-related goods actually becomes proportionally easier as hi-tech trade increases
compared to the full TARIC table. For example, a WMD-focused list would capture only 64%
of TARIC-correlated exports in East Asia & Pacific. Contrastingly, states in Sub-Saharan
Africa will find that 88% of their TARIC-correlated exports are related to WMD), and so there
is probably little to be gained in terms of easing regulatory burden by filtering out non-WMD-
related items based on that criteria alone.

For states seeking an even narrower scope, a list focused only on STCE or NSG goods will
capture between 6% to 24% of TARIC-correlated trade. When the reduced overall volume of
TARIC-correlated trade in these states is taken into account, the total capture of these lists can
be very low—for the Middle East & North Africa and Sub-Saharan Africa regions, STCE or
NSG-focused lists capture no more than 1% of total exports. Limited governance and technical

38 Strictly, the peak of the density function.

39 Note that whilst this trend appears evident when the data is visualized as aggregated by region, the
underlying correlation based on 173 national data points is not considered statistically significant (p > 0.3).
See Appendix for a more detailed discussion on statistical significance.
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regulatory capacity across much of these two regions means that the operationalization of such
a drastically narrowed control list may be an appropriate option for many states.

The relative capture of the NSG filtered list increases with hi-tech exports, as does that of the
STCE list to a lesser degree. However, the positive correlation of the STCE list peaks in Europe
and Central Asia at 24% and reduces back down to 14% for the most hi-tech region of East Asia
and Pacific. This may suggest that very hi-tech exporters have increasingly diversified export
portfolios, or that the Europe and Central Asia region has an anomalously high level of genuine
strategic trade. A full identification of factors that influence the relative capture of the STCE list
compared to the scope of the TARIC correlation table is an area for future research.

Observation 3: One size does not fit all: national-specific factors are extremely
important.

Examination of the data in Table 1 shows that the standard deviation of the capture rate is
quite high, as much as twice the nominal value than for the smaller lists. This large observed
discrepancy in the effectiveness of generically filtered lists implies that national variations in
strategic trade levels are quite important and are probably influenced by a range of national-
specific factors requiring national-specific solutions.* Some of these factors can be inferred
from the data present, and are explained in the following observations 4-6.

Observation 4: The STCE list gives adequate results for most small states.

Figure 5 shows the proportion of TARIC-correlated trade captured by the STCE list for each
state, plotted against the state’s proportion of hi-tech exports. A large number of states are
grouped together in the lower left corner—hi-tech goods comprising no more than 10% of
total exports, and therefore an STCE list capturing no more than 15% of the total capture of
the TARIC list. The vast majority of states from the Latin America and Caribbean, Middle East
and North Africa, South Asia, and Sub-Saharan Africa regions are in this grouping. However,
five states from this grouping go against this trend: they exhibit such extreme results that they
have been excluded from the graph in the interests of clarity, each with an STCE relative
capture of greater than 60%. Four of these (El Salvador, Eritrea, Malawi and Niger) have low
overall volumes of TARIC-correlated exports in general due to their low GDP and GDP per
capita, which probably skews their figures. The fifth outlier, Namibia, has an exceedingly high
proportion of strategic trade by all measures because trade in uranium comprises 10% of its
total exports and 5% of its GDP.

Observation 5: There is significant variation amongst the control list capture rates of
the world’s medium-large economies.
Figure 5 shows most of the world’s larger economies, primarily from the East Asia and Pacific,

Europe and Central Asia, and North America regions, loosely clustered in the center of the
graph. Their hi-tech export ratios vary from 7% to 27%, with an STCE list relative capture rate

40 National-specific solutions to improve the effectiveness of HS-based control lists are often applied via
methods such as customized screening procedures, intelligence-led profiling, general licenses/license
exemptions and targeted enforcement, each of which are beyond the scope of the present study. Much work
performed in these areas is traditionally seen as the purview of national governments and its exploration in
a scholarly context is therefore an area for future research.
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of 8% to 32% compared to TARIC. It is difficult to derive relationships within this group from
the data present other than to identify those states for which the relative capture of the STCE
list defies the general trend of correlation with hi-tech exports. For example, the Republic
of Korea has the highest proportion of hi-tech exports in the group but also has close to the
fewest of its TARIC exports captured by the STCE list. China’s economy exhibits similar
characteristics as does Vietnam’s to a lesser extent. This result may be indicative of the broad
diversity of hi-tech goods exported from these countries. At the other end of the spectrum are
countries with relatively low proportions of hi-tech exports but for which the STCE list covers
up to a third of TARIC exports. The small economies of Ukraine and Luxembourg are the best
examples of this followed by the larger economies of Brazil and Italy. The causal factors for the
distribution of states amongst this central cluster is an area for future research.

Observation 6: States with relatively unique economies require tailored control list
filtering.

There are a few hi-tech exporting states that are significant outliers in Figure 5. Two states
have very high proportions for both hi-tech exports and STCE list relative capture: France and
Kazakhstan. France in particular has a very high proportion of strategic trade by all measures—a
full third of its exports match against the TARIC list, and almost half of these match against the
STCE list. In Kazakhstan’s case, uranium comprises 80% of its STCE exports.*' In contrast,
there are a small number of states with exceedingly high proportions of hi-tech exports but
for which STCE exports represent a relatively small proportion of total TARIC exports. The
exports of the Philippines, Malaysia, and Singapore are each comprised of almost 50% hi-tech
goods, although the STCE list captures less than 13% of their TARIC exports in all cases.
Although Costa Rica and Malta are less visible on the graph due to their small size, each has
a hi-tech proportion greater than 35% and a relative STCE capture of less than 4%. It is likely
that the unique data obtained for these states is a result of their status as trading hubs and that
their exports are therefore comprised in large part of hi-tech conventional dual-use goods.
Construction of a well-filtered control list for these outlying states would require significant
tailoring based on a close examination of national trade data.

Observation 7: Use of STCE guidance can result in a drastically shortened control list,
especially in small states.

When a control list is refined by matching the data against national trade patterns, the size of the
resultant list will generally be smaller than the original unrefined list. For large economies with
diverse exports, this refinement will be slight. However, an interesting trend can be identified.
As hi-tech exports and GDP per capita both reduce, for smaller, developing economies the
relative size of the STCE focus list reduces (see Figure 6) and the relative size of the NSG list
increases (see Figure 7). This means that the operationalization of an STCE-style focus list
in small developing economies can represent a very effective way of reducing the regulatory
burden on the government in administering strategic trade controls. Conversely, a focus list
based on the NSG list becomes relatively less advantageous.

41 National-specific measures used to manage these high volumes of strategic trade could include special
rules and procedures for intra-EU trade (in the case of France), or specific licensing agencies for the trade
in uranium (for Kazakhstan).
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A Counterargument for Comprehensive Control Lists

While most goods described in the control lists of the WMD-focused MECRs will never be
traded through many of the world’s small states and developing economies, it is not correct to
assume that these states therefore do not need strategic trade control laws to cover all these goods.
All countries must have control lists and regulations in place to cover the full scope of goods
relevant to strategic trade, otherwise they risk creating a loophole in the global nonproliferation
system and opening themselves up for exploitation. For example, it is not uncommon for a large
developed country to approach a smaller country with specific information about an upcoming
shipment of WMD-related goods through their territory. If small states have not put adequate
laws in place in advance, there is very little that can be done to stop the proliferation activity.

In this context, in discussing strategies to maximize the effectiveness of UNSCR 1540 in the
face of various political and practical challenges, Crail identifies two primary objectives for
any implementation strategy:

It must find ways to counter these challenges in order to remove the limitations to
universality, and, most importantly, it must focus on mitigating the most significant
risks of WMD proliferation to ensure that any implementation short of universality
still manages to close the most likely proliferation pathways.*

In a similar manner, states wishing to selectively operationalize an existing list on a national
basis should proceed with caution and ensure that any modifications do not undermine the
intent of the source list or the effectiveness of the global nonproliferation regime itself.

A major argument in favor of a comprehensive control list for strategic trade control is the
imperative to demonstrate a strong commitment to nonproliferation to a state’s various
trading partners. Not only is this strong commitment important in its own right, but also the
demonstration itself is important, in both a tangible and an administrative sense. In a tangible
sense, supplier states will generally assess the nonproliferation credentials of a recipient state
before commencing a strategic trade relationship. Poor strategic trade controls in recipient states
create a strong argument for denial of export licenses which could have economic consequences
depending on the nature of the goods to be traded. In an administrative sense, aligning a state’s
control list with that of its major trading partners, particularly with those large industrialized
states that are MECR members, will bring benefits of common item classifications, streamlined
cross-border paperwork and more certainty for traders.*

Taking all these considerations into account, it could be argued that the implementation of a
filtered strategic trade control list would create an incentive for proliferators to target that state as
a point of transshipment. Even if the state retained the full MECR lists in its national legislation,
the operationalization of only a subset of this list could be conducive to proliferation attempts.

42 Peter Crail, “Implementing UN Security Council Resolution 1540, The Nonproliferation Review 13:2
(December 2006), p. 358.

43 This was the experience of India. See G. Balachandran, “Advantages of Including Munitions Items in
the SCOMET List,” Institute for Defense Studies and Analyses, May 4, 2010, <https://www files.ethz.ch/
isn/135529/PB_SCOMET _040510.pdf>.
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Whilst noble, this argument is not reflective of economic and political realities. For many
small states, an attempt to operationalize the full MECR lists, or, by extension, the full TARIC
correlation table, would result in a large and unwieldy paper regulatory mechanism that is
well beyond the capacity of the state to properly fund and implement. To properly implement
strategic trade controls in a large developed state across a broad scope requires significant
resources; for example, the major United States export control regulators, the Directorate of
Defense Trade Controls and Bureau of Industry and Security, together employ approximately
600 staff.** Most nations are not able to assign anywhere near this level of resources to the
regulation of strategic trade, even considering reduced trade volumes, and so their finite
resources need to be allocated towards the highest-priority areas that will help the state achieve
its intended counter-proliferation and/or foreign policy outcomes. UNSCR 1540 goes as far
as to imply that states have “discretion on how much of something is required, provided it is
effective in the national context.”* A poorly resourced state could be considered negligent if it
attempted to enforce trade controls over a scope of items that was well beyond its capacity to
manage, in the knowledge that the effect of its enforcement efforts against any one area of its
mandate would be profoundly inadequate.

Conclusion

Many states across the world have interests in implementing a broad range of strategic trade
control measures—for reasons of direct national security, to achieve foreign policy objectives
in the areas of global nonproliferation or counter-terrorism, or simply out of a compliance
obligation to treaty commitments and UNSC resolutions. States need to consider the appropriate
scope for each control measure—even those states which are MECR members and are
publicly committed to following the regime’s agreed best practice. In particular, the practical
enforcement of strategic trade control requires a risk-based inspection regime operating over a
reduced scope, compared to the state’s comprehensive licensing regulations.

One of the first problems to be overcome is the fact that the scope of strategic trade can be
described in two different manners that are frustratingly incompatible. Some of the best-
resourced regulatory authorities have created correlation tables in an attempt to merge the two
systems, but the use of any such table will be limited to situations matching the narrow set of
assumptions for which it was created.

This article has proposed a filtering approach to applying correlation tables on a national basis.
Existing comprehensive correlation tables can be used to transform descriptive control lists
into HS-based control lists and national trade data can be used to narrow these down to a
manageable size. An analysis of the relative trade capture of the EU TARIC correlation table and
three proxy filtered lists shows a significant reduction in the capture rate for the filtered lists and
identifies interesting relationships that can guide states in their decisions about implementing

44 “Key Personnel,” U.S. Department of State — Directorate of Defense Trade Controls, September 22,2017,
<https://www.pmddtc.state.gov/about/key_personnel.html>; “The Department of Commerce Budget
in Brief — Fiscal Year 2015,” U.S. Department of Commerce, <http://www.osec.doc.gov/bmi/budget/
FY15BiB/EntireBiB2_508.pdf>, p. 55.

45 Catherine Dill and Ian Stewart, “Defining Effective Strategic Trade Controls at the National Level,”
Strategic Trade Review 1:1 (Autumn 2015), p. 8.
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filtered lists on national basis. In particular, the data demonstrates that the reduction in capture
rate is most strongly correlated to the proportion of a state’s exports that are categorized as hi-
tech, although some other important factors were also identified based on national economic
indicators.

Many states shy away from implementing comprehensive strategic trade controls because of
a lack of governance capacity or the fear of onerous regulations impeding the operation of
their trading industries. This article has demonstrated that defining the scope of strategic trade
control measures through a generalized filtering approach can produce operational regulatory
guidelines with quite low capture rates while still being broad enough to help achieve specific
nonproliferation policy objectives. More detailed refinements on a national basis, which were
impossible to demonstrate in this collective analysis, would likely yield even more favorable
results. Further research and practice along these lines will go a long way to breaking down
the myths surrounding the implementation of strategic trade controls and demonstrating that
nonproliferation outcomes can be achieved without unduly impacting government capacity or
impeding legitimate trade.

Appendix — Statistical analysis

The trade data of 173 nations was analyzed in this study, although the reported “proportion
of hi-tech exports” was only available for 147 nations. H, the null hypothesis, is that there is
no correlation between measures of control list capture and economic indicators of particular
states. The various hypotheses tested in Table 2 claim that there is such a correlation. These
hypotheses mostly seem intuitively reasonable, and with a sample size so large it is not surprising
that the observed correlations are confirmed with a high degree of statistical significance. The
traditional marker of statistical significance, p = 0.05, is achieved with a Pearson correlation
coefficient of 0.149, or 0.162 for hi-tech export, using a “two tail” test. Observed correlation
coefficients greater than this value indicate a statistically significant correlation; coefficients
below this are inconclusive. It should be noted that a statistically significant correlation simply
means that the correlation exists; it does not imply that the calculated linear regression of that
correlation is itself correct at any level of statistical significance.

Whilst the majority of tested correlations are assessed as statistically significant, the correlation
coefficients themselves are generally relatively low. This means that whilst a positive correlation
is definitely present, there are many other significant factors which affect the data to a strong
degree. Table 4 (on the following page) gives p-values for all correlations, as well as average
p-values for each economic measure —against all variables, and against only the statistically
significant variables.




92 Timothy O'Sullivan

Hi-tech Exports HDI GDP per capita GDP
TARIC/TOTAL <10° 0.0001 0.0007 0.0162
WMD/TOTAL <10° 0.0001 0.0030 0.0706
STCE/TOTAL <10° 0.0362 0.0113 0.0671
NSG/TOTAL <10° 0.0074 0.0027 0.1178
WMD/TARIC 0.3675 0.1346 0.8153 0.7368
STCE/TARIC 0.0184 0.2663 0.0832 0.3228
NSG/TARIC <10° 0.3526 0.0395 0.3652
MEAN -ALL 0.0551 0.1139 0.1365 0.2424

MEAN - SIGNIFICANT ONLY 0.0031 0.0110 0.0044 0.0162

Table 4. P-values for economic correlations

Table 5 shows the calculated linear regression formulae for all significant correlations (“x”
corresponds to the independent economic variables listed as columns):

Hi-tech Exports HDI GDP per capita GDP

TARIC/TOTAL 0.812x + 0.126 0.254x + 0.009 2.13*10%x + 0.155 | 1.76*10"*x + 0.178
WMD/TOTAL 0.567x +0.102 0.213x - 0.009 1.66%10°x +0.117

STCE/TOTAL 0.207x + 0.011 0.045x —0.005 0.55*10°x + 0.019

NSG/TOTAL 0.288x + 0.005 0.058x -0.013 0.66*%10°x + 0.019

WMD/TARIC

STCE/TARIC 0.258x +0.117

NSG/TARIC 0.559x + 0.069 1.31%10°x + 0.105

Table 5. Linear regression analysis of economic correlations
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Abstract

United States and European Union strategic trade control capacity-building programs have
evolved differently, leading to variations in their scope, methodology, resources, structure,
and impact. With United Nations Security Council resolution 1540 as the only international
legally binding instrument in the area of strategic trade controls, but without a legitimate
and authoritative international body setting standards and best practice, the priorities and
methodology of assistance programs are often weighted toward the national capacities and
interests of the countries implementing them. This leads to different models not only between the
EU and the U.S., but also between different assistance projects operated by different agencies
or service providers at the national/regional level. This in turn influences the effectiveness
and impact of assistance programs in partner countries. This article analyzes U.S. and EU
programs and recommends specific measures to enhance effectiveness and reach the common
objective of balancing trade and security.
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Introduction

The proliferation of weapons of mass destruction (WMD) is one of the greatest security
challenges facing the international community. Strategic trade controls present one method for
mitigating, delaying, or stopping this threat by controlling the flow of WMD-related goods. In
2004, United Nations (UN) Security Council resolution 1540 made the implementation of such
controls obligatory for all UN Member States. Given that the resolution, and hence its ability
to contribute to nonproliferation, is only as strong as the commitment and success of countries
to its implementation, providing the resources to assist countries in meeting their international
obligations is of primary security importance.

Since resolution 1540 came into effect in 2004, international capacity-building programs have
assisted dozens of countries in meeting the requirements of “appropriate” and “effective”
implementation of the resolution’s operating paragraphs. This is especially true of the export
control field, where resolution 1540 created the requirement for all UN Member States to
“establish, develop, review and maintain appropriate effective national export and trans-
shipment controls over such [items].” >? Such controls involve laws and related enforcement
actions to control the movement of materials, equipment and technology that can be used
in nuclear, chemical, or biological weapons and their delivery systems. Article VII of the
resolution explicitly recognizes that states may need assistance in implementing the resolution
requirements, and “invites States in a position to do so to offer assistance as appropriate in
response to specific requests to the States lacking the legal and regulatory infrastructure,
implementation experience and/or resources.”*

Resolution 1540 led the way for provider states, as well as international organizations,
to work bilaterally and multilaterally with states requiring assistance. This created a new
sphere of international assistance programs that possess significant reach and consequence.
While the major providers have devoted significant resources to outreach activities, less
attention has been paid to the analysis of specific means by which capacity-building support
is provided: structure, resources, methodology, decision-making mechanisms, coordination,
accountability, visibility, and sustainability.

This article analyzes some of these aspects by examining two of the largest strategic trade
capacity-building programs—the European Union (EU) and the United States. While other
assistance providers are involved in this field, the various programs and projects of these
two countries are the most important in terms of resources and impact. This analysis will
examine each program via three specific questions:

1. What are the historical and contextual factors behind the development of these programs?

2 United Nations Security Council Resolution 1540, S/RES/1540, New York, April 2004.

3 For a standard definition of export controls and strategic trade controls, see Catherine Dill and Ian Stewart,
“Defining Effective Strategic Trade Controls at the National Level,” Strategic Trade Review, 1:1 (Autumn
2015).

4 Article VII, United Nations Security Council Resolution 1540, S/RES/1540, New York, April 2004.
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2. How have these two different models impacted their partner countries? Of relevance are
impacts on communication and messaging, in-country personnel, grouping strategic trade
controls with other related areas, top-down vs. bottom-up approaches, and effectiveness
measurements.

3. What lessons can be learned for greater effectiveness?

This analysis is complex due to the unique qualities of the strategic trade field, which is at once
highly inter-disciplinary as well as politically, economically, and strategically sensitive, often
to the detriment of coordination and communication between both providers and recipients
of outreach. Yet these delicacies are the exact reason why comparative analysis is an effective
way of highlighting the realities and challenges of strategic trade capacity-building.

Development and Structure

Decisions regarding the form a capacity-building program takes stem from many historical,
political, economic, and security considerations. Strategic trade assistance programs, like all
international development programs, are mainly born from the interests and priorities that
a country or group of countries seek to advance outside of their borders. The overarching
objective of strategic trade outreach is balancing trade and security, but secondary objectives
and competing priorities are often major factors. These include internal politics and the
personalities of those in charge. Though this analysis will not focus on these internal issues,
it must be remembered that the EU and U.S. are not exempt from them, and that the features
described in this analysis are unavoidably shaped by domestic influences.

United States

U.S. strategic trade control outreach activities have been in place since after the fall of the
Soviet Union due to the need to control the movement of sensitive materials, equipment,
and technology from post-Soviet and Eastern European post-Soviet satellite states. These
programs, originally under the U.S. Department of Defense (DoD), successfully brought
export control systems up to international standards. Through them, the United States established
the capability to interdict illicit trafficking in WMD and related materials, delivery systems,
dual-use items and conventional weapons.’ These programs include, or included, the Export
Control and Related Boarder Security Program (EXBS), the Biosecurity Engagement Program
(BEP), the Chemical Security Engagement Program (CSP), the Global Initiative to Combat
Nuclear Terrorism (GICNT), the International Nonproliferation Export Control Program
(INECP), and the Second Line of Defense (SLD) Program. While several of these programs
have now been phased out, others have evolved and together comprise a broader assistance
framework for strategic trade control development.

Of these many programs, EXBS is the largest U.S. program providing strategic trade control
assistance worldwide. It was established in 1998 within the Department of State and is now

5 “The EXBS Program,” U.S. Department of State, <https://2001-2009.state.gov/documents/organization/
113710.pdf>.
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housed within the Bureau of International Security and Nonproliferation (ISN)-Office of
Export Control Coordination (ECC). EXBS has expanded outreach to five continents and
around 67 countries to date.® The program assists foreign governments in developing legal and
institutional frameworks for regulating the trade of dual-use and military items of proliferation
control consistent with international standards.” The program has provided over $200 million
USD to date of inspection and detection equipment in additional to bilateral legal and regulatory
assistance, licensing technical exchanges, border enforcement training, global and regional
conferences, expert workshops, and seminars.

While EXBS is the largest U.S. capacity-building program in the strategic trade area, other
programs under different U.S. departments and agencies also conduct outreach in this domain
under their mandate.®? The Department of Energy’s National Nuclear Security Administration’s
(NNSA) International Nonproliferation Export Control Program (INECP) works with partner
countries to create “robust strategic trade control systems consistent with international norms,”
and to “detect and prevent the illicit procurement of equipment, materials, and technological
know-how by states and terrorist organizations seeking to develop weapons of mass destruction
(WMD).” While the program falls under the NNSA, its mandate includes not just nuclear but
all WMD-related materials, equipment, and technology.

The U.S. also has been engaged in other more specific programs related to strategic trade control
and broader issues, such as the Biosecurity Engagement Program and the Chemical Security
Engagement Program, as well as international initiatives such as GICNT and the Megaports
Initiative, specifically in the nuclear and radiological domain, although some of these other
programs have been reduced, transformed, or phased out.

The two largest U.S. strategic trade control assistance programs, EXBS and INECP, utilize
expertise and support from other U.S. departments and agencies with strategic trade control
responsibilities, including:

* Department of Commerce: specifically, the Bureau of Industry and Security (BIS) regularly
cooperates with U.S. outreach programs due to its predominant role in U.S. licensing,
enforcement, policy guidance, and national compliance training;

* Department of Defense: specifically, the International Counter-proliferation Program and
Proliferation Prevention Program through the Defense Threat Reduction Agency, although
not specifically focused on strategic trade control responsibilities, provides technical
assistance;

6 Ibid.

7 Yvette Wong, “U.S. Assistance Programs for Export Control Development,” ASEAN Regional Forum,
July 9, 2009, <http://aseanregionalforum.asean.org/files/Archive/16th/1st-ARF-ISM-on-NPD-Beijing-1-
3July2009/item%204 .4/usa%?20arfnetver.pdf>.

8 Sibylle Bauer, “Arms Trade Control Capacity Building: Lessons from Dual-Use Trade Controls,” SIPRI
Insights on Peace and Security, Stockholm International Peace Research Institute (SIPRI), March 2013,
<https://www.sipri.org/sites/default/files/research/disarmament/dualuse/pdf-archive-att/pdfs/sipri-arms-
trade-control-capacity-building-lessons-from-dual-use-trade-controls.pdf>.
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* Department of Homeland Security; specifically: U.S. Customs and Border Protection,
responsible for ensuring that all goods entering and exiting the U.S. do so in accordance
with applicable export control laws and regulations; the Coast Guard, also with enforcement
duties, and the U.S. Immigrations and Customs Enforcement (ICE)’s Counter-Proliferation
Investigations Program, responsible for coordinating and enhancing export control
enforcement efforts;

* Department of Justice: specifically, the Counterintelligence and Export Control Section
(CES) which supervises the investigation and prosecution of export control cases;

* Department of Treasury: specifically, through its responsibility for economic and trade
sanctions.

This means, in practice, that most of these agencies regularly participate in strategic trade
outreach activities as well as bilateral/multilateral dialogue with partners. The State Department’s
ISN/ECC has the mandate to coordinate all U.S. strategic trade control capacity-building
activities, and it principally accomplishes this through chairing the Interagency Working Group
on Nonproliferation Export and Border Control Assistance (IWG). The IWG also coordinates
the outreach activities of experts from the U.S. private sector, academia and non-governmental
organizations, which are often used as contractors in program implementation. In addition,
the IWC coordinates the activities that take place under EXBS and INECP. One example is
collaboration between both programs in providing commodity identification training (CIT) to
enforcement officials.

Coordination additionally takes place through the EXBS Advisor Program. Around 22 EXBS
Advisors are diplomatically stationed in 40 partner countries and act as national or regional
points of contact to support strategic trade control technical assistance activities. These advisors
work directly with partner country stakeholders and plan and coordinate U.S. outreach activities.’

European Union

The European Union’s approach to strategic trade control capacity-building is different than
that of the U.S. in part due to the EU’s development and structure. The EU program is younger
than the U.S. program, having begun its first dedicated export control pilot project in 2005."°
Previously, individual EU Member States provided bilateral export control cooperation or ad
hoc technical assistance in the chemical, biological, radiological, and nuclear (CBRN) field."

Like the U.S. programs, the current EU strategic trade outreach program also expanded from
post-Cold War nonproliferation efforts in Eastern Europe. The EU established two programs
in 1991, the Technical Assistance to the Commonwealth of Independent States (TACIS) and

9 “Advisor Program,” Export Control and Related Border Security Program, U.S. Department of State,
<https://www.state.gov/t/isn/ecc/c27918.htm>.

10 EU P2P Export Control Program, European Union, <https://export-control.jrc.ec.europa.eu/>.

11 Sibylle Bauer, “Arms Trade Control Capacity Building: Lessons from Dual-Use Trade Controls,” SIPRI
Insights on Peace and Security, Stockholm International Peace Research Institute (SIPRI), March 2013,
<https://www.sipri.org/sites/default/files/research/disarmament/dualuse/pdf-archive-att/pdfs/sipri-arms-
trade-control-capacity-building-lessons-from-dual-use-trade-controls.pdf>.
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Poland Hungary Aid for Reconstruction of the Economy (PHARE), which included nuclear
safety and security aspects tangentially touching on export control issues.'> The significance
of the evolutionary paths these two programs took with respect to current border security and
export control assistance programs will be discussed later. It is, though, important to note that
though they eventually differed in structure, U.S. and EU strategic trade outreach programs
both were originally rooted in the immediate post-Cold War environment.

The EU’s 2004 initiative to form a dedicated (as opposed to Member State-driven) program for
strategic trade outreach was a direct response to United Nations Security Council resolution
1540. The EU had already recognized the importance of integrated export control efforts;
a year prior it had released its EU Strategy against the Proliferation of Weapons of Mass
Destruction (WMD), which explicitly mentioned export controls as an important part of the
EU nonproliferation toolbox. The Strategy underscored the EU’s

...commitment to strong national and internationally-coordinated export control
through the strengthening [of] export control policies and practices within its
borders and beyond, in co-ordination with partners. The EU will work towards
improving the existing export control mechanisms. It will advocate adherence
to effective export control criteria by countries outside the existing regimes and
arrangements.”’

The EU export control outreach program has since its inception used EU Member State
service providers, to use the formal EU terminology, to implement projects individually or as a
consortium. In the strategic trade control domain, the EU Directorate General for Development
and Cooperation (DG DEVCO) provides the terms of reference for EU external assistance
projects, which it publishes openly as Calls for Tender.

CONTRACTING
AUTHORITY

TENDER CONTRACTORS-
DOSSIER SUCCESFUL BIDDERS
: (Offer side)

(Demand side)

Figure 1: EU bidding process for European projects'*

12 TACIS projects ran from 1991 to 2006 and PHARE from 1990 to 2006. PHARE was replaced by the
Instrument for Pre-Accession with partner countries soon after joining the European Union as Member
States. TACIS was succeeded by the EU Instrument for Nuclear Safety Cooperation until 2013 and the
Follow-on Instrument for Nuclear Safety Cooperation until 2020.

13 “EU Strategy against Proliferation of Weapons of Mass Destruction,” Council of the European Union,
December 10, 2003, <http://register.consilium.europa.eu/doc/srv?I=EN&f=ST%2015708%202003%?20
INIT>.

14 “Manual for Preparing Terms of Reference,” European Union Integration Office, May 2011, <http://www.
evropa.gov.rs/Evropa/ShowDocument.aspx?Type=Home&Id=526>.
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This process forms part of a phased and structured approach to EU external assistance projects,
formerly known as Project Cycle Management (PCM) phases (see Figure 2). The phases
include programming, identification, formulation, implementation and evaluation and audit.

Programmin:
g g

/

Evaluation & Audit Identification

Implementation Formulation

Voo’

Figure 2: EU project cycle management phases

DG DEVCO primarily, but with cooperation from other European Commission DGs, is
responsible for the programming, identification, formation and to some extent the evaluation
and audit phase of export control outreach projects, while the successful service provider is
responsible for implementation, which is overseen by DEVCO. Potential service providers
go through a neutral bidding process to win contracts for the “implementation” phase. These
phases have historically ranged from one to three years for export control projects. DG DEVCO
has ultimate authority regarding project activities, funding, and other decisions. Day-to-day
implementation of projects, however, is in the hands of the selected service provider.

The first EU export control outreach project was implemented by the Stockholm International
Peace Research Institute (SIPRI) as service provider, and in 2006 implementation was taken
over by the German Federal Office for Economic Affairs and Export Control (BAFA), which
implemented several efforts commonly referred to in the dual-use export control field as
“Long-term Programs” (LTPs). In 2015, a consortium led by the French agency Expertise
France (EF) was selected to implement two large export control capacity-building projects, one
including around 20 countries worldwide, and one comprised of Southeast Asian countries as
a regional project. These service providers implement the EU projects using experts from EU
Member States as well as their own. As of 2017, there are three concurrent EU dual-use export
control outreach projects, one implemented by BAFA and two implemented by the consortium
comprised of service providers from different EU Member States and led by EF.'® In addition,

15 Ibid.

16  “AddressingRegional CBRN Risk Mitigation Needs,” CBRN Centers of Excellence, European Union, <http://
www.cbrn-coe.eu/Projects/Tabld/130/PagelD/2/PgrID/543/PID/543/CategorylD/12/CategoryName/
Projects/Default.aspx>.
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in 2016, the EU Outreach Program in Export Controls was renamed to the EU Partner-to-
Partner (EU P2P) Program for Dual-Use Materials and Conventional Arms Trade.!’

Resources

There are inherent challenges in comparing two vastly different capacity-building programs
that are important to keep in mind. First, the U.S. budget for such activity is significantly larger
than that of the European Union. For example, the 2016 budget for the U.S. EXBS program was
$58.7 million USD as included in the Foreign Operations Appropriations Act, and this figure
does not consider the budget for other U.S. programs such as the International Nonproliferation
Export Control Program (INECP) under the Department of Energy’s National Nuclear Security
Administration or other activities undertaken by, for example, the Department of Commerce’s
Bureau of Industry and Security.'®

The EU budget for strategic trade outreach projects, over a two/three year time-frame, is
approximately EUR 7 million."” The money comes from the Instrument contributing to
Stability and Peace (IcSP), which is an effort that supports security initiatives and peace-
building activities in partner countries that, including not just export control, totals over 250
projects in 70 countries with a budget of EUR 2.3 billion for 2014-2020.% In 2014, the IcSP
took over from the Instrument for Stability (IfS) which had funded previous EU outreach
projects since 2006 with around EUR 14 million devoted to dual-use export control capacity
building for the period 2007—13.2! The money currently used from the IcSP on strategic trade
control is divided between several different projects under different contracts, and utilizing, at
times, different service providers as noted above. The budget for one project can range from
EUR 1-3 million on average.

One ramification of the IcSP taking over from the IfS in 2014 is that, structurally, all strategic
trade capacity-building projects were brought under the specific funding envelope of the EU
CBRN Centers of Excellence (CoE). While facially this seems merely an administrative shift
regarding funding, in practice it means that the EU strategic trade control projects began to
follow the structure, coordination, and communication apparatus of the CoE initiative. For
example, individual implementer methodologies became a piece of a larger CoE framework
focusing on a regional approach to capacity-building and independent tools and structures

17 “Export Control Program and Web Portal Rebranded EU P2P,” EU P2P Export Control Program, News,
October 2016, <https://export-control.jrc.ec.europa.eu/News/ArtMID/481/ArticleID/288 1/Export-Control
-Program-and-Web-Portal-re-branded-EU-P2P>.

18  “Export Control and Relation Border Security Program,” U.S. Department of State, <https://www.state.
gov/t/isn/ecc/>. It should be noted that EXBS activities include outreach on border security.

19  “Addressing Regional CBRN Risk Mitigation Needs,” CBRN Centers of Excellence, <http://www.cbrn-coe.
eu/Projects/Tabld/130/PagelD/2/PgrID/543/PID/543/CategorylD/12/CategoryName/Projects/Default.
aspx>.

20  “Instrument Contributing to Stability and Peace: Preventing Conflict around the World,” Service for
Foreign Policy Instruments, European Commission, <http://ec.europa.eu/dgs/fpi/what-we-do/instrument_
contributing_to_stability_and_peace_en.htm>.

21 “Six-monthly Progress Report on the Implementation of the EU Strategy against the Proliferation of
Weapons of Mass Destruction” Official Journal of the European Union (2012/1), C39, February 9, 2013.
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for needs-assessment and national action plans, presenting challenges for coordination within
the larger CoE framework as well as messaging to partner countries. These effects will be
discussed later in this article.

Substance

The U.S. approach to export control outreach revolves around establishing and strengthening
five “pillars:”

* Comprehensive legal/regulatory frameworks;

* Effective licensing procedures and practices;

* Enforcement techniques and equipment;

* Government-industry cooperation;

* Interagency and internatinal coordination and cooperation.

Project activities are centered on impacting these five areas. For example, under the
comprehensive legal/regulatory frameworks pillar, EXBS supports workshops and exchanges
that facilitate the drafting, adoption, and implementation of export control laws and regulations.*?
In addition to activities, a substantial portion of the EXBS budget goes towards the provision of
equipment to partner countries.

U.S. INECP activities utilize a slightly different approach. Engagement with partner countries
is “based on vulnerability assessments of three export control system elements in accordance
with the norms and benchmarks established by various treaties and multilateral arrangements
of the international nonproliferation regime.” These include:

* Enterprise compliance;
* Licensing analysis;

e Enforcement.

As noted above, the State Department’s Office of Export Control Cooperation is responsible
for coordinating between the different U.S. programs in part through the Interagency Working
Group on Nonproliferation Export and Border Control Assistance (IWG).

The EU approach, similar to the U.S. one, may differ depending on the service provider used
for project implementation. Service providers are free to use their own approaches granted that
they are accepted and approved by DG DEVCO. BAFA, similarly to the U.S. DoD’s EXBS,
uses a pillar approach to project implementation: »

e Legal;

22 Yvette Wong, “U.S. Assistance Programs for Export Control Development,” ASEAN Regional Forum,
July 9, 2009, <http://aseanregionalforum.asean.org/files/Archive/16th/1st-ARF-ISM-on-NPD-Beijing-1-
3July2009/item %204 .4/usa%?20arfnetver.pdf>.

23 Georg Pietsch, “EU Cooperation in Export Control,” Presentation given at the Federal Office of Economics
and Export Control, Eschborn, Germany, 2011, <https://export-control.jrc.ec.europa.cu/DesktopModules/
Bring2mind/DMX/Download.aspx?Command=Core_Download&Entryld=260&language=en-
GB&Portalld=0&TabId=98>.



http://aseanregionalforum.asean.org/files/Archive/16th/1st-ARF-ISM-on-NPD-Beijing-1-3July2009/item%204.4/usa%20arfnetver.pdf
http://aseanregionalforum.asean.org/files/Archive/16th/1st-ARF-ISM-on-NPD-Beijing-1-3July2009/item%204.4/usa%20arfnetver.pdf

102 Andrea Viski

* Licensing;
e Customs;
e Awareness;

e Sanctions.

In new partner countries, this approach includes an initial visit, general needs-assessment, and
training requirements assessment. Activities then center on the five pillars and include seminars,
study tours, remote assistance, regional workshops, and “train-the-trainer” workshops.

The consortium led by Expertise France, meanwhile, has employed a methodology developed
by the European Commission’s Joint Research Center (DG JRC) and the University of
Liege’s European Studies Unit (ESU) entitled the Why, Who, What, How (W3H) approach.
The approach consists of four elements of a comprehensive export control system, and gives
flexibility to implementers and partner countries regarding the design and the implementation
of their export control programs.>* W3H attempts to help countries overcome their unique
challenges to meet the demands of international export control standards.? The myriad elements
can be visualized as a Mindmap, a sample of which can be seen in Figure 3.
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Figure 3: Sample of W3H mindmap elements?**

Neither a common methodology nor a set of standards for what constitutes effective strategic
trade implementation or capacity-building best practice exists between U.S. and EU programs.

24 “ANew Methodology to Review or Elaborate a Trade Control System,” European Studies Unit, University
of Liege, March 1, 2016, <http://www.esu.ulg.ac.be/index.php?serv=49&m=pub>.

25 Ibid.
26 Ibid.


http://www.esu.ulg.ac.be/index.php?serv=49&m=pub
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Each has its own methods, and different methods can be used by different programs or
projects even within one country. This lack of commonality mirrors the parallel absence of an
international standard-setting body for strategic trade controls, a shortcoming that renders the
strategic trade field different from other areas of security assistance. In nuclear security, for
example, the International Atomic Energy Agency (IAEA) sets standards that countries almost
universally strive to implement, and that form the basis of effective outreach efforts.

In the strategic trade control context, United Nations Security Council resolution 1540 represents
the only international, legally-binding instrument obligating UN Member States to adhere to
strategic trade measures, but there is no consequent international agency that could identify and
promulgate best practices to do so. The four major individual export control regimes, the Nuclear
Suppliers Group (NSG), the Australia Group (AG), the Wassenaar Arrangement (WA), and the
Missile Technology Control Regime (MTCR), are composed of the major suppliers of WMD-
related goods worldwide. The best practices efforts of these regimes are often uncoordinated, and
accordingly there is both overlap and separation between them. The regimes are often selective
in their membership, meaning that the standards they produce lack the international legitimacy
necessary to serve as a baseline for implementation on a worldwide scale.

Although strategic trade control is primarily a nonproliferation tool, in definition and
practice it also concerns the control of access to and supply of sensitive and/or valuable
materials, equipment, and technology. Yet access, supply, material goods, and technology are
simultaneously the kinds of economic and strategic considerations that impede the development
of international strategic trade standards. Without common standards, U.S.-EU agreement on
assistance methodology will prove difficult.

Comparative Analysis and Issues: U.S. and EU Export Control Assistance
Programs

There are several important factors to consider that stem from the varying aspects of the U.S.
and EU programs analyzed so far in this article. Their analysis may demonstrate areas where
the effectiveness of individual projects or the overall global effort to promote strategic trade
control implementation worldwide can be strengthened. While programs may differ based on
resource constraints, methodologies, or other factors, the overall objective of strengthening
nonproliferation trade controls is a shared one and should be kept in constant and clear focus
when formulating and implementing outreach. This section will highlight some of the main
differences described so far, their ramifications, and recommendations based on the analysis.

Messaging and Perception by Partner Countries

The approaches to methodology and substance used by each strategic trade capacity-building
project differ, be it a U.S. or EU project, or even separate projects within each country. While
on the one hand this is a natural consequence of different programming priorities, it should be
a point of inquiry whether different implementation approaches and methodologies employed
by each project affect the perception and prioritization of strategic trade control elements by
partner countries. Take the EXBS and BAFA pillar approaches, for example. If a country would
be a partner under both programs, how would differences, however nuanced, in the substance
of the pillars affect the country’s perception of what a comprehensive trade control system
should look like? Or, as in the case of the EU, what is the perception, impact of assistance, and
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progress towards implementation over time if a partner country sees a change in the service
provider implementing export control assistance?

The latter question is not a hypothetical. In 2015, the EU changed the assistance service provider
for all the partner countries in which it had been conducting dual-use trade control outreach
(except for Jordan and Kazakhstan) from BAFA to the consortium led by Expertise France.”’
The new service provider conducted initial visits and needs-assessment often in countries that
had been recipients of EU outreach for years.?® The individuals leading the program changed,
as did many of the experts conducting assistance activities. The methodology also changed,
as noted in the previous section, from the pillar approach employed by BAFA to the W3H
approach. In terms of continuity, it is unclear to what extent the information gathered over years
of implementation and personal relationships was shared from one project cycle to another with
the change in implementer. The effects of such a change on factors such as impact, legitimacy,
trust, and sustainability would be worthy of further study and inquiry.

Another issue to consider regarding messaging and perception by partner countries is to what
extent assistance providers self-reflect regarding their messaging and how it comes across, and
how it consequently affects effectiveness. These assistance programs are implemented, from
the top to bottom levels, by personnel with multiple commitments and competing priorities.
Depending on the program, those in charge may have significant professional and educational
experience in strategic trade controls, or they may come from other areas of expertise and have
little or no background in the field. When personnel changes, institutional memory and lessons
learned may be lost in day-to-day implementation. The need for self-reflection must therefore
be a built-in process within each project for assistance programs to have a regular mechanism
to question and assess the effectiveness of their practice of assistance and its perception and
impact in partner countries.

Such self-reflection could take place even on the level of what may appear to be minutiae; take
for example acronyms. Acronyms are used to shorten the names of each strategic trade control
assistance program, but also for the agencies implementing them, the funding mechanisms
financing them, their parent programs, coordinating mechanisms, and more. A partner country
that may have been part of the BAFA-implemented EU Outreach in Export Controls program in
2011 would have eventually, perhaps, become used to and familiar with the acronyms DEVCO,
IfS, BAFA, LTP—but with the use of a new service provider, a whole new set of acronyms
is adopted. A second example is when the assistance service provider changed to Expertise
France (EF) in 2015, and then in 2016 the entire export control program was renamed to EU
P2P, placed under the new funding envelope ICSP, and became part of a larger CoOE CBRN
program with its own set of acronyms such as NAQ, NAP, NFP, OSA.

This example of acronyms is demonstrated here to give a sense of the issues assistance providers
may take for granted, but that may pose significant challenges in messaging and coordination,

27  “EU Outreach Program in Dual-Use Export Controls: New Implementer,” News, EU P2P Export Control
Program, September 2015, <https://export-control.jrc.ec.europa.eu/News/ArtMID/481/ArticleID/257/EU-
Outreach-Program-in-Dual-Use-Export-Controls-New-Implementer>.

28 Some examples include: Vietnam, Philippines, United Arab Emirates, Montenegro, Georgia, Malaysia,
Albania, Tunisia, Singapore. For more information on these initial visit, see the section “News” of the EU
P2P Web Portal, <https://export-control.jrc.ec.europa.eu/News>.
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especially with multiple programs running concurrently on the same subject. Yet this issue is
not only nominal, but also definitional. Definitions of key terms, among them “export controls”
and “dual-use,” differ from one country to another, and even differ between the four export
control regimes, and are therefore presented to partner countries differently.?’

The issue is not just of language but, as explained in the previous section, concept and
methodology. Again, while there is one international, legally binding instrument mandating
national implementation of strategic trade controls (UNSCR 1540), there is no internationally
recognized legitimate body implementing the controls specifically. As the language of UNSCR
1540 requires “appropriate” and “effective” implementation, national interpretation of what
those terms require in the EU and U.S. translate to varying approaches to assistance. While the
1540 Committee has drafted a matrix identifying specific measures that indicate compliance
with the resolution language, the measures are not universally accepted.*

For example, the matrix includes the measure of extraterritorial applicability, meaning that
“effective” and “appropriate” export control implementation should include the extraterritorial
application of national trade control laws. This measure is implemented by very few states—
one being the U.S.—but does not constitute universal common practice even by countries
with advanced export control systems. Since the issues of strategic trade directly impact the
economies of individual countries, disagreement continues to exist over whether strategic trade
control standards can or should be universal.

Two specific recommendations arise from this discussion. First, consideration should be given
to whether it would be feasible for the individual programs within the U.S. and the EU, and
beyond that, for the U.S. and EU globally, to aim for a uniform approach to strategic trade
control capacity-building, in order to present a uniform message to all countries regarding the
way to implement effective nonproliferation export controls. This uniformity of standards and
practice would, in the author’s view, significantly increase not only the effectiveness and impact
of assistance programs, but also their buy-in and legitimacy. International capacity-building
programs cannot succeed without the commitment of partner countries. Having few means to
discern the advantages of one set of standards or methodology from another, countries require
clarity and consistency to sustain their commitment to an initiative. Because of the significant
improvement such uniformity would bring, it is necessary for assistance providers to give
serious thought and action to how this could be achieved.

Second, given that achieving uniformity is such a difficult objective, mechanisms should be
built into individual assistance programs that require personnel to reflect upon the way in which
language, definition, methodology, presentation, continuity, and other aspects of assistance
programs are internalized by partner countries, and consequently how this relates to impact.
This inside-out approach can reveal the nominal and definitional gaps in international strategic

29 Renaud Chatelus et al., “Nonproliferation Community: Do We Really Speak the Same Language?,”
Institute of Nuclear Materials Management (INMM), CN-220-241, <http://www.iaea.org/inis/collection/
NCLCollectionStore/_Public/46/066/46066212 pdf>.

30  “Nonproliferation in a Noncompliant World: Rethinking UN Security Council Resolution 1540,” Stimson
Center, October 29, 2015, <https://www.stimson.org/content/nonproliferation-noncompliant-world-
rethinking-un-security-council-resolution-1540>.
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trade control assistance programs and perhaps prompt the changes that will lead to a more
uniform international approach.

In-Country Personnel

Strategic trade control assistance programs are mainly composed of needs-assessment
activities, workshops, seminars, technical assistance, equipment procurement, legal reviews,
exercises, site visits, and other events. Yet these activities alone are incapable of fostering the
strong in-country relationships with those responsible for strategic trade control legislation
and enforcement. Frequent personnel changes in the implementer and partner agencies only
complicate the process. Trust and legitimacy do not come automatically or quickly yet are
essential for assistance programs to have impact and sustainability over time. Any attempt
to foster these vital relationships must consider the cultural and historical contexts of partner
countries.

The consequence of the vastly different resources available under the U.S. and EU programs
is that while the two are the biggest players in the strategic trade control capacity-building
arena, the U.S. can commit far greater resources. The EXBS Advisor Program, with country-
based advisors, allows the U.S. to work closely with partner country and regional stakeholders,
developing trust and relationships essential to outreach. This also allows for continuity and
greater clarity of communication between all parties involved. Communication channels are
always open, regardless to whether the formal assistance providers are in the country. And
since the Advisors are stationed in embassies, EXBS leadership and analysts have access to a
much higher level of information. Finally, given that several different U.S. programs implement
strategic trade control assistance simultaneously, EXBS Advisors help coordinate and program
activities and reduce overlap or repetition.

A semblance of this model was tested under the EU program as well, although the EU does
not have the resources to fully match the U.S. EXBS Advisor Program. The EU CBRN CoE
Project 38, “Export Control Outreach for Dual-use Items in Jordan and Kazakhstan,” which
began in 2014, funded the deployment of “long-term experts” in both partner countries as
part of a new EU approach to project implementation. In Kazakhstan, the expert was replaced
midway through the project.’! This approach was attempted in Project 43, “Export Control in
Southeast Asia” as well, with the inclusion of a regional long-term expert as a key component.
This expert was also replaced during the life of the project. In practice, there is not enough
public information to gauge how the EU has used these experts and their effect on project
impact and sustainability.

Grouping Strategic Trade Controls with Other Areas

As mentioned in previous sections, the current strategic trade control assistance activities
of both the U.S. and EU largely grew out of activities to secure WMD-related materials in
post-Soviet states in the 1990s. Yet they have evolved differently and do not share the exact
same conceptual approaches to the unique challenges of strategic trade. One important
difference between the U.S. and EU programs is that the U.S. groups export control projects

31 See “News: Kazakhstan,” EU Partner-to-Partner Program, <https://export-control.jrc.ec.europa.cu/News/
PID/481/CategoryID/101/CategoryName/News>.


https://export-control.jrc.ec.europa.eu/News/PID/481/CategoryID/101/CategoryName/News
https://export-control.jrc.ec.europa.eu/News/PID/481/CategoryID/101/CategoryName/News

United States and European Union Strategic Trade Assistance: A Comparative Analysis 107

together with border security activities—hence the name Export Control and Related Border
Security. The U.S. is therefore able to direct project activities across this broader spectrum
of supply chain security and nonproliferation.

In addition, EXBS makes both the proliferation of WMD and “destabilizing accumulations
and irresponsible transfers of conventional weapons” its objectives. In practice, this means that
program activities for convention or dual-use export controls are done in coordination and within
the same program, in theory organized with the assistance of the Program Advisors based in
each country or group of countries. This is important, because the same personnel are often
responsible for both conventional and dual-use trade control; for example, licensing officers,
especially in countries with less licensing resources and personnel, handle licenses for both
arms and dual-use exports. While there are important differences between conventional and
dual-use trade controls, overlaps exist at a practitioner level which can be taken advantage of.

In the EU, border security projects have been differentiated from export control projects, and
while they come from the same IcSP funding envelope, they are implemented by different
service providers, and largely without coordinating with export control project implementation
service providers.*>* While the three ongoing EU dual-use export control assistance projects
are part of the CoE CBRN network, they are grouped together by name and web portal under
the EU P2P Export Control Program, which includes also the Council Working Group on
Conventional Arms Exports (COARM) Outreach Program and the EU Arms Trade Treaty
(ATT) Outreach Project.>*

Export control assistance programs should consider more broadly the advantages and
disadvantages of grouping dual-use export control with border security and conventional
weapons export control. It is understandable that current strategic trade control outreach has
evolved from previous programs that were in place and that due to restrictions on policy and
funding streams, the programs find themselves grouped in varying degrees of coordination
with other assistance areas. Yet especially with relation to border security, a wider discussion
should be held regarding the scope of strategic trade controls in light of resolution 1540 and
current illicit procurement trends, especially considering that border controls are specifically
delineated under the trade control section of the 1540 matrix. Coordination and communication,
especially regarding intelligence-sharing and risk assessments, between personnel involved in
both export control and border security is essential to nonproliferation efforts.

Finally, there is another grouping model that must be considered, that of joining nuclear,
chemical, biological, and missile-related trade controls. Should assistance programs adopt the

32 “Strengthening Global Nuclear Security: JRC Support to Tajikistan,” EU Science Hub, European
Commission, October 30, 2015, <https://ec.europa.eu/jrc/en/news/strengthening-global-nuclear-security-
support-tajikistan>.

33 One exception to this was an Inter-agency Simulation Exercise for Customs and Licensing Export Control
Scenarios (IASE 2016) as well as export control lectures forming part of the training curriculum of the
European Nuclear Security Training Center (EU.S.ECTRA). See, “EU P2P Export Control Program for
Arms,” European Union, < https://export-control.jrc.ec.europa.eu/Home/Arms-export-control> and “EU
P2P Export Control Program for Arms-ATT,” <https://export-control.jrc.ec.europa.eu/Home/Arms-Trade-
Treaty>.

34 “EU P2P Export Control Program,” European Union, <https://export-control.jrc.ec.europa.cu/>.
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division of control list goods as delineated by the four export control regimes? Or does grouping
WMD and delivery systems together per the scope of UNSCR 1540 provide a better model for
partner countries, given that the resolution is obligatory while export control regime guidelines
are not binding for non-members? While the more intuitive option may be the latter, and is the
current model for most U.S. and EU assistance programs, in many countries, controlled WMD
items are often not dealt with comprehensively but individually, with individual control lists
linked to individual laws and managed by individual agencies — for example, dual-use chemical
materials, equipment, and technology listed and controlled subsequent to a chemical safety
and security law, and managed and licensed through a national chemical agency. In countries
that are more at risk of supplying or being pass-throughs for chemical weapons proliferation,
does the approach of targeting all WMD components make sense? There may not be a right
or wrong approach to this question, but reflection and assistance methodology should assess
which nonproliferation options are effective and realistic.

Top-down or Bottom-up?

Whether an outreach program should be informed by a top-down or bottom-up approach
varies according to multiple factors, notably the preferences and situation of the partner
country. In the top-down approach, the U.S. and the EU possess experience and insight into
the “proper” implementation of strategic trade controls and are positioned to implement
and explain their models. Because countries have different supply chain and proliferation
vulnerabilities, and since those vulnerabilities are often microeconomic in nature, the U.S.
and EU models of implementation may not be appropriate in each case. This observation
is underscored by, for example, the very situation of the European Union itself, where one
common dual-use export law, Council Regulation 428/2009, is directly applicable to all
Member States but is implemented differently in each.

While all assistance projects strive for the appropriate balance between bottom-up and
top-down approaches to capacity-building, partner country input can help strike the right
balance. Even in countries that do not have a functioning system in place, national bodies
are well-positioned to know their industry and potential suppliers, ports, legal system and
legislative process, security vulnerabilities, and other important factors for consideration in
building an effective system.

Measuring Impact

In many areas of international assistance, indicators are used to measure and evaluate impact and
effectiveness. In the area of development assistance, for example, extensive literature details
methodologies for evaluation, such as that of the Organization for Economic Cooperation
and Development (OECD)’s Development Assistance Committee (DAC), the United Nations
Evaluation Group (UNEG), the Evaluation Cooperation Group (ECG), and the International
Organization for Cooperation in Evaluation (IOCE). These collectively form the Network
of Networks for Impact Evaluation, that provides high-quality assessments of impact.*® The

35 See, for example, “Evaluating Development Activities: 12 Lessons from the OECD DAC,” OECD,
2013, <http://www.oecd.org/dac/peer-reviews/12%20Less%20eval %20web%20pdf.pdf> or “Impact
Evaluations and Development: NONIE Guidance on Impact Evaluation,” World Bank, 2009, <http://
siteresources.worldbank.org/EXTOED/Resources/nonie_guidance.pdf>.
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Logical Framework Approach has also been used as a methodology for designing, monitoring,
and evaluating international development projects.*® Any effort to measure the impact of
strategic trade control assistance efforts must account for two important factors.

First, in evaluating strategic trade control assistance, attention should be given to consistency
and measuring impact over time. The U.S. and EU programs have for years developed models
for measuring the impact of their efforts, and have published internal reports on specific areas
of progress. These efforts are often difficult and subjective, particularly in establishing cause
and effect. It is difficult to attribute, for example, the passage of comprehensive export control
legislation, or interdiction by Customs of a suspicious shipment by a partner country, to the
specific work of a single assistance project, especially with several running concurrently.
Internal factors also help determine progress, such as varying political commitments in the
implementing government (which can also be influenced by assistance activities), personnel
changes, and crises such as war, famine, or revolution.

Second, assessments of effectiveness will often rely on different indicators, and at varying
levels of specificity. Should an evaluation system have 1000 indicators or ten? This issue is
compounded when taking into consideration different country profiles as they relate to export
controls. A country that is not a significant supplier of dual-use goods, but that is often targeted
for transshipment by illicit procurement networks, should have the impact of its strategic trade
control assistance programs measured in entry point control, customs readiness, availability of
intelligence, and internal review and risk-assessment processes.

Regardless of the model chosen for measuring impact, the most important consideration is
whether and to what extent such models should be consistent between programs within the
U.S. and EU, or developed at the international level to standardize impact measurements,
similar to what is currently done in the area of international development assistance. Even in
the field of nuclear security, the IAEA’s Nuclear Security Series sets standards of best practice
for the implementation of international nuclear security law. This forms a system of standards
by which nuclear security assistance programs, such as the International Nuclear Security
Advisory Service (INSServ) and the International Physical Protection Advisory Service
(IPASS), can measure impact. An international strategic trade control standard-setting body
could similarly set the benchmarks for assessing the effectiveness of assistance programs, and
in so doing immeasurably strengthen WMD nonproliferation efforts worldwide.

Conclusion

U.S. and EU strategic trade control capacity-building programs have evolved differently,
leading to variations in their scope, methodology, resources, structure, and impact. With
United Nations Security Council resolution 1540 as the only international legally binding
instrument in the area of strategic trade controls, but without a legitimate international body
setting standards and best practice, the priorities and methodology of assistance programs
are often weighted toward the national capacities, interests, and expertise of the countries
implementing them. This leads to different and competing models not only between the EU

36 See “Logical Framework,” U.S.AID, <http://usaidprojectstarter.org/content/logical-framework-1f>.
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and the U.S., but even between different assistance projects operated by different agencies
or service providers at the national/regional level. This in turns influences the effectiveness
and impact of assistance programs in the partner countries. Deeper reflection on the link
between the development and operation of assistance programs and their impact in partner
countries can remind program implementers of the big picture: the importance of worldwide
strategic trade controls to counter the threat of WMD proliferation.

In addition to the recommendations already offered, of primary importance to strengthening
the effectiveness of outreach is communication and coordination between the U.S. and EU, and
other relevant countries and organizations. There is huge potential for such communication
to improve the quality of programming, make more efficient use of resources, promote cross-
fertilization of ideas, and raise the overall impact of assistance.

An area where such communication has enjoyed success has been in border monitoring,
where the Border Monitoring Working Group (BMWG), composed of U.S. and EU
agencies as well as the IAEA, successfully coordinate to strengthen global capacity for
nuclear security to combat terrorism.”” As an example of what can be achieved through
such an effort, the BMWG has “coordinated joint training, workshops and exercise activities;
developed a progressive and modular front line officer curriculum; coordinated assessment
and deployment activities; shared advances in technical issues; and promoted fixed and mobile
detection while optimizing resources among the group.” * One element influencing the success
of the group may be the inclusion of the IAEA, and its noted role as the international standard-
setting body for the nuclear security area. The BMWG model, as applied to strategic trade
controls, may not work without an equivalent uniformity of international laws and standards.
Nevertheless, due to the clear need for such a U.S.-EU working group, solutions should be
found between relevant strategic trade agencies to find a way to create more effective and
sustainable collaborative models.

37  “Ten Years of the Border Monitoring Working Group: JRC/IAEA/U.S. Collaboration,” January 14, 2016,
EU Science Hub, <https://ec.europa.eu/jrc/en/science-update/10-years-border-monitoring-working-group-
jre-iaea-usa-collaboration>.

38 Ibid.
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Pitcher and Catcher: The
Private Sector’s Role in Export
Control Outreach Activities
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Abstract

Export compliance is a challenging task, especially in technology-dense or strategic domains
such as aerospace and defense. Violations may occur in case of insufficient continuous dialogue,
information-sharing, or awareness-raising with all actors of the regulated community. Outreach
plays a key role in educating the public and exporters and is also important to establishing a
partnership between “regulator” and “regulated.” The private sector has the potential to not
only behave as “catcher” but also as “pitcher,” actively cooperating with competent authorities,
playing a key role in supporting governmental outreach both internally and in the framework of
regional workshops, and helping to establish common standards via peer-to-peer benchmarking
initiatives. Various forms of outreach can be beneficial to compliance and encourage the broad
adoption of standards while reducing the risk of major violations and promoting effective
national export control systems.

Keywords

Academia, benchmarking, compliance, export compliance officer, freight forwarders, industry,
Internal Compliance Program (ICP), outreach

Introduction

Export compliance is a challenging task, especially in technology-dense or strategic domains
such as aerospace and defense. Export compliance officers must integrate multiple requirements
of their organization’s Internal Compliance Program (ICP) based on different products or

1 Rosa Rosanelli is Chief Export Compliance Officer for AIM Group, including AIM Norway SA and the
Belgium Engine Center SPRL, for which she is also General Counsel. Her task is to lead, manage, and drive
execution of efforts aimed at ensuring 100% compliance with applicable laws and regulations, including
customs regulations in Belgium. She is specialized in international trade law, specifically for aeronautics,
space, and telecommunications, and is author of several publications on strategic trade controls.
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services and applicable sets of regulations. They must also promptly adapt and react to ever-
changing regulations, recognize differences in implementation between territories in which
supply chain partners are located, and anticipate the effects of legal and regulatory changes on
operations, together with the potential impact of those changes on overall profitability.

In this context, government outreach to industry is key. The opportunity to obtain information
on regulatory updates and official interpretations and to learn best practices is essential to
effectively anticipate and mitigate export compliance-related risks.

While initiatives that allow dissemination of this type of information are critical learning
opportunities, the private sector has the potential to not only behave as “catcher,” being the
recipient or beneficiary of outreach activities, but also to be a “pitcher” and actively cooperate
with competent authorities, provide feedback, and support broader outreach activities, in
particular when business partners, actual or potential, are involved.

The Private Sector as “Catcher” of Outreach Opportunities

Export control laws change frequently and are intrinsically strategic, inevitably subject to
differences in implementation from country to country due to their important implications for
national security and foreign policy objectives.

For this reason, information on regulatory updates, guidance, and best practice sharing
is essential for export compliance officers because they will use the information learned at
outreach events to improve their organization’s overall compliance.

The panorama of the regulated community is vast and varied, including not only big multi-
national industries, but also, for example, freight forwarders, academia, or e-traders. Each actor
along the supply chain has specific challenges and requires support to tailor implementation to
very practical scenarios.

Chambers of Commerce and licensing authorities offer outreach opportunities notably in
correlation with important developments such as organizational changes within their departments
or regulatory updates. Government outreach may take the form of specific initiatives to tackle
short-term regulatory changes or sometimes more general issues, such as the setup of guidance
on internal compliance programs. However, the recurrence of these events and the ability to
reach out to a vast public and different components of the regulated community may depend
on the resources available and likely will be a function of the risk profile of national economic
activities or of current events, including the most recent enforcement cases or new targeted
sanctions.

Tools for outreach include consultations, seminars, briefings, workshops, and company visits.
Regardless of the form, these events are particularly important from the perspective of setting
up a format for cooperation between authorities and exporters, thus partnering to promote
effective practices and more consistent standards.

This kind of outreach takes place in the backdrop of an international legal obligation, with
Operational Paragraph VIII of United Nations Security Council resolution 1540 requesting
countries to “develop appropriate ways to work with and inform industry and the public
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regarding their obligations under such laws.”> UN Member States are thus recommended to
provide information and/or training for exporters.’ In-person meetings are generally perceived
as the most beneficial as they allow for closing the gap between the regulator and the regulated,
fostering trust, and offering opportunities for mutual feedback. This type of event is generally
perceived as very useful and effective by the regulated community, who are always looking
for opportunities to clarify their doubts directly with authorities to ensure that they are aligned
with written and unwritten requirements and with preferred approaches with regards to specific
countries and end-users.

In this sense, in-person outreach should be an integral part of any export control regulatory
authority’s objectives. While it requires resources and organizational effort, outreach offers
unique opportunities for dialogue between regulators and exporters, encouraging mutual
understanding and therefore reducing the risk of major violations.

Smaller companies may not always have the resources to send personnel to these types of
outreach activities. The information shared with larger organizations should therefore be made
available through different channels, such as websites or newsletters, to ensure dissemination
to the widest audience possible. Company visits are a particularly effective tool and should be
utilized to reach out to smaller entities. Witnessing the reality of an exporting organization’s
business and its risks and challenges is beneficial for the authority and exporter alike because
it reinforces mutual understanding and allows trust-building. It also offers each party a chance
to ask questions relevant to the specific challenges of the exporter.

Regular updates that are audience-targeted,handbooks and guidelines that are easily readable and
accessible, reports or dedicated websites containing information on export control regulations,
restrictions and guidelines, and even company visits are government-driven outreach practices
that can improve compliance, awareness, and understanding of export control regulations’
scope, objectives, and practical implementation.

Making information available to the public, for example on a licensing authority’s website
or other platforms of exchange, including newsletters, are also a way of maintaining
communication. While in the range of unidirectional communication, these tools may offer
the opportunity to raise questions and provide feed-back, especially if accompanied by the
identification of a dedicated point of contact, a live-chat, or call number.

Because of the relevance of topics such as arms exports and nonproliferation to the public,
websites may also provide transparency concerning the review process for license applications
and the due diligence imposed on exporters dealing with sensitive items.

Publishing this type of information may require less preparation and budget allocation than
in-person events, yet it inevitably requires some degree of dedicated resources such as periodic
reviews and updates. The advantage of this type of communication-sharing is its ability to remain
publicly accessible and reviewed over time, offering elements of transparency and predictability.

2 United Nations Security Council Resolution 1540, S/RES/1540, New York, April 2004.

3 “BestPractice Guideon UN Security Council Resolution,” Organizationfor Security and Cooperationin Europe
(OSCE), FSC.DEL/65/09/REV.3, September 16,2009, <http://www.osce.org/fsc/414467download=true>.
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In addition to government-organized outreach events, there are a growing number of training
and best practice sharing events organized by private for-profit consultancies and law firms.
This demonstrates the interest and importance of finding opportunities to clarify, share, and
question the implementation of regulations in a specific context.* It also highlights the need for
a free space for discussion. Interestingly, some of these events are intentionally reserved for
private companies to meet and exchange concerns and best practices, leaving out competent
authorities, perhaps to ensure such free peer-to-peer discussion.

By targeting specific groups of organizations, they also have the advantage of helping to establish
a network of practice, allowing for the discussion of specific policies and implementation
practices, and creating a space to analyze ways of improving these practices. During these
events, attendees have the opportunity to benchmark with peers in similar domains and discuss
topics such as regulatory changes, internal standards, tools and templates, and risk mitigation
strategies. Participation at these types of events can often be justified by organizations’ urge to
better understand the implications of complex regulations, learn from solutions implemented
by others in similar domains, and connect within a community facing similar challenges.

From the standpoint of the private sector, continuous exchanges and the availability of objective,
clarifying resources can be an added value when trying to anticipate the effects of legal and
regulatory changes on operations. These activities also help the private sector better understand
the effects of “informal” changes in the preferred approach with regards to certain countries
together with the potential impact on overall profitability.

Predictability and anticipation are extremely important to companies, meaning that guidance
explicitly excluding the ability to establish business activities with certain countries is often
preferable to less transparency and available resources on the current political approach with
regards to potential future customers.

The United States, for example, publishes Frequently Asked Questions (FAQs), decision trees,
and many other publicly accessible tools on export control and sanctions related issues. The
U.S also clearly lists its “main allies” and “restricted parties.” > U.S. regulatory authorities’
transparency with regards to specific countries and more generally to export restrictions provides
a framework for predictability well suited to exporters, although it may be less comfortable
from a political and diplomatic standpoint.

Conversely, a lack of transparency regarding national policy, the likelihood of obtaining an
export license, and even the licensing process itself, may discourage company investment or
academia research programs. Lack of transparency can also lead to conservative approaches

4 Robert Shaw and Catherine Dill, “Benchmarking and Professional Associations: An Immersive Exploration
of Non-Traditional Channels for Industry Outreach,” Strategic Trade Review 2:3 (Autumn 2016), p. 133.

5 See for example the Strategic Trade Authorization (“STA”) exception under the EAR, which allows for
a license exception for certain exports under EAR §740.20 and 36 “main allies and partners” or “STA
countries.” See “Strategic Trade Authorization Interactive Compliance Tool,” U.S. Department of
Commerce, Bureau of Industry and Security, <https://www.bis.doc.gov/index.php/statool>.

6 See for example “General Policies and Provisions,” International Traffic in Arms Regulations (ITAR),
§126.1, <https://www.pmddtc state.gov/regulations_laws/documents/official_itar/ITAR_Part_126.pdf>.
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that restrict product and customer base, opportunities for research and development, or even
create confusion regarding the legality of certain transactions or cooperation.

The Private Sector as “Pitcher” of Outreach Opportunities

The private sector does not only behave as “catcher,” being a recipient or beneficiary of outreach
activities, but can also behave as “pitcher” and proactively cooperate with the public sector,
directly, through professional associations, or other discussion formats.

Professional association-led events contribute to a dialogue that helps raise issues linked to
the implementation of legislative or regulatory frameworks, providing collective feedback to
regulatory authorities regarding the economic impact of restrictions and the practical effects on
the global level-playing field for competition. However, this presents risks regarding its ability
to encompass smaller and bigger actors of the regulated community, including non-traditional
components of the regulated community such as freight forwarders, academia, e-traders, and
other actors of export supply chains.

Engaging with competent public authorities by providing direct feedback is important to provide
an appropriate understanding of the challenges to implementation and risks of unintended
effects for certain regulations. These actors should be viewed as a resource and an ally since
they are the “gut” that digests and implements regulations and is able to collect the pros and
cons as well as identify potential loopholes.

In this sense, stakeholders involved throughout the supply chain may play a valuable role in
designing new regulations, for instance through the creation of technical advisory committees,
and even support broader outreach activities outside of the country, particularly in cases where
business partners, actual or potential, are involved.

A growing number of regional workshops have been organized to respond to the need to
encourage export control outreach programs’ partner countries to adopt adequate export control
systems.” These events generally include industry representatives, although there is room for
enhanced participation in terms of quality and quantity by diverse actors involved throughout
the global supply chain. Their involvement could make these initiatives even more effective and
benefit their long-term impact, encouraging exchanges between regulators and the regulated. It
could also provide side peer-to-peer dialogue, benchmarking, and the establishment of direct
communication between exporters.

7 Article 11 of the Council Common Position 2008/944/CFSP defining common rules governing the control
of exports of military technology and equipment asks EU Member States to “use their best endeavours
to encourage other States, which export military technology or equipment to apply the criteria of the
Common Position.” In this sense, Decisions 2012/711/CFSP of 19 November 2012 and (CFSP) 2015/2309
of 10 December 2015 have led to regional workshops and assistance programs aimed at “reaching out” to
“like-minded” exporting countries which voluntarily adhere to the same principles and in many cases have
drawn inspiration from EU regulations to establish their own national regulatory framework. In this line,
further ad-hoc outreach initiatives have been carried out under Decision 2013/768/CFSP supporting the
Arms Trade Treaty’s effective implementation and universalization.
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Clusters may also play a role in outreach dialogue, eliciting cooperation and the creation
of networks (cross-industry and cross-country), thus working towards the development of
common standards.

Company websites, particularly those with large product lines and customer bases, have been
widely used to publicly highlight Corporate Social Responsibility (CSR) elements. Describing
international trade compliance practice is an integral part of CSR. This is another way in which
exporters make proactive efforts as “pitchers.” While considerations of liability or competition-
related arguments often block initiatives to publish export control classification numbers or
best practices, this type of transparency should be regarded as evidence of robust ICPs and may
more generally lead to greater compliance in the supply chain.

Involving the regulated community in regional outreach activities may further be beneficial for
the following reasons:

* Industry is keen on looking to other similar economic operators and competitors, while
they may perceive generic prescriptions from governmental authorities as too broad or too
far from operational challenges;

* Factual and pragmatic information is a more understandable language for peers: having
an operator “translate” into practice a message may help share the appropriate information
with appropriate examples;

* The actors involved may find their participation to be advantageous in of itself and benefit
from being “in the front row” and indicated as a positive example to imitate;

* Continued positive effects may result from the establishment of networks with or between
companies for better sharing of experiences.

Outreach as a Tool for Developing International Trade Standards

While outreach activities may assume variable forms, industry benchmarking is well established
as an international best practice in promoting even implementation of trade controls.?

Business-to-business dialogue has the advantage of using common ground found between
actors and their shared experiences to encourage broad adoption of common standards, for
example in developing standard ICPs. In cooperation with licensing authorities, outreach
initiatives can also promote mutual understanding of the preferred approach and expectations
of the authorities, thus deterring violations and preventing misunderstandings.

In this sense, outreach activities can be a powerful tool in developing harmonized trade
standards both on the territory where regulations are applied and abroad. However, there
are several conditions that influence effectiveness in this regard: they need to be structured,
comprehensive in including smaller and bigger businesses and traditional and non-traditional
actors of the regulated community alike, and elicit cooperation and trust.

8 Robert Shaw and Catherine Dill, “Benchmarking and Professional Associations: An Immersive Exploration
of Non-Traditional Channels for Industry Outreach,” Strategic Trade Review 2:3 (Autumn 2016).
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The following best practices can make outreach more effective:

* Providing appropriate infrastructure and resource allocation;
* Training experts to adapt to outreach exchanges (“outreach officers”);
* Providing easily accessible tools (i.e. single windows, call centers, FAQs...);

* Being comprehensive in involving large and small companies with diverse areas of activity,
while tailoring messages to the appropriate audience, for example, using scenarios and
cases that the audience can relate to;

* Enhancing “peer-to-peer” dialogue; it is easier for exporters to look to other companies’
examples than translate generic principles into practice;

* Avoiding unilateral communication and soliciting feedback;

e Identifying solutions and practices that allow controls without excessively hampering trade.

Conclusion

This article has established how critical it is for exporters, including traditional and non-
traditional actors of the regulated community, to understand, predict, and conform to regulators’
preferred approach with regards to certain exports, administrative formalities, or countries.

Because export control regulations are particularly complex and characterized by a unique
dynamism, violations may easily occur without continuous dialogue, information, and
awareness-raising with all actors of the regulated community, ensuring transparency and
consistent dialogue and exchange.

In this sense, government-led outreach plays an important role in educating the public and
exporters and is key to establishing a partnership between “regulator” and the “regulated.”
This article has demonstrated that while exporters are traditionally “catchers,” or recipients
of information sessions, they can also be the first line of defense and play a powerful role as
“pitchers,” supporting governmental outreach, both internally and in the framework of broader
workshops.

In a particular type of “pitcher” role, the regulated community can support and enhance efforts
for clarification and standardization of export control-related requirements via peer-to-peer
benchmarking. The power of benchmarking is demonstrated by the numerous events organized
by a growing number of private for-profit consultancies and law firms, yet it has probably not
been fully exploited by national governments and licensing authorities and represents a model
with potential for future development.

While it remains essential to ensure regularity of events, appropriate allocation of resources, and
aclear identification of specific points of contact, utilizing exporters as front line communicators
of the challenges, scope, and rationale of export controls can benefit the effectiveness of national
as well as regional outreach efforts.

Partnering with industries, academia and freight forwarders can be beneficial to compliance,
help put forward positive examples, and encourage the broad adoption of standards, such as
ICPs, while reducing the risk of major violations and promoting effective national export
control systems.
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Abstract

Strategic trade controls for weapons of mass destruction (WMD) exist to help prevent the
proliferation of goods and materials that might benefit the WMD programs of countries of
concern. As such, they are an essential component of national security. For example, the
European Union’s (EU) single market has allowed, indeed required, the development of complex
systems that encourage free trade of dual-use goods within the EU, but control their export from
it. The United Kingdom (UK) benefits from and has contributed strongly to these processes.
Brexit will bring about considerable change in this area. This article seeks to understand the
risks, challenges, and ramifications of Brexit for the maintenance and continued enforcement
of strategic trade controls. As well as drawing on several actual cases, the article constructs a
series of scenarios designed to expose potential points of weakness in the systems working to
prevent the spread of sensitive goods and technology. It seeks then to draw on this analysis to
propose recommendations to help maintain effective counter-proliferation after Brexit.

Keywords

Brexit, dual-use, enforcement, European Union, export controls, information-sharing,
nonproliferation

Introduction

On June 23, 2016, the United Kingdom (UK) electorate voted by referendum to withdraw
from the European Union (EU), thus setting in motion the dismantlement of structures steadily
built up since the UK joined the European Community in 1973. As part of Brexit, the UK must

1 Steve Osborne works at King’s College London as a research associate for Project Alpha, a program
dedicated to the countering of illicit trade. He has many years of counter-proliferation and export control
experience in the United Kingdom government.
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extricate itself from the EU’s shared strategic trade control criteria. But as the UK disengages
from EU processes, risks may grow that illicit procurement networks or sanctioned entities
obtain dual-use goods more easily from the UK or the EU than before. Such an outcome would
have clear proliferation and national security implications. The opposite might equally be
true —that Brexit reduces the risk of proliferation. It is important therefore to try to identify
all possible risks so that they can be addressed as Brexit takes shape. This article will examine
these questions by looking at the regulations and structures themselves, and then by examining
actual cases and imagined scenarios. It will examine issues of legislation, enforcement and
information sharing.

The article will also analyze the five key challenges identified at the April 2017 workshop run
jointly by King’s College London and the University of Liege to examine the implications
of Brexit on strategic trade controls, namely: the UK’s as-yet uncertain position vis-a-vis the
single market (the so-called Norway question); harmonizing controls to maintain a united
front against illicit procurement attempts; the ongoing need to share relevant information; the
increased licensing and enforcement burden arising from the UK’s departure from the single
market; and the loss of the UK’s significant contribution to the EU’s export control structures.

The article will be structured as follows: first, it will examine the current structures, in terms of
strategic goods, sanctions and other end-use concerns, and what challenges these face at Brexit;
second, it will analyze the question of enforcement and penalties and whether a system of
harmonization would be useful; third, it will identify case studies and scenarios; fourth, it will
examine how Brexit is likely to affect the EU and the UK’s ability to deal with similar cases or
scenarios in future; and finally, it will offer a number of recommendations.

Export Controls

At its core, the issue of export control is common to all responsible trading nations: how to
achieve the appropriate balance between promoting exports—the prosperity agenda—and
maintaining control of sensitive goods—the national security agenda.

Under the current EU system, the EU’s Dual-Use Regulation, also known as Council Regulation
428/2009, forms the EU’s main legal basis for controls on dual-use goods.* The Regulation
contains the EU dual-use list of controlled items. The latest update to Regulation’s Annex I list
was made in September 2017.* The Regulation, and the list, apply directly to all EU Member
States. In the UK, the list is also incorporated in the UK’s consolidated Strategic Export Control
Lists.” 428/2009 provides an objective, shared basis across the whole of the EU for licensing

2 Ian Stewart and Quentin Michel, “Brexit and Strategic Trade Controls: Key Implications,” paper delivered
subsequent to Brexit Workshop, April 24-25 2017, <https://projectalpha.eu/brexit-and-strategic-trade-
controls-key-implications/>.

3 Council Regulation (EC) No. 428/2009 of 5 May 2009 Setting up a Community Regime for the Control
of Exports, Transfer, Brokering and Transit of Dual-use Items, Official Journal of the European Union (L
134/1) of May 29, 2009.

4 “2017 Update of the EU Control List of Dual-Use Items,” European Commission, <http://trade.ec.europa.
eu/doclib/docs/2017/october/tradoc_156134.pdf>.

5 “UK Strategic Export Control Lists,” United Kingdom Department for Business, Innovation and
Skills, Export Control Joint Unit, <https://www.gov.uk/guidance/uk-strategic-export-control-lists-the-
consolidated-list-of-strategic-military-and-dual-use-items>.
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and enforcement, and as a publicly published list, it is the primary guide to exporters as to
whether to seek a license. Implementation is coordinated by the European Council’s Working
Party on Dual-Use Goods.°

On Brexit, the UK may adopt a national regulation on export control under the Repeal Act.
This means that instead of continuing to draw on Council Regulation 428/2009, the UK
would derive its regulations directly from the international export control regimes on which
428/2009 is primarily based: United Nations Security Council resolution 1540, the Nuclear
Nonproliferation Treaty (NPT), the Biological Weapons Convention, the Chemical Weapons
Convention, the Missile Technology Control Regime, the Australia Group, and the Wassenaar
Arrangement. Although the UK and EU will both continue to update their lists to keep pace
with technology and to reflect changes in the international control regimes, the UK’s process
will be separate from the EU’s. This will mean that EU and UK export controls are likely to
diverge in time.’

What does this mean for UK and EU based companies? The divergence of the lists will be a
gradual process, which should mean that, at first anyway, the UK and EU’s regulatory provisions
for export control are not significantly affected by Brexit. Council Regulation 428/2009 will
remain in place, and the UK’s Strategic Export Control Lists will continue to apply. Nevertheless,
divergence is likely over time. The UK may partially address this divergence by following
the precedent set by Norway, namely to maintain alignment with the EU Regulation, but that
would be to ignore the UK’s useful role in helping to set and amend the provisions, as well
as in related programs such as the EU’s Partner-to-Partner (P2P) Export Control Program.®*°
The UK'’s participation in the bodies responsible for maintaining the listings and agreeing a
consistent interpretation, such as the Dual-use Working Party and the WMD Monitoring Unit,
is likely to cease. Negotiations on the future trade relationship between the UK and the EU
might usefully address this divergence and separation process by identifying a mechanism for
continued UK participation.

The biggest change is likely to take place, however, in the trade of dual-use goods between the
UK and EU Member States. Currently most such transactions are classified as intra-EU transfers
rather than imports or exports, and thus are not subject to controls, except for the particularly
sensitive items listed under Annex IV of Regulation 428/2009 which remain controlled for

6 The European Commission Working Party on Dual-Use Goods meets approximately monthly. Minutes
of the meetings are only partially accessible to the public but are available on request from the Council.
Minutes of the 14 June 2017 meeting can be accessed on request from the European Council under
reference ST 10683 2017 INIT. The online stub is at: <http://www.consilium.europa.eu/register/en/content/
out/?&typ=ENTRY &i=LD&DOC_ID=ST-10683-2017-INIT>.

7 A tool intended to allow, among other things, cross-referencing among the various lists, is The Big Table,
devised by the EU’s Joint Research Center. See Cristina Versino, “The Big Table and the Trade Flow Tools,”
December 12,2012, presentation delivered at the Biological Weapons Convention, Geneva, <http://www.
biological-arms-control.org/projects_trademonitoring/MSP2012%?20-%20Cristina%?20 Versino%20-%?20
The%20Big%20Table%20and %20the %20Trade %20Flow %20tools.pdf>.

8 Council Regulation (EC) No. 428/2009 of 5 May 2009 Setting up a Community Regime for the Control
of Exports, Transfer, Brokering and Transit of Dual-use Items, Official Journal of the European Union (L
134/1) of May 29, 2009.

9 The EU Partner-to-Partner (P2P) Program, <https://export-control.jrc.ec.europa.eu/>.
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movement between Member States. With the obvious caveat that the UK’s future position
vis-a-vis the European single market is not yet resolved, what is clear is that movements to
and from the UK that currently count as intra-EU transfers will become imports and exports
once more, with clear implications for regulation, licensing and enforcement. UK and EU
companies alike will benefit from as de-regulated a process as can maintain sufficient control.

Another area that will need to be resolved at Brexit is the issue of catch-all controls. These
controls apply where unlisted goods, that nevertheless could contribute to a military program,
are sought by or through an entity with known connections to an end-use or end-user of concern.
Catch-all controls rely on collateral information or suspicion, rather than a list, suggesting that
this is already a much harder area in which to achieve EU-wide consistency, and one that relies
heavily at the EU level on case-by-case information sharing to prevent a procurer from tapping
up suppliers in one EU state after another.

Finding a post-Brexit solution to maintain catch-all provisions will be vital to enable the UK and
the EU to continue to impede proliferation in cases where procurers seek goods that undercut
control thresholds or use obscure networks that have been uncovered by just one Member
State. Yet many points remain unclear, such as whether Brexit will make catch-all controls
more effective or less effective for nonproliferation purposes, whether trade is facilitated or
impeded, and where any additional burdens are likely to fall—the EU or the UK. On the one
hand, catch-all harmonization within a common market is already problematic, so introducing
a new point of control may be a useful addition. The fact that the UK will no longer be bound
by the decision of another Member State, for instance in the case of goods leaving the EU
via the UK, may also be an advantage. Nor should it be assumed that the current level of
information sharing on this topic is fully effective. On the other hand, information sharing
and harmonization, both within the EU and between the EU and the UK, will be particularly
important in building and maintaining a system of catch-all provisions.

Another area of nonproliferation affected by Brexit are sanctions. As a major global economy,
the UK’s adherence to sanctions, as well as its key role regarding sanctions within the EU,
have been central to their effectiveness. The EU may not necessarily originate all targeted
sanctions, but it has been successful in aligning EU Member States with international sanctions,
harmonizing the position of all EU states, and in some cases, issuing EU-specific restrictive
measures. Whether the UK will continue to enforce sanctions after Brexit is not in question.
Of concern is whether sufficient harmonization within the EU, and between the UK and the
EU, can be maintained, and whether a way can be found for the UK’s significant contributions,
for example in providing evidentiary support for sanctions designations, to continue in future.

Enforcement

Enforcement, or rather the harmonization of enforcement is an important area that will require
careful attention in the context of Brexit. One concern is that while export control regulations
are set at the EU level, enforcement occurs at the national level. Common legislation is
nationally applied. Under the EU’s export control framework Member States are responsible
for establishing effective law enforcement measures and penalties in line with directly
applicable EU legislation. Article 19 of Regulation 428/2009 requires that “each Member State
[determine] effective, proportionate and dissuasive penalties applicable in the event of breach
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of the provisions of this Regulation.” ' Unsurprisingly, a survey carried out by the EU in 2006
showed considerable variation in penalties from state to state. The Stockholm International
Peace Research Institute (SIPRI), in its 2009 report “Enforcing European Union Law on
Exports of Dual-use Goods” highlighted some of these variations." According to the report,
at the time of the survey, the maximum penalties for breaches of EU legislation on dual-use
goods ranged from 12 months of imprisonment (in Ireland) to 15 years (in Germany). All states
participating in the survey applied criminal sanctions for serious violations of the EC Dual-Use
Regulation’s licensing requirements, but while 15 of the then 22 Member States imposed strict
liability for violators, seven considered only intentional violations to be criminal. Common to
most administrations were fines, license revocations and warning letters.

SIPRI addressed this again in its 2013 paper arguing that the main barriers to effective
enforcement and prosecution were discrepancies in penalties, the lack of a shared legal
framework, and differing interpretations of key terms such as transit, trans-shipment and
brokering.'” The Chaudfontaine Group, in its 2011 Green Paper, highlighted widespread
discrepancies among EU Member States in regulation and implementation, and considered how
to balance competitiveness, both within and beyond the EU, with harmonization of controls."

It should be said that, since its adoption in 2013, the EU Customs Code has provided valuable
guidance on enforcement, setting procedures, establishing common information systems, and
providing a harmonized set of definitions."* Enforcement goes beyond the matter of penalties,
being equally a product of the legal, technical and human resources available, and the relation
between bodies responsible for enforcement, licensing and prosecution. The Customs Code
goes a long way towards providing harmonization in these areas.

In enforcement, as in the case of catch-all controls, Brexit appears to offer potential benefits as
well as risks. The introduction of a new, independent point of control may be a useful addition.
Dual-use exports from and via the UK will inevitably require more scrutiny than before, which
may well make enforcement more effective, although it may also increase the administrative
burden. The UK and the EU may also use the option to deny exports to each other. Even though
the UK’s systems will diverge from the EU, the issue of harmonization will not disappear.
Harmonization is and will remain necessary to prevent procurement agents from targeting
countries where controls are weakest.

10 Article 19, Council Regulation (EC) No. 428/2009 of 5 May 2009 Setting up a Community Regime for the
Control of Exports, Transfer, Brokering and Transit of Dual-use Items, Official Journal of the European
Union (L 134/1) of May 29, 2009.

11 Anna Wetter, “Enforcing European Union Law on Exports of Dual-Use Goods,” Stockholm International
Peace Research Institute (SIPRI) Research Report 24 (Oxford: Oxford University Press 2009).

12 Sibylle Bauer, “WMD-Related Dual-use Trade Control Offenses in the European Union: Penalties and
Prosecutions,” Nonproliferation Paper No. 230 of the EU Nonproliferation Consortium, 2013, <https://
www.sipri.org/publications/2013/eu-non-proliferation-papers/wmd-related-dual-use-trade-control-
offences-european-union-penalties-and-prosecutions>.

13 Quentin Michel et al., “Green Paper: The Dual-use Export Control System of the European Union:
Ensuring Security and Competitiveness in a Changing World: Contribution of the Chaudfontaine Group,”
Chaudfontaine, Belgium, 2011.

14 “Union Customs Code,” European Union Taxation and Customs Union, <https://ec.europa.eu/taxation_
customs/business/union-customs-code_en>.
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If export controls are perceived to be more permissive in the UK than in the EU—such as in
the context of the severity of the penalty, interpretation of the law, ease of obtaining an export
license, effectiveness of customs, capacity of intelligence, or appetite and capacity for legal
proceedings— UK exporters will potentially be at a competitive advantage against their EU
counterparts, but could become a target for procurement networks seeking goods for military
or WMD programs. Conversely, if the controls are perceived to be more effective in the UK
than in the EU, UK industry will be put at a competitive disadvantage, but the UK will not be
especially targeted by WMD procurement networks.

Licensing and enforcement “shopping” could have a knock-on effect on the trade of dual-use
goods between the UK and the EU. As mentioned above, Brexit introduces (or reinstates)
the option for the UK and the EU to deny exports to each other. Any perception that the UK
is a “back door” out of the EU would tend to make EU Member States, and their respective
licensing authorities, reluctant to export dual-use goods to the UK. The same would apply in
reverse. The studies by SIPRI and the Chaudfontaine Group referred to above strongly suggest
that such weak points already exist and are a systemic feature of a model that regulates at the
EU level yet enforces at the national level. Brexit cannot afford to overlook this factor as it has
implications for national security and for the facilitation of trade.

Logically, a post-Brexit solution will consist of two elements. First, it will ensure that the
UK’s implementation and enforcement of export controls are perceived to be at least as strict
as those of EU Member States. That would prevent the UK from being targeted as a soft touch
by procurement agents. Secondly, it will allow for continued collaboration and information
sharing to help prevent procurement agents from exploiting discrepancies between the UK
and the EU, whether in penalties, customs effectiveness, intelligence capacity, or other factors.
Underpinning both those elements is the continuing process of harmonization. Harmonization
is clearly a work in progress, and the question at Brexit must be how that work proceeds.

Case Studies

Statistics published by the UK’s Department for International Trade (DIT) suggests the UK’s
current licensing effectiveness is high, particularly from a trade facilitation perspective.
According to the DIT’s Strategic Export Control summary for the fourth quarter of 2016, out
of 3,428 Standard Individual Export Licenses applied for, 3,340 were issued and 88 were either
refused or revoked. Over 98% were decided within the statutory time frame of 60 days. Of
the refusals, 15 were for exports to Iran, 22 to Pakistan, 13 to Russia, and 19 to China.!>!
However, these figures do not shed light on the UK'’s effectiveness in other aspects of export
control, such as enforcement, intelligence, or nonproliferation activities such as outreach and
awareness raising. It is more difficult to gauge the wider effectiveness of the UK’s export
control effectiveness.

15  “Strategic Export Controls: Licensing Data,” Summary, 4th Quarter 2016, UK Department for International
Trade, Export Control Joint Unit, <https://www.gov.uk/government/collections/strategic-export-controls-
licensing-data>.

16 This study has not examined equivalent statistics that might be published by other EU Member States.
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Such statistics are also self-selecting, to the extent that they describe only that proportion of
dual-use exports that follow a legal route, for example, goods intercepted by Customs and
subsequently entering the licensing system are included, but separate figures on these are not
published. In addition, there is no clear way to assess how large a proportion that may be. It is
therefore useful to look at specific cases where illicit exports have occurred in order to examine
the specific problem of illicit exports from the EU and how Brexit might increase or reduce
the risk of such exports. An analysis of reported cases helps to establish the methodology of
procurers and the performance of export control structures.

Case I: Hossein Tanideh

The first case involves Hossein Tanideh, an Iranian national based in Turkey who, between 2007
and 2013, facilitated the purchase and shipment via Turkey of multiple consignments of valves
manufactured in Germany and India. By the time Turkish authorities arrested Tanideh in January
2013, he had procured possibly over a thousand valves for Iran’s Arak heavy water reactor,
including 92 specialized valves from Germany."” In November 2013, a German court convicted
four of Tanideh’s German-based accomplices: Rudolf Mayer, owner of German company MIT
Weimar, Gholamali Kazemi and his son Kianzad, and Hamid Khouran, who acted as middleman
between the Kazemis and Mayer.'"® 1> German authorities requested Tanideh’s extradition, which
Turkey denied. Instead, Turkey released Tanideh without charge in 2014, allowing him probably
to return to Iran.?' Listed by the UN under UNSCR 1929, by the U.S. in its list of Specially
Designated Nationals and by the EU, all associated entities have now been de-listed again as
part of the Joint Comprehensive Plan of Action on Iran.?>*>*23 This was a sanctions-related case
rather than a dual-use export control violation, and some of those sanctions have now been lifted.
Nevertheless, this case clarifies the methods of illicit procurement.

17  “Haftstrafen fuer Embargo-Verstoss: Gericht verurteilt vier Geschaeftsleute,” Die Welt, November 9, 2013.

18 Daniel Salisbury, “Illicit Procurement of German and Indian Valves for Iran’s Arak Heavy Water Reactor,”
Project Alpha, King’s College London, UK, April 14, 2015, <https://projectalpha.eu/illicit-procurement-
of-german-and-indian-valves-for-irans-arak-heavy-water-reactor/>.

19 “Final Report of the Panel of Experts Established Pursuant to Resolution 1929 (2010),” United Nations
Security Council, June 2013, p. 11.

20 Catherin Gilbert, Holger Stark and Andreas Ulrich, “Nuclear Technology for Iran: German Investigators
Uncover Illegal Exports,” Spiegel Online, October 1, 2012.

21 “German Authorities Sentence Four Men for Supplying Iran with Valves for Heavy Water Reactor,” Iran
Watch, February 25, 2015, <http://www.iranwatch.org/our-publications/international-enforcement-actions/
german-authorities-sentence-four-men-supplying-iran-valves-heavy-water-reactor>.

22 “Security Council Imposes Additional Sanctions on Iran, Voting 12 in Favor to 2 Against, with 1 Abstention,”
UN Coverage of Security Council Meeting SC/9948, June 9, 2010, <https://www.un.org/press/en/2010/
$¢9948.doc .htm>.

23 “Recent OFAC Actions: Specially Designated Nationals Update,” United States Department of Treasury,
November 21, 2011, <https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/ofac-
actions-2011.aspx>.

24 “Factsheet: New Sanctions on Iran,” United States Department of Treasury, November 21, 2011, <https://
www.treasury.gov/press-center/press-releases/Pages/tg1367.aspx>.

25  “JCPOA-related Designation Removals,JCPOA Designation Updates, Foreign Sanctions Evaders Removals,
NS-ISA List Removals; 13599 List Changes,” United States Department of Treasury, January 16, 2016,
<https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/updated_names.aspx>.
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It is not possible to reach a judgment on how typical this case is for Europe. Certainly, the
cases reported are few and far between. However, there is no means of knowing how much
successful illicit procurement has occurred undetected. It is important therefore to analyze this
not as an indication of the scale of the problem, but as a methodology that can be used to evade
export controls.

The success of the enterprise relied on complicit suppliers based in the EU (in this case
Germany), and the presence of a complicit intermediary in Turkey, whose links to sanctioned
entities in Iran were not initially apparent to German authorities. By the time Germany became
aware of those links and took what action it could against the network, a lot of goods had
already been shipped.

The question with regards to Brexit is clear: in the future, could procurers within a WMD
program, whether subject to sanctions (in the case of North Korea or Iran) or subject to dual-
use and/or catch-all controls (such as Pakistan), successfully obtain goods from the UK or the
EU using that method? Clearly, many factors remain unaffected by Brexit. Nothing substantive
appears to have happened in Turkey since the Tanideh case to make it less susceptible to such
exploitation. Detection and disruption would depend, then as now, on being able to establish
a connection between an end-user of concern and either the Turkey-based intermediary or
the complicit supplier in the EU or UK. If the goods were on the dual-use list, then a license
application, if applied for, might prompt an investigation in the supplier country as to the
intended use and destination. If the goods were themselves unlisted, a license would only be
required if end-use or end-user concerns could be demonstrated.

Where Brexit could influence the scenario in a positive way is by the introduction of an
additional point of control if the UK were part of the supply or transportation chain. The risk
from Brexit is diminished information and intelligence sharing. If an EU Member State had
information that might raise concerns in the UK as supplier country, or vice versa, will it be
possible to share such information as effectively as currently?

Case II: Hamid Reza Hashemi and Murat Taskiran

The second case involves of Hamid Reza Hashemi and Murat Taskiran, charged in the U.S.
in late 2012 for illegal exports to Iran. According to Iran Watch, Hashemi was accused of
procuring several consignments of carbon fiber from 2007 onwards. His principal broker was
Turkey-based Taskiran. Along with an EU-based broker, Hashemi and Taskiran were alleged
to have shipped carbon fiber from the U.S. via the EU and the UAE to Hashemi’s company in
Iran.?® In late 2013, Hashemi pleaded guilty and was sentenced to 46 months’ imprisonment.?’
Turkey’s Hurriyet reported in March 2016 that Taskiran was still at large in Turkey.”®

26 USA v. Hamid Reza Hashemi and Murat Taskiran, Indictment 12 Cr, 804 (United States District Court,
Southern District of New York, December 2012).

27 Hamid Reza Hashemi was added to the Iranian Entities section of the Iran Watch website in September
2014.

28 Riza Canikligil: “U.S. Attorney in Zarrab Case Probing Two other Turkish Men,” Hurriyet Online, March
25,2016.
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This case too assists in the understanding of how a successful procurement enterprise works.
Like the Tanideh case, it relied on a complicit intermediary in Turkey (Taskiran), whose links
to Iran were not apparent at the time of the transactions. Like the Tanideh case too, the network
needed a complicit EU based entity —in this case a broker rather than a supplier, as the goods
were being imported from the U.S.

The question of the implications of Brexit apply in this case, too: could this procurement
method still work, and, moreover, could it work if the broker, or supplier, were in post-Brexit
UK? The answer is similar. Turkey as a diversionary destination remains a risk. Detection
would continue to depend on establishing a link between an end-user of concern and either the
Turkey-based intermediary or the complicit broker. In this case, the goods were dual-use, and
it was the failure to seek authorization to export them from the U.S. that formed part of the
eventual charges. After Brexit, if the supplier were based in the UK, a license would be required
to export carbon fiber, certainly beyond the EU, which would give the UK licensing authorities
the opportunity to check against risks of diversion or links to known illicit networks. The risk
lies in how well separately operating export control systems in the UK and the EU might be able
to share and access information from each other that might be crucial to a licensing decision.

Case III: machine tools from Spain

The 2014 annual report by the UN Panel of Experts on Iran refers to a report by Spain about its
investigation of a Spanish company regarding transfers from Bilbao, Spain, to an alleged front
company in Turkey of electrical discharge machine tools and their components.”” The end-
user of the tools was identified as Mapna Turbine Blade Manufacturing Engineering Company
based in Tehran and designated by Canada, the United Kingdom, and Japan on grounds of links
to Iran’s nuclear and ballistic missile programs. The Turkish front company is not named. In
this case too, the common element is the presence of an intermediary in Turkey. The difference
in this case appears to be that the Spanish supplier was unaware that Iran would be the final
destination for the goods. Evidently it is possible for successful illicit procurement to occur
using an unwitting supplier.

In considering the implication of Brexit for the Spanish case, it is interesting to note that the
Iranian entity was listed by the UK (along with Canada and Japan) but not the rest of the
EU. The Panel of Experts report does not make clear what prompted the Spanish authorities’
concern, or at what point the Spanish authorities became aware that the end-user appeared on
designation lists in other countries, but clearly there is a risk that, after Brexit, the sharing of
such information that triggered Spanish concerns could be hampered by the separation of the
UK’s export control structures from those of the EU.

Scenarios

These cases make it possible to construct other plausible scenarios of how procurement agents
might obtain goods from the EU undetected and how these scenarios might be affected by Brexit.

29  “Final Report of the Panel of Experts Established Pursuant to Resolution 1929 (2010),” United Nations
Security Council, June 2014.
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Take for example a hypothetical situation in which Shahid Hemmat Industrial Group (SHIG),
a sanctioned end-user in Iran and one of the main organizations believed to be responsible
for developing Iran’s ballistic missiles, would need to obtain specialized goods from Europe.
SHIG cannot trade outside Iran under its own name because of sanctions, so it tasks a local
agent in Iran. That agent establishes a presence in an EU Member State or enters a relationship
with a freight forwarder in an EU Member State. It also appoints a complicit agent in Turkey.
The agent in Iran, though pretending to be elsewhere, approaches a seller in, say, Germany, and
arranges to buy goods for export to, say, the UAE. The terms being ex-works, a situation where
the seller is required to make goods ready for pickup at his or her own place of business, the
buyer then arranges for its EU-based accomplice to pick up the goods, and the seller has nothing
more to do. The complicit agent takes the goods to an EU border—for example, the land border
between Bulgaria and Turkey, where, for the first time, documentation must be produced. He
declares the goods for export to the UAE. Neither Bulgarian nor Turkish Customs officials
would necessarily challenge this. Once delivered to the Turkish warehouse, the goods can in
effect be resold to the Iranian buyer. This involves issuing a new bill of lading. Bill of lading
switching is a service offered even by the most reputable freight companies, though these levy
a burden of evidence on the parties to prove the switch is for legitimate purposes, for example
in cases where the original buyer goes out of business and the goods are resold in transit,
rather than for illicit diversion. Whatever the context, switching a bill of lading is legal and
straightforward. The goods can now continue, overland or by any other route, to Iran, where
the Iranian agent can hand them over to the final buyer, SHIG.

An analysis of this scenario should focus on the goods themselves, the end-user and procurement
network, the offence, the enforcement question, the function of the single market, the use of
ex-works shipments, and finally whether any of these factors are likely to be affected by Brexit.

The legal framework is clearly sound and appears to cover all eventualities. If the goods
themselves are unlisted, focus is on the end-user in deciding if a license is required. If to a
sanctioned end-user, export will be denied under sanctions regulations. If the goods are on
the EU’s dual-use control list, the legal and customs focus is on the goods themselves, while
the location and identity of the end-user are immaterial —if exported from the EU, a license is
required. Responsibility to seek a license lies with the supplier or with the freight forwarder
acting for the buyer.

Where such a scenario may cause problems is with detection and enforcement. The network
has been carefully constructed to conceal the end-user. Establishing the link to a WMD end-
use, or to SHIG, is difficult for any supplier wishing to conduct due diligence or for licensing
or customs bodies. SHIG’s position as the customer may be known only to the Iranian agent
whom SHIG appointed. It is therefore an effective ploy against detection if the end-user is the
focus- for example, for unlisted goods or sanctioned entities. It is also effective in the case of
dual-use goods because a license application naming a non-suspicious customer is more likely
to be granted.

The ex-works terms of sale contribute to the challenge. As explained earlier, ex-works is a
widely-used commercial term defined by the International Chamber of Commerce under
the terms of which the buyer arranges collection of the freight from the seller’s location and
is responsible both for clearing the goods through customs and for completing all export
documentation. In other words, ex-works terms place minimum responsibility on the seller and
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maximum responsibility on the buyer or freight agent to bring the goods to their destination.*
In the scenario described, the complicit freight agent, as the EU-based entity acting for the
buyer, appears to take on responsibility for the export.

Under EU rules, the exporter must be based in the EU, so an illicit procurement network would
find it useful to appoint a complicit node in an EU Member State. It would make sense for this
accomplice to be a freight agent who can obtain goods from a variety of unwitting suppliers
across the EU and arrange for their export rather than the network having to co-opt or deceive
each supplier in turn.

The free movement of goods within the single market is also a factor. Except for Annex IV
items, goods on the dual-use list can pass from one EU country to another without a customs
declaration, counting as intra-EU transfers rather than exports. The above scenario appears
to show how this feature can be exploited. Assuming the complicit freight agent has either
obtained a license by giving false information or decided to try to export illegally without a
license, the customs burden is felt at the EU border rather than the country of origin. Regardless
of motivation or responsibility, the capacity of customs at, for example, the Bulgaria-Turkey
border, to identify shipments to WMD-related end-users, or unlicensed exports of dual-use
goods to any destination, will be limited.

The “ex-works” scenario is not unique to the EU. It is an internationally accepted term of
business and its attractiveness to illicit procurement networks lies in the way that it allows
a complicit agent to obtain a range of goods from any number of unwitting suppliers. This
feature makes it most effective in places such as the EU or the U.S., where there is a strong
supplier base and goods may be traded freely within the internal market. Separation from the
single market at Brexit may make the UK less susceptible to such a practice.

A slightly different scenario involves an illicit procurement network in, for example, Iran,
Syria, or Pakistan setting up or co-opting a company in an EU country whose main purpose
is then to procure goods to order and ship them to the final buyer within a WMD program.
This company would take care of supply and all arrangements for export from the EU—under
EU regulations the exporter must be within an EU member state. This scenario might entail
exporting without a license or obtaining a license based on false information. Obtaining a
license would rely either on diverting the goods via a third country, or at least declaring them
for a third country at the point of exit from the EU. Detection and disruption would rest on being
able to establish a connection between the EU-based members of the procurement network
and the WMD program which they serve—a connection that would not be apparent on any
company or freight documentation.

This is a scenario familiar to licensing authorities across the EU, whose mission includes
establishing the credibility of end-use declarations and the risk of diversion. In the UK, the
Department for International Trade achieves this through maintaining control lists, maintaining
the online export licensing system SPIRE, and drawing on the expertise of other departments

30 INCOTERMS are published by the International Chamber of Commerce and can be found at <https://
iccwbo.org/resources-for-business/incoterms-rules/>.
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through the Restricted Enforcement Unit.*'*? Leaving the single market may make the UK a
less attractive base for such activity as goods entering the UK from the EU will presumably
become imports rather than intra-EU transfers. However, a case-by-case examination of
license applications as well as in-depth investigations of suspected illicit procurement
companies will continue to depend on effective information and intelligence sharing, and the
UK’s departure from the EU may affect the UK’s ability to benefit from and contribute to a
common information base.

Another ploy to obtain key goods from the European Union (or post-Brexit UK) would be to
understate the specifications of the goods. The specification thresholds at which, say, a vacuum
pump, a lathe or a high-speed camera become controlled are published in the EU Regulation
(and the UK Control Lists), and this same information that is so helpful to responsible exporters
is also a handbook to those who would circumvent the controls. Although the threshold is a
licensing issue, once deliberately understated it becomes a customs problem. If paperwork
accompanying a controlled item to the EU border describes an item that looks similar but
which falls below the control threshold and so allegedly requires no license, it may be too
technically difficult for customs authorities on the spot to identify the goods as potentially
listed. In this scenario too, Brexit may bring advantages to the UK by introducing an additional
point of customs control.

Scenarios after Brexit

What happens to these scenarios after Brexit? The sanctioned end-user in Iran (SHIG) still needs
to obtain specialized goods from Europe. How has the picture changed? Much will depend on
the UK’s relationship with, or access to, the single market after Brexit. Consider first Brexit
without single market access. In the scenarios described above, illicit networks may it find less
attractive to operate in or acquire goods from the UK after Brexit than before for a variety of
reasons. First, a complicit freight forwarder or procurement company whose role is to acquire
goods from unwitting suppliers is faced with a narrowed supply base. Second, goods being
shipped out of the UK will be subject to an additional point of control. In other words, the UK
may be better placed to counter such activity once it has recovered the ability to control the
transfer of goods to the mainland. A Brexit that retains single market access, on the other hand,
may leave the UK as susceptible as the rest of the EU to such activities, but the mutual benefits
of information sharing and a common framework would mitigate this.

With or without single market access, illicit procurement with no UK connection— for example,
no UK entities in the supply chain, or along the transportation route—would occur as easily
after Brexit as before. Structures governing trade within the EU single market, and export
from it, will all continue to operate as they do currently, with the result that the same activities
designed to circumvent controls will continue to work. Furthermore, detection of illicit activity

31 SPIRE, United Kingdom Department for International Trade, Export Control Organization, <https://www.
spire.trade.gov.uk/spire/fox/espire/LOGIN/login>.

32 A description of the REU’s work is given in the minutes of the Foreign Affairs Select Committee for 1998.
See <https://publications.parliament.uk/pa/cm199798/cmselect/cmfaff/745/8051417 .htm>.
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and maintenance of lists of goods and entities of concern will become more challenging unless
a means is found to retain the UK’s input into information-sharing arrangements.

Direct acquisition from the UK will remain difficult. If, say, SHIG (operating through a front
company) tries to organize a direct shipment from the UK to Iran, the export would attract
scrutiny from UK licensing authorities. Operating through an intermediary in a third country,
say Turkey or the UAE, might conceal the Iranian end-user, but UK authorities will continue to
be alert to the risks of onward diversion of dual-use goods to end-users of concern. This is not
to downplay the challenges of this area of implementation but merely to note that it will not be
made any more or less challenging by Brexit.

The shipment of goods from the UK via the EU, or from the EU via the UK to a deliberately
obscured end-user of concern, is a scenario where Brexit may create new risks. This would
apply also in cases of shipment of dual-use goods from the UK via the EU, or from the EU
via the UK, to any destination. There are implications for licensing, customs and intelligence.
If the UK leaves the single market, it remains in the mutual interest of the UK and the EU
for trade to be as de-regulated as the terms of Brexit will allow and this will include dual-use
goods. This suggests that a complicit agent based in an EU Member State may still be able to
procure dual-use items relatively easily from the UK, particularly on an ex-works basis and
arrange export via the EU. It is not clear whether it would be up to the UK supplier or the
EU-based freight forwarder to apply for a license to export from the EU. Clearly, there will
have been a UK or an EU export control violation, or both, but thwarting it in the UK or the
EU would only be possible if licensing or customs bodies could either establish a connection
between the complicit agent and an end-user of concern or detect an attempt to export a dual-
use item without a license. Even assuming that the EU’s export controls work as well as they
do now, reduced information and intelligence sharing between the UK and the EU after Brexit,
combined with a pragmatically de-regulated system for trading dual-use goods between the UK
and the EU, might create the risk that UK companies will be deliberately targeted as sources of
dual-use goods for export via the EU.

Assuming the UK instates effective legislation to replace EU Dual-Use Regulation 428/20009,
there is in theory little risk that complicit agents could acquire dual-use or controlled goods from
the EU, import them to the UK, then re-export them to a country of concern. The classification
of the goods under EC Regulation 428/2009 or the equivalent post-Brexit UK system should
provide a robust basis for control. In the case of unlisted goods, however, such illicit trade could
easily occur if the ostensible buyer could not be linked to an end-use or end-user of concern,
or was based in a country about which the UK licensing authorities had no, or low, concerns.
Again, there are implications for licensing, customs, and intelligence. Collaboration in all three
areas would be needed to maximize the chance of uncovering and taking enforcement action
against illicit procurement networks using this route.

Recommendations

At the time of writing, the in-depth negotiations that will shape the post-Brexit trade relationship
between the UK and the EU have only begun. The above analysis suggests that the following
practical considerations should be considered as part of the negotiations:
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* Information and intelligence sharing on a case-by-case basis. There is already a risk that

a procurement agent acting clandestinely for an overseas WMD program could approach
suppliers in multiple EU Member States simultaneously or in quick succession. It might be
argued that the departure of the UK from the single market effectively removes one supplier
or intermediary from the system thereby reducing opportunities for parallel shopping. But
the only way to counteract such activity is through the sharing of official and confidential
intelligence, and Brexit may put this at risk. It is therefore recommended to maintain the
flow of official and confidential intelligence between the UK and its EU partners during and
after the UK leaves the EU.

Continued UK participation in EU bodies such as the European Council’s Dual-use Working
Party and the EU WMD Monitoring Unit. This will allow the UK to continue to share its
input to lists and regulations and can ensure long-term correlation between UK and EU
dual-use controls and sanctions listings.

Sharing of license denial information. Currently EU Member States share all license denial
information. This is an important tool to try to prevent illicit procurers from attempting
to buy from one Member State after another. With the UK’s departure from the EU, it is
not clear how, or indeed whether, denial information can continue to be shared. As there
need be no national security concerns about the UK and the EU continuing to share denial
information, a mechanism could be sought to allow such sharing to continue after Brexit.

Special arrangements covering the transfer of dual-use goods between the UK and EU
Member States. If a UK company is confident that the listed goods it is exporting to an EU
Member State will remain in the EU, then logically a solution can be sought to make this
process efficient. The same will apply when an EU Member State exports listed goods to
the UK. The challenge will be to provide assurance that there will be no onward diversion to
a country of concern while simultaneously minimizing the burden on exporters, licensing,
and customs authorities. There may be scope for applying the UK’s existing system of
Open General Export Licenses (OGEL) for this purpose and the EU’s equivalent system
of General Export Authorization (GEA). Both EU and UK-based companies will have a
strong interest in as de-regulated a system as possible for trade between the UK and the
EU in dual-use goods. A general export license may be an efficient solution. An important
element of such an arrangement will be trust. Licensing and customs authorities in the UK
and any EU Member State would need confidence that dual-use goods exported from the
EU to the UK or vice versa would not be at risk of diversion to any country of concern.

The UK should maintain an association with the Customs Union. While most debate on
this issue focuses on customs duties, it is the sharing of information and intelligence that is
the main benefit against WMD-related exports. As part of an overall strategy to maintain
the integrity of dual-use controls post-Brexit, the UK should consider either maintaining
membership within the Customs Union or at least negotiate the means to maintain the
information-sharing benefits of membership.*

33

Council Regulation 515/97 on Mutual Assistance between the Administrative Authorities of the Member
States and Cooperation between the Latter and the Commission to Ensure the Correct Application of the
Law on Customs and Agricultural Matters, Official Journal of the European Union (L 082), of March 22,
1997, <http://eur-lex .europa.eu/legal-content/EN/ALL/?uri=celex%3A31997R0515>.
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Taking the above into account should help to ensure that potential risks arising from the UK’s
departure from the single market and exclusion from EU collaborative work are mitigated.
However, the ongoing recast of the EU Dual-Use Regulation will need to go beyond merely
trying to maintain the integrity of the export control process after Brexit.** The real-life cases
and constructed scenarios presented above show clearly that the EU’s export control processes,
while robust, workable, accessible and transparent, do nevertheless have vulnerabilities that
can be exploited by illicit procurement networks. To address these, the recast might consider
the following:

* More detailed information-sharing regarding entities of concern. Such listings are
currently held confidentially within Member States but not shared. The reasons for this are
understandable as the datasets are populated using covert as well as overt investigations,
but a greater level of sharing would nevertheless strengthen Member States’ ability to detect
activity by an illicit procurement network. Such a measure would be most effective if the
UK were to participate in it after Brexit.

e The unequal burden on certain Member States. Clearly airports and seaports create
EU borders all over the place, but for overland transport the burden falls most heavily
on the Member States on the EU’s eastern border, particularly Bulgaria. Most reporting
on Bulgaria’s location on the EU’s border tends to focus on refugee issues, namely the
challenges for Bulgaria as one of the main entry points to EU.* But the enforcement of
export controls is also an area where Bulgaria bears an unequal burden, as it is one of the
main transit routes for goods leaving the EU over land. The free movement of goods within
the single market means that the first customs control point encountered is at an EU border,
such as the one between Bulgaria and Turkey. Documents shown at this point may falsely
declare the goods or the destination, and furthermore may be in any of the EU’s 24 official
languages. Universal checks by Bulgarian Customs and border officials would significantly
delay and disrupt legitimate trade. The long-awaited recast of the EU Dual-Use Regulation
should therefore explore options to ease the burden particularly on Bulgaria, as well as on
other significant countries of exit. Measures might include additional funding specifically
to support export control for goods transiting Bulgaria on their way out of the EU or the
establishment of a multi-national, multi-lingual team, either at the border or more centrally
located, with access to any shared intelligence, both current and aggregated. The cases and
scenarios described earlier in this article underscore that any new measures should be with
the participation of the post-Brexit UK which has a clear stake in helping the EU maintain
a strong export control system.

* Considering enhanced responsibilities for suppliers of dual-use goods throughout the EU,
and, possibly, post-Brexit UK. Suppliers could be required to notify their national customs
authorities of any transfer of goods on the dual-use list to any other Member State, thus

34 The European Commission’s proposal to modernize and strengthen controls on exports of dual-use
items (the recast), was announced in an EC press release. See “Commission Proposes to Modernize and
Strengthen Controls on Exports of Dual-use Items,” European Commission, September 28, 2016, <http://
europa.eu/rapid/press-release_IP-16-3190_en.htm>.

35 Rossen Kostadinov Koroutchev, “The Current Refugee Crisis and the Challenges for Bulgaria as an Entry
Gate for the European Union,” Journal of Liberty and International Affairs 3:1 (2017).
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extending obligations beyond those in place for Annex IV items. No permission or license
would be required, but at least customs authorities across the EU would have the means,
if so needed, to track movements of such goods, information that would evidently make it
harder for illicit procurement networks to buy dual-use goods from one country and export
them via another. Such a measure might also assist a (relatively) de-regulated trade in dual-
use goods between post-Brexit UK and the EU, although it is questionable how it would be
compatible with EU single market principles.

* The level of guidance offered by national licensing authorities to suppliers, exporters, and
freight forwarders varies considerably across the EU. However, no Member State appears
to suggest checks that a potential supplier might carry out to test the credentials of cold-
calling buyers. It is relatively simple to look up an IP address to see if a sender is located
where he claims to be. Simple too to check the timestamp of the received message, as this
reflects the time zone in which the sender is located. The potential seller might also look
at the website of the would-be buyer to check if it appears authentic. The licensing bodies
of EU Member States and the UK could consider offering this guidance in their online
resources to assist the process of due diligence. This is another area where the UK will
retain a clear interest in helping the EU maximize its effectiveness in future.

Conclusions

In focusing on the national security agenda, this study has perhaps overlooked the obvious
point that nearly all trade occurring between any EU and non-EU Member State is lawful and
legitimate. It is important not to lose sight of the trade facilitation imperative for the EU or
the UK. It is also important to realize that the UK’s trading relationships beyond the EU also
must be reset once it resumes trading as an independent country rather than as an EU Member
State. This evidently has implications for global nonproliferation and requires further study to
analyze in proper depth.

Brexit may offer the UK some opportunities for improved export control. However, it also raises
risks which, if not addressed, will have clear national security implications. These risks fall
broadly into the following categories: divergence, for example, a reversal of the harmonization
and alignment process undertaken by the EU in terms of regulation; enforcement and penalties;
the UK’s exclusion from export control fora and from information-sharing; and the future
trade of dual-use goods between the UK and the EU. The chance exists to mitigate these risks
by continued information and intelligence sharing, continued UK input to EU regulations,
continued UK collaboration with EU export control and sanctions bodies, and by maintaining
alignment with EU regulations.

This study also shows that there are vulnerabilities in the EU’s export control structures and
practice that are not of Brexit’s making. Yet it is in the UK’s interest, as much after Brexit as
before, to help the EU maintain and strengthen those structures.



