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Abstract

This paper examines the role of the private sector and its efforts to facilitate continued 
engagement to support nonproliferation. This includes examining the efforts of one 
academically-based group established by the authors and international regimes such as the 
Nuclear Suppliers Group. The paper also explores what further measures are required for the 
private sector to more robustly contribute to nonproliferation. These further measures focus on 
supply chain issues. The paper concludes that while much progress has been made in engaging 
the private sector in nonproliferation, much work remains if future proliferation episodes are 
to be prevented. 
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Introduction 

Since the later 1970s, there has been an increasing recognition of the role that industry 
plays as the ‘first line of defense’ in countering proliferation of goods and materials related 
to weapons of mass destruction (WMD). At least two of the export control regimes have 
adopted measures intended to facilitate the adoption of good practices in industry. At least two 
industry-led movements are also underway.2 Numerous companies have also adopted internal 
compliance programs (ICPs). Despite this progress, the potential for companies to be involved 
in proliferation persists. Looking to the future, it is not clear that past involvement of companies 
ranging in type from small and medium-sized to state-owned enterprises in proliferation will 
not continue. Looking to the future, therefore, it is necessary to consider what is expected of the 
private sector and what further steps must be undertaken to prevent private sector involvement 
in proliferation.

The purpose of this paper is to examine these issues. The paper begins by exploring what 
expectations exist around the role of the private sector in countering proliferation. This includes 
looking at the nature and content of good practice guidelines as presented by numerous 
organizations, including governments and certain export control regimes. The paper then 
considers efforts to engage the private sector in countering proliferation. This includes efforts 
of governments, civil society, and industry itself. Third, the paper examines the gaps in private 
sector implementation of nonproliferation controls. These are identified as a) issues related to 
compliance and b) issues related to the supply chain. 

The Role of the Private Sector

Identifying proliferation-related procurement can be a hard task for private sector entities. 
Iran, for example, developed sophisticated methods to evade United Nations and unilateral 
sanctions on its nuclear and ballistic missile programs, including changing names of companies 
in the procurement networks, using front companies in states bordering Iran and further afield, 
mislabeling equipment, procuring sub-optimal but non-sanctioned substitute equipment, and 
trading through third countries. Nevertheless, there is plenty of information about Iran’s and 
DPRK’s illicit procurement activities available from a variety of public sources, including 
reports of UN Sanctions Panels and studies published by Project Alpha, the International for 
Science and International Security (ISIS), and other organizations.3 

2 Sandro Zero, “Towards Smarter Export Control,” World Nuclear News, October 6, 2015, <http://www.
world-nuclear-news.org/v-towards-smarter-nuclear-export-controls-0610151.html> and “Nuclear Power 
Plant and Reactor Exporters’ Principles of Conduct,” October 22, 2014, <http://nuclearprinciples.org/the-
principles/>. 

3 Reports of the UN Panel on Iran can be found on the UN website <www.un.org> (S/2012/395, S/2013/331, 
S/2014/394, and S/2015/401); Reports of the UN Panel on the DPRK can be found at: <https://www.
un.org/sc/suborg/en/sanctions/1718/panel_experts/reports>; Ian Stewart and Nick Gillard, “Iran’s Illicit 
Procurement: Past, Present and Future,” Project Alpha, July 24, 2015, <http://www.projectalpha.eu/
proliferation/item/428-iran-s-illicit-procurement-past-present-and-future> and David Albright, Andrea 
Stricker and Houston Wood, “Future World of Illicit Nuclear Trade: Mitigating the Threat,” Institute 
for Science and International Security,” ISIS, July 29, 2013, <http://isis-online.org/uploads/isis-reports/
documents/Full_Report_DTRA-PASCC_29July2013-FINAL.pdf>.
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The private sector’s role in countering proliferation that goes beyond the legal obligations 
of states to comply with international sanctions or other controls that began in the late 1970s 
have been exemplified in many cases. One example is in 1979 when the European company 
Emerson realized that its inverters were likely destined for a nuclear end use in Pakistan, halted 
exports to Pakistan, and brought the fact to the attention of British authorities. The UK, in 
turn, reached out to other states that were potential suppliers of inverters. The purpose was to 
dissuade another state from supplying the goods that the British firm had opted not to supply 
(i.e., to prevent ‘undercutting’ as it is recognized today).4 Pakistan thus began to utilize covert 
procurement techniques in the late 1970s. 

Proliferation has continued through this modality ever since.5 Pakistan, Iraq, Iran, North Korea, 
and others have all utilized covert procurement of dual-use goods through non-state actors to 
further their nuclear and missile programs.

Defining the role of the private sector in nonproliferation is nonetheless not straightforward. 
Under the international system as it exists today, for example, the basic role of the private sector 
is to be compliant with the laws of the jurisdictions in which they operate. It is, according to 
international law, the responsibility of the state to decide how to implement its commitments, 
including with regards to nonproliferation. It is with this in mind that United Nations Security 
Council Resolution 1540 calls upon states to adopt and enforce appropriate and effective laws 
and to find ways to ‘work with and inform the private sector.’6 

From another perspective, companies might be expected to act within their own self-interest 
even if this differs positively or negatively from the laws of the jurisdictions in which they 
operate. It is in this context that factors such as reputation become key. Factors beyond laws 
can influence the actions of companies. 

A third perspective is that broader factors might act upon the behavior of companies. It could 
be, for example, that moral considerations affect the decision-making calculus of companies— 
perhaps principally through the actions and decisions of specific employees. 

Engaging the Private Sector

The authors of this paper, when formerly working as UK Government counter-proliferation 
practitioners, independently concluded that the Government could make better use of the 
capabilities of and information held by the private sector. Although several UK Government 
Departments and Agencies implemented outreach programs to manufacturers and other relevant 
companies, these tended to focus more on export control legislation and good implementation 
practices. However, companies that manufacture or transport goods and materials required by 
illicit proliferation programs may possess actionable information about clandestine procurement 
networks, and effective mechanisms need to be set up to ensure that such information is shared 
with law enforcement or other relevant agencies so that action can be taken to combat proliferation.

4 On the Emerson episode, see Gordon Corera, Shopping for Bombs: Nuclear Proliferation, Global Insecurity, 
and the Rise and Fall of the A.Q. Khan Network (Oxford: Oxford University Press, 2006), p. 26.

5 See for example, Glenn Anderson, “Points of Deception: Exploring How Proliferators Evade Controls to 
Obtain Dual-use Goods,” Strategic Trade Review 2 (Spring 2016). 

6 United Nations Security Council 1540, S/RES/1540, New York, April 2004.



146 Ian Stewart and Jonathan Brewer

Project Alpha within the Centre for Science and Security Studies, King’s College, London, in 
2011, was set up in order to encourage and support private sector efforts to detect and deter 
proliferation, and thus support the Government’s strategic goal to reduce the threat to the 
UK from proliferation of WMD.7 The Project sought to improve the implementation by the 
private sector of controls to counter illicit trade by conducting industry outreach in the UK in 
partnership with the Government’s Export Control Organization and other relevant Departments, 
by providing services such as free e-learning, training and consultancy, and in particular in 
China by conducting industry engagement in partnership with Chinese authorities. Project Alpha 
maintains a ‘Partners Initiative’ linked to the Nuclear Suppliers Group (NSG) good practice 
guidance to encourage companies to be proactive in preventing proliferation-related trade.8 
In order to expand knowledge within Government and the private sector of the practices and 
methods used by proliferation networks, Project Alpha also researches and publishes examples of 
illicit trade, partly based on information provided by the private sector in the UK and elsewhere.

While it is undoubtedly true that no respectable private sector entity would wish to be involved 
in proliferation procurement, because such procurement is hard to detect, and because the risks 
might seem to be low, companies may be resistant to investing necessary resources in adequate 
compliance programs. It is the responsibility of governments to build the narrative to encourage 
them to do so. Efforts to engage the private sector ideally should build upon one or more of 
the several factors that can be used to induce companies to act in specific ways, but typically, 
the approaches taken by many governments mainly relate to the adoption and enforcement of 
laws, combined with awareness raising and training with the aim of inducing compliance. For 
example, many, or perhaps most governments that implement export controls are thought to 
have some form of outreach program in place. 

In recent years, there have also been a variety of efforts to encourage and foster companies 
to incorporate export control provisions into their corporate social responsibility programs. 
For example, all members except Russia of the Nuclear Suppliers Group endorsed the “Good 
Practice Guidelines for Corporate Social Responsibility” adopted in 2013. These Guidelines, 
reproduced in Annex 1, build upon recommendations for private sector implementation of 
counter-proliferation standards earlier proposed by one of the authors of the present paper.9 

There has perhaps been a less systematic effort to build upon the expanded idea that individual 
employees can be champions for nonproliferation within a company—at least as instigated by 
governments. In a number of countries, bottom-up and civil society-led efforts have created 
communities of compliance individuals that meet to discuss export control and nonproliferation 
issues. Examples known to the authors include, in addition to the Project Alpha ‘partners’ initiative, 
the network created by the James Martin Center for Nonproliferation Studies, Middlesbury 

7 Project Alpha was conceived by Dr. Jonathan Brewer following his retirement from government service. 
Dr Brewer then joined the UN Panel on Iran in New York, and Ian Stewart was seconded from the British 
Ministry of Defense to King’s College London to set up and run the project. 

8 “Good practices for Corporate Standards to Support the Efforts of the International Community in the 
Nonproliferation of Weapons of Mass Destruction,” Nuclear Suppliers Group, <http://www.nuclearsuppliers 
group.org/images/Files/National_Practices/NSG_Measures_for_industry_update_revised_v3.0.pdf>.

9 Jonathan Brewer, “The Private Sector Plays an Important Role in Delaying the Development of the Iranian 
Nuclear Program,” The Bulletin of the Atomic Scientists, November 30, 2010, <http://thebulletin.org/iran-
and-west-next-steps/private-sector-plays-important-role-delaying-development-iranian-nuclear>.
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Institute for International Studies at Monterrey, (CNS), and the networks of individuals certified 
by the Center for Information on Security Trade Controls (CISTEC), in Japan. In this context, 
it can be considered that there is an overlap between professionalization of compliance officials 
and the creation of industry champions. This overlap is not necessarily complete, however. 
The authors are aware of suggestions that a mechanism be created for whistle blowers to alert 
appropriate parties over concerns about a company’s actions with regards to nonproliferation, 
for example. Evidently, potential whistle blowers might not be limited to compliance officials. 

A variety of requirements exist that are important in the context of the implementation of each 
of these measures in practice. They include the preparation and publication of guidance on 
export controls, internal compliance programs, product rating programs and so on. They also 
include the provision of training by governments, academia, and commercial service providers. 

Unfulfilled	Potential	

Despite the variety of tools and levers that are available to engage private enterprises in 
nonproliferation, there are a variety of limitations to the approaches, which mean that the 
private sector is not yet fully functioning in its potential role as the front line of defense in 
countering proliferation. The principal reason for this relates to the nature of proliferation and 
commerce. While proliferators might still submit inquiries to manufacturers of sensitive goods 
directly, improving implementation of export controls in major firms has resulted in an offset 
activity. Proliferators instead often use either front companies or middlemen when seeking to 
acquire sensitive goods. A variety of cases highlight this point, including networks set up by the 
procurement agent Li Fang Wei in support of Iran’s illicit programs, separate Iranian procurement 
networks detected by Rakon, and networks described by the UN Sanctions Panel on the DPRK.10

Another trend is for proliferators to import parts, materials and components that are not listed 
in control regimes such as the NSG or Missile Technology Control Regime (MTCR) and thus 
are not automatically subject to export controls. Investigations carried out by the UN Sanctions 
Panel on Iran at one point demonstrate this pattern: of thirty cases of goods or materials 
interdicted on the basis of information that they were intended for programs prohibited under 
UN sanctions on Iran, only ten percent were of controlled items.11 There are likely a number 
of reasons for this: with the constant improvement of technology globally, the number of items 
which can realistically be controlled by export control authorities, and thus included in the 
NSG or MTCR control lists, is decreasing; the manufacturing base for most controlled items 
is very small, whereas the manufacturing base for materials and equipment might be larger, 
or that illicit proliferation programs may be content to build a low-quality facility rather than 
a facility that meets Western industrial standards. Companies producing non-controlled items 
will generally be less sensitized to export control issues.

10 On Karl Lee, see Ian Stewart and Daniel Salisbury, “Wanted: Karl Lee,” The Diplomat, May 22, 2014, 
<http://thediplomat.com/2014/05/wanted-karl-lee/>. On DPRK, see “UN Panel on DPRK Created Pursuant 
to Resolution 1874 Final Report,” S/2016/157, February 2016, pp. 62-65, <http://www.un.org/ga/search/
view_doc.asp?symbol=S/2016/157>.

11 “Final Report of the UN Panel of Experts Established Pursuant to Resolution 1929 (2010),” S/2014/394, 
Annex II, June 2014, < http://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-
CF6E4FF96FF9%7D/S_2014_394.pdf>.
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The problem is that the current levers, as described in the previous section, are so far still 
proving insufficient to compel companies to address the supply-chain proliferation risk. It is 
helpful to examine each in turn. 

National Compliance Requirements
A basic feature of the international system as it exists today is that it is for each government to 
implement and enforce controls within its own jurisdiction. For example, the authors’ impression 
is that Chinese authorities have tended to focus efforts on State Owned Enterprises while 
acknowledging the need for better engagement with Small and Medium-sized Enterprises.12 
Furthermore, although bodies such as the World Customs Organization have emphasized 
the need for enhanced implementation of export controls, there are as yet no internationally 
recognized standards for implementation.13 Procurement networks are able to exploit such 
weaknesses.14

With few exceptions, although governments may require their exporters to carry out end-
user checks in some form, generally they do not have an ability to conduct extraterritorial 
enforcement. The effect of this is that governments focus on controls at the point of export. Some 
countries such as the U.S do conduct some pre- and post-shipment verification to validate the 
bona fides of the end user. These measures can prevent transfers to front companies. However, 
they are poorly suited to ensuring that goods are not later diverted. Substantial onward transfers 
of proliferation-sensitive goods have taken place as a result of these limitations. 

Corporate Social Responsibility and Industry Champions
In principle, corporate social responsibility and internal compliance programs could allow 
companies to go beyond the limitations of export compliance as set out above. However, there 
are few signs that nonproliferation principles are being systematically embedded into CSR in 
a widespread way. Similarly, beyond appointment of export compliance officials, there are 
few signs that compliance champions are emerging to address supply chain issues other than 
in a handful of cases. For example, U.S firm MKS instruments put in place a supply-chain 
compliance system for vacuum equipment that appears to be relatively robust.15 The ‘controlled 
delivery model’ as introduced by MKS was suited to the nature of the vacuum gauge market. 
However, it is a model that might not be well-suited to other sectors as it required the elimination 
of distributors from the supply chain. 

12 Conclusions reached following Project Alpha/China Arms Control and Disarmament Association Industry 
Outreach workshops in Qingdao, China in February 2012 and Dalian, China in November 2012.

13 See for example, “Conventions and Programs Concerning Export Controls,” World Customs Organization, 
<http://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/conventions/export-controls.aspx>.

14 “Final Report of Panel of Experts Created Pursuant to Resolution 1929 (2010),” S/2013/331, Paragraph 119, 
June 2013, < http://www.iranwatch.org/sites/default/files/un-panel-of-experts-report-june-2013.pdf>.

15 Ian Stewart, and John McGovern, “Beyond Compliance: Preventing the Diversion of Sensitive Vacuum 
Measuring Equipment-The ‘Controlled Delivery Model’,” CSSS Occasional Paper Series 3 (September 
2013).
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Towards a Supply Chain Approach to Nonproliferation 

If the limitations of the current approach to export controls are apparent, perhaps so too is the 
main remedy. There is a need to address proliferation risks in the supply chain. A satisfactory 
supply chain solution might be considered to start with adoption by companies involved with 
corporate best practices or a variation of them. In practice, this would involve an expanded use 
of measures such as pre- and post-shipment verification. Development of this concept requires 
engagement with, amongst other bodies, trade and professional associations, many of which 
are already grappling with issues relating to harmonization of standards and documentation 
within the supply chain.

However, it might also require additional measures. One such measure is the concept of import 
notification, where exporters (or exporting states) inform the authorities of recipient countries 
that goods have been or will be exported to a company so that the receiving authority can 
conduct industry outreach or end use / end-user checks. 

Another important supply-chain lever relates to the service sectors, such as the finance, 
freight and shipping industry. Companies operating in service sectors have access to a variety 
of information that could be used for supply chain compliance and due diligence activities. 
The Secretary General of the international freight-forwarders association, FIATA, noted in 
November 2014, “Diligence exercised by logistics companies can significantly reduce the 
burden on governments that are already stretched thin.”16 

However, presently, the compliance approaches of such firms are generally limited to ensuring 
that transactions to a party are not on a sanctioned entity list. Going beyond this will require 
in particular adequate information from national authorities about prohibited WMD activities. 
But new tools are also becoming available, for example, Project Alpha has recently created 
a key word list linked to the control lists of the export control regimes so that such firms 
can screen transactions for the keywords actually used by industry- as opposed to the terms 
used in the control list, which are generally of low value for transaction screening purposes. 
Commercial organizations also offer vessel tracking tools that integrate entity screening 
systems.17 It appears that such tools are increasingly being used by the financial services sector 
to track the movement of vessels. The authors are also aware of companies that are working 
to make it possible for shipping firms and banks to know whether items being transacted are 
subject to control or prohibition. 

There are also more straightforward measures that can be taken. For example, all companies 
should ensure that their business partners have in place a trade compliance program. Furthermore, 
as pointed out by the UN Sanctions Panel on Iran following its investigations, multi-national 
companies should ensure that compliance standards enforced in their domestic jurisdiction 

16 Marco Sorgetti, “Statement on Nonproliferation Risks,” Governance and Compliance Management Dialogue 
with Industry in Support of UN Security Council Resolution 1540, Frankfurt, Germany, November 21, 
2014. <http://fiata.com/fileadmin/user_upload/documents/Position_Papers/Non_Proliferation_UN_1540_
RESO_speech_21_11_2014.pdf>.

17 For example, see Polestar: PurpleTRAC website, <http://purpletrac.polestarglobal.com/overview>.
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are equally well-implemented by subsidiaries overseas.18 There is presently no internationally 
recognized standard for an internal compliance program in the trade compliance field, but in the 
European Union, some consideration has been given to the question of linking trade compliance 
to the Authorized Economic Operator (AEO) framework.19

More generally, and as set out above, there is a need to integrate supply chain considerations 
into both national and company levels’ implementation of export control measures. In terms of 
national implementation, governments must take supply chain issues into account both at the 
time of considering a license and during dialogue with companies. This might also be an issue 
that could be taken up systematically by the UNSCR 1540 committee as well as the export 
control regimes. 

The fact that illicit trade involving non-state actors continues to be a problem nearly four 
decades after the first cases were detected might suggest that the current system of export control 
governance is poorly suited to bringing about such supply-chain approaches. In this context, it 
is perhaps non-governmental efforts that are best placed to conceptualize and develop solutions. 

Conclusions 

The general structure of international law and the nonproliferation regime places primacy upon 
the state. The state is held to account for its own actions and for the actions of actors upon its 
territory. Nonetheless, the nature of proliferation today often means that it is the private sector 
or enterprise that is the source of proliferation rather than the state itself. It is for this reason 
that states are required under resolution 1540 to find appropriate ways to work with and inform 
industry. Indeed, for proliferation to be countered, it is not sufficient for industry to be aware of 
its legal obligations. Partnerships between government and industry are required so that both 
may leverage each other’s respective information and resources.

Governments tend to have a greater appreciation of the problem of proliferation. Governments 
will have a view about which states pose a proliferation concern. Governments might also have 
intelligence information about specific entities or activities that could be proliferation-related. 
Industry, on the other hand, tends to have less of an appreciation of the nature of proliferation. 
Nonetheless, the technical and business information held by industry can often be essential in 
nonproliferation efforts. 

More needs to be done to leverage the support that the private sector can provide to governments’ 
counter-proliferation efforts. One reason that Project Alpha was created was to facilitate this. As 
other organizations including CNS, CISTEC, and the Chinese Academy of International Trade 
and Economic Cooperation (CAITEC), have demonstrated, non-governmental organizations can 
be important facilitators in this regard. In order to detect and counter the next proliferator as well 
as to deal with current proliferators, a key priority for the nonproliferation community should be 
to encourage and foster the activities of the non-governmental sector. 

18 Final Report of Panel of Experts Created Pursuant to Resolution 1929 (2010),” S/2013/331, Paragraph 152, 
June 2013, < http://www.iranwatch.org/sites/default/files/un-panel-of-experts-report-june-2013.pdf>.

19 The authorized economic framework is principally a Customs compliance standard. Many governments 
have created AEO Programs under the WCO’s SAFE framework. There is mutual recognition of the 
standard between some governments. 
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Annex 1: Good Practices for Corporate Standards to Support the Efforts of the 
International Community in the Nonproliferation of Weapons of Mass Destruction 

The following practices are authored by the Government of the United Kingdom of Great 
Britain and Northern Ireland with the help and support of the Governments of Australia, 
Canada, Finland, Germany, Japan and the United States of America. These practices 
recognize that proliferation of Weapons of Mass Destruction has the potential to seriously 
threaten international peace and security and undermine economic, commercial and social 
development; and recognize the important role that the diverse commercial sector (exporters, 
shippers, freight-forwarders, brokers and indeed all those involved in commercial or financial 
transactions) can play in assisting multilateral efforts in nonproliferation of Weapons of Mass 
Destruction. These practices are not legally binding—they are intended to provide a platform 
from which individual companies may adopt internal practices and are not exhaustive. These 
practices complement existing legal obligations to comply with national law. 

Practices 
It is suggested that companies should seek to: 

1.0 implement internal systems to ensure due-diligence checks are carried out on potential 
customers and business partners and the goods, software and technology that they wish 
to acquire, utilizing public information such as early warning lists, red-flag checklists and 
questionnaires provided by the United Nations, States and other parties with an interest 
in supporting the multilateral nonproliferation effort, and to consult with the relevant 
government authorities as necessary; 

2.0 monitor, collate and vet inquiries within the scope of due diligence, relating to the acquisition 
of proliferation sensitive goods, software and technology; 

3.0 consult government export control authorities before having any dealings with entities 
identified as being of proliferation concern either from public sources, from corporate 
monitoring systems or from contact with relevant competent authorities in states themselves; 

4.0  implement best efforts to share information about illicit attempts to procure items for 
Weapons of Mass Destruction programs with security and other relevant agencies in the 
State where they are established and with business partners and others in instances where 
the State judges that broader publicity would be appropriate; 

5.0  promote the adoption of due diligence and information sharing within the supply chain and 
with other business partners within the boundaries of legitimate protection of business and 
company information; 

6.0  incorporate nonproliferation measures and export control compliance into existing 
Corporate Social responsibility statements; 
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7.0  encourage relevant industry-wide trade and professional bodies to recognize the importance 
of supporting and encouraging the nonproliferation effort and the measures set out herein; 
and 

8.0  foster an open and transparent relationship with appropriate government and regulatory 
authorities. 

Adoption and promotion of these practices will enhance active commercial sector support for 
nonproliferation by reducing the risk of inadvertent supply of items to illicit programs.




